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Abstract

Thi s docunent presents the design of an ICN Ping protocol. It

i ncl udes the operations both on the client and the forwarder side.
The design expresses the views of the authors and does not represent
the views of the Naned Data Networking Project Team

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 26, 2018.

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect

Mast oraki s, et al. Expi res February 26, 2018 [ Page 1]



I nternet-Draft I CN Pi ng August 20

17

to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. | nt roducti on

Determ ning data plane reachability to a destination and taking
coarse performance neasurenents of round trip tinme are fundanenta
facilities for network adm ni stration and troubl eshooting. In IP

where routing and forwardi ng are based on | P addresses, |ICMP echo and

| CMP echo response are the protocol mechani sns used for this purpos
general ly exercised through the famliar ping utility. In ICN whe
routing and forwardi ng are based on nane prefixes, the ability to
determ ne reachability of names is required.

Thi s docunent proposes protocol nechanisns for a ping equivalent in
I CN networks. A non-nornative appendi x suggests useful properties
for an ICN ping client application, analogous to |IP ping, that

origi nates echo requests and process echo replies.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in th
docunent are to be interpreted as described in [ RFC2119].
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2.

Background on | P-Based Ping Operation

In | P-based ping, an I P address is specified, either directly, or via
transl ati on of a domain name through DNS. The ping client
application sends a nunber of | CVMP Echo Request packets with the
specified I P address as the I P destination address and an | P address
fromthe client’s host as the I P source address.

An | CVP Echo Request is forwarded across the network based on its
destination IP address. |If it eventually reaches the destination,
the destination responds by sendi ng back an | CMP Echo Reply packet to
the I P source address fromthe | CVP Echo Request.

If an | CMP Echo Request does not reach the destination or the Echo
reply is lost, the ping client tinmes out. Any |ICVP error nessages,
such as "no route to destination", generated by the | CMP Echo Request
nmessage are returned to the client and reported.

Ping Functionality Challenges and Qpportunities in |ICN

In ICN protocols (e.g., NDN and CCNx), the communication paradigmis
based exclusively on nanmed objects. An Interest is forwarded across
the network based on its nanme. Eventually, it retrieves a content
object either froma producer application or sone forwarder’s Content
Store (CS).

| P-based ping was built as an add-on on top of an already existing
network architecture. In ICN, we have the opportunity to incorporate
di agnostic nechanisns directly in the network |ayer protocol, and
hopefully provide nore powerful diagnostic capability than can be
realized through the |layered | CVP Echo approach.

An ICN network differs froman IP network in at |east 4 inportant
ways:

o IPidentifies interfaces to an IP network with a fixed-length
nunber, and delivers |IP packets to one or nore interfaces. |CN
identifies units of data in the network with a variable |ength
name consisting of a list of conponents.

0 An | P-based network depends on the | P packets having source |IP
addresses that are used as the destination address for replies.
On the other hand, ICN Interests do not have source addresses and
t hey are forwarded based on nanmes, which do not refer to a unique
end-point. Data packets follow the reverse path of the Interests
based on hop-by-hop state created during Interest forwarding.
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0 An IP network supports multi-path, single destination, stateless
packet forwarding and delivery via unicast, a limted form of
mul ti-destination selected delivery with anycast, and group-based
mul ti-destination delivery via nulticast. |In contrast, |ICN
supports nmulti-path and nmulti-destination stateful |nterest
forwarding and nulti-destination data delivery to units of naned
data. This single forwardi ng semanti c subsunmes the functions of
uni cast, anycast, and nmulticast. As a result, consecutive (or
retransmtted) ICN Interest nmessages may be forwarded through an
I CN network along different paths, and nmay be forwarded to
different data sources (e.g., end-node applications, in-network
storage) holding a copy of the requested unit of data. This can
lead to a significant variance in round-trip tinmes, which m ght
not be desirable in the case of a network troubl eshooting
mechani sm | i ke ping.

o0 In the case of nultiple Interests with the sane nane arriving at a
forwarder, a nunber of Interests may be aggregated in a common
Pending Interest Table (PIT) entry. Depending on the lifetinme of
a PIT entry, the round-trip tine an Interest-Data exchange m ght
significantly vary (e.g., it mght be shorter than the full round-
trip time to reach the original content producer). To this end,
the round-trip tine experienced by consuners m ght al so vary.

These differences introduce new chal |l enges, new opportunities and new

requirenents in the design of an ICN ping protocol. Following this

comuni cation nodel, a ping client should be able to express ping

echo requests with sone name prefix and receive responses.

Qur goals are the foll ow ng:

0o Test the reachability and the operation of an ICN forwarder.

o Test the reachability of an application (in the sense of whether
Interests for a prefix that it serves can be forwarded to it) and
di scover the forwarder with |local connectivity to (an instance of)
t he application.

o Test whether a specific nanmed object is cached in some on-path CS,
and, if so, return the correspondi ng forwarder.

o Perform sone sinple network perfornmance neasurenents.
To this end, a ping nanme can represent:
0o An adm nistrative nane that has been assigned to a forwarder.

o A nane that includes an application’s nanespace as a prefix.
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o A naned object that m ght reside in sonme in-network storage.

In order to provide stable and reliable diagnostics, it is desirable
t hat the packet encoding of a ping echo request enabl es the
forwarders to distinguish a ping froma normal Interest, while also
allow ng for forwardi ng behavior to be as simlar as possible to that
of an Interest packet. 1In the same way, the encoding of a ping echo
reply should allow for forwarder processing simlar to that used for
dat a packets.

The ping protocol should also enable relatively stable round-trip
time neasurenents. To this end, it is inportant to have a nechani sm
to steer consecutive ping echo requests for the sane nane towards a
conmon pat h.

It is also inmportant, in the case of ping echo requests for the sane
name fromdifferent sources, to have a nechanismto avoid aggregating
those requests in the PIT. To this end, we need sone encoding in the
pi ng echo requests to nmake each request for a comon nane uni que, and
hence avoid PIT aggregation and further enabling the exact matching
of a response with a particular ping packet.

4. |1CN Ping Echo CCNx Packet Formats
In this section, we describe the Echo Packet Format according to the
CCNx packet format [ CCNMessages], where nessages exist within
out ernost contai nments (packets). Specifically, we propose two types
of ping packets, an echo request and an echo reply packet type.

4.1. ICN Ping Echo Request CCNx Packet For mat

The format of the ping echo request packet is presented bel ow
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01234567890123456789012345678901

S S S S +
I I I I
| Ver si on | EchoRequest | Packet Lengt h |
| | | |
S - S - S - e O - +
I I

| HopLi m t | Reserved | Fl ags | HeaderLength

| | | | |
- - - - +
/ /
/ Pat hSt eering TLV /
/ /
S S S S +

| Echo Request Message TLVs |

Echo Request CCNx Packet For nat

The exi sting packet header fields have simlar functionality to the
header fields of a CCNx Interest packet. The value of the packet
type field is Echo Request. The exact nuneric value of this field
type is to be determ ned.

Conpared to the typical format of a CCNx packet header [ CCNMessages],
there is a new optional fixed header TLV added to the packet header:

0 A PathSteering hop-by-hop header TLV, which is constructed hop-by-
hop in the echo reply and included in the echo request to steer
consecutive echo requests expressed by a ping client towards a
comon forwarding path. An exanple of such a schene is presented
in [LIPSIN.
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01234567890123456789012345678901

Pat hSt eering TLV
The nessage of an echo request is presented bel ow

012345678901234567890123456738901

oo oo oo oo +
I MessageType = 1 I Messagelengt h I
U e U ST .
I Nane TLV I
L --------------- o e e oo - o e e oo - o e oo - L

Echo Request Message For nat

The echo request nessage is of type Interest in order to | everage the
I nterest forwarding behavior provided by the network. The Nane TLV
has the structure described in [ CCNMessages]. The nanme consists of
the prefix that we would like to ping appended with a nonce typed
name conponent as its |ast conponent. The value of this TLV will be
a 64-bit nonce. The purpose of the nonce is to avoid Interest
aggregation and allow client matching of replies with requests. As
descri bed bel ow, the nonce is ignored for CS checking.
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01234567890123456789012345678901

S S S S +
I I I
| Nonce_ Type | Nonce Length = 8 |
| | |
S - O - S - e O - +

Nonce Typed Nanme Conponent TLV
4.2. Ping Echo Reply CCNx Packet For mat
The format of a ping echo reply packet is presented bel ow

01234567890123456789012345678901

Fom e e oo oo Fom e e oo oo Fom e e oo oo Fom e e oo oo +
I Ver si on | EchoRepl y I Packet Lengt h I
e e e T .
I Reserved I Fl ags | Header Length

e N e e :

Echo Reply CCNx Packet For nmat
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The header of an echo reply consists of the header fields of a CCNx
Content Object and a hop-by-hop PathSteering TLV. The val ue of the
packet type field is Echo Reply. The exact nunmeric value of this
field type is to be determ ned. The PathSteering header TLV is as
defined for the echo request packet.

A ping echo reply nessage is of type Content Object, contains a Nane
TLV (name of the correspondi ng echo request), a Payl oadType TLV and
an ExpiryTime TLV with a value of 0 to indicate that echo replies
nmust not be cached by the network.

012345678901234567890123456738901

oo oo oo oo +
I MessageType = 2 I Messagelengt h I
U e U ST .
I Name TLV I
L --------------- o e e oo - o e e oo - o e oo - L

Echo Reply Message For mat

The Payl oadType TLV is presented below. It is of type

T_PAYLOADTYPE _DATA, and the data schema consists of 3 TLVs: 1) the
name of the sender of this reply (with the same structure as a CCNx
Nane TLV), 2) the sender’s signature of their own nanme (wth the sane
structure as a CCNx ValidationPayload TLV), 3) a TLV with return
codes to indicate what led to the generation of this reply (i.e.,

exi stence of a local application, a CS hit or a match with a
forwarder’s adm ni strative nanme as specified in Section 6).
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01234567890123456789012345678901

S S S S +
| | |
| T_PAYLOADTYPE_DATA | Lengt h |
| | |
S S S U +
/ /
/ Sender’ s Name TLV /
/ /
S S S S +
/ /
/ Sender’s Signature TLV /
/ /
S S S S +
/ /
/ Echo Reply Code TLV /
/ /
S S S U +

Echo Reply Message For mat

The goal of including the name of the sender in the echo reply is to
enable the user to reach this entity directly to ask for further
managenent /adm ni strative information using generic Interest-Data
exchanges after a successful verification of the sender’s nane.

The structure of the Echo Reply Code TLV is presented bel ow (16-bit
value). The potential values are the follow ng:

o 1. Indicates that the target nane matched the adm ni strative namne
of a forwarder.

0 2: Indicates that the target nane matched a prefix served by an
appl i cation.

o 3: Indicates that the target nane matched the nanme of an object in
a forwarder’s CS.
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01234567890123456789012345678901

S S S S +
I I I
| Echo_Reply_ Code Type | Echo_Reply Code Length = 2 |
| | |
S - O - S - e O - +

Echo Reply Code TLV
5. I CN Ping Echo NDN Packet Formats

In this section, we present the ICN Ping Echo Request and Reply
Format according to the NDN packet specification [ NDNTLV].

5.1. ICN Ping Echo Request NDN Packet For nat

An echo request is encoded as an NDN Interest packet. |Its format is
the foll ow ng:
EchoRequest ::= | NTEREST- TYPE TLV- LENGTH
Nane
Must BeFr esh
Nonce

Pat hSt eeri ng TLV?
Echo Request NDN Packet For mat
The nanme of an echo request consists of the prefix to be pinged, a
nonce value (it can be the value of the Nonce field) and the suffix
"ping" to denote that this Interest is a ping request.

An echo request contains a new optional field for the hop-by-hop
Pat hSteering TLV. The format of this field is the foll ow ng:

Pat hSt eeri ng TLV ::= PATHSTEERI NG TLV- TYPE TLV- LENGTH BYTE{ 8}
Pat hSt eering TLV
Since the NDN packet format does not provide a nechanismto prevent

the network from caching specific data packets, we will use the
Must BeFresh sel ector for echo requests (in conbination with a
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Freshness Period TLV of value O for echo replies) to avoid fetching
cached echo replies.

5.2. Ping Echo Reply NDN Packet For nat

An echo reply is encoded as an NDN Data packet. Its format is the
f ol | ow ng:
EchoReply ::= DATA-TLV TLV- LENGTH
Pat hSt eering TLV
Name
Met al nf o
Cont ent
Si gnature

Echo Reply NDN Packet For mat

Conpared to the format of a regular NDN Data packet, an echo reply
contains a PathSteering TLV field, which is not included in the
security envel ope, since it mght be nodified in a hop-by-hop fashion
by the forwarders along the reverse path.

The nanme of an echo reply is the nane of the correspondi ng echo
request, while the format of the Metalnfo field is the foll ow ng:

Met al nfo ::= META-1 NFO TYPE TLV- LENGTH
Cont ent Type
Fr eshnessPeri od

Metal nfo TLV

The val ue of the Content Type TLV is 0. The sane applies to the val ue
of the FreshnessPeriod TLV, so that the replies are treated as stale
data as soon as they are received by a forwarder.

The content of an echo reply consists of the followng 2 TLVs:
Sender’s nane (with a structure simlar as an NDN Nane TLV) and Echo
Reply Code. There is no need to have a separate TLV for the sender’s
signature in the content of the reply, since every NDN data packet
carries the signature of the data producer.

The Echo Reply Code TLV format is the followng (wth the val ues
specified in Section 4.2):

EchoRepl yCode ::= ECHOREPLYCODE- TLV- TYPE TLV- LENGTH BYTE{ 2}

Echo Reply Code TLV
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6.

For war der Handl i ng

When a forwarder receives an echo request, it will first extract the
nessage’ s base nanme (i.e., the request name with the Nonce nane
conponent excluded and the suffix "ping" in the case of an echo
request wth the NDN packet format).

In sone cases, the forwarder will originate an echo reply, sending
the reply downstreamthrough the face on which the echo request was

received. An echo reply will include the forwarder’s own nane and
signature, and, the appropriate echo reply code based on the
condition that triggered the reply generation. It wll also include

a pathSteering TLV, initially a null value (since the echo reply
originator does not forward the request and, thus, does not nake a
pat h choice).

The forwarder generates an echo reply in the follow ng cases:

o0 Assum ng that a forwarder has been given one or nore
adm ni strative nanmes, the echo request base nane exactly matches
any of the forwarder’s adm nistrative nane(s).

o The echo request’s base nane exactly nmatches the nanme of a
content-object residing in the forwarder’s CS (unless the ping
client application has chosen not to receive replies due to CS
hits as specified in Appendi x A).

o The echo request base nane matches (in a Longest Prefix Mtch
manner) a FIB entry with an outgoing face referring to a | ocal
appl i cation.

If none of the conditions to reply to the echo request are net, the
forwarder will attenpt to forward the echo request upstream based on
the path steering value (if present) the results of the FIB LPM

| ookup and PIT creation (based on the nane including the nonce typed
name conponent and the suffix "ping" in the case of an echo request
with the NDN packet format). |If no valid next-hop is found, an
InterestReturn is sent downstream (as with a failed attenpt to
forward an ordinary Interest).

A received echo reply will be matched to an existing PIT entry as
usual. On the reverse path, the path steering TLV of an echo reply
wi |l be updated by each forwarder to encode its next-hop choice.

When included in subsequent echo requests, this pathSteering TLV wi ||
allow the forwarders to steer the requests along the same path.
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7.

Protocol Operation For Locally-Scoped Nanespaces

In this section, we elaborate on 2 alternative design approaches in
cases that the pinged prefix corresponds to a |ocally-scoped
nanmespace not directly routable fromthe client’s | ocal network.

The first approach | everages the NDN Link Qbject [SNAWP].
Specifically, the ping client attaches to the expressed request a

LI NK Cbj ect that contains a nunber of routable nanme prefixes, based
on which the request can be forwarded across the Internet utill it
reaches a network region, where the request nane itself is routable.
A LINK Object is created and signed by a data producer allowed to
publi sh data under a |ocally-scoped nanespace. The way that a client
retrieves a LINK Qbject has to do with the overall network
architecture design and is out of the scope of the current draft.

Based on the current deploynent of the LINK Qbject by the NDN team a
forwarder at the boarder of the region, where an Interest nane
becones routable has to renmove the LINK OQbject fromthe incom ng
Interests. The Interest state maintained along the entire forwarding
path is based on the Interest name regardl ess of whether it was
forwarded based on its nanme or a routable prefix in the LINK Object.

The second approach is based on prepending a routable prefix to the

| ocal | y-scoped nanme. The resulting prefix wll be the nanme of the
echo requests expressed by the client. 1In this way, a request wll
be forwarded across the Internet based on the routable part of its
nane. Wen it reaches the network regi on, where the original

| ocal | y-scoped nane is routable, the boarder forwarder wll have to
rewite the request nane and delete its routable part. There are two
conditions for a forwarder to performthis rewiting operation on a
request: 1) the routable part of the request nane matches a routable
name of the network region adjacent to the forwarder (assum ng that a
forwarder is aware of those nanes) and 2) the remaining part of the
request nane is routable across the network region of this forwarder.

The state maintai ned al ong the path, where the |ocally-scoped nane is
not routable, is based on the routable prefix along with the |ocally-
scoped prefix. Wthin the network region that the | ocally-scoped
prefix is routable, the state is based only on it. To ensure that
the generated replies will reach the ping client, the boarder
forwarder has also to rewite the name of a reply and prepend the
routabl e prefix of the correspondi ng echo request.
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8.

10.

10.

10.

Security Consi derations

To avoid reflection attacks in the case of an echo reply with the
CCNx packet format, where a conprom sed forwarder includes in the
reply the nanme of a victimforwarder to redirect the future

adm nistrative traffic towards the victim the forwarder that
generates a reply has to sign the nane included in the payload. In
this way, the client is able to verify that the included nane is
legitimate and refers to the forwarder that generated the reply.

Al ternatively, the forwarder can include in the reply payload their
routabl e prefix(es) encoded as a signed NDN Li nk Object [SNAWP].

Interest flooding attack anplification is possible in the case of the
second approach to deal with | ocally-scoped nanespaces described in
Section 7. A boarder forwarder will have to nmaintain extra state, so
that to prepend the right routable prefix to the name of an outgoing
reply, since the forwarder m ght be attached to nmultiple network

regi ons (reachable under different prefixes) or a network region
attached to this forwarder m ght be reachable under nmultiple routable
prefixes.
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Appendi x A, Ping Cient Application (Consuner) Operation

This section is an informative appendi x regardi ng the proposed ping
client operation.

The ping client application is responsible for generating echo
requests for prefixes provided by users.

When generating a series of echo requests for a specific nane, the
first echo request will typically not include a PathSteering TLV,
since no TLV value is known. After an echo reply containing a

Pat hSteering TLV is received, each subsequent echo request can

i nclude the received path steering value in the PathSteering header
TLV to drive the requests towards a conmon path as part of checking
t he network performance. To discover nore paths, a client can omt
the path steering TLV in future requests. Mreover, for each new
pi ng echo request, the client has to generate a new nonce and record
the tinme that the request was expressed. It will also set the
lifetime of an echo request, which will have semantics simlar to the
l[ifetime of an Interest.

Moreover, the client application mght |like not to receive echo
replies due to CS hits. A nechanismto achieve that in CCNx woul d be
to use a Content (Object Hash Restriction TLV with a value of 0 in the
payl oad of an echo request nessage. In NDN, the exclude filter

sel ector can be used.

When it receives an echo reply, the client would typically match the
reply to a sent request and conpute the round-trip tine of the
request. It should parse the PathSteering val ue and decode the
reply’ s payload to parse the the sender’s nane and signature. The
client should verify that both the received nessage and the
forwarder’s name have been signed by the key of the forwarder, whose
nanme is included in the payload of the reply (by fetching this
forwarder’s public key and verifying the contained signature). The
client can al so decode the Echo Reply Code TLV to understand the
condition that triggered the generation of the reply.

In the case that an echo reply is not received for a request within a
certain tinme interval (lifetime of the request), the client should

ti me-out and send a new request with a new nonce value up to sone
maxi mum nunber of requests to be sent specified by the user.
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