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Abstract

Token binding allows HTTP servers to bind bearer tokens to TLS
connections. In order to do this, clients or user agents nust prove
possession of a private key. However, proof-of-possession of a
private key becones truly nmeaningful to a server when acconpani ed by
an attestation statenent. This specification describes extensions to
t he exi sting token binding protocol to allow for attestation
statenents to be sent along with the related token bindi ng nessages.
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1. | nt roducti on

[I-D.ietf-tokbind-protocol] and [I-D.ietf-tokbind-negotiation]
descri be a framework whereby servers can | everage cryptographically-
bound aut hentication tokens to verify TLS connections. This is
useful for prevention of man-in-the-m ddle attacks on TLS sessi ons,
and provides a mechani sm by which identity federation systenms can be
| everaged by a relying party to verify a client based on proof-of -
possession of a private key.

Once the use of token binding is negotiated as part of the TLS
handshake, an application | ayer nmessage (the Token Bi ndi ng nessage)
may be sent fromthe client to the relying party whose primary
purpose is to encapsulate a signature over a val ue associated wth
the current TLS session (Exported Key Material, i.e. EKM- see
[1-D.ietf-tokbind-protocol]).

Pr oof - of - possession of a private key is useful to a relying party,
but the associated signature in the Token Bi ndi ng nessage does not
provide an indication as to how the private key is stored and in what
ki nd of environnment the associ ated cryptographi c operation takes
place. This information may be required by a relying party in order
to satisfy requirenments regarding client platformintegrity.
Therefore, attestations are sonetines required by relying parties in
order for themto accept signatures fromclients. As per the
definition in [I-D. birkhol z-tuda], "renote attestation describes the
attenpt to determne the integrity and trustworthiness of an endpoi nt

Mandyam et al. Expi res Decenber 13, 2018 [ Page 2]



| nt er net - Draf t TokBi ndAt t est June 2018

-- the attestee -- over a network to another endpoint -- the verifier
-- wthout direct access." Attestation statenents are therefore

wi dely used in any server verification operation that |everages
client cryptography.

TLS token binding can therefore be enhanced wth renote attestation
statenments. The attestation statenent can be used to augnment Token
Bi ndi ng nmessage. This could be used by a relying party for several

di fferent purpose, including (1) to determ ne whether to accept token
bi ndi ng nmessages fromthe associated client, or (2) require an

addi tional nechanism for binding the TLS connection to an

aut henti cati on operation by the client.

2. Attestation Enhancenent to TLS Token Bi ndi ng Message

The attestation statenent can be processed 'in-band as part of the
Token Bi ndi ng Message itself. This docunent |everages the
TokenBi ndi ng. extensions field of the Token Bi ndi ng Message as
described in Section 3.4 of [I-D.ietf-tokbind-protocol], where the
extension data conforns to the guidelines of Section 6.3 of the sane
docunent. The extension data takes the formof a CBOR (conpact

bi nary object representation) Data Definition Language construct,
i.e. CDDL.

extension_data = {attestation}

attestation = (
attestation_type: tstr,
attestation_data: bstr,

)

The attestation data is determ ned according to the attestation type.
In this docunment, the followi ng types are defined: "KeyStore" (where
the corresponding attestation data defined in [Keystore]) and "TPWM/2"
(where the corresponding attestation data defined in [ TPM2]).

Addi tional attestation types may be accepted by the token binding

i mpl ementation (for instance, see Section 8 of [webauthn]).

2.1. KeyStore Attestation

KeyStore attestation is relevant to the Android operating system
The Androi d Keystore nechanismallows for an application (such as a
browser inplenmenting the Token Binding stack) to create a key pair,
export the public key, and protect the private key in a hardware-
backed keystore. The Android Keystore can then be used to verify a
keypair using the Keystore Attestati on nmechanism which involves
signing a payload according to a public key that chains to a root
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certificate signed by an attestation root key that is specific to the
devi ce manuf acturer.

KeyStore attestation provides a signature over a payl oad generated by
the application. Since in this case the application is the Token

Bi ndi ng stack resident on the device, the payload is the Exported Key
Material (EKM corresponding to the current TLS connection (see
Section 3.3 of [I-D.ietf-tokbind-protocol]). Then the attestation
takes the formof a signature acconpanies by a chain of DER-encoded
x.509 certificates:

attestation_data = (
sig: bytes,
x5c: [credCert: bytes, *(caCert: bytes)]
)

1. Verification Procedures

The steps at the server for verifying a Token Bi nding KeyStore
Attestation are:

o0 Extract EKM for current TLS connecti on.

o Verify that attestation_data is in the expected CBOR format.

o Parse the first certificate listed in x5¢c and extract the public
key, algorithmand challenge. |[|f the challenge does not match the

EKM t hen the attestation is invalid.

o If the challenge matches the EKM verify the sig with respect to
the extracted public key and algorithmfromthe previ ous step.

o Verify the rest of the certificate chain up to the root. The root
certificate nust match the expected root for the device.

TPM/2 Attestation
Version 2 of the Trusted Conputing G oup’ s Trusted Pl atform Mdul e

(TPM specification provides for an attestation generated within the
context of a TPM The attestation then is defined as
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attestation_data = (
tpm _sig: bytes,
tpnms_attest: Dbytes,
x5c: [credCert: bytes, *(caCert: bytes)]
)

The tpnt _sig is generated over a tpns_attest structure signed with
respect to the certificate chain provided in the x5c array. It is
derived fromthe TPMI_SI GNATURE data structure defined in

Section 11.3.4 of [TPW2]. tpns_attest is derived fromthe
TPMS_ATTEST data structure in Section 10.2.8 of [TPMW2], specifically
with the extrabData field being set to a SHA-256 hash of the EKM

2.2.1. Verification Procedures
The steps for verifying a Token Binding TPMW2 Attestation are:
0 Extract EKM for current TLS connecti on.
o Verify that attestation data is in the expected CBOR format.

o Parse the first certificate listed in x5¢c and extract the public
key.

o Verify the tpns_attest structure,which includes
* Verify that the type field is set to TPM ST _ATTEST_CERTI FY.
* Verify that extrabData is equivalent to the EKM

* Verify that magic is set to the expected TPM GENERATED_VALUE
for the expected conmand sequence used to generate the
attestation.

* Verification of additonal TPMS_ATTEST data fields is optional.

o Verify tpnt_sig with respect to the public key provided in the
first certifcate in x5c¢c, using the algorithmas specified in the
sigAlg field (see Sections 11.3.4, 11.2.1.5 and 9.29 of [TPW2]).

3. Extension Support Negotiation

Even if the client supports a Token Binding extension, it may not be
desirable to send the extension if the server does not support it.
The benefits of client-suppression of an extension could include
saving of bits "over the wire" or sinplified processing of the Token
Bi ndi ng nessage at the server. Currently, extension support is not
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communi cated as part of the Token Binding extensions to TLS (see
[1-D.ietf-tokbind-negotiation]).

It is proposed that the Cient and Server Hell o extensions defined in
Sections 3 and 4 of [I-D.ietf-tokbind-negotiation] be extended so

t hat endpoi nts can comruni cate their support for specific
TokenBi ndi ng. extensions. Wth reference to Section 3, it is
recommended that the "token_binding" TLS extension be augnented by
the client to include supported TokenBi ndi ng. extensi ons as foll ows:

enum {
attestation(0), (255)
} TokenBi ndi ngExt ensi ons;

struct {
TB_Pr ot ocol Versi on t oken_bi ndi ng_ver si on;
TokenBi ndi ngKeyPar anet ers key_paraneters_|ist<1..278-1>;
TokenBi ndi ngExt ensi ons supported_extensions_|ist<1..2"8-1>
} TokenBi ndi ngPar anet er s;

The "supported extensions |ist" contains the list of identifiers of
all token bindi ng nessage extensions supported by the client. A

server supporting token binding extensions will respond in the server
hell o with an appropriate "token_binding" extension that includes a
"supported _extensions_ list". This list nust be a subset of the the

extensions provided in the client hello.
3.1. Negotiating Token Bi nding Protocol Extensions

The negotation described in Section 4 of
[I-D.ietf-tokbind-negotiation] still applies. |In addition, a client
can receive a "supported extensions |ist" fromthe server as part of
the server hello. The client nust term nate the handshake if the
"supported _extensions |ist" received fromthe server is not a subset
of the "supported_extensions |list" sent by the client in the client
hello. If the server hello list of supported extensions is a subset
of the client supported extensions, then the client nust only send

t hose extensions specified in the server hello in the Token Bi ndi ng
protocol. |f the server hello does not include a
"supported_extensions |ist", then the client nust not send any
extensions along with the Token Bi ndi ng Message.
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4. Exanple - Platform Attestation for Anomaly Detection

An exanple of where a platformbased attestation is useful can be for
renote attestation based on client traffic anomaly detection. Many
network infrastructure deploynents enploy network traffic nonitors
for anomal ous pattern detection. Exanples of anonal ous patterns
detectable in the TLS handshake coul d be unexpected ci pher suite
negotiation for a given source/destination pairing. In this case, it
may be desirable for a client-enhanced attestation reflecting for

i nstance that an expected offered cipher suite in the client hello
nmessage is present or the originating browser integrity is intact
(e.g. through a hash over the browser application package). |If the
network traffic nonitor can interpret the atttestati on included in

t he token binding nessage, then it can verify the attestati on and
potentially emt alerts based on an unexpected attestation.

5. | ANA Consi derations

This meno includes no request to | ANA
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