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Abstract

An attestation format based on the Entity Attestation Token (EAT) is
descri bed. The Qual comm Wrel ess Edge Services (QAES) token is used
in the context of device onboarding and authentication. It is
verified in the same manner as any CBOR Wb Token (CW).
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1. Introduction
A description of the Qual comm Wrel ess Edge Services (QAES)
attestation token is provided. QWES allows for service providers to
manage devi ces that inplenent Qual comm sem conductor sol utions.
Based on the EAT-conpliant attestation token (see [I-D.ietf-rats-
eat]) produced in a trusted execution environnment (TEE), a service
provider can verify the device identity in addition to several other
security-inpacting characteristics.

2. EAT Conpliant Cains in QAES Token
Certain clains defined for EAT are |everaged in the QAES token

2.1. CEMID

The QNES token nmakes use of an CEMID. However, the type is a uint
(not a bstr as per the EAT specification).

2. 2. nonce

The QAES token can carry a nonce. The nonce is a bstr
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3. QNES Token Augnentation to EAT

Several clains have been defined that are not currently present in
t he EAT base set to conplete the QWNES token

3.1. DevlD

The DevliD is a 256-bit bstr that serves as a device identifier. It
differs fromthe ueid (Universal Entity ID) defined in the EAT
specificaation. A specific device ID can be created for 1SV s based
on their identifier conbined with a salt. This allows for a certain
| evel of privacy preservation. Note that the RAND option for ueid
may be a suitable substitute for this claim

3. 2. HW/er

This is a bstr claimthat distinguishes different systemon-chip
(SoC) nodel s.

3.3. Context
This is a nunerical (uint) index that denotes the context of the
attestation. The current values defined (0-4) are: on-denand
attestation, registration, provisioning, certificate issuance and
pr oof - of - possessi on.

3.4. PKHash

This is a bstr contai ning a SHA-256 hash of a public key provisioned
by the OEM It can be used optionally in place of an CEM I D

3.5. SPID
This is a nunerical (uint) identifier of the service provider
associated with the QAES token. The EAT specification’s origination
claimcan be a suitable substitute.

3.6. (QSEEVersion

This is tstr that designates the TEE version ("QSEE" = Qual comm
Secure Execution Environnent).

3.7. FW/er si on

This is tstr that designates the firmvare version specifically
dedi cated to boot st rappi ng.
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3.8. Security State

This is tstr that contains the state of one-tinme programable (OTP)
menory. Bits inthis field will be set as per the security-inpacting
section of the OTP nenory. The relevant bits in OTP would normally
be used to control secure boot enabl enent, debug di sabl enent, debug
enabl enent paraneters, and the state of device keys (i.e. whether
they are | ocked for reading or witing).

3.9. CSR

A Certificate Signing Request (CSR) may be carried in a QAES token as
a bstr. This allows for a CA (certifying authority) to verify an
attestation and provide a certificate wthout an extra round trip.
This is an optional claim

3.10. AppData

This is a bstr containing a hash of the associated application data.
Since the QAES token can be service provider-specific, the hash that
is returned can correspond to the correspondi ng user space
application that invoked the generation of the attestation token.
This is an optional claim

4. Exanpl e

A sanpl e QAES token payload is showmn. It would be signed and/or
encrypted as per COSE gui del i nes.

{
/| DevlD/ h’ 0a’,
/| CEMD / 32,
/I HWer [/ h’ Oe’,
[/ Context / 2, | provisioning /
/| SPID/ 10,
/ Nonce / h’ da378321bb
}

Sanpl e QAES Token Payl oad
5. | ANA Consi derations

This meno includes no request to | ANA
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