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Abstract

The Cbserve Option allows a CoAP client to observe changes in the
state of resources and obtain a current representation of the | ast
resource state. To be an observer of an origin server’s resources,
the client is required to register its interest with the server. A

successful registration will nmake the client added into the server’s
observation list, while a failed one nay drive the client to re-
register.

However, repeated and frequent re-registrati ons cannot guarantee the
client to eventually becone an observer of the target server. 1In the
case that the server is unable or unwilling to accept an observer,
the tinme-intensive re-registrations will just bring redundant
messages in the constrained network and consi derabl e energy
consunption on both the client and the server.

This meno defines a new CoAP option, State, for providing statefu
observation on the resources of CoAP servers. By observing the state
of the server in terns of the Cbserve Option, a client can explicitly
| earn when the server will not actively reject an observation

regi stration, and then can wisely perforns the re-registration. This
avoi ds the potential registration flooding that causes consi derable
net wor k overhead and energy consunption on the constrai ned nodes.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 2, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the | ETF Trust the right to all ow
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1

1

I ntroduction
1. Background

CoAP [I-D.ietf-core-coap] is an Application Protocol for Constrained
Nodes/ Net wor ks. The observe [I-D.ietf-core-observe] specification
descri bes a subject/observer pattern to establish an observation

rel ati onship between a CoAP client and a CoAP server. In this way,
the CoAP client will be notified whenever the state of the observed
resource changes. Furthernore, to provide the CoAP client with
tailored resources, the conditional observe [ID.li-core-conditional-
observe] specification proposes to inplenent frequently occurring
condi ti onal observations by virtue of a new CoAP Condition Option

In both of the specifications, the client is required to register its
interest with the server. A successful registration will nmake the
client added into the server’s observation list, while a failed one
may drive the client to re-register. |If the registrationis
frustrated by factors such as network congestion and transm ssion
error, the client still has chances to becone an observer by re-
registering with the server. 1In the case that the registration
failure results fromthe target server’s incapability or
unwi | I'i ngness, however, tinme-intensive re-registrations will not work
but just cause redundant nessages in the constrai ned network and
waste the constrained energy of both the client and the server.

1.2. Pr ot ocol overvi ew

Ma,

This meno provides a nechanismfor CoAP clients to explicitly |earn
when the server will not actively reject an observation registration,
and to wisely performa re-registration. This is acconplished

t hrough a new CoAP option "State", which defines three states of a
CoAP server in terns of the "Qbserve" option (observation states) as
foll ows.

STATE 0: The CoAP server can add a CoAP client in the observation
list;

STATE 1. The CoAP server cannot add a CoAP client in the observation
list, but into the candi date queue, which is maintained by the server
for notifying the nenbers about the changed observation state;

STATE 2: The CoAP server is unwilling or unable to accept a CoAP
client as an observer or a candi date.

A CoAP client who wi shes to observe the resources of a CoAP server

can add the State Option along with the Gbserve OQption in the initial
registration request. |If the server is in STATE O, the client wll
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be successfully added into the observation list and wll becone an
observer of the resources of the server. |If the server is in STATE
1, the client will becone a candidate, and thus can re-register with
the server when it is notified that the server returns to STATE O.
This case is a typical stateful observation pattern as shown in
Figure 1. If the server is in STATE 2, the client tenporarily quits
registering with the server.

Qobser ver Subj ect

| Regi st er |

Figure 1. Stateful Observation Design Pattern
1.3. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. The State Option

S R +-- - - - Fom e m o a o TR S R S +
| Type | CTE | Nane | Data type | Length | Default |
B +----- Fomm e m oo o Fomm e S R +
| 30 | E | State | ui nt | 1-2B | (none) |
B +----- R o e e e o - - R +
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Table 1: State Option Format

The State Option can be presented in both request and response
nmessages. In this docunent, the State Option MJST be used together
with the "Cbserve" Option and MAY be used with the "Mx-age" Option

01234567012
T S S S S it SN S
| TYPE | R VAL |
T o DU SN S SRR A S

Figure 2: State Option Val ue

TYPE: The type indicates which option is described by the State
Option. In this docunent, the option nunber of the described Qbserve
Option is 10, therefore, the type should be 001010. It is set to be
a 6-bit integer for option description extension use.

R The reliability flag indicates whether a state notification needs
to be sent in non-confirmable (0) formor in confirmable (1) form

VAL: The state value that is represented by the VAL flag is used to
indicate the state of a CoAP server in terns of an option. For

i nstance, the state val ues conbined with the Cbserve Option are 0, 1,
and 10, referring to the three observation states of an observable
CoAP server that are summarized in TABLE 2. The nmaxi mal |ength of
VAL is set to be 3 bits for extension use. The VAL part of a State
Option in the request nessage MJST be vacant.

I S o e o e e e e e e oeooooo- +
| State Type| State Val ue| I ndi cation |
R R o e e e e e e e e e e e e - +
| 1010 | 0 | Cbservation list is available

S N oo e e e e e e e e e e e maama +
| 1010 | 1 | Qoservation list is unavail able

| | | Candidate queue is avail able

N T o e o e e e e e eieooo-o- +
| 1010 | 10 | Bot h are unavail abl e |
R o e e e o - o m e e e e e e e e e e e e e e - +

Table 2: State Indication

3. Using the State Option
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State notifications
If a CoAP client is added in the observation |ist of a CoAP server,
it will receive resource notifications as described in [I-D.ietf-
core-observe]. |If the client is added in the candi date queue,

however, it wll receive state notifications describing the
observation state of the server. A state notification includes an
bserve Option, a State Option, a Token Option that matches the token
specified by the client in the GET request, and a Max-age Option that
indicates the state notification delivery interval, and MAY contai ns
the payload which is in reply to the CET request.

State option in request

If a CoAP client wants to establish an observation relationship with
a CoAP server, it sends a CET request with an Cbserve Option, a State
Option and a Token Option to the server. Specifically, the TYPE of
the State Option is 1010, indicating that the client wants to observe
t he observation state of the server, and the VAL part of the State
Option in the request nessage MJUST be vacant.

State option in initial response

A CoAP server keeps an observation |ist and a candi date queue. \Wen
t he CoAP server receives the request, it perforns as foll ows.

It firstly checks the state of its observation list and the candi date
queue.

If the server is in STATE O, it adds the client in the observation
list, and responds as the sanme way described in [I-D.ietf-core-
observe], which excludes the State Option.

If the server is in STATE 1, it adds the client in the candidate
gueue and sends a response containing the payload in reply to the GET
request, the Qbserve Option, the Token Option, the Max-age Option,
and the State Option with the TYPE part of 1010 and the VAL part of

1. Note that the Max-age Option is set for indicating the life tine
of a state notifications, rather than the payload, and its default

val ue i s 60s.

If the server is in STATE 2, it sends a response containing the
payload in reply to the GET request, the Cbserve Option, the Token
Option, and the State Option with the TYPE part of 1010 and the VAL
part of 10. The client will not be added into the candi date gueue
and will not receive subsequent state notifications.
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3. 4.

3. 5.

Ma,

State option in state notifications

The server MJUST chooses an appropriate max-age for the state
notification. The value of the max-age should be larger than that in
the resource notifications.

The server sends the state notification with the VAL part of 1 to the
observation candi dates whenever the |ast state notification has been
sent over the max-age, and notifies the candidates when its
observation state changes to be State O.

Upon receiving the state notification with the VAL part of 0, the
candidate re-registers with the server by sending a GET request wth
the Cbserve Option, the State Option and a new t oken.

The nunber (n) of the responsive candi dates MAY be | arger than that
(N) of the observers the server can additionally add in the [ist. In
this case, the server just sinply chooses the top N candi dates whose
responses are firstly received by it. The rest n-N responders still
stay in the candi date queue. A fornmer candi date | earns whether the
former re-registration succeeds through the subsequent notification.
Nanel y, a subsequent rescoure notification indicates a successful re-
registration, while a subsequent state notification indicates a
failed re-registration.

Cancel |l ati on

When a CoAP client wants to | eave the observation list, it follows
the operations in [I-D.ietf-core-observe]. |If the client wants to
| eave the candi date queue, it can reject a confirmable notification
with a RST nessage or performa GET request without the State Option

and the Cbserve Option for a currently observed state. In both of
the two cases, the server will renpve the client fromthe candi date
gueue.

The di sm ssion of an observer is the sane as that in [I-D.ietf-core-
observe]. If the server wants to dismss a candidate, it SHOULD set
the VAL part of the state notification to be 10 and choose a | arge
max- age for the state notification. Oherw se, the server SHOULD NOT
send the state notification with the VAL part of 10 to the
candi dat es.

I nternediaries
It is possible that there is an internediary between an origin server

and the CoAP client that is interested in a resource in the nanespace
of the server. |In this case, the client registers its interest with
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the internediary towards the origin server, acting as if it was
communi cating with the origin server itself as specified in Section
3. The internediary provides the client with a current
representation of the target resource and sends (state) notifications
upon changes to the resource (or observation) state, as an origin
server as specified in Section 3. To acconplish this, the

i nternmedi ary SHOULD nake use of the protocol specified in this
docunent, taking the role of the client and registering its own
interest in the target resource with the original server

If there is nore than one CoAP-to- CoAP internedi ary between the CoAP
client and the origin server, the first internediary towards the
origin server is in charge of providing the client wwth a current
representation of the target resource and sends (state) notifications
upon changes to the resource (or observation) state, as an origin
server as specified in Section 3. The internmediary transmts the GET
request fromthe client hop by hop. |[|f the next hop does not return
a response with an Gobserve Option, the internediary MAY resort to
polling the next hop, or MAY itself return a response w thout an
bserve Option. The last internmediary towards the server transmts
the request to the server as if it is the client, or responds to the
request with the storage in its cache.

Additionally, the internmediary can also register in several target
resources with the original servers that it can directly reach, and
keep its own cache up to date. Whenever there is a CET request with
an Observe Option and a State Option fromthe client (or other
internediary), the internmediary responds to the client with the
storage in its cache.

5. Exanpl es

This section gives a nunber of exanples to illustrate the use of
State Option in a CET request.

The first exanple (Figure 3) shows that a registration that is
carried in the CET request with Cbserve Option and State Option nakes
the client added in the observation |ist of the server. The client
receives resource notifications of the current state and upon a state
change.
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hserved CLIENT SERVER Resource bservation

Payl oad: "18.9 C'

cont ent State State
________ I I
I I
unknown | | 20.6 C list
Ry >| Header: GET 0x43011633
| CET | Token: Ox4a
| | Uri-Path: tenperature
| | bserve: 0
| | St at e:
I I
________ | <---------+ Header: 2.05 0x63451633
| 2.05 | Token: O0x4a
20.6 C | | Cbserve: 8
| | Max- Age: 20
| | Payl oad: "20.6 C'
I I
| | _
________ | <---------+ 18.9 C list
| 2.05 | Header: 2.05 0x53457b50
18.9 C | | Token: Ox4a
| | bserve: 16
| | Max- Age: 20
I I
I I

Figure 3. The client is added in the observation list after a
registration

The exanple in Figure 4 shows that a registration that is carried in
the GET request with Cbserve Option and State Option nmakes the client
added into the candi date queue of the server. The client receives a
state notification of the current observation state and upon a state
change. Wen the client |earns the server is in STATE O through the
state notification, the client re-registers with the server and then
is added into the observation |ist.
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hserved CLIENT SERVER Resource bservation

Payl oad: "18.9 C'

cont ent State State
________ I I
I I
unknown | | 20.6 C gueue
Ry >| Header: GET 0x43011633
| CET | Token: Ox4a
| | Uri-Path: tenperature
| | bserve: 0
| | St at e:
I I
________ | <---------+ Header: 2.05 0x63451633
| 2.05 | Token: O0x4a
1 | | Cbserve: 8
20.6 C | | Max- Age: 40
| | State: 1
| | Payl oad: "20.6 C'
| |
| | 18.9 C list
________ | <---------+ Header: 2.03 0x53457b50
| 2.03 | Token: Ox4a
0 | | Cbserve: 16
20.6 C | | Max- Age: 40
| | State: O
I I
Fommea - - - >| Header: GET 0x43021634
| CGET | Token: Oxal
| | Uri-Path: tenperature
| | (bserve: 23
| | St at e:
I I
________ | <---------+ Header: 2.05 0x64451733
| 2.05 Token: Oxal
18.9 C | Cbserve: 31
I
|
I

|
| Max- Age: 20
|
I

Figure 4. The client is added into the candi date queue after the
initial registration and is added into the observation |list after the
re-registration

This exanple (Figure 5) shows that the client that is in the

candi dat e queue hasn’t received a state notification over a nax-age
time of 40s, and thus re-registers with the server.
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hserved CLIENT SERVER Resource bservation

Payl oad: "19.4 C'

cont ent State State
________ I I
I I
1 | | 20.6 C gueue
19.7 C | |
I I
I I
| | 18.9 C list
| X------- + Header: 2.03 0x53457b50
| 2.03 | Token: O0Ox4a
| | (bserve: 16
| | Max- Age: 40
| | State: 0
________ I I
S >| Header: GET 0x43011633
1 | CET | Token: Oxb4
19.7 C | | Ui-Path: tenperature
| | Qoserve: 27
| | St at e:
I I
________ | <---------+ 19.4 C [ ist Header: 2.05 0x63451633
| 2. 05 Token: Oxb4
19.4 C | (bserve: 31
I
I
I

I
| Max- Age: 40
I
I

Figure 5. The client re-registers after Max-Age ends

The exanple in Figure 6 shows that a proxy registers its interest
with the server, and receives state notifications to keep its cache
up to date. The client gets state notification fromthe proxy and
registers with the server (via the proxy) when the server returns to
State O.
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Observation i n CoAP

PROXY SERVER

Header: GET 0x44015f b8
Token: Oxla

Uri - Host: sensor. exanpl e
Uri-Path: tenperature
(bserve: O

St at e:

Header: 2.05 0x63455f b8
Token: Oxla

(bserve: 32

Max- Age: 60

State: 1

Payl oad: "19.4 C
Header: 2.03 0x63455f 56
Token: Oxla

Observe: 40

Max- Age: 60

State: O

Header: GET 0x42011663
Token: 0x3b

Uri -Host: sensor. exanple
Uri-Path: tenperature
bserve: 45

St at e:

Header: 2.05 0x64451733
Token: 0x3b

Cbserve: 49

Max- Age: 30

Payl oad: "18.9 C'

Header: GET 0x42011633
Token: O0x9a
Proxy-Uri :
Cbserve: 52
St at e:

Header: 2.03 0x62451633
Token: 0x9a

bserve: 56

Max- Age: 25

Payl oad: "18.9 C'

Expires July 2, 2013

Decenber

2012

coap: // sensor. exanpl e/ t enper at ur e
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Figure 6: A proxy registers with the server and receives state
notification to keep its cache up to date

6. Security Considerations
6.1. Amplification attacks

The anplification attacks towards observing the observation state are
nore mtigatory conpared to observing resources, since the state
notification has snmaller nessage size and | ower frequency than a
resource notification due to the lack of resource representation

payl oad and a | arger max-age. Nonetheless, to further reduce the
harnful effects caused by the anplification attacks, the state
notifications sent in non-confirmabl e nessages are reconmended to be
i nterspersed with confirnabl e nmessages.

6.2. | P address spoofing attacks

Spoofing (state) notifications or RST in the response to a (state)
notification in a CON nessage, MAY nmake a client "deaf". For
instance, if a state notification with "VAL=0" is tanpered by the
spoofing attacker to be a state notification with "VAL=10" and a

| arge max-age, the client will be spoofed to be waiting for a | ong
time. This kind of attack can be prevented using security nodes
ot her than NoSec.

7. | ANA Consi der ati ons

The follow ng entries are added to the CoAP Option Nunbers registry
of [I-D.ietf-core-coap]:

- R o e e e o - +
| Nunber | Nanme | Reference

ey Ry R +
| 30 | State | [RFCXXXX] |
oo S SRR R +
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