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Abstract

BGP Fl owspec is an extension to BGP that allows for the

di ssem nation of traffic flow specification rules. The primary
application of this extension is DDoS mitigation where the fl owspec
rules are applied in nost cases to all peering routers of the

net wor k.
This docunent will present another use case of BGP Fl ow spec where
fl ow specifications are used to maintain sone access control |ists at

networ k boundary. BGP Flowspec is a very efficient distributing

machi nery that can help in saving OPEX whil e depl oyi ng/ updati ng ACLs.
This new application requires flow specification rules to be applied
only on a specific subset of interfaces and in a specific direction.

The current specification of BG® Fl ow spec does not detail where the
fl ow specification rules need to be applied.

Thi s docunent presents a new interface-set flowspec action that wll
be used in conpl enment of other actions (marking, rate-limting ...).
The purpose of this extension is to informrenote routers on where to
apply the flow specification.

This extension can also be used in a DDoS mitigation context where a
provi der wants to apply the filtering only on specific peers.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 1, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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Use case
1. Specific filtering for DDoS
----------------- --- (ebgp) - Peer3 (BW10QG
/ \/
I Il _
| PE --- (ebgp) - Transit1(BW4x10Q
Custl --- (ebgp) --- PE
PE ---- (ebgp) - Peer2 (BW4*10G
| \
Cust2 --- (ebgp) --- PE | ----- (ebgp) - Custoner3
/
Peer 1( BWMOG) - (ebgp) | PE --- (ebgp) - Transit2(BW4x10Q
| |
\ /
Figure 1

The figure 1 above displays a typical service provider Internet
network owi ng Customers, Peers and Transit. To protect proactively
agai nst sone attacks (e.g. DNS, NTP ...), the service provider nmay
want to deploy sone rate-limting of sone flows on peers and transit
i nks. But depending on |ink bandw dth, the provider may want to
apply different rate-limting val ues.

For 4*10G links peer/transit, it may want to apply a rate-limting of
DNS flows of 1G while on 10G links, the rate-limting would be set
to 250Mbps. Custoner interfaces nust not be rate-limted.

BGP Fl owspec infrastructure may already be present on the network,
and all PEs may have a BGP session running flowspec address famly.
The Fl owspec infrastructure may be reused by the service provider to
i npl ement such rate-limting in a very quick manner and being able to
adj ust values in future quickly w thout having to configure each node
one by one. Using the current BGP fl owspec specification, it would
not be possible to inplement different rate limter on different
interfaces of a sane router. The flowspec rule is applied to al
interfaces in all directions or on sone interfaces where flowspec is
activated but flowspec rule set would be the sane anong al

i nterfaces.

Section Section 2 will detail a solution to address this use case
usi ng BGP Fl owspec.
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1.2. ACL mai ntenance

--------------- --- (ebgp) - Cust4_VPN
/ \/
Custl INT -- (ebgp) --- PE /|
| PE ------ (ebgp) - Transitl
Cust3_VPN -- (ebgp) --- PE |
| PE ------ (ebgp) - Peer2
I \
Cust2 INT -- (ebgp) --- PE | ----- (ebgp) - Cust4 INT
/ |
Peerl ------ (ebgp) -- | PE ------ (ebgp) - Transit2
|
\ /
Figure 2

The figure 1 above displays a typical service provider nultiservice
network owi ng Custonmers, Peers and Transit for Internet, as well as
VPN services. The service provider requires to ensure security of
its infrastructure by applying ACLs at network boundary. Maintaing
and depl oyi ng ACLs on hundreds/thousands of routers is really painful
and time consum ng and a service provider would be interrested to
depl oy/ updat es ACLs using BGP Flowspec. In this scenario, depending
on the interface type (Internet custoner, VPN custoner, Peer, Transit
...) the content of the ACL may be different.

We can i magi ne two cases

o Maintaining conplete ACLs using flowspec : in this case all the
i ngress ACL are nuaintained and depl oyed usi ng BGPFlI owspec. See
section Section 4 for nore details on security aspects.

0 Requirenent of a quick deploynent of a new filtering termdue to a
security alert : new security alerts often requires a fast
depl oynent of new ACL terns. Using traditional CLI and hop by hop
provi si onni ng, such deployment takes tine and network is
unprotected during this time window Using BGP fl owspec to depl oy
such rule, a service provider can protect its network in few
seconds. Then the SP can decide to keep the rule permanentely in
BGP Fl owspec or update its ACL or renove the entry (in case
equi pnments are not vul nerabl e anynore).

Section Section 2 will detail a solution to address this use case
usi ng BGP Fl owspec.
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2.

Interface specific filtering using BGP fl owspec

The use case detailled above requires application of different BGP
Fl owspec rules on different set of interfaces. The basic
specification detailled in [ RFC5575] does not address this and does
not give any detail on where the FlowSpec filter need to be appli ed.

We propose to introduce an identification of interfaces within BGP
Fl owspec. All interfaces nay be associated to one or nore group-
identifiers and a BGP Fl owspec rule may al so be associated with one
or nore group-identifiers including a filtering direction

(i nput/out put/both) , so the FlowSpec rule wll be applied only on
interfaces belonging the the group identifier included in the BGP
Fl owSpec updat e.

Considering figure 2, we can imgi ne the foll owi ng design

0 Internet custonmer interfaces are associated with group-identifier
1

o VPN custoner interfaces are associated with group-identifier 2.
o Al custoner interfaces are associated wth group-identifier 3.
0 Peer interfaces are associated with group-identifier 4.

o Transit interfaces are associated with group-identifier 5.

o Al external provider interfaces are associated wth group-
identifier 6.

o Al interfaces are associated wth group-identifier 7.

If the service provider wants to deploy a specific inbound filtering
on external provider interfaces only, the provider can send the BGP
fl ow specification using group-identifier 6 and including inbound
direction.

Interface-set extended community

Thi s docunent proposes a new BGP extended conmunity called "fl ow spec
interface-set". This new BGP extended comrunity is part of
TRANSI Tl VE FOUR- OCTET AS- SPECI FI C EXTENDED COMMUNI TY and has subtype
TBD.

The d obal Admi nistrator field of this conmunity MJST be set to the
ASN of the originating router. The Local Admnistrator field is
encoded as follows :
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0 1 2 3 4 5 6 7
T S
| Ol I'' | Goup ldentifier
T T T T Ep

G oup ldentifier (cont.)
T T S

The flags are :
o O: if set, the flow specification rule MIST be applied in

out bound direction to the interface set referenced by the
foll ow ng group-identifier.

o | : if set, the flow specification rule MJST be applied in input
direction to the interface set referenced by the foll ow ng group-
identifier.

Both flags can be set at the sane tinme in the interface-set extended
community leading to flowrule to be applied in both directions. An
interface-set extended community with both flags set to zero MJST be
treated as an error and as consequence, the Fl owSpec update MJST be
di scar ded.

Thr Goup Identifier is coded as a 14-bit nunber (values goes fromO
to 16383).

Mul tiple instances of the interface-set community nay be present in a
BGP update. This nmay appear if the flowrule need to be applied to
mul ti ple set of interfaces.

Mul tiple instances of the community in a BGP update MJST be
interpreted as a "OR' operation : if a BGP update contains two
interface-set communities with group ID 1 and group ID 2, the filter
woul d need to be installed on interfaces belonging to Goup ID 1 or
Goup ID 2.

4. Security Considerations

Managi ng per manent Access Control List by using BGP Fl owspec as
described in Section 1.2 helps in saving roll out tinme of such ACL.
However some ACL especially at network boundary are critical for the
network security and | oosing the ACL configuration may |ead to

net work open for attackers.

By design, BGP flowspec rules are epheneral : the flowrule exists in

the router while the BGP session is UP and the BGP path for the rule
is valid. W can inmagine a scenario where a Service Provider is
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managi ng the network boundary ACLs by using only FlowSpec. In this
scenario, if , for exanple, an attacker succeed to nmake the internal

BGP session of a router to be dowmn , it can open all boundary ACLs on
t he node, as flowspec rules will disappear due to the BGP session
down.

In reality, the chance for such attack to occur is |ow, as boundary
ACLs should protect the BGP session from being attacked.

In order to conplenent the BGP fl owspec solution is such depl oynent
scenari o and provi des security against such attack, a service
provider may activate Long |ived Graceful Restart
[1-D.uttaro-idr-bgp-persistence] on the BG session owni ng Fl owspec
address famly. So in case of BGP session to be down, the BGP paths
of Flowspec rules would be retained and the fl owspec action will be
ret ai ned.
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