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Abstract

BGP flow specification version 1 (RFC5575) describes the distribution
of traffic filter policy (traffic filters and actions) which are

di stributed via BGP to BGP peers to support the followng 3
applications: (1) mtigation of Denial of Service (DoS), (2) traffic
filtering in BG? MPLS VPNs, and (3) centralized traffic control for
networks with SDN or NFV controllers. A BGP Flow Filter that

conbi nes packet filter with tinme may provide an ability to for these
three applications to have a flow filter operate for only a specific
time.

Thi s docunent proposes a new BGP Fl ow specification filter based on
tinme.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 9, 2017.
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1. I ntroducti on

BGP fl ow specification [ RFC5575] describes the distribution of
filters and actions that apply when packets are received on a router
with the flow specification function turned on. |f one considers the
recepti on of the packet as an event, then BGP [ RFC4271] fl ow
specification describes a set of mninmalistic Event-MtchCondition-
Action (ECA) policies were the match-condition is defined in the BGP
NLRI, and the action is defined either by the default condition
(accept traffic) or actions defined in Extended BGP Comruniites

val ues [ RFC4360] .

The initial set of policy [ RFC5575] for this policy includes 12 types
of match filters encoded in two application specific AFlI/SAFls for
the 1 Pv4 AFl and the foll ow ng SAFIs:

IP traffic: AFl:1, SAFI, 133;

BGP/ MPLS VPN AFI: 1 VPN SAFI, 134) for |Pv4.

The 12 filters specified in [RFC5575] are "ANDED' and neasured in a
specific order. The packet does not match unless all filters match.

The popularity of these flow specification filters in deploynent for
the followi ng applications has led to the requirenent for nore BGP
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flow specification match filters in the NLRI and nore BGP fl ow
specification actions to support these applications

o mtigation of Denail of Service (DoS),
0o support of traffic filtering in BGP/ MPLS VPNs,

o centralized traffic control for networks with SDN or NFV
controll ers.

See [I-D. hares-idr-rfc5575bis] for additional details on these
additional filters for BGP Fl ow Specification 1.

Si nce DDoS attacks are dynam c, redirection or filtering of a flow
may be necessary only for some specified, and may be undesirabl e at
other times. Thus network administrators nmay want to add a tine
filter to group of filters to be matched. For exanple, a network
admnistrator may need to insert DoS filters for only a specific
period while a DoS attack or a Distributed DoS (DDoS) attack is
occuring. Another exanple, is the filter of traffic in the BGP/ MPLS
VPN to support prioritization of high priority services such as video
traffic and imting of bandwi dth of low priority services (such as
web browsing).

2. RFC 2119 | anguage
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Encoding of BGP-FS tine
The encodi ng for BG Fl ow Specification tine
Type: Time Filter (TBD) Fl ow Specification Conponent type
Functi on: Match filter based on tine.

Encodi ng: <type(1l octet), length(1l octet), <val ue>

val ue field: has the form shown in figure 3.
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Figure 1:Time fil ersub-TLV For mat

Starting Tinme: Expressed in seconds and m croseconds since m dni ght
(zero hour), January 1, 1970 (UTC). Precision of the "Starting
Time" is inplementation-dependent. If the "Starting Tinme Type" is
set to O, this fieldis invalid. An Invalid FlowSpecification
filter is |ogged, and the NLRI ignored.

Duration: Expressed in seconds and microseconds. |If this fieldis
zero this filter is invalid. An Invalid FlowSpecification filter
is | ogged, and the NLRI ignored.

4. |1 ANA Consi derations
Thi s docunent requests | ANA BGP allocations in line wth [ RFC7153].

Thi s docunment requests | ANA all ocates an entry in the Flow
Speci fication Conponent Types Registry with the foll ow ng val ues:

Nane Val ue Docurnent
Time Filter  TBD  This document.
5. Security Considerations
The tinme filter augnents the other BGP Flow Filters with an

indication of the tinme these filters are active. It is anticipated
that these filters are deployed within secure BGP infrastructures and
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not in hone environnments. In home environnents, the tinme of filters
may provide insight to the activities of individuals. Anyone
installing BGP Flow Filters in hone environnments should secure any
flow filters by encrypting the data that flows over IP |links.

0. Ref er ences
6. 1. Nor mati ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, WMarch 1997,
<http://www. rfc-editor.org/info/rfc2119>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DO 10.17487/ RFC4271, January 2006,
<http://www. rfc-editor.org/info/rfcd4271>.

[ RFC4360] Sangli, S., Tappan, D., and Y. Rekhter, "BGP Extended
Comunities Attribute", RFC 4360, DO 10.17487/ RFC4360,
February 2006, <http://www. rfc-editor.org/info/rfc4360>.

[ RFC4760] Bates, T., Chandra, R, Katz, D., and Y. Rekhter,
“Mul tiprotocol Extensions for BGP-4", RFC 4760,
DA 10.17487/ RFC4760, January 2007,
<http://www. rfc-editor.org/info/rfc4760>.

[ RFC5575] Marques, P., Sheth, N, Raszuk, R, Geene, B., Mauch, J.,
and D. McPherson, "Di ssem nation of Flow Specification
Rul es", RFC 5575, DO 10.17487/ RFC5575, August 2009,
<http://www. rfc-editor.org/info/rfc5575>.

[ RFC7153] Rosen, E. and Y. Rekhter, "I ANA Registries for BGP
Ext ended Comunities”, RFC 7153, DO 10.17487/ RFC7153,
March 2014, <http://ww.rfc-editor.org/info/rfc7153>.

[ RFC7674] Haas, J., Ed., "Carification of the Fl owspec Redirect
Ext ended Community", RFC 7674, DO 10.17487/ RFC7674,
Cct ober 2015, <http://ww.rfc-editor.org/info/rfc7674>.

6.2. Informative References
[1-D. hares-idr-rfc5575bi s]
Hares, S., MPherson, D., and J. Mauch, "Di sseni nation of

Fl ow Specification Rules", draft-hares-idr-rfc5575bis-00
(work in progress), July 2016.

Hares, et al. Expi res January 9, 2017 [ Page 5]



I nternet-Draft BGP Fl owSpec vl Tine Filter July 2016

Aut hors’ Addresses

Susan Har es
Huawei

7453 Hickory Hill
Saline, M 48176
USA

Emai |l ;. shares@dzh. com

Q andeng Li ang

Huawei

101 Software Avenue, Yuhuatai District
Nanjing 210012

Chi na

Emai | : |iangqgi andeng@uawei . com
Jianjie You

Huawei

101 Software Avenue, Yuhuatai District
Nanjing 210012

Chi na

Emai | : youjianjie@uawei.com

Hares, et al. Expi res January 9, 2017 [ Page 6]



