core Shi Tao. Li
I nternet-Draft Huawei Technol ogi es
I ntended status: Standards Track February 16, 2012
Expires: August 19, 2012

Condi ti oanal observe in CoAP
draft-li-core-conditional - observe-00

Abstract

CoAP is a RESTful application protocol for constrained nodes and
networks. This docunent defines a new nechanismin CoAP (bserve SoO
that a CoAP client can conditi onal observe a resource on a CoAP
server.

Not e

Di scussi on and suggestions for inprovenent are requested, and shoul d
be sent to core@etf.org.

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on August 19, 2012.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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Li

I nt roducti on

CoAP [I-D.ietf-core-coap] is an Application Protocol for Constrained
Nodes/ Net wor ks. The observe [I-D.ietf-core-observe] specification
descri bes a protocol design so that a CoAP client and server can
usi ng the subj ect/observer design pattern to establish the
observation rel ati onship. Wen observe used, the CoAP client can get
the notification response whenever the state changed of the observed
resource, however, in some scenarios, the CoAP client may only care
parts of the state change of the resource, other state change ni ght
be neaningless. This inability to suppress additional notification
results in superfluous traffic. This neno defines a new CoAP option
"Condi tion" that can be used to allow the CoAP client to condition

t he observe request, and only when such condition net, the CoAP
server shall send the notification response with the |atest state
change. Wen such a condition fails, the CoAP server does not need
to send the notification response.

overvi ew

A CGET request that includes an Cbserve Option creates an observation
relati onship. Wen a server receives such a request, it firt
services the request |ike a GET request wthout this option and, if
the resulting response indicates success, establishes an observation
rel ati onship between the client and the target resource. The client
is notified of resource state changes by additional responses sent in
reply to the GET request to the client.

CoAP is used for Constrai ned Networks, especially used for
transporting sensor data. But Different sensor equipnents have
different properties, e.g. different data unit, different response
time. Wien a client wants to collect information froma sensor, it
does not want to receive useless infornmation, it hopes that the senor
only responses wth what the client wants.

Let’'s see an exanpl e here,
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CLI ENT SERVER
I GET/ t enper ature observe:0  ------ > I
I Cemmmmm 2.05 Content observe:5 Payl oad: 22 I
| |
I <------ 2.05 Content observe: 10 Payl oad: 22. 3 I
| |
i <mmmmm - 2.05 Content observe: 15 Payl oad: 22. 6 i

Figure 1. CGET request with observe

In this exanple, the sensor worked as a server, and it collect the
resource data every 5 seconds, when the client observe a resource on
the server, it will receive the response whenever the server update
the resource, that is to say, nostly every 5 seconds the clients wll
receive a notification response. However, the client m ght be a
quite sinple equipnment not too sensitive to the resource state
change, so it may not want to receive the notification such often
One possible solution we can do is to change the sensor’s paraneter,
for exanple, shorten the collecting frequency, but the sensor could
provi de services for many other clients, it is hard to fine the best
configuration so it can fit all the requirenents.

2.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Requirenents

As a summary, here is the required functionality to solve the
present ed i ssues:

REQ 1: It nust be possible to include the client’s requirenents into
an observe request
4. Overview of QOperation

Whenever a client initiates an Cbservation relationship, it sends a
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GET request with a Condition Option (see section 5 for the option
definition). The Condition option includes the condition required by
the client, it can be the desired m ninmumresponse tinme, or the

m ni mum st ep change(see section 6 for the definition of condition
type) . \Wien a server receive such a request, it first services the
request the sane way as described in observe
draft[I-D.ietf-core-observe] that established an observation

rel ati onship between the client and the target resource. Then if the
server supports the Condition option, it needs to anal yze the
Condition option to find the requirenents by the client.

For exanpl e,

condition: 1/0/10

Whenever the resource state changed on the server, it needs to check
the condition, only when it neet, the server shall send the

notification response to the client, otherw se, the server does not
need to send any response to the client.

Definition of Condition Option

S R S R R S N U +
| Type | CJE | Nane | Data type | Length | Default |
R +----- R R I S +
| 22 | E | Condition | uint | 1-3 B | |
S R S g TR TR S N S +

table 1. Condition Option nunber

Usi ng the Condition option

The Condition option is used to indicate the condition requirenent
requested by a CoAP client. It nust be used together with Cbserve
opti on.

The condition Option, when present together with the observe request,
it represent the condition required by the client. The server needs
to follow the general procedure as described in observe
draft[l1-D.ietf-core-observe] but take the Condition option into
account .

Since the condition Option is elective, an observe request that

i ncludes the Condition Option will automatically fall back to a basic
observe request if the server does not support the Condition

Option. There is no default value for the Condition option.
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The condition type defined in this docunents are as foll ows:

The size of the condition option is not fixed by the protocol. The

val ue of the defined condition type can be ranged fromO to 2"4 (16),
and fromO to 2712(4096), and fromO to 27220(1048576), it all depends
on the inplenentation to choose.

The Condition option may occur nore than once, when nultiple
Condition options present in an observe GET request, it neans that
the initiator has multiple condition requirenments, and the first
condition option shows in the request has the highist proiority.

0

01234567829
R e e R e
| TYPE | M| VAL |
ik i S SN S

0 1

01234567890123456¢617

e R s i T it I SR i SR S
| TYPE | M| VAL |
e i S S i st N SR

0 1 2

01234567890123456789012345

i T i s i i S R e i it e e
| TYPE | M| VAL |
i i S i i St I S S S S S

table 2: Condition Option val ue

TYPE: condition type. the condition type is a 4 bit integer indicate
the type of the condition that used in the observe request. Each
nunber of TYPE represent the type ID of a specific condition type,
for exanple, "1" represents the mniumresponse tine, "2" represent
the step.Blow has the further definition of the condition type.

M nethod. the nethod is a 2 bit intrger indicate the nethod used in
t he condition. Bl ow has the further definition of the nethod
attribute.

VAL: condition value. is a variable-size(4,12, or 20 bit) unsigned
i nteger indicate the value of the condition.
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o e e e e aooooo- +-- - - - +
| Condition type | 1d. |
o +----- +
| mniumresponse tine | 1 |
o e e e e e ae oo +--- - +
| step | 2 |
o e e e e aooooo- +-- - - - +
| range | 3 |
o +----- +

table 3: Condition Option type

m ni um response tine: Wien present, it indicates that the condition
required by the initiator is the mniumresponse tine. The value of
the m niumresponse tinme is set in the payload of the request. This
condition indicates the mnimumtine the server should wait between
sendi ng notification responses.

step: Wen present, it indicates that the condition required by the
initiator is the change step. |Its value is set in the payload of the
request. This condition indicates the m nium state change of a
resource before the server can send a new notification response.

range: \Wen present, it indicates that the condition required by the
initiator is the state change range. This condition indicates that
only when the state value is under the range of this condition, the
server shall send a new notification response. The value and the

nmet hod attri butes decide the range of the condition, e.g, set the
nethod to ">", and value to "20", means that the range is bigger than
20, so only the state val ue bigger than 20, that the server shal

send a new notification response to the client.

If nmultiple conditions with the sanme condition type present in a
request, the priority is the sane, and the relationship is "AND'.

o e e oo S +
| Met hod | 1d. |
o e oo - - +
I = | 0 |
o e e T +
| > |1 |
oo S +
| < |2 |
o e oo - - +

tabl e 4: Condition nethod
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Li

Exanpl es

This section gives a nunber of short exanples with nessage flows to
illustrate the use of Condition option in a observe CGET request.

The first exanple (Figure 2) shows that the client set the Conditon
option to 1/0/10, it neans that the server shill wait at |east 10s
bet ween sending notification responses to the client

CLI ENT SERVER
| CGET/ tenper ature, observe: 0, Condition:1/0/10----- > IOS
I I
I <------ 2. 05Cont ent , observe: 5, payl oad: 22 22I55
I 22.4}105
i <------ 2. 05Cont ent, observe: 15, payl oad: 22. 5 22.5}153
I 23 IZOS
i <------ 2. 05Cont ent , observe: 25, payl oad: 22. 8 22.8IZ5S

|
Figure 2: Condition Option wth value 1/0/10

The second exanple (Figure 3) shows the client set the Conditon
option value to 2/0/1, it neans that the server will send the
notification response to the client if the resource state change
bi gger than 1.

CLI ENT SERVER
I GET/ tenperature, observe:0, Condition:2/0/1 ----- >
| |
I <------ 2. 05Cont ent, observe: 5, payl oad: 22 I22
I I22.5
I <------ 2. 05Cont ent, observe: 20, payl oad: 23. 2 I23.2
I I23.6
I <------ 2. 05Cont ent , observe: 35, payl oad: 24. 3 I24.3
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Figure 3: Condition Option wth value 2/0/1

The third exanple (Figure 4) shows the client set the Conditon option
value to 3/1/5, it neans that the server will send the notification
response to the client only if the resource val ue bigger than 5.

CLI ENT SERVER
| CGET/tenperature, observe:0, Condition:3/1/5 ----- >I
| I
I <------ 2. 05Cont ent , observe: 5, payl oad: 4 I4
| E
I <--mm-- 2. 05Cont ent, observe: 25, payl oad: 6 I6
| s
I S 2. 05Cont ent , obser ve: 25, payl oad: 7 I7

Figure 4. Condition Option with value 3/1/5

The fourth exanple (Figure 5) shows the client adds two range
Conditon options in the request , one sets to 3/1/5, another one sets
to 3/2/15 it nmeans that the range is within 5 and 15.

CLI ENT SERVER

I CGET/ tenperature, observe: 0, Condition:3/1/5, I
Condition:3/2/15 ----- >|

I I

I <------ 2. 05Cont ent , observe: 5, payl oad: 4 I4

| E

I <------ 2. 05Cont ent, observe: 25, payl oad: 12 I12

I I16

I <------ 2. 05Cont ent, observe: 25, payl oad: 14 I14

Figure 5. Two Condition Option with the sane condition type
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8. Security Considerations
As the Condition option is used together with the Observe option,
when it used it nust follow the secutity considertions as described
in Qoserve draft[l-D.ietf-core-observe].

9. | ANA Consi derations

9.1. Condition option registry

This draft adds the follow ng option nunber to the CoAP Option
Nunbers registry of [I-D.ietf-core-coap]

S Fom e Fom e e a oo ok +
| Nunber | Nane | Reference |
S S S +
| 22 | Condition | [ RFCXXXX] |
S S g +

table 5: Condition Option nunber
9.2. Condition type registry

The Condition types defined in this draft are identifed by a string,
such as"step". In order to mninee the overhead of using these
condition type, this docunent defines a registry for the condition
types to be used in CoAP and assigns each a nuneric identifier.

Each entry in the registry nust include the condition type registered
with IANA, the nuneric identifier in the range 0-15 to be used for
that condition type in CoAP, and a reference to a docunent defi ning

t he usage of that condition type.

Initial entries inthis registry are as foll ows:

o e e e e aooooo- +-- - - - T +
| Condition type | 1d. | Reference

o +----- o e - +
| mniumresponse time | 1 |[RFCXXXX] |
o e e e e e ae oo +--- - S +
| step | 2 | [ RFCXXXX] |
o e e e e aooooo- +-- - - - T +
| range | 3 | [ RFCXXXX] |
o +----- o e - +

table 6: Condition Option type
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3.

10.

11.

12.

Li

Condi tion nmethod registry

The condition nethod used in this draft are as foll ow

o m e e e e e e +-- - - - R +
| Met hod | Id. | Reference |
o e e e e e e +----- Fom e o +
| = | 0 | [RFCXXXX] |
o +----- o e +
| > | 1 |[RFCXXXX] |
o m e e e e e e +-- - - - R +
| < | 2 | [ RFCXXXX] |
o e e e e e e +----- Fom e o +

table 7: Condition nethod
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