Net wor k Wor ki ng Group

I nternet-Draft C. Kul ar ski
Expires: March 2004 Hi ghl and School

of Technol ogy
Cat egory: Infornmational Sept enmber 2003

Compound Procedures for SPAM Contr ol

dr af t - kul ar ski - spam spanr educe-05. t xt

Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as | nternet -
Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as “work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htni.

Abst r act

Thi s docunent gives instructions for inplenenting a mail systemthat
wi |l reduce the anobunt of SPAM received by the end users. The

i nstructions specify disposabl e and si ngl e- purpose mai | boxes t hat
will allow for the source of SPAMto be easily identified.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Conventions used in this docunent
The key words “MJST”, “MJIST NOI", “REQUI RED’, “SHALL”, “SHALL NOT”,
“SHOULD”, *“SHOULD NOT’, *“RECOVMENDED' , “MAY”’, and “OPTIONAL” in this
docunent are to be interpreted as described in RFC-2119 [i].
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1.

I ntroduction

The procedures outlined in this docunent require an SMIP

i npl ementation that is capable of handling custom addressi ng
schenes required by this docunent. The SMIP service itself should
remain in conpliance with all standards and specifications.

Address Structuring Considerations

The procedures in this docunent are easiest to inplenent using a
sub-domai n for each user, such as “user.exanple.net”. The sub-
domai n SHOULD NOT be defined explicitly, it should be assigned as
a wildcard (*) Mail Exchanger RR |f you have a | arge nunber of
users it will be nore efficient to use the dotted or hyphened
nomencl ature specified in item 3.

To avoid DNS i ssues conpletely you can use a dotted (.) or
hyphenat ed nam ng structure before the “at” (@ synbol. The nore
creative you are with the design of your address schena the fewer
SPAM nessages your domain is likely to receive.

Emai | Addr esses
There are three main classifications of emai|l address which nust
be defi ned.

Addresses for Automated and Non- Trusted Sources — This set of
addresses is defined by the user. There MUST be a way for the user
to easily change his/her list of avail able addresses quickly and
easily. The user will need the ability to add and del ete addresses
fromthe list. The user will assign a unique address to each non-
trusted email source. If the source m suses the address, then the
address can be di sposed of by deleting it fromthe list. Mai

recei ved by these addresses should be deposited in the user’s
primary mail box. If a user needs an excessive anmount of non-
trusted source address a wildcard address can be used for this
purpose (with the ability to kill abused addresses), but it is not
reconmended.

Address for Personal Conmunication — The address for persona
communi cation is a single enmail address defined by either the user
or the admnistrator. This address will nost |ikely be the one
used as the primary mail box for the user. The user should give
this address only to human sources that are unlikely to spread the
address. This address is optional.

Addr esses for Common Services, Roles and Functions — Addresses
defined by RFC 2142[ii] should be directed to the mail box of the
appropriate function on the primary domain (exanpl e:

abuse@user. exanpl e.net is delivered to abuse@xanpl e. net).
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5. Considerations for Each Address Type
Each address type has its own special needs for themto be used to
their full potential and to allow the | east anbunt of SPAMIin

Addresses for Autonmated and Non- Trusted Sources — These addresses
MUST be uni que to each source. Ml for these addresses can be
filtered to add an additional |evel of SPAMelimnation, but the
nature of these addresses will significantly reduce the anount of
SPAM r ecei ved.

Address for Personal Communi cation — This address shoul d be
protected in several ways. First, the address should not be w dely
di stri buted and shoul d NEVER be used for newsgroups, web pages or
any purpose where it will be publicly viewable. Additionally the
mai | box SHOULD use a whitelist (and blacklist) systemto authorize
senders. Score-based SPAM detection systens can al so be reliable
in “weeding out” SPAMfromthis box. Failing to adequately protect
this address will defeat the purpose of this docunent.

Addr esses for Common Rol es, Services and Functions — due to the
nature of these addresses they should not be extrenely
restrictive, but due to the nature of SPAM attacks sone protection
i s advi sabl e.

6. Possi bl e Special Addresses
In addition to the addresses for non-trusted sources tenporary
addresses that expire after a certain anmount of time has el apsed
can be used for situations where SPAMis inmnent, such as
newsgr oup comruni cati on.

7. Address Exanpl es
Sub- domai n Non-trusted source — source@ser.exanpl e. net
Dot t ed- user Non-trusted source — source. user @xanpl e. net
Hyphened- user Non-trusted source — source-user @xanpl e. net
Sub- donai n Personal - user @ser. exanpl e. net
Dotted (or Hyphened) Personal - user @xanpl e. net

Security Considerations
The information in this docunent introduces no Security Concerns.
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Ful | Copyright Statenent
Copyright (C) The Internet Society (2003). All Ri ghts Reserved.

This docunment and translations of it may be copied and furnished to
ot hers, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
ki nd, provided that the above copyright notice and this paragraph
ar e
I ncl uded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nt ernet organi zations, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
“AS | S” basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT I NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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