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Abstract

This draft describes the OPAQUE protocol, a secure asymretric
password aut henti cated key exchange (aPAKE) that supports nutual

aut hentication in a client-server setting wthout reliance on PKI and
wi th security against pre-conputation attacks upon server conprom se.
Prior aPAKE protocols did not use salt and if they did, the salt was
transmtted in the clear fromserver to user allowng for the
bui | di ng of targeted pre-conputed dictionaries. OPAQUE security has
been proven by Jarecki et al. (Eurocrypt 2018) in a strong and

uni versal ly conposable formal nodel of aPAKE security. In addition,
t he protocol provides forward secrecy and the ability to hide the
password fromthe server even during password registration.

Strong security, versatility through nodularity, good performance,
and an array of additional features make OPAQUE a natural candi date
for practical use and for adoption as a standard. To this end, this
draft presents several instantiations of OPAQUE and ways of

i ntegrati ng OPAQUE with TLS.

This draft presents a high-lIevel description of OPAQUE hi ghlighting
its conmponents and nodul ar design. It also provides the basis for a
specification for standardi zation but a detail ed specification ready
for inplenmentation is beyond the current scope of this docunent
(whi ch may be expanded in future revisions or done separately).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
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1. I nt roducti on

Password aut hentication is the prevalent formof authentication in
the web and in nost other applications. In the nost comon

i npl ementation, a user authenticates to a server by entering its user
id and password where both values are transmtted to the server under
the protection of TLS. This makes the password vul nerable to TLS
failures, including many fornms of PKI attacks, certificate

m shandl ing, term nation outside the security perinmeter, visibility
to m ddl e boxes, and nore. Moreover, even under nornmal operation,
passwords are always visible in plaintext format the server upon TLS
decryption (in particular, storage of plaintext passwords is not an
uncommon security incident, even anpbng security-consci ous conpanies).

Asymmetric (or augnmented) Password Authenticated Key Exchange (aPAKE)
protocol s are designed to provi de password aut hentication and

mut ual | y aut henti cated key exchange w thout relying on PKI (except
during user/password registration) and w thout disclosing passwords
to servers or other entities other than the client machine. A secure
aPAKE shoul d provide the best possible security for a password
protocol, nanely, it should only be open to inevitable attacks:
online inpersonation attenpts with guessed user passwords and of fline
dictionary attacks upon the conprom se of a server and | eakage of its
password file. In the latter case, the attacker |earns a mapping of
a user’s password under a one-way function and uses such a mapping to
val i date potential guesses for the password. Crucially inportant is
for the password protocol to use an unpredictabl e one-way mappi ng or
ot herwi se the attacker can pre-conpute a determnistic list of mapped
passwords | eading to al nost instantaneous | eakage of passwords upon
server conprom se.

Quite surprisingly, in spite of the existence of nultiple designs for
(PKI-free) aPAKE protocols, none of these protocols is secure against
pre-conputation attacks. In particular, none of these protocols can
use the standard techni que agai nst pre-conputation that conbi nes
_secret_ randomvalues ("salt") into the one-way password mappi ngs.
Ei t her these protocols do not use salt at all or, if they do, they
transmt the salt fromserver to user in the clear, hence losing the
secrecy of the salt and its defense agai nst pre-conputation.
Furthernore, the transm ssion of salt may incur additional protocol
nmessages.

This draft describes OPAQUE, a PKI-free secure aPAKE that is secure
agai nst pre-conputation attacks and capabl e of using secret salt.
OPAQUE has been recently defined and studi ed by Jarecki et al.

[ OPAQUE] who prove the security of the protocol in a strong aPAKE
nodel that ensures security agai nst pre-conputation attacks and is
formulated in the Universal Conposability (UC) framework [Canetti 01]
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under the randomoracle nodel. |In contrast, very few aPAKE protocols
have been proven formally and those proven were anal yzed in a weak
security nodel that allows for pre-conputation attacks (e.qg.

[GVRO6]). This is not just a formal issue: these protocols are
actually vulnerable to such attacks. This includes protocols that
have recent analyses in the UC nodel such as AuCPace [ AuCPace] and
SPAKE2+ [ SPAKE2pl us]. We note that as shown in [ OPAQUE], these
protocols, and any aPAKE in the nodel from[GVR06], can be converted
into an aPAKE secure agai nst pre-conmputation attacks at the expense
of an additional OPRF executi on.

It is worth noting that the currently nost deployed (OKI-free) aPAKE
is SRP [ RFC2945] which is open to pre-conputation attacks, is
inefficient relative to OPAQUE, and does not have an elliptic-curve
version (it works for RSA). OPAQUE is therefore a suitable

repl acenent .

OPAQUE' s design builds on a line of work initiated in the sem nal
paper of Ford and Kaliski [FKOO] and is based on the HPAKE protocol
of Xavi er Boyen [Boyen09] and the (1,1)-PPSS protocol from Jarecki et
al. [JKKX16]. None of these papers considered security against pre-
conmput ation attacks or presented a proof of aPAKE security (not even
in a weak nodel).

In addition to its proven resistance to pre-conputation attacks,
OPAQUE s security features include forward secrecy (essential for
protecting past conmunications in case of password | eakage) and the
ability to hide the password fromthe server - even during password
regi stration. Moreover, good performance and an array of additional
features make OPAQUE a natural candidate for practical use and for
adoption as a standard. Such features include the ability to
increase the difficulty of offline dictionary attacks via iterated
hashi ng or other hardening schenes, and offl oadi ng these operations
to the client (that al so hel ps agai nst online guessing attacks);
extensibility of the protocol to support storage and retrieval of
user’s secrets solely based on a password; and being anenable to a
mul ti-server distributed inplenentation where offline dictionary
attacks are not possible without breaking into a threshold of servers
(such distributed solution requires no change or awareness on the
client side relative to a single-server inplenentation).

OPAQUE is defined and proven as the conposition of two
functionalities: An (blivious PRF (OPRF) and a key-exchange protocol.
It can be seen as a "conpiler"” for transform ng any key-exchange
protocol (with KC security and forward secrecy - see below) into a
secure aPAKE protocol. In OPAQUE, the user stores a secret private
key at the server during password registration and retrieves this key
each time it needs to authenticate to the server. The OPRF security
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properties ensure that only the correct password can unlock the
private key while at the sanme tinme avoiding potential offline
guessi ng attacks. This general conposability property provides great
flexibility and enables a variety of OPAQUE instantiations, from
optim zed performance to integration with TLS. The |atter aspect is
of prime inportance as the use of OPAQUE with TLS constitutes a mmjor
security inprovenment relative to the standard password-over-TLS
practice. At the sane tine, the conbination with TLS buil ds OPAQUE
as a fully functional secure comuni cations protocol and can help
provi de privacy to account information sent by the user to the server
prior to authentication.

The KCI property required fromKE protocols for use wth OPAQUE
states that know edge of a party’s private key does not allow an
attacker to inpersonate others to that party. This is an inportant
security property achi eved by nost public-key based KE protocols,

i ncl udi ng protocols that use signatures or public key encryption for
authentication. It is also a property of many inplicitly

aut henti cated protocols (e.g., HVMQ) but not all of them W also
note that key exchange protocols based on shared keys do not satisfy
the KCI requirenent, hence they are not considered in the OPAQUE
setting. W note that KCI is needed to ensure a crucial property of
OPAQUE: even upon conprom se of the server, the attacker cannot

i npersonate the user to the server without first running an
exhaustive dictionary attack. Another essential requirement fromKE
protocols for use in OPAQUE is to provide forward secrecy (against
active attackers).

This draft presents a high-1evel description of OPAQUE hi ghlighting
its conponents and nodul ar design. It also provides the basis for a
specification for standardi zation but a detailed specification ready
for inplenmentation is beyond the current scope of this docunent
(which may be expanded in future revisions or done separately).

We describe OPAQUE with a specific instantiation of the OPRF
conponent over elliptic curves and with a few KE schenes, incl uding
the HMQV [HMQV], 3DH [ SIGNAL] and SI GVA [ SI GVA] protocol s.

We al so present several strategies for integrating OPAQUE with TLS
1.3 [ RFCB446] offering different tradeoffs between sinplicity,

performance and user privacy. |In general, the nodularity of OPAQUE s
design nakes it easy to integrate with additional key-exchange
protocols, e.g., |KEv2.

The conputational cost of OPAQUE is determi ned by the cost of the
OPRF, the cost of a regular Diffie-Hellman exchange, and the cost of
aut henti cati ng such exchange. In our elliptic-curve inplenentation
of the OPRF, the cost for the client is two exponentiations (one or
two of which can be fixed base) and one hashi ng-into-curve operation
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[I-D.irtf-cfrg-hash-to-curve]; for the server, it is just one
exponentiation. The cost of a Diffie-Hellman exchange is as usual
two exponentiations per party (one of which is fixed-base). Finally,
the cost of authentication per party depends on the specific KE
protocol: it is just 1/6 of an exponentiation with HVQV, two
exponentiations for 3DH, and it is one signature generation and
verification in the case of SIGVA and TLS 1.3. These instantiations
preserve the nunber of nmessages in the underlying KE protocol except
in one of the TLS instantiati ons where user privacy nmay require an
addi tional round trip.

1.1. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119]

1. 2. Not at i on

Thr oughout this docunent the first argunent to a keyed function
represents the key; separated by a semicolon are the function inputs
typically inplenmented as an unanbi guous concatenati on of strings
(details of encodings are left for a future, nore detailed
specification).

Except if said otherwi se, random choices in this specification refer
to drawing with uniformdistribution froma given set (i.e., "randont
is short for "uniformy random). Random choi ces can be repl aced
with fresh outputs froma cryptographically strong pseudorandom
generator or pseudorandom functi on.

The nanme OPAQUE: A hononym of O PAKE where Ois for Oblivious (the
nanme OPAKE was taken).

2. DH OPRF

OPAQUE uses in a fundanmental way an Oblivious Pseudo Random Functi on
(OPRF) .

An blivious PRF (OPRF) is an interactive protocol between a server S
and a user U defined by a special pseudorandom function (PRF),
denoted F. The server’s input to the protocol is a key k for PRF F
and the user’s input is a value x in the domain of F. At the end of
the protocol, Ulearns F(k; x) and nothing else while S |earns

not hing fromthe protocol execution (in particular nothing about x or
the value F(k; x)).
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OPAQUE uses a specific OPRF instantiation, called DH OPRF, where the
PRF, denoted F, is defined next, generically.

Paraneters: Hash function H (e.g., SHA2 or SHA3 function) with
256-bit output at least, a cyclic group Gof prinme order g, a
generator g of G and hash function H mapping arbitrary strings into
G (where H is nodeled as a random oracl e).

o DH OPRF domain: Any string

o DH OPRF range: The range of the hash function H

o DH OPRF key: A randomelement k in [0..q-1]

o DH OPRF OQperation: F(k; x) = H(x, H (x)”"k)

Protocol for conputing DH OPRF, Uwth input x and S wth input k:
o U choose randomr in [0..qg-1], send al pha=H (x)*r to S

o S:. upon receiving a value al pha, respond with beta=al pha™k

o U wupon receiving beta set the PRF output to H(x, beta™{1l/r})

Recei ved val ues al pha, beta are checked to be elenents in G other
than the identity and the receiving party aborts if the check fails
(alternatively, co-factor exponentiation can be applied to the
recei ved val ues).

Note (fixed-base blinding): An alternative way of conputi ng DH OPRF
is for Uto choose randomr in [0..9-1] and send al pha=H (x)_g”"r to
S, who responds with beta=al pha”k as well as with the val ue v=g"k
(that S may store together with k). U then sets the OPRF output F(k;
X) to H(x, beta v*{-r}). This reduces the conputation at U fromtwo
vari abl e-base exponentiations in the above protocol to one fixed-base
and one vari abl e-base exponentiation. Mreover, if U stores gk
(e.g., for servers to which it logins frequently), then the
conput ati on takes two fixed-base exponentiations (with bases g and
g"k). The downside of fixed-base blinding is the need for the server
to send g"k which is otherwi se not necessary. Applications can
choose any of the blinding options as both conpute the sane function.

We note that prior versions of this docunent defined the OPRF to

i ncl ude g”"k under the hash function Hin order to provide security
for fixed-base blinding. However, [Blinding] proved recently that
fi xed-base blinding is secure also w thout hashing g"k.
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2.1. DHOPRF instantiation and detail ed specification

The above description of DH OPRF is generic and applicable to any
cyclic group. Detailed specification for concrete inplenentations of
DH OPEF can be found in [I-D.irtf-cfrg-voprf] which defines several
instantiation suites for DH OPRF, including the choice of hash-to-
curve functions (denoted H above) as detailed in
[I-D.irtf-cfrg-hash-to-curve]. OPAQUE will adopt some of these
instantiation suites and their underlying elliptic curves. The
latter will determ ne inplenentation details for such curves

i ncl udi ng ways to check curve nenbership, the suitability of co-
factor mechani sns, etc.

2.2. Hardening OPRF via user iterations

Prot ocol OPAQUE is strengthened against offline dictionary attacks by
applying to the output of DH OPRF a hardeni ng procedure such as via
repeated iterations, nmenory hard operations, etc. This greatly

i ncreases the cost of an offline attack upon the conprom se of the
password file at the server. For this purpose, we define the

ext ended DH OPRF F* as

F*(k; x) =1~n( H(x, H(x)"k) ) where | is a hardening function and n
is a neasure of hardness. For exanple, | can represent the iterative
function of PBKDF2 [ RFC8018] and n the nunber of iterations; in the
case of nenory-hard functions such as Argon2 [I-D.irtf-cfrg-argon2]
and scrypt [RFC7914], | is a nore involved nenory-hard function and n
nmeasures cost factors and ot her paraneters.

Paranmeters to the hardening function can be set to public val ues or
set at the tinme of password registration and stored at the server.

In this case, the server comuni cates these paraneters to the user
duri ng OPAQUE executions together with the second OPRF nessage. W
note that the salt value typically input into the KDF can be set to a
constant, e.g., all zeros.

3. OPAQUE Specification

OPAQUE consi sts of the concurrent run of an OPRF protocol and a key-
exchange protocol KE (one that provides mutual authentication based
on public keys and satisfies the KCl requirenment discussed in the
introduction). W first define OPAQUE in a generic way based on any
OPRF and any PK-based KE, and |ater show specific instantiation using
DH OPRF (defined in Section 2) and several KE protocols. The user,
running on a client machine, takes the role of initiator in these
protocols and the server the responder’s. The private-public keys
for the user are denoted PrivU and PubU, and for the server PrivS and
PubS.
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3.1. Password registration

Password registration is executed between a user U (running on a
client machine) and a server S. It is assuned the server can
identify the user and the client can authenticate the server during
this registration phase. This is the only part in OPAQUE t hat

requi res an authenticated channel, either physical, out-of-band, PKI-
based, etc.

0 U chooses password PwdU and a pair of private-public keys PrivU
and PubU for the given protocol KE

0 S chooses OPRF key kU (random and i ndependent for each user),
chooses its own pair of private-public keys PrivS and PubS for use
with protocol KE (S can use the same pair of keys with nultiple
users), and sends PubS to the client.

o Cient and S run the OPRF F(kU, PwdU) as defined in Section 2 with
only the client learning the result. The client then applies a
hardeni ng function, as described in Section 2.2, to this result
obtai ning a val ue denoted RwdU (for "Random zed PwdU'). The
paranmeters of the hardening function can be public and known to
client machines or they can be stored by S and communi cated to the
client during registration and | ogin sessions.

o Cient generates an "envel ope" EnvU that contains PrivU and PubS
protected under RmdU. PrivU is encrypted and aut henticated while
PubS is authenticated and optionally encrypted. EnvU may al so
i nclude the user’s public key and parties’ identities.

EnvU can be thought of as an authenticated encryption scheme with
optional authenticated-only data. However, for technical reasons,
not all authenticated encryption schenmes can be used for buil ding
EnvU, therefore we provide a precise specification of the
envel opi ng function in Section 4.

o0 The client sends EnvU and PubU to S and erases PwdU, RwdU and al
keys. S stores (EnvU, PubS, PrivS, PubU, kU) in a user-specific

record. If PrivS and PubS are used for nultiple users, S can
store these val ues separately and omt themfromthe user’s
record.

Note (salt). W note that in OPAQUE the OPRF key acts as the secret
salt value that ensures the infeasibility of pre-conputation attacks.
No extra salt value is needed.

Note (password rules). The above procedure has the significant
advantage that the user’s password is never disclosed to the server
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3.

3.

even during registration. Sone sites require |earning the user’s
password for enforcing password rules. Doing so voids this inportant
security property of OPAQUE and is not reconmended. Moving the
password check procedure to the client side is a nore secure
alternative (limted checks at the server are possible to inplenent,
e.g., detecting repeated passwords).

2. Online OPAQUE protocol (Login and key exchange))

3.

After registration, the user (through a client machi ne) and server
can run the OPAQUE protocol as a password-authenticated key exchange.
The protocol proceeds as foll ows:

o Cient transmts user/account information to the server so that
the server can retrieve the user’s record.

o Server and client execute the OPRF protocol as defined in
Section 2; client sets RmdU to the result of this conputation (if
this conmputation includes a hardening function as in Section 2.2,
the paraneters of this function are either known to the client or
communi cat ed by the server).

0 Server sends EnvU to client.

o Client authenticates/decrypts EnvU using RwdU to obtain Privy,
PubU, PubS. If authentication fails, client aborts.

o Cient and server run the specified KE protocol using their
respective public and private keys.

Note that the steps preceding the run of KE can be arranged in just
two nmessages (one fromthe client and a response fromthe server).
Furthernore, OPAQUE is optim zed by running the OPRF and KE
concurrently with interl eaved and conbi ned nessages (whil e preserving
the internal ordering of nmessages in each protocol). [In all cases,
the client needs to obtain EnvU and RwdU (i.e., conplete the OPRF
protocol) before it can use its own private key PrivU and the
server’s public key PubS in the run of KE

Parties’ identities

Aut henti cat ed key-exchange protocols generate keys that need to be
uni quely and verifiably bound to a pair of identities, in the case of
OPAQUE a user and a server. Thus, it is essential for the parties to
agree on such identities, including an agreed bit representation of
these identities as needed, for exanple, when inputting identities to
a key derivation function. Wen referring to identities IdU and |dS
in this docunent, we refer to such agreed identities. Applications
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may have different policies about how and when identities are
determ ned. A natural approach is to tie IdUto the identity the
server uses to fetch EnvU (hence determ ned during password
registration) and to tie IdS to the server identity used by the

client toinitiate a password registration or |ogin sessions. 1dS
and 1dU can al so be part of EnvU or be tied to the parties’ public
keys. In principle, it is possible that identities change across

different sessions as long as there is a policy that can establish if
the identity is acceptable or not to the peer. However, we note that
the public keys of both the server and the user nust always be those
defined at tine of password registration.

4. Specification of the EnvU envel ope

In Section 3.1, EnvU was defined as an envel ope containing the user’s
private key PrivU and server’s public key PubS protected under RwdU.
Optionally, EnvU may al so contain PubU and identities 1dS, IdU Part
of this information, e.g., PrivU, requires secrecy and authentication
whil e other values may only need authentication. A natural way to
build EnvU is using authenticated encryption with additional

aut henti cated data. However, as proven in [ OPAQUE], the security of
OPAQUE requires the authenticated encryption schene, AuthEnc, used to
build EnvU to satisfy the property of "random key robustness". That
is, given a pair of random Aut hEnc keys, it should be infeasible to
create an authenticated ciphertext that successfully decrypts (i.e.,
passes authentication) under the two keys. Sone natural AuthEnc
schenes, including GCM do not satisfy this property and therefore,
here we specify a particular schene for inplenenting EnvU that enjoys
this property. It is based on counter-node encryption and HVAC.

We define EnvU on the basis of two fields, AEenv and ACenv, one of
whi ch (but not both) can be enpty. AEenv contains information that
needs to be protected under authenticated encryption while ACenv only
requires authentication. Typically, AEenv includes PrivU, and AQCenv
i ncl udes PubS and possi bly PubU (PubU may be omtted if not needed
for running the user side of the key exchange, or if it is re-
conputed by the client on the basis of PrivU). On the other hand,
some applications may want to hide the public key(s) from
eavesdroppers in which case these keys woul d go under AEenv. As
noted below, there is also the possibility of omtting PrivU from
EnvU and derive it fromRwU in which case AEenv may be enpty. In
all cases, EnvU nust include the authenticated PubS, either under
AEenv or ACenv. Additionally, EnvU may be used to transmt the user
and/ or server identities (see Section 3.3).

EnvU is built by encrypting AEenv (if not enpty), concatenating to it

ACenv (if not enpty), and conputing HVAC on the concatenation (which
nmust never be enpty). HMAC nust use a hash of length 256 bits or
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nore to ensure collision resistance. For the benefit of
interoperability we specify the use of a block cipher (AES256) in
counter node as the encryption function, however, any secure (not
necessarily authenticated) encryption schene can be used for the
encryption of AEenv. HVAC can al so be replaced but only by a
collision resistant MAC (not all MAC functions are collision
resistant!)

We start by defining the key derivation function to derive three
keys: a HVAC key HVACKkey, an AES256 key EncKey and a third key KdKey
for applications that choose to process user information beyond the
OPAQUE functionality (e.g., additional secrets or credentials). W
speci fy KdKey to be of the sanme | ength as HVACkey so it can be used,
i f needed, w th HKDF- Expand.

Let L1, L2, L3 be the lengths in octets of HmacKey, EncKey and KdKey,
respectively, where L3=L1. |[|f any one of EncKey or KdKey is omtted,
its length is set to 0. W define:

KEYS = HKDF(sal t =0, | KM-RwmdU, info="EnvU', Length=L1+L2+L3)

and set HracKey to the nost significant L1 bytes of KEYS, EncKey to
the next significant L2 bytes, and KdKey to the next L3 bytes. (For
AES256 and HMAC- SHA256, the keys are of |length 32 bytes each.)

We define EnvU to be the concatenation of E and the authentication
tag HVAC( HhmacKey; E) where E is the concatenation of AES- CTR(EncKey;
AEenv) and ACenv.

Recall that EnvU is conputed during password registration and is
decrypted by the client during login. Decryption proceeds by
derivi ng HracKey and EncKey, verifying the HVAC tag, and if this is
successful, decrypting E. If HVAC verification fails, the session is
abort ed.

TBC. More precise specification needed here, such as default order of
el enents, their encodi ngs, etc.

In this specification, encryption of AEenv uses AES256 in counter
node with key EncKey and an initial counter value (that is part of
the ci phertext) defined as the concatenation of a random 8-byte nonce
chosen by the encrypting party (i.e., the client during password

regi stration) and an 8-byte representation of 1 (7 zero bytes

foll owed by Ox01). W refer to this initial value as CITRBASE

For conpl eteness, we specify AES-CTR in Appendi x Section 9.
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TBD: If an RFC defining this node exists, we should refer to it
instead. The node is defined in [ RFC3686] but in the context of

| Psec’s ESP, so having a distilled version as in the Appendi x may be
worthwhile, particularly as we use a different initial value (the
above RFC assunes a given |V which we do not have here).

Note (rationale of CTRBASE): The nonce used in defining CTRBASE is
needed, for exanple, for the case where a user registers the sane
password repeatedly, choosing a fresh PrivU each tine while the val ue
of the server’s OPRF key kU stays fixed. This results in the sane
encryption key but different plaintexts which requires a changing
nonce. Eight bytes are nore than enough for this.

Note (using GCM: Can one replace AES-CTR with GCM AES for encrypting
AEenv? Yes, as long as one keeps the HVAC aut hentication. As said,
any secure encryption can be used for encrypting AeEenv. However, GCM
al so produces an authentication tag that is not needed here. As a
result, using GCM nay tenpt soneone to drop the HVAC aut hentication
whi ch woul d be insecure since standal one GCMis not random key

robust. For this reason it may be better not to replace plain AES-
CTR with GCM or any other authenticated encryption.

Not e (storage/ comruni cation efficient authentication-only EnvU): It
is possible to dispense with encryption in the construction of EnvU
to obtain a shorter EnvU (resulting in | ess storage at the server and
| ess conmuni cation fromserver to client). The idea is to derive
PrivU from RwdU. However, for cases where PrivUis not a random
string of a given length, we define a nore general procedure.

Nanmely, what’s derived fromRwmU is a random seed used as an input to
a key generation procedure that generates the pair (PrivU, PubU. In
this case, AEenv is enpty and ACenv contains PubS. The random key
generation seed is defined as HKDF- Expand( KdKey; i nfo="KG seed", L)
where L is the required seed length. W note that in this
encryption-less schenme, the authentication still needs to be random
key robust which HMAC sati sfies.

To further mnimze storage space, the server can derive per-user
OPRF keys kU from a single global secret key, and it can use the sane
pair (PrivS, PubS) for all users. 1In this case, the per-user OPAQUE
storage consi sts of PubU and HVAC(Khnac; Pubs), a total of 64-byte
overhead with a 256-bit curve and hash. EnvU comunicated to the
user is of the sanme |ength, consisting of PubS and HVAC(Khmac; Pubs).

5. OPAQUE Instantiations
We present several instantiations of OPAQUE using DH OPRF and

different KE protocols. For the sake of concreteness we focus on KE
prot ocol s consisting of three nessages, denoted KE1l, KE2, KE3, and
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such that KE1 and KE2 include DH val ues sent by user and server,
respectively, and KE3 provides explicit user authentication. As
shown in [OPAQUE], OPAQUE cannot use |less than three nessages so the
3-message instantiations presented here are optimal in terns of
nunber of nessages. On the other hand, there is no inpedi nent of
usi ng OPAQUE with protocols with nore than 3 nessages as in the case
of IKEv2 (or the underlying SIGVA-R protocol [SIGW]).

OPAQUE generic outline with 3-nmessage KE
o Cto S |dU, al pha=H (PwdU) ~r, KE1

o Sto C beta=al pha™kU, EnvU, KE2

o Cto S KE3

Key derivation and other details of the protocol are specified by the
KE schene. W do note that by the results in [ OPAQUE], KE2 and KE3
shoul d i nclude authentication of the OPRF nessages (or at |east of

t he val ue al pha) for binding between the OPRF run and the KE sessi on.

Next, we present three instantiations of OPAQUE - with HMQ/, 3DH and
SIGVA-1. In Section 6 we discuss integration with TLS 1.3 [ RFC38446].

5.1. Instantiation of OPAQUE with HMQV and 3DH

The integration of OPAQUE with HMQV [ HMQV] | eads to the nost
efficient instantiation of OPAQUE in terns of exponentiations count.
Performance is close to optimal due to the |ow cost of authentication
in HMQV: Just 1/6 of an exponentiation for each party over the cost
of a regular DH exchange. However, HMQV is encunbered by an | BM
patent, hence we al so present OPAQUE with 3DH which only differs in
the key derivation function at the cost of an extra exponentiation
(and less resilience to the conprom se of epheneral exponents). W
note that 3DH serves as a basis for the key-exchange protocol of

[ SI GNAL] .

I nportantly, many other protocols followa simlar format with
differences mainly in the key derivation function. This includes the
Noi se fam |y of protocols. Extension may also apply to KEM based KE
protocols as in many post-quantum candi dates.

The private and public keys of the parties in these exanples are
Diffie-Hellman keys, nanely, PubU=g"PrivU and PubS=g"PrivS.

Specification/inplenmentation details that are specific to the choice

of group Gwill be adapted fromthe correspondi ng standards for
different elliptic curves.
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PROTOCOL MESSAGES. OPAQUE with HMQV and OPAQUE with 3DH conpri ses:

o KE1 = OPRF1l, nonceU, infol , 1dU_, ePubU

o KE2 = OPRF2, EnvU, nonceS, info2 , ePubS, Ei nfo2_ , Mc(KnB;
Xcript2),

o KE3 = info3_, Einfo3_, Mac(KnB; xcript3)}

wher e:

0 * denotes optional elenents;

o OPRF1l, OPRF2 denote the DH OPRF val ues al pha, beta sent by user
and server, respectively, as defined in Section 2;

o EnvU is the OPAQUE s envel ope stored by the server containing
keying information for the client to run the AKE with the server;

o nonceU, nonceS are fresh random nonces chosen by client and
server, respectively;

o infol, info2, info3 denote optional application-specific
information sent in the clear (e.g., they can include paraneter
negoti ation, paranmeters for a hardening function, etc.);

o Einfo2, Ei nfo3 denotes optional application-specific informtion
sent encrypted under keys Ke2, Ke3 defined bel ow

o ldUis the user’'s identity used by the server to fetch the
correspondi ng user record, including EnvU OPRF key, etc. (it can
be omtted fromnessage KE1 if the information is available to the
server in sone other way);

o 1dS, the server’s identity, is not shown explicitly, it can be
part of an info field (encrypted or not), part of EnvU, or can be
known from ot her context (see Section 3.3); it is used crucially
for key derivation (see bel ow);

o ePubU, ePubS are D ffie-Hellman epheneral public keys chosen by
user and server, respectively;

o xcript2 includes the concatenation of the values OPRF1l, noncel,
infol , 1dU_, ePubU OPRF2, EnvU, nonceS, info2 , ePubS, Einfo2_;

o xscript3 includes the concatenation of all elenents in xscript2

followed by info3_ , Einfo3_;
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Not es:

o The explicit concatenation of elenents under xscript2 and xscript3
can be replaced with hashed val ues of these elenents, or their
conbi nations, using a collision-resistant hash (e.g., as in the
transcri pt-hash of TLS 1.3).

o The inclusion of the values OPRF1l and OPRF2 under xscript2 is
needed for binding the OPRF execution to that of the KE session.
On the other hand, including EnvU in xscript2 is not nandatory.

o The epheneral keys ePubU, ePubS, can be exchanged prior to the
above 3 nessages, e.g., when running these protocols under TLS
1.3.

KEY DERI VATI ON. The above protocol requires MAC keys KnR2, KnB, and
opti onal encryption keys Ke2, Ke3, as well as generating a session
key SK which is the AKE out put for protecting subsequent traffic (or
for generating further key material). Key derivation uses HKDF

[ RFC5869] with a conbination of the parties static and epheneral
private-public key pairs and the parties’ identities 1dU, 1dS. See
Section 3. 3.

SK, Kn2, KnB, Ke2, Ke3 = HKDF(salt=0, IKM info, L)

where L is the sumof lengths of SK, KnR2, KnB, Ke2, Ke3, and SK gets
the nost significant bytes of the key stream KnR the next bunch,

et c.

Val ues KM and info are defined for each protocol:

FOR HMQ: | nfo="HM} keys" and IKM = Khmgv | 1dU | 1dS

where Khngv is conput ed:

- by the client as: Khngv (ePubS * PubS*b)*{ePrivU + a*PrivU}
- by the server as: Khmgv = (ePubU * PubU*a)*{ePrivS + b*PrivS}
with a = H(ePubU, 1dS) and b = H(ePubsS, |dU)

FOR 3DH I nfo="3DH keys" and | KM = K3dh | IdU | 1dS

where K3dh is the concatenation of 3 DH val ues conputed

- by the client as: K3dh = ePubS*ePrivU | PubSt*ePrivU | ePubS*PrivU

- by the server as: K3dh ePubUePrivS | PubUtePrivS | ePubU*PrivS
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5.

2.

Instantiation of OPAQUE with SI GVA-

We show how OPAQUE is built around the 3-nessage SIGVA-1 protoco
[SIGVA]. This is an exanple of a signature-based protocol and al so
serves as a basis for integration of OPAQUE with TLS 1.3, as the
|atter follows the design of SIGVA-1 (see Section 6. This

speci fication can be extended to the 4-nessage SI GVA-R protocol as
used in | KEv2.

PROTOCOL MESSAGES. OPAQUE with SIGVA-1 conpri ses:
o KE1 = OPRF1l, nonceU, infol , 1dU_, ePubU

o KE2 = OPRF2, EnvU, nonceS, info2 , ePubS, Einfo2_, Sign(Privs
Xcript2-), Mac(Kn2; 1dU),

o KE3 =info3 , Einfo3 , Sign(PrivU, xcript3-), Mac(KnB; 1dS)}

See expl anation of fields above. |In addition, for the signed
material, xscript2- is defined simlarly to xscript2, however if
xscript2 includes information that identifies the user, such
information can be elimnated in xscript2- (this is advised if
signing user’s identification information by the server is deened to
have adverse privacy consequences). In SIGWA, including the peer’s
identity under the MAC is necessary and sufficient for security, but
including it under the signature is not necessary. Simlarly,
xscript3- is defined as xcript3 with server identification
information renoved if so desired.

KEY DERI VATION. Key in SIGVA-1 are derived as
SK, KnR, KnB, Ke2, Ke3 = HKDF(salt=0, IKM info, L)

where L is the sumof |engths of SK, KnR2, KnB, Ke2, Ke3, and SK gets
the nost significant bytes of the stream KnR the next bunch, etc.

info = "SIGWA-1 keys" and IKMis conputed
o by the client as | KM = ePubS*ePrivuU
o0 by the server as | KM = ePubWePrivSs
Integrating OPAQUE with TLS 1.3
This section is intended as a di scussion of ways to integrate OPAQUE
with TLS 1.3. Precise protocol details are left for a future

separate specification. A very prelimnary draft is
[1-D.sullivan-tls-opaque].
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As stated in the introduction, the security of the standard password-
over - TLS mechani sm for password authentication suffers fromits
essential reliance on PKI and the exposure of passwords to the server
(and possibly others) upon TLS decryption. Integrating OPAQUE with
TLS renoves these vulnerabilities while at the same tine it arnors
TLS itself against PKI failures. Such integration also benefits
OPAQUE by | everagi ng the standardi zed negoti ati on and record-| ayer
security of TLS. Furthernore, TLS offers an initial PKI-

aut henti cated channel to protect the privacy of account informtion
such as user nane transmitted between client and server.

If oneis wlling to forgo protection of user account information
transmtted between user and server, integrating OPAQUE with TLS 1.3
is relatively straightforward and foll ows essentially the sane
approach as with SIGVA-I in Section 5.2. Specifically, one reuses
the Diffie-Hell man exchange from TLS and uses the user’s private key
PrivU retrieved fromthe server as a signature key for TLS client

aut hentication. The integrated protocol will have as its first
nmessage the TLS' s Client Hell o augnented with user account
information and with the DH OPRF first nmessage (the val ue al pha).

The server’s response includes the regular TLS 1.3 second flight
augnented with the second OPRF nessage whi ch includes the val ues beta
and EnvU. For its TLS signature, the server uses the private key
PrivS whose correspondi ng public key PubS is authenticated as part of
t he user envel ope EnvU (there is no need to send a regular TLS
certificate in this case). Finally, the third flight consists of the
standard client Finish nessage with client authentication where the
client’s signature is produced with the user’s private key PrivU
retrieved fromEnvU and verified by the server using public key PubU

The above schene is depicted in Figure 1 where the sign + indicates
fields added by OPAQUE, and OPRF1l, OPRF2 denote the two DH OPRF
nmessages. Oher nmessages in the figure are the sanme as in TLS 1. 3.
Notation {...} indicates encryption under handshake keys. Note that
ServerSignature and CientSignature are perforned with the private
keys defined by OPAQUE and they replace signatures by traditional TLS
certificates.
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Client Server

ClientHello
key share
+ userid + OPRF1 -------- >
ServerHel |l o
key_share
{+ OPRF2 + EnvU}
{ Server Si gnat ur e}
Sm------- { Ser ver Fi ni shed}

{dientSignature}
{dientFinished} -------- >

Figure 1. Integration of OPAQUE in TLS 1.3 (no userid
confidentiality)

Note that in order to send OPRF1 in the first nessage, the client
needs to know the DH group the server uses for OPRF, or it needs to
"guess" it. This issue already appears in TLS 1.3 where the client
needs to guess the key share group and it should be handled simlarly
in OPAQUE (e.g., the client may try one or nore groups in its first
nmessage) .

Protection of user’s account information can be added through TLS 1.3
pre-shared/ resunpti on nmechani snms where the account information
appended to the ClientHell o nessage woul d be encrypted under the pre-
shared key.

When a resunmabl e session or pre-shared key between the client and the
server do not exist, user account protection requires a server
certificate. One option that does not add round trips is to use a
mechanismsimlar to the proposed ESNI extension [I-D.ietf-tls-esni]
or a sem-static TLS exchange as in [I-D.ietf-tls-sem static-dh].

Wt hout such extensions, one would run a TLS 1.3 handshake augnent ed
with the two first OPAQUE nessages interleaved between the second and
third flight of the regular TLS handshake. That is, the protocol
consists of five flights as follows: (i) Aregular 2-flight 1-RTT
handshake to produce handshake traffic keys authenticated by the
server’s TLS certificate; (ii) two OPAQUE nessages that include user
identification information, the DH OPRF nessages exchanged between
client and server, and the retrieved EnvU, all encrypted under the
handshake traffic keys (thus providing privacy to user account
information); (iii) the TLS 1.3 client authentication flight where
client authentication uses the user’s private signature key PrivU
retrieved fromthe server in step (ii).
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Note that server authentication in step (i) uses TLS certificates
hence PKI is used for user account privacy but not for user

aut henti cati on or other purposes. (In sone applications, PKI may be
trusted al so for server authentication in which case server

aut henti cation through OPAQUE may be forgone). | n OPAQUE the server
aut henticates using the private key PrivS whose correspondi ng public
key PubS is sent to the user as part of EnvU.  There are two options:
If PubS is the sanme as the public key the server used in the 1-RTT
aut hentication (step (i)) then there is no need for further

aut hentication. Qherw se, the server needs to send a signature
under PrivS that is piggybacked to the second OPAQUE nessage in (ii).
In this case, the signature would cover the running transcript hash
as is standard in TLS 1.3. The client signature in the | ast nessage
al so covers the transcript hash including the regul ar handshake and
OPAQUE nessages.

The described schene is depicted in Figure 2. Please refer to the
text before Figure 1 describing notation. Note the asterisk in the
Server Signature nessage. This indicates that this nessage is
optional as it is used only if the server’s key PubS in OPAQUE is
different than the one in the server’s certificate (transmtted in
t he second protocol flight).

cient Server

ClientHello
key share -------- >
ServerHel | o
key share
{Certificate}
{CertificateVerify}

<-mmmm--- { Server Fi ni shed}
{+ userid + OPRF1} -------- >
{+ OPRF2 + EnvU}
<emmmmm - {+ ServerSi gnat ure*}
{CientSi gnat ure}
{dientFinished} -------- >

Figure 2: Integration of OPAQUE in TLS 1.3 (with userid
confidentiality)

We note that the above approaches for integration of OPAQUE with TLS
may benefit fromthe post-handshake client authentication nmechani sm
of TLS 1.3 and the exported authenticators from

[I-D.ietf-tls-exported-authenticator]. Also, formatting of nessages
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and negotiation information suggested in [I-D. barnes-tls-pake] can be
used in the OPAQUE setting.

7. User enuneration

User enumeration refers to attacks where the attacker tries to |earn
whet her a given user identity is registered with a server.

Preventing such attack requires the server to act with unknown user
identities in a way that is indistinguishable fromits behavior with
exi sting users. Here we suggest a way to inplenent such defense,
nanely, a way for sinulating the values beta and EnvU for non-
existing users. Note that if the sane pair of user identity |IdU and
val ue alpha is received twce by the server, the response needs to be
the sane in both cases (since this would be the case for real users).
For protection against this attack, one would apply the encryption
function in the construction of EnvU (Section 4) to all the key
material in EnvU, nanely, ACenv will be enpty. The server S wll
have two keys MK, MK for a PRF f (this refers to a regular PRF such
as HVAC or CMAC). Upon receiving a pair of user identity IdU and

val ue al pha for a non-existing user 1dU, S conmputes kU=f(MK; |dU) and
kU =f (MK ; 1dU) and responds with val ues beta=al pha”"kU and EnvUy,
where the latter is conputed as follows. RwdU is set to kU and
AEenv is set to the all-zero string (of the Iength of a regular EnvU
plaintext). Care needs to be taken to avoid side channel |eakage
(e.g., timng) fromhelping differentiate these operations froma
regul ar server response. The above requires changes to the server-
side inplenentation but not to the protocol itself or the client

si de.

There is one form of | eakage that the above all ows and whose
prevention would require a change in OPAQUE. Note that an attacker
that tests a IdU (and sane al pha) twi ce and receives different
responses can concl ude that either the user registered with the
servi ce between these two activations or that the user was registered
before but changed its password in between the activations (assum ng
t he server changes kU at the tinme of a password change). In any
case, this indicates that 1dUis a registered user at the tinme of the
second activation. To conceal this information, S can inplenment the
derivation of kU as kU=f (MK; 1dU) also for registered users. Hiding
changes in EnvU, however, requires a change in the protocol. Instead
of sending EnvU as is, S would send an encryption of EnvU under a key
that the user derives fromthe OPRF result (simlarly to RmU) and
that S stores during password registration. During |login, the user
will derive this key fromthe OPRF result, will use it to decrypt
EnvU, and continue with the regular protocol. |If S uses a random zed
encryption, the encrypted EnvU will | ook each time as a fresh random
string, hence S can sinulate the encrypted EnvU al so for non-existing
users.
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Note that the first case above does not change the protocol so its

i mpl ementation is a server’s decision (the client side is not
changed). The second case, requires changes on the client side so it
changes OPAQUE itself.

TBC. Should this variant be docunented/standardi zed?

8. Security considerations

This is an early draft presenting the OPAQUE concept and its
potential instantiations. Mre precise details and security
considerations will be provided in future drafts. W note that the
security of OPAQUE is formally proved in [ OPAQUE] under a strong
nodel of aPAKE security assum ng the security of the OPRF function
and of the underlying key-exchange protocol. In turn, the security
of DH-OPRF is proven in the random oracl e nodel under the One-More
Diffie-Hell man assunpti on [ JKKX16].

Best practices regarding inplenmentation of cryptographic schenes
apply to OPAQUE. Particular care needs to be given to the

i mpl ementati on of the OPRF regarding testing group nenbership and
avoi ding timng and other side channel |eakage in the hash-to-curve
mappi ng. Drafts [I-D.irtf-cfrg-hash-to-curve] and
[I-D.irtf-cfrg-voprf] have detailed instantiation and inplenentation
gui dance.

Wil e one can expect the practical security of the OPRF function
(nanely, the hardness of conputing the function w thout know ng the
key) to be in the order of conputing discrete |ogarithms or solving
Diffie-Hell man, Brown and Gall ant [BG4] and Cheon [ Cheon06] show an
attack that slightly inproves on generic attacks. For the case that
g-1 or g+1, where q is the order of the group G has a t-bit divisor
t hey show an attack that calls the OPRF on 2°t chosen inputs and
reduces security by t/2 bits, i.e., it can find the OPRF key in tine
2"{ql 2-t/2} and 2”{q/2-t/2} menory. For typical curves, the attack
requi res an infeasible nunber of calls and/or results in
insignificant security loss (*). Mreover, in the OPAQUE
application, these attacks are conpletely inpractical as the nunber
of calls to the function translates to an equal nunber of failed

aut hentication attenpts by a _single_ user. For exanple, one would
need a billion inpersonation attenpts to reduce security by 15 bits
and a trillion to reduce it by 20 bits - and nost curves will not
even allow for such attacks in the first place (note that this
theoretical |oss of security is with respect to conputing discrete

| ogarithnms, not in reducing the password strength).

(*) Some exanples (courtesy of Dan Brown): For P-384, 2790 calls

reduce security from192 to 147 bits; for NIST P-256 the options are
6-bit reduction with 2153 OPRF calls, about 14 bit reduction with 187
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mllion calls and 20 bits with a trillion calls. For Curve25519,
attacks are conpletely infeasible (require over 27100 calls) but its
twist formallows an attack with 25759 calls that reduces security by
7 bits and one with 117223 calls that reduces security by 8.4 bits.

Not e on user authentication vs. authenticated key exchange. OPAQUE
provi des PAKE (password-based aut henticated key exchange)
functionality in the client-server setting. Wile in the case of
user identification, focus is often on the authentication part, we
stress that the key exchange elenent is not less crucial. Indeed, in
nost cases user authentication is perforned to enforce sone policy,
and the key exchange part is essential for binding this enforcenent
to the authentication step. Skipping the key exchange part is

anal ogous to carefully checking a visitor’s credential at the door
and then | eaving the door open for others to enter freely.

This draft conplies with the requirenents for PAKE protocols set
forth in [ RFC8125].

9. Appendix A Counter node encryption

We define counter node encryption to be used with EnvU (Section 4).
The specification is based on [RFC3686] with a different initial

val ue of CTRBLK. The description refers to AES but it applies to any
bl ock ci pher (with its correspondi ng bl ock size).

Let PT be the plaintext to be encrypted and CTRBASE a 128-bit initial
val ue (see Section 4 for the OPAQUE-specific CTRBASE val ue).
Partition PT into 128-bit blocks PT = PT[1] PT[2] ... PT[n] where the
final block can be shorter than 128 bits. To conpute the ciphertext
CT, each block PT[i] is XORed with a block KS[i] of a key stream KS
obt ai ned by applying AES to a 128-bit counter CTRBLK initialized to
CTRBASE and increnmented for each block KS[i]. The |ast value KS[n]
is truncated, if necessary, to the length of PT[n]. The ciphertext
CT includes n+l bl ocks defined as CT[0] =CTRBASE and CT[i]=PT[i] xor
KS[i], for i=1,...,n, with the final block possibly shorter than 128
bits.

The encryption of n plaintext blocks can be sumrari zed as:

CT[ 0] := CTRBASE

CTRBLK : = CTRBASE

FORi :=1 to n-1 DO
CT[i] := PT[i] XOR AES(CTRBLK)
CTRBLK : = CTRBLK + 1

END

CT[n] := PT[n] XOR TRUNC( AES( CTRBLK))
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10.

11.

11.

11.

The AES() function performs AES encryption with key EncKey. The
TRUNC() function truncates the output of the AES encrypt operation to
the sane length as the final plaintext block, returning the nost
significant bits.

Decryption is simlar. The decryption of ciphertext CT= CI[O0]
CT[n] summari zed as:

CTRBLK : = C 0]

FORi :=1to n-1 DO
PT[i] := CT[i] XOR AES( CTRBLK)
CTRBLK := CTRBLK + 1

END

PT[n] := CT[n] XOR TRUNC(AES( CTRBLK))
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