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Abstract

Thi s docunment defines an information nodel for the I12RS Filter-based
Routing Informati on Base (RIB) Yang nodel. A routing system uses the
Filter-based RIBto program FIB entries that process incom ng packets
by matching on multiple fields within the packet and then perform ng
a specified action on it. The FB-RI B can al so specify an action to
forward the packet according to the FIB entries progranmed using the
RIBs of its routing instance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016.
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1. Introduction

The Interface to the Routing System (1 2RS)
[I-D.ietf-i2rs-architecture] architecture provides dynam c read and
wite access to the information and state within the routing

el enents. The I12RS client interacts with the I12RS agent in one or
nore network routing systens.

Thi s docunent provides an information nodule for the 12RS filter

Based Routing Informati on Base (FB-RIB) and describes the | 2RS
interaction with routing filters within a routing el enent.
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Definition of I2RS Filter Based RIB

Filter-based routing is a technique used to nake packet forwarding
deci sions based on a filter that is nmatched to the incom ng packets
and the specified action. It should be noted that that this is
distinct fromthe static routes in the RIB
[I-D.ietf-i2rs-rib-info-nodel] where the routing is destination

ddr ess based.

A Filter-Based RIB (Routing Informati on Base) is contained in a
routing instance (defined in [I-D.ietf-i2rs-rib-info-nodel]). It
contains a list of filters (mtch-action conditions), a |ist of
interface the filter-based forwarding operates on. Filter-based RIBs
(FB-RIBs) operate only on the interface the FB-RI B are configured on.

A Filter Based RI B uses Event-Condition-Action policy. A Filter-
based RIB entry specifies matches on fields in a packet (which may
include layer 2 fields, |IP header fields, transport or application
fields) or size of the packet or interface received on. The matches
are contained in an ordered list of filters which contain pairs of
mat ch condition-action (aka event-condition-action).

If all matches fail, default action is to forward the packet using
FIB entries that were progranmed by the Routing Informational Base
(RIB) manager described in [I-D.ietf-i2rs-rib-info-nodel].

Actions in the condition-action pair may inpact forwarding or set
something in the packet that will inmpact forwarding. Policy actions
are typically applied before applying QS constraints since policy
actions may override QoS constraint.

The Filter-Based RIB resides in epheneral state as does the 12RS RI B
and | 2RS t opol ogy nodel s.

ECA Pol i cy Supported

The filter based-RI B uses event-condition-action policy (ECA) rules.
The follow ng policies are used in this version of the yang nodul e:

0 Access lists (ACLs) [I-D.ietf-netnod-acl-nodel]

o0 Basic network filters [I-D. hares-i2rs-bnp-info-nodel ]
Proprietary filters may augnment these | ETF defined ECA rules. The
| ETF filters support basic filtering plus QOS and | oad bal anci ng.

Bel ow i s an exanple set of match conditions on ingreessl2RS that the
basic |1 2RS FB-RI B can support.
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Ingress filter Matches (for ECA policy)

LS-FLader L2- header LL-header VLAN VN ID size event
Figure 1. Possible matching conditions for basic network filters
1.3. [|2RS Use Cases Suported by Filter-Based R B
The |1 2RS use cases which benefit fromFilter-Based Routing are:

o Protocol independent Use cases and | arge flow use cases descri bed
in [1-D. hares-i2rs-usecase-reqs-sumary].

0o the use cases of steering traffic to their designated service
functions that are different than the packet’s destinations, and

o large flow use cases described in
[1-D. hares-i 2rs-usecase-reqgs-sunmary]

2. Definitions and Acronymns

CLI
Command Line Interface

FB-RI B
Filter-Based Routing Information Base

FB- Rout e
The policy rules in the filter-based RIB are prescriptive of the
Event - Condi ti on-Action formwhich is often represented by if
Condition then action”

Policy G oup
Policy G oups are groups of policy rules. The groups of policy in
the basic network policy [I-D. hares-i2rs-bnp-info-nodel] allow
groupi ng of policy by name. This nane all ow easi er managenent of

cust oner - based or provider based filters.

RBIM
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RIB Informational Mddel (RIBIM [I-D.ietf-i2rs-rib-info-nodel]
Routi ng i nstance

A routing instance, in the context of the FB-FIB is a collection
of RIBs, interfaces, and routing paraneters. A routing instance
creates a logical slice of the router and allows different | ogical
slices; across a set of routers; to conmunicate with each other

3. Fil ter-Based-Rl B nodul e

A Filter-Based RIB (FB-RIB)contains an ordered set of filter routes
where each filter-route is a match condition followed by an action.
An FB-RIB is contained in a routing-instance that is defined in
[I-D.ietf-i2rs-rib-info-nodel] and whose data nodelling is done in
[I-D.ietf-i2rs-rib-data-nodel]. An FB-RIB has a list of interfaces
that is a subset of the list of interfaces in the routing-instance
that it is contained in. An incom ng packet on an interface

bel onging to a FB-RIB is first handled by the FIB progranmed using

that FB-RIB. If no match action succeeds, then the packet is
forwarded using the FIB programred using the RIB of that routing
i nst ance.

An ordered set of filters inplies that the insertion of a filter
route into a FB-RIB MIST provide the ability to insert a filter route
at any specific position and delete of a filter-based route at a
specific position. The ability to change a filter route at a
specific position conbines these two functions (delete an existing
filter route rule and add a new policy rule).

Each FB-RIB is contained wthin a routing instance, but one routing
i nstance (named by an | NSTANCE_NAME) can contain nultiple FB-RIBs.
Each routing instance is associated with a set of interfaces, a
router-id, and list of FB-RIBs. Each interface can be associ ated
with at nost one FB RIB

The processing within the FB-RIB process within the routing systemis
expected to do the foll ow ng:

o Wen a packet successfully matches nmatch ternmientry in a filter-
route, the corresponding rul e-actions are appli ed.

o If a packet does not match the match termentry in the filter
route, the filter route processing goes to the next ternmfentry in
the order, and | ooks for a match, within the current filter or
goes to the next filter in the list. This continues until either
a filter route match termentry is successfully matched, or no
nore filters in the |ist exists.
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o If no match has been found within list of filters in FB-RIB |ist,
then the packet will be forwarded using the |I2RS RI B specified by
the FB-RIB if one exists. If no I2RS RIB is specified, the packet

w || be discarded.
o e e e e e eeeeeao +
| routing instance
R [------mmme - - +
I
I
I pe—— [----+
| FB-RIB *list |
I I
S B +
I
N
[\
+o-m-- A e eeeeea o +
FB-RI B |
A REREEE R ERREEEEEEE | ---+
| e I N | ----- +
| | 12 RIB| |interface* |
| | Name | | (Names) |
| IR + oo +
I
o e e eeeeao oo +

| FB-RIB Ordered List
| of filter rules |

| Filter policy list-entries
| entries depend on type
| (ACL, Routing, QOS, SFO)

R [----------- +
G oups |
Fommm e [----------- +
| G oups depend on type
S [-------------- +

| Rul es (by type) |
| (ordered list of rules of |
| the form match-action) |

| Entries depend on type

Figure 2: Routing instance with FB-RI B
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Policy definitions

ACL types:

Policy |l evel access-lists

group level: access lists: access-list-entries

rule level: access lists: access-list-entries:
access-list-entry

BNP QOS

Policy level: bnp-eca: bnp-policy-set

group level: bnp-eca: bnp-policy-set:rule-group-list:rule-group
rule | evel: bnp-eca: bnp-policy-set:rule-group-list:rule-group

policy-rule-list: policy-rule
Not e: The ACL policy definitions do not provide sufficient
depth for the I2RS Filter RI B, but
are provided here for early inplenentations.

Figure 3

3. 1. FB-RI B entries

The FB-RIB entries associated with each FB-RIB in a routing instance
are:

i nst ance- nane ( FB- FI B-i nst ance- nane)
Nane of Routing instance
router-id (FB-RI B-router-id)

router id associated with the FB-RI B function of the Routing
i nstance

Interface_|list(FB-RI B-interface)
Alist of interfaces that all of the FB-RIB RI Bs operate over.
This list nust be a subset of the interface |list associated with
the routing instance.

Default RIB
A RIB contained in the same routing instance that can be used to
forward packets when the FIB entries in the FB-RIB list do not

mat ch the packets. This Default-RI B forwards based on destination
based routing.
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FB-RIB Order list of policy (FB-FIB-OFilters

ordered list of filter rules of the formin
[1-D. hares-i 2rs-bnp-info-nodel ]

The Top-level Yang structure for the FB-RIB is:

nodul e: FB-RI B
+- - FB- Rl B- nodul e

+--rw FB- RI B-i nst ance- nane

+--rw RB-RIB-router-id

| uses rt:router-id

+--rw FB-RIB* [rib-nane]
| +--rwrib-Nane
|  +--rwrib-afi
| +--rwfb-rib-intf* if:inteface-ref
|  +--rw default-12RS-RI B
| | +--RIB-nane
| uses i2rs-rib:nane
| +--rwfb-rib-status-info
| +--rw fb-rib-update-ref uint64
|  +--rw fb-rib-G oup*

+-rw filter-type [// for group

+-rw order-nunber // for group

+ choice (filter-type)
+-case: acl
uses: acl: access |lists: access-list-entries
/| operational status augment to group
augnents: access_lists: access-list-entries
uses fb-rib-group-order_status;

/| operational status augnment to individual ACL

augnents: access_lists:access-list-entries:
access-list-entry

uses fb-rib-rul e-order-status;

+--case: bnp-eca Rules
uses bnp-eca: bnp-policy-set
augnent s bnp-eca: bnp-policy-set: group-list:group
uses fb-rib-group-order_status
augnent bnp-eca: bnp-policy-set:group-list:group:rule
uses fb-rib-rul e-order_status

Figure 4. FB RIB Yang Structure
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3.2. Relationship between RB-RIB Rule Mbdel and RIB I nformation Mdel
The 12RS RIB nodul e is described in [I-D.ietf-i2rs-rib-info-nodel]
and [I-D.ietf-i2rs-rib-data-nmodel]. The I2RS RIB contains a
collection of RIBs with the follow ng information per instance:

0 The set of interfaces indicates which interfaces are associ at ed
with this routing instance.

o The RIBs specify howincomng traffic is to be forwarded based on
destination (E.g. RIB and FB-RI B).

o0 The routing paraneters control the information in the RIBs.

A routing instance nmay have both an |12RS RI B nodul es and | 2RS FB- FI B
nodul es associated with it.

FB-RIB and RIB can not be used at the sane tine, which neans:

o If arouter doesn't support filter-based routing, a router MJST
use RIB and MUST not use FB-RI B

o If a router supports filter-based routing:
* FB-RIBis used
* Miltiple FB-RIBs may exist within a routing instance
* An interface can be associated with at nost one FB-RI B

* The Default RIB for a FB-RIB is used if several criteria beyond
destination address i s not matched.

4. | ANA Consi derations
TBD.
5. Security Considerations

A I2RS RIB is epheneral data store that will dyanam cally change
traffic paths set by the routing configuration. An |I2RS FB-RI B

provi des dynam ¢ Event-Condition-Action policy that wll further
change the operation of forwarding by allow dyanm c policy and
epheneral RIBs to alter the traffic paths set by routing
configuration. Care nust be taken in deploynents to use the
appropriate security and operational control to make use of the tools
the 12RS RIB and | 2RS FB-RI B provi de.
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