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Abstract

Mul tipath TCP has become the transm ssion technique of choice for the
mul ti-homed environnment. Recently, there have been nmultiple attenpts
to verify the security of Miultipath TCP; but an eavesdropper in the

i nitial handshake breaches the primary security goal of Miltipath
TCP. In this paper, we introduce a secure schene against an initial
eavesdr opper, using asymetric key exchange.

We optimze the public paraneters to overcone two challenges to the
use of asymetric cryptography. Then we show that conpared to

previ ously proposed nethods, our schenme has | ow overhead, and is nore
secure. Qur approach applies to many weak aut henti cati on-based
protocols that seek to use asymetric cryptography.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119]

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 27, 2017.
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Copyright Notice

Copyright (c) 2016 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

1. | nt roducti on

TCP is currently restricted to a single path per connection, yet nost
state-of-the-art devices often support nultiple network interfaces.
Mul ti path TCP (MPTCP) [ RFC6824] is a nmmjor extension of TCP that
enabl es hosts to use nultiple paths to concurrently transfer data for
a single connection. Concurrent transfer through rmultiple subflows
for a single TCP session could inprove the throughput and overal
usage of the network resource.

The primary security goal of MPTCP ains at being no worse than TCP
security. MPTCP currently provides security by exchangi ng keys
during the initial handshake. These keys are used to create HVACs to
aut henticate other hosts. Exchanging keys in plaintext during the
initial handshake is vulnerable at the viewpoint of security. An
eavesdropper in the initial handshake can hijack the MPTCP session
usi ng exchanged keys even after |eaving the on-path |location. An
active attacker can hijack the session by dropping the request for
addi ng subflow, and can then initiate the subflow using received

val ues within the request.

These threats are consi dered acceptable. The root cause of the
threats is that the attacker could exploit the authentication val ues,
whet her the shared keys are exposed or not. After establishing the
subfl ow, the attacker can launch the attack [RFC6181].

Asymretri c key exchange all ows hosts to share the key w t hout
exposure. Adopting SSL, an MPTCP session can negoti ate shared keys
bet ween the end-points. However, the overhead of SSL handshake is
too high, considering that it occurs at every establishment of MPTCP.
The overhead of the initial handshake affects the overall TCP

t hr oughput .
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Mor eover, a short connection in MPTCP maxi m zes the reduction of

t hroughput. Qur priority design goal is to mnimze the initial
handshake. However, | ow overhead design using asymetric
cryptography is difficult, since public information needs a | arge-

si zed space. MPTCP uses the TCP option, and the maxi num size of the
option header is 40 byte, excluding the MPTCP header. |If public
information could not be inserted in the option header, additional
packets are required for an exchange, since SYN packets cannot

i nvol ve TCP payl oad. Additional packets cause tine and space

over head.

We solve these |imtations to optim ze the public paraneters
considering the characteristics of MPTCP. W propose a secure design
agai nst an eavesdropper in the initial handshake. The proposed
design is | ow overhead, and nore secure conpared to other schenes
that use asynmetric cryptography.

2. Term nol ogy
Thi s docunent makes use of the follow ng ternmns:

o Miltipath TCP, MPTCP: refers to [RFC6824]. And every operation in
MPTCP fol |l ows [ RFC6824]

o Eavesdropper in initial handshake: refers to an eavesdropper
present in the inital handshake where the keys are exchanged can
hijack the MPTCP session at any tinme in the future. This is
partial -time on-path eavesdropper and is decribed in [ RFC7430]

o Of-path attacker in subflows: refers to an attacker not present
in any subflows. This type of attacker could be present in
i nitial handshake.

o0 On-path eavesdropper in subflows: refers to an eavesdropper
present in one or nore subflows. This type of attacker could be
present in initial handshake. This attacker can acquire
informati on fromthe subflows, however, cannot change or drop the
nmessage between the legitimate parti es.

o On-path active attacker in subflows: refers to an active attacker
present in one or nore subflows. This type of attacker could be
present in initial handshake, and this type of attacker can
acqui re, change and drop the nessage between the legitimate
parties.

o ADD ADDR Attack: refers to an attack usi ng ADD _ADDR opti on.
Detail explanation is described in [I-D.ietf-nptcp-rfc6824bis].
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o Data encryption: refers to the possibility of data encryption
usi ng any encryption algorithns wthout key exposure. It sinply
nmeans secure key exchange.

3. Security Threats in Multipath TCP

The fundanental goal of MPTCP is to provide security that is no worse
than TCP. | ETF docunentation does not concern itself with threats
that are applied to both TCP and MPTCP. O course, threats on TCP
can i nfluence MPTCP, the extension of TCP. |ETF docunentation
considers only the threats that are specific to MPTCP and are

i npossible with TCP. To guarantee security, MPTCP adopts the HVAC
based handshake described in Sections Il1.A and I1.B. Researches that
anal yze the possible threats of current MPTCP inpl enentation are
investigated to verify the security provided to at |east TCP |evel

[ RFC7430] [ SecEval - MPTCP]. They classified the attackers dependi ng on
| ocation as foll ows:

0 An off-path attacker does not need to be located in any of the
subfl ows of the MPTCP session. The off-path attacker cannot
eavesdrop any of the packets of the MPTCP session.

0 An on-path attacker needs to be on at |east one of the paths
during the whole lifetine of the MPTCP session.

The of f-path attacker is the nost restricted nodel to attack since
she doesn’t know any information for an attack. Mulnerabilities in
conditions of the off-path attacker have great inpact, because they
are vulnerable to any attacker nodel. It is nost difficult to
provi de security against an on-path attacker who can eavesdrop every
packet of information used for an attack. [RFC7430] describes the
maj or and mnor threats to MPTCP. Due to the limtations of space,
we explain only three of them

3.1. Eavesdropper in Initial Handshake

The attacker could eavesdrop both MPTCP keys in an initial three-way

handshake. This threat is nentioned in [ RFC7430], and is considered

acceptable. In MPTCP, the valid user is the one who has a shared key
froman initial handshake. An eavesdropper to the initial handshake

al so has the sane authority. Reference [|-D.ietf-paasch-nptcp-ssl]][I
-D.ietf-bagnul o-nptcp-secure][I-D.ietf-bittau-tcp-crypt][ Sec- MPTCP-co
n- appr oach] descri be possi bl e sol utions.

An eavesdropper in initial handshake is the nost powerful attacker
nodel in MPTCP. An active attacker in the initial handshake is out
of the scope of this paper. The initial handshake is a three or
four-way handshake in TCP. Mdifying this connection is a probl em of
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TCP, not MPTCP. Threats in MPTCP should arise due to the additional
operations of MPTCP which are secure in TCP. The integrity of the
initial handshake shoul d be guarant eed.

3.2. DoS Attack on MP_JAO N

A valid token in SYN®MP_JO N makes the host turn into a receiving
state. The host stores two 32-bit random nonces for verifying HVAC
If the attacker does not respond to the third ACK of a three-way
handshake, the host naintains the hal f-open state until the third ACK
is received. The nunber of half-open connections per MPTCP session
is limted.

The attacker sinply sends nultiple MP.JONs with different four-
tuples, evading the limtation of half-open connections to exhaust
the resource. The attacker only needs the valid token which is
easily achieved, as the token is sent as plaintext, because the token
is not to provide security, but to specify the MPTCP session. A
partial -time on-path eavesdropper inspecting any one of a MP._JO N

t hree-way handshake can performa DoS Attack on MP. JONwth a valid
t oken.

3.3. ADD _ADDR Attack

The ADD ADDR attack is a MPTCP session hijacking using a man-in-the-
mddle (MtM attack. An off-path active attacker can perform an
ADD ADDR attack. The attacker creates MtM configuration using the
ADD ADDR option, even if she is not in the mddle of the path between
the hosts. To prevent this, ADD ADDR format is nodified to include
HVAC. However, it is still vulnerable to an eavesdropper in the
initial handshake. First, we describe the attack for the previous
ADD ADDR format. We then |ook at the threats of the nodified fornmat.

Assune that hosts-A and -B have the secure MPTCP session. The
attacker wants to add a subflow to host-A. The attacker sends her |IP
address and Address ID to host-B, using the ADD ADDR option. Host-B
considers it as the advertisenent of a redundant |P address from
host-A, and tries to begin an MP_JO N handshake to the attacker’s IP
addr ess.

Host-B is a valid user who can naeke the valid token for A, Token-A.
Host - B sends Token-A and a random value, R-B to the attacker and she
relay these values to host-A. Host-A verifies Token_A then sends
HVAC-B and R-A to the attacker. The attacker delivers these val ues
to host-B. Finally, host-B sends HVAC-A to the attacker. The
attacker could finalize the authentication using HVAC A
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The ADD ADDR attack is a typical MtMattack except that the attacker
coul d launch the attack whenever she wants. The connection requests
coul d be refused when Address ID in the received ADD ADDR col |l i des
with that already assigned in the subflows. However, the collision
coul d be ignored, considering that the default nunber of the subflow
in the current kernel is two, and that subflows are finite due to the
| ack of network interfaces in the normal network configuration.

The root cause of an ADD ADDR attack is that there are no

aut henti cati on values for ADD ADDR operation allow ng the attacker to
masquer ade as hosts-A or -B. [I-D.ietf-nptcp-rfc6824bis] nodifies
this to only legitimte users being able to advertise their IP
address using truncated HVAC. The paraneters for HVAC are defined in
Section I1.C. However, an eavesdropper in the initial handshake
generates a truncated HVAC using both keys and still |aunches an

ADD ADDR attack. Even then, that attacker could calculate the valid
token and HVAC. Using these values, she constructs the Mt M
configuration or adds a subflow to the victins.

3.4. Design Consideration

Consi dering the widespread nature of TCP, it is hard to use PKI X

[ RFC5280], which has scalability issues. Even though it is possible,
it has limted advantages because not all users have trusted
certificates. It is not practical to use trusted third parties.
MPTCP i s based on weak authentication [Wak-auth]. The weak

aut hentication is cryptographically strong authentication anong
unknown parties without trusted third parties. It does not authorize
the hosts’ real identity such as X 509 certificates, since there is
no trusted third party, and pre-shared secrets cannot be used.

The ot her host is unknown before establishing a connection. MPTCP
shoul d exchange the secrets in the initial handshake. Due to the

| eap of faith, which is one of the techni ques supporting weak

aut hentication, it cannot validate the actual credentials of
entities, but ensures that entities are those who communi cate from
t he begi nning. For exanple, hosts-A and -B are valid users who have
a MPTCP session. Wen host-B want to create a new subfl ow, hosts-A
and -B authenticate each other with Key-A and Key-B, not using the
real information of the hosts. Assum ng that the key exchange is
secure, the entities who have both keys are the valid users. The
hosts cannot know if the other entities are hosts-A or -B, but they
ensure that the other hosts are legitimate entities. However, the
key exchange proceeds in plaintext. An eavesdropper in the initial
subfl ow knows both keys, and this neans that she is a valid user
Before the initial handshake, hosts-A and -B don’t know each ot her.
It is difficult to send the key securely between unknown parties.
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3.4.1. Asymmetric Key Exchange

If using the asymetric property, the key exchange coul d occur

wi t hout key exposure between the unknown parties. There are two
chal | enges to adopting an asymetric key in MPTCP. The forner is the
space limtation of the TCP option and the latter is the cost of
asymmetric conputation. MPTCP is over the TCP option. The maxi mum

| ength of TCP option is 40 bytes and the MPTCP header uses four

bytes. Asymmetric key exchange is hard to inplenment only using the
TCP option without using TCP payload. It generally needs a |arge
space for tradi ng cryptographic paraneters. However, a SYN fl agged
packet typically does not include the data for negotiating the
initial sequence nunmber. At |east two packets in TCP handshake coul d
not be used for sending data, which results in extra packets for
tradi ng public paraneters. Despite space and tine overheads, this
concept was used in the prototypes of securing MPTCP [ SecEval - MPTCP]
and SMPTCP [|-D.ietf-bagnul o-nptcp-secure] to cover an eavesdropper
ininitial handshake. They deal with additional packets in an
initial handshake for key exchange.

3.4.2. Mnimzing Initial Handshake

The short connection of MPTCP subfl ow degrades the overall TCP
performance [Shortflow] . Not every MPTCP session transfers a |arge
amount of data. Sonme of themare termnated right after or before
subflow is established. Wen a short connection occurs, the
operation of adding subflow reduces the TCP performance since it
makes an unnecessary connection. However, a transport |ayer cannot
estimate the volune of application data. It is difficult to predict
t he necessity of subflow before making the connection. Delaying the
poi nt of creating subflow reduces the damage of short connection
problem Only the connection with long lifetine wants to nake a new
subflow. But an initial handshake is inevitable. The overhead of
the initial handshake has a critical inpact on the whol e network
since it occurs each connection. To mnimze the handshake, the
current inplenmentation exchanges keys in plaintext, even though these
are vulnerable to an eavesdropper in initial handshake.

4. The Proposed Design

Previ ous nethods using an asymmetric key increase the overhead of the
initial handshake resulting fromthe additional packet. This
breaches the latter design consideration. W mnimze public
paranmeters for an asymmetric key. Optim zed paraneters are able to
be enbedded in the TCP option, and don’t require additional packets,
except for a four-way handshake. Considering SSL/TLS, the public
information is too large to be in the TCP option. MPTCP relies on
weak aut hentication, which doesn’'t care about other host’s real
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identity. Qur scheme skips the exchange of certificates. |t cannot
guarantee publicity of the asymetric key, but authenticates the
subflows that originate fromthe owner of the MPTCP session. Another
challenge is the size of the public key. To reduce the key size, we
apply the Elliptic Curve and Elliptic Curve Diffie-Hellman [ RFC4492].

Address Al | Address A2 Address Bl

SYN + MP_CAPABLE(A s x point)

|

I

I
----- I e |
| | ACK + MP_CAPABLE(B s x point) |
| >
A | SYN + MP_CAPABLE(A' s y point) |
| >
| | SYN + MP_CAPABLE(B s y point) |
----- I e |

|

I

N B e >l -----
| | SYNACK + MP_JO N(Auth-B, R-B) | |
| | <o |
| | ACK + MP_JOA N( Aut h- A) | B
| R IVAEEEEEEEE R, >
I I ACK I I
| | <o |-

Figure 1. Basic operation of the proposed Miltipath TCP

Not at i ons | Val ue

K | Hash( X_AB| | Y AB)

Token_B | | sb_32(Hash(X B||Y_B))

HVAC Token | I'sb_32(HVAC( K, Token B| | Address ID | R_A))
Auth_B | nmsb_64( HVAC( K, B| | R_A))

Aut h_A | HVAC(K, R A | R_B)

Figure 2: Parameter Notations and Thier Values for the Proposed MPTCP
Schene
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4.1. New MP_CAPABLE handshake

Fig.1l. A describes the sequence of a nodified handshake. Paraneters
of the Elliptic Curve use the naned curve defined in [ SEC2]. The

l ength of the x point and y point relates to the type of elliptic
curve. The nodified MP_CAPABLE needs a four-way handshake. First,
Host-A sends SYNwith A's x point and stuffing the one of unused bits
in MP_CAPABLE option. Host-B responds with ACK including B s x
point. Host-B sends SYN containing B's y point. Finally, Host-A
responds with ACK with A's y point.

1 2 3
01234567890123456789012345678901
S S +o e e - - +o e e - - S +
| Ki nd | Lengt h | Subt ype| Versi on| Al B| C| D| E| F| G H
- - S e - +
|  EC type | |
S + |
| Sender or Receiver’s x or y point in E |
| (Length is depending on EC type) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +

Figure 3: New MP_CAPABLE option

Fig.3. shows the format of the new MP_CAPABLE. The current

i npl enentation uses "A" and "H' flags and reserves "B" flag for an
extension. "C'-"G' flags remain for cryptographic negotiation. Qur
design selects the flag anong them The proposed desi gn supports
backward conpatibility. It requests a connection initiation set to
an unused flag. Receivers who do not support our schene reject the
connection, since our request uses an unused flag. It sinply returns
to current inplenmentation, which uses "H' flags. Receivers who
support our schene but do not want to use asynmmetric key exchange
reply that "H' flag will be used with their key, Key-B. Receivers do
not drop the request packet, to avoid repetition of connection
initiation. Key-Ais the least significant 64-bits of sender’s x
point in the request packet. The randommess of Key-A is ensured,
because x point is also arbitrary val ue.
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EC type | Nanmed Curved | RSA/ DSA

0 | secpl60kl | 1024

1 | secpl6Orl | 1024

2 | secpl60r 2 | 1024

3 | secpl92kl | 1024

4 | secpl9zril | 1024

5 | secp224kl | 2048

6 | secp224r1l | 2048

7 | secp256k1l | 3072

8 | secp256r1 | 3072
Reser ved | Reser ved | Reser ved

Figure 4. Supported Elliptic Curve Type and Security Level Conpared
t 0o RSA/ DSA

4.2. New MP_JO N handshake

A 32-bit token identifies an MPTCP session where a new subfl ow wants
to join in. Assune that a sender inserts a randomvalue in a token
to defend against reuse of the token. It is problematic for a
receiver to distinguish the requested MPTCP session. The receiver
generates hash values of all stored MPTCP identifiers with a random
value to conpare with the token. This degrades overall TCP
performance in proportion to the currently exi sted MPTCP sessi ons.
To solve this problem the proposed design sends the token in

pl ai ntext for clarity. It protects the token usi ng HVAC whose
nmessages are the token, Address I D, and random val ue. Although an
attacker knows the valid token, she could not |aunch the attack,
since calculating HWAC for a different Address IDis inpossible. In
the case of reusing a previously delivered HWAC, the connection
requests are refused, due to the collision of Address |Ds.

Fig.1l. B describes the sequence of the new MP_JO N handshake. Fig.2
descri bes details of the paraneters. Using (X-A Y-A) and (X-B
Y-B), both hosts calculate (X-AB, Y-AB) with Elliptic Curve Diffie-
Hel | man key exchange. Then, they cal cul ate the Token-B and K. These
conmput ations coul d be pre-processed. Host-A sends SYN with Token- B,
HVAC- Token, and a randomvalue, RA in MP_JON Host-B verifies
HVAC- Token, and checks that Address ID has no collision. Host-B
sends SYN ACK with Auth-B, which originates fromR B, R A X-AB, and
Y-AB. Only a legitimate user who has the pre-shared secret, (X AB,
Y-AB), can make the right authentication values. The responses ACK
with Auth-A are made by R-A, R-B, X-AB, and Y-AB.
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4.3. ADD ADDR

Assum ng the ADD ADDR operation is vul nerable, even in the proposed
design, the attacker creates a subfl ow using the sane nethod
described in Section II1l.B wi thout knowi ng the shared key. The
current MPTCP denies the requests when the sender’s I P address is
different fromthe |IP address, a conmponent of HMAC. But, an
eavesdropper in initial handshake who knows both keys still derives a
new HVAC with her I P address as an input. |In the proposed design,
the attacker could not acquire the shared key. Maintaining current
ADD ADDR format mtigates agai nst ADD ADDR attack.

5. Eval uati on

This section eval uates the proposed design conpared to the previous
def ense techni que described in Section VI. MPTLS and SMPTCP

cal cul ate the shared key for authentication right after a key
exchange over the initial handshake. Calculating the shared key
occurs whenever an MPTCP session is established, causing the increase
of overall overhead. This calculation violates our design
consideration, of mnimzing the initial handshake. The proposed
desi gn exchanges public keys in the initial handshake, but derives a
shared key in addi ng subflows, to decrease the conputational overhead
of the whole network. 1In the case of a short connection, it does not
cal cul ate a shared key, since MP_JO N does not arise. Qur schene
optim zes not only the conputational but also the space and tine

over heads, through MPTCP specific design.
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| Proposed| SMPTCP | MPTLS | Hash | MPTCP

| Design | | | Chain

MP_CAPABLE
- Key exchange(bytes) | 148 | 202 | 7468 | 52 | 32
- Nunber of RTT/2 | 3 | 4 | 7 | 3 | 3
MP_JO N
- ldentify MPTCP | 16 | 12 | 12 | 24 | 12

sessi on( byt es) | | | | |
- Aut henti cation(bytes)| 40 | 40 | 40 | 28 | 40

Eavesdropper in initial handshake

& O f-path attacker | O | | | | X
i n subfl ows | | | | |

& On-pat h eavesdropper | @) | | | o | X
in subfl ows | | | | |

& On-path active | O | O | o | X X
attacker in subflows | | | | |

DoS Attack on MP_JON | O | X | X X X

ADD_ADDR Attack

& Eavesdr opper O O O X X

I I I I I
in initial handshake | | | | |

& On-path any attacker | O | O | o | X O
i n subfl ows | | | | |

Figure 5. Conparison of the proposed design and previ ous MPTCP
schenes in terns of space overhead(bytes), tine overhead(RTT),
security, and data encryption

Fig.5 outlines our evaluation. W explain the overhead of the
proposed design and then discuss the security aspect. Asymretric

nmet hods have a hi gh space overhead represented by bytes, due to the
size of public information. Each nethod has a different handshake of
packets for key exchange. W adopt an expression as a notation,
rather than using total bytes to declare this characteristic. The
operands of addition are the size of each packet, except the TCP
header. The proposed schene has the | owest space overhead in
MP_CAPABLE anong asymmetric schemes. To cover DoS attack on MP_JO N,
it includes HVAC of token causing a relatively big overhead caused by
identifying the MPTCP session. The tine overhead represents the
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nunber of RTT/2 which nmeans the one-way nessage |atency. Although it
needs a four-way handshake on MP_CAPABLE, the nunmber of RTT/2 is
three, since the second ACK packet and third SYN packet can pass
concurrently. MPTLS has a | arge overhead of space and tinme dependi ng
on the TLS handshake. The nunber of RTT/2 of MP. JONIis the sane as
three in every schene, so we intentionally omt this outconme in
Fig.5.

Asymmetri c net hods are secure agai nst an eavesdropper in initial
handshake. Key exchange wi thout key exposure nmakes data encryption
possi ble. Hash Chain is also a research into the sane security
threats, but that schene is insecure to the on-path active attacker
in subflow. She drops the MP_JO N requests of legitinmte users and

t hen makes her MP_JO N request using the hash value received fromthe
legitimate user. Hash Chain has no mtigation for an ADD ADDR
attack. It authenticates hosts using a hash chain, so there are no
coments about the HVAC and its keys. If it sinply uses a stored
hash as a key of HMAC, the exchange of hash val ues has the sane
meani ng as the exchange of keys in plaintext. It is still insecure
to ADD ADDR attack towards an eavesdropper in initial handshake. But
if it uses the ADD ADDR format of the current MPTCP with the
assunption that the hash value is a key, it would be changed to
"secure" towards an on-path active attacker in Fig.5. A notable
difference is DoS Attack on MP_ JON. In other nethods, the attacker
can undertake a DoS attack using a valid token. However, in the
proposed design, the attacker knows a valid token but she could not
make HMAC due to ignorance of the shared key. |[If the attacker reuses
HVAC, rather than maki ng a new one, the receiver denies the
connection, by checking the collision of address IDs.

6. Rel at ed Wor k

We di scuss previous work for the secure schenes on security threats
nmentioned in Section I1l. MPTLS [I-D.ietf-paasch-nptcp-ssl] uses an
asymmetric key to avoid the key exposure caused by key exchange in

pl ai ntext. Hosts negotiate the shared key for HVAC using TLS. TLS
aut henti cates both hosts with certificates and operates the key
exchange algorithmto create the shared key. MPTCP operations are
performed with this key. However, MPTLS inherit the overhead of TLS
handshake.

SMPTCP i s anot her nethod that uses an asymetric key. It uses
tcpcrypt [I-D.ietf-bittau-tcp-crypt] to secure an MPTCP sessi on
Usi ng tcpcrypt, both hosts negotiate a cryptographic protocol that
protects the TCP payl oad. A shared key cal cul ated by the negoti at ed
cryptographi ¢ protocol is used for authentication for MP_JO N.
Tcpcrypt uses the TCP option for inplenentation so it is easy to
integrate with MPTCP. Due to restrictions of the TCP option size,
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tcpcrypt requires one additional nmessage to performthe key exchange.
Despite one-way nessage | atency, tcpcrypt is nmuch nore efficient than
TLS, since it focuses on the key exchange. Likew se MPTLS,
operations in SMPTCP performthe same as MPTCP, except the key for
HVAC is determ ned by tcpcrypt. Tcpcrypt is vulnerable in MtM
attack, but MtMin the initial handshake is out of the scope of this

paper .

The Hash Chai n-based sol ution [ Sec- MPTCP- con- approach] makes a |i st
consi sting of chained hash val ues generated by recursively executing
a hash function. The host nmakes the key list, HO-Hn by repeating the
hash function with the initial random val ue as a nessage until pre-
defined length, n, of the hash chain. During the initial handshake
of the MPTCP session, both hosts exchange their |ast hash val ues Hn.
Duri ng addi ng subfl ow, each host sends the next value of their

previ ous hash values, i.e., Hn-1. The one-way property of the hash
function bl ocks the attacker from gaining the previous hash val ues.
Only legitimate hosts know the full hash chain. Next addi ng subfl ow
aut henti cates both hosts using the hash chain in reverse order. Once
the subflow is established, the host replaces the stored hash with
the |l ast received hash. However, an active attacker could drop the
SYN+MP_JO N fromthe legitinate host, and establish a new subfl ow
using a hash value in that SYN packet, w thout know ng the hash

chai n.

7. |1 ANA Consi derations
Thi s docunent requests an MPTCP unused flag for this option:
o Asymetric Key Exchange Option
NOTE: | npl enentations may use "e" flag anmong unused fl ags
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