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1. Introduction

JSON Vieb Key (WK i 2 JSON data structure that represents  set of public keys a5 3 SSON
fraatern sen rifcate
Cran s an el no0a1 f s Specicaton [SON v ey are relerenced  JSON e
Signatures (MSs) WS] Using the 3. SON Key URL) header parameter

2. Terminology

50N v ey 1K)
"AJSON data structur that represents o st o pubic keys. Al conssts of
Sigle JuK Container Objct tha contains an atay o M Key Objec
K Contalner Object
AJSON obiectthat contains an aroy of K Ky Objcts 5 2 member
9K Key Object
"X BN abjct tht epresents a singe publc ke
Basesaurl Encodin
or the putpesesof s specicaton, i term avoys eer o the URL
Mename-saf sasesd encoding descrbedin RFC 4648 (RCA048), section 3wt
) =" padding characters omitted, as permitted by Section 3.2
W1 for

padding)

3. JSON Web Key (JWK) Overview

forinstance, in
order e J5oN
Vie Key (k) data Structure provides a convenient ISON representation fo sets of public

@ Ellptic Curve or FSA

3.1 Example JWK

e publc keys: one
2 Second one using an RSA agarithm. 1 both Cases, Infegers afe represented using the
base6aur encoding of thei big endian representations

Ckeyvalues':
Catgoritmes e,

oYL oD XOPRL ALSORALF
Seperypeian’,
ittt

Calgorithn:"Rs”,
“modulus": "ovx7:

Ioanenc’: a0,
2011-04-30")

4. JWK Format

AJAK consists of a
et 553 membar, T Sechin Specihes o fomat o hese o

4.1. JWK Container Object Format

A Ject s a JSON ber. This member is:

LTy rerweprrarpraer——
g™ S0V comaiarowc mamber semar

T Keyvalues member value contains an aray of WK Key OBjects
foraves e e e |

WK Continer Object Member

Adtional members MAY be present i the K Container Object. I present, they MUST be
understood by implementations using that K.

4.2. JWK Key Object Format

A thatare
common o ail key types are as folows

[Key Object Member Semantics

or
s

the key.

[agorithm string

gorthn
e T sigor Lt o s case srsive. s memr = REQUALD
© member denfes e ntendedus f the ey Vales defned by this
use  suing Spammz\un are signature and encrypt ion. Other values MAY be used. The use|
ase sensive, This member s OPTIONAL.
T vy g e o ssstomatc spectic ey o canbo

eyia  sting USE0. o nstance, tochoose among »setof keys e the WK cur

the key 1d value s unspecifed. This member is OPTIONA

WK Key Objoc Mombers

Additional members MAY be present i the JWK Key Object,fpresen, they MUST be
understood by implementations using that key.

421 JWK Key Object Members for Ellptic Curve Keys

WS can represent Eliptc Curve [FIPS.186-3] keys. I this case, the algor thn member
Value MUST be £C. Furthermore, these addtional members MUST be present:

-
e e cey Object Member semantics
[Type.

cove  stiing

Vaes
e byt speiication re 256, - 304 and 521, Adlolcur ve ks
sed, hat Elip

I ey, e curve value s case sensive.
The mermber cantos the coardatefrthe el cunve point. tis

x string
representation

v string. represented as the base6aurl encoding of the coordinate’s big endian
representation

Mambers or Elptic Curve Keys

422, JWK Key Object Members for RSA Keys

JWKS can represent RSA [RFC3447] keys, In this case, the algor i thn member vakve MUST
be R, Furthermore, these additional members MUST be present:

o
[vpe

emb ey bject Mamber Semantics

The nodu1us member contais the modulus value for e FGA pUBIE Key. T
moduus string d

representation

The exponent member contains the exponent value for the RSA public key. s
lexponent stiing ?

representation

5. Base64url encoding as used by JWKs i
s make s of i basebaut encodng 2 defned n REC 4648 (FC4645), s loned by
Section 3.2 o the RFC. this specification mandates that base6dur encoding when used vl
WK MUST NOT use padding. Notes on implementing base6aurlencoding can be found in
the JWis OWS)] speciication

6. IANA Considerations

No IANA actons are required by this specifcation

7. Security Considerations
80

8. Open Issues and Things To Be Done (TBD)
“The folloving items remain o be done i ths craf

« Wiite the Securty Considerations section
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= Ediorial changes to have this spec better match the JWT, WS, and ] specs. No
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« Changed algori tha member value for Elfptic Curve keys from €005

since Eliptc Curve keys can be used with more algorithms than jus the Eliptic

Curve Digtal Signature Algorthm (ECDSA

« Added OPTIONAL use member to ently ntended key usage, especial since
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