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Abstract

The JSON Private Key specification extends the JSON Web Key (JWK) and JSON Web Algorithms
(JWA) specifications to define a JavaScript Object Notation (JSON) representation of private
keys.
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1. Introduction
The JSON Private Key specification extends the JSON Web Key (JWK) [JWK] and JSON Web

Algorithms (JWA) [JWA] specifications to define a JavaScript Object Notation (JSON)
[RFC4627] representation of private keys.

1.1. Notational Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be

interpreted as described in Key words for use in RFCs to Indicate Requirement Levels
[RFC2119].

2. Terminology

This specification uses the same terminology as the JSON Web Key (JWK) [JWK] and JSON
Web Algorithms (JWA) [JWA] specifications.

3. JWK Parameters for Private Keys

This section defines additional JSON Web Key parameters that enable JWKs to represent
private keys.

3.1. JWK Parameters for Elliptic Curve Private Keys

When the WK alg member value is EC, the following member MAY be used to represent an

Elliptic Curve private key:

3.1.1. "d" (ECC Private Key) Parameter

The d (ECC private key) member contains the Elliptic Curve private key value. It is

represented as the base64url encoding of the value's unsigned big endian representation as

a byte array. The array representation MUST not be shortened to omit any leading zero
bytes. For instance, when representing 521 bit integers, the byte array to be base64url
encoded MUST contain 66 bytes, including any leading zero bytes.

3.2. JWK Parameters for RSA Private Keys

When the JWK alg member value is RSA, the following member MAY be used to represent an

RSA private key:

3.2.1. "pri" (Private Exponent) Parameter

The pri (private exponent) member contains the private exponent value for the RSA private
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key. It is represented as the base64url encoding of the value's unsigned big endian
representation as a byte array. The array representation MUST not be shortened to omit any
leading zero bytes. For instance, when representing 2048 bit integers, the byte array to be
base64url encoded MUST contain 256 bytes, including any leading zero bytes.

4. Example Private Keys Toc

The following example JWK Set contains two keys represented as JWKs containing both public
and private key values: one using an Elliptic Curve algorithm and a second one using an RSA
algorithm. This example extends the example in Section 3 of [JWK], adding private key
values. (Line breaks are for display purposes only.)

{"keys":
[

{Ilalgll : "EC",
"crv":"P-256",
"x":"MKBCTNICKUSDii11ySs3526iDZ8AiTo7Tu6KPAqv7D4",
"y":"4Et16SRW2YiLUrN5vfvVHUhp7Xx8Px1tmWwWlbbM4IFyM",
"d":"870MB6gTuUTI4HtUNUVYMyJpr5eUZNP4Bk43bVdj3eAE",

"USE":"enC",
Ilkidll:lllll},
{Ilalg" : IIRSAII,

"mod":"Ovx7agoebGcQSUUPiLIXZptNOnndrQmbXEps2aiAFbWhM78Lhwx4
cbbfAAtVT86zwulRK7aPFFxuhDR1L6tSoc_BJECPebWKRX]jBZCiFV4n3oknjhMst
n64tzZ_2W-5JsGY4Hc5n9yBXArwl931qt7_RN5w6CfOh4QyQ5Vv-65YGjQRO_FDW2Q
vzqY368QQMicAtaSqzs8KJIZgnYb9c7d0zgdAZHzu6qMQVvRL5hajrnin91CbOpbIS
DO8NLyrdkt-bFTWhAI4vMQFh6WeZu@fM41Fd2NcRwr3XPksINHaQ-G_xBniIgbw
OLs1jF44-csFCur-kEgU8awapJdzKngDKgw",

"eXp" : IIAQABII ,

"pri":"X4cTteldY_gn4FYPsXB8rdXix5vwsglFLN5E3EaG6RJ0OVH-HLLKD9
M7dx5007GURknchnrRweUKC7hT5f JLMOWbFAKNLWY2vVv7B6NgXSzUVXTO_YSfqij
wp3RTz1BaCxWp4doFk5N208Gy_nHNKroADIkJ46pRUohsXywbReAdYaMwFs9tvad
_CcPVY3107a3t8MN6TNwmOdSawm9v47UiCl3Sk5Z2iG7x0jPLuU4sbglU2jx4IBTNBz
NnbJSzFHK66]T8bgkuqsk0GjskDJk19Z4qwjwbsnn4j2WBii3RL-Us21GVkY8fkFz
melzOHbIkfzOY6mqnOYtgcOX4jfcKoAC8Q",

"kid":"2011-04-29"}

1

}

5. IANA Considerations TOC

5.1. JSON Web Key Parameters Registration _—

This specification registers the parameter names defined in Section 3.1 and Section 3.2 in
the IANA JSON Web Key Parameters registry [JWK].

5.1.1. Registry Contents —

e Parameter Name: d
e Change Controller: IETF
e Specification Document(s): Section 3.1.1 of [[ this document ]]

e Parameter Name: pri
e Change Controller: IETF



o Specification Document(s): Section 3.2.1 of [[ this document ]]

TOC
6. Security Considerations

The security considerations for this specification are the same as those for the JSON Web Key
(JWK) [JWK] specification and the portion of the JSON Web Algorithms (JWA) [JWA]
specification that pertains to key representations.

. TOC
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support a format for representing private keys.
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