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Abstract

This specification contains a description of a variety of nethods to
increase the lifetime of symetric keys. It provides external and
internal re-keying nmechani snms that can be used with such nodes of
operations as CIR, GCM CBC, CFB, OFB and QVAC.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 8, 2017.
Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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to this docunent. Code Conponents extracted fromthis docunent
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

Common crypt ographi c attacks base their success on the ability to get
many encryptions under a single key. |[If encryption is perforned
under a single key, there is a certain maxi numthreshol d nunber of
nmessages that can be safely encrypted. These restrictions can cone
ei ther from conbinatorial properties of the used ci pher nodes of
operation (for exanple, birthday attack [BDJR]) or from particul ar
cryptographi c attacks on the used bl ock cipher (for exanple, linear
cryptanal ysis [Matsui]). Moreover, nost strict restrictions here
follow fromthe need to resist side-channel attacks. The adversary’s
opportunity to obtain an essential anount of data processed with a
single key | eads not only to theoretic but also to practical

vul nerabilities (see [BL]). Therefore, when the total size of a

pl ai ntext processed with a single key reaches the threshold, this key
nmust be repl aced.

The nost sinple and obvious way for overcom ng the key lifetines
[imtations is a renegotiation of a regular session key. However,
this reduces the total performance since it usually entails the
frequent use of a public key cryptography.

Anot her way is to use a transformation of a previously negoti ated
key. This specification presents the description of such nechani sns
and the description of the cases when these nmechani snms shoul d be
appl i ed.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Basic Terns and Definitions

Thi s docunent uses the following ternms and definitions for the sets
and operations on the el enents of these sets:

(xor) excl usive-or of two binary vectors of the same | ength.

\V* the set of all strings of a finite length (hereinafter
referred to as strings), including the enpty string;

V_s the set of all binary strings of length s, where s is a non-
negati ve integer; substrings and string conponents are
enunerated fromright to |left starting from one;

| X| the bit length of the bit string X
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Al B concatenation of strings A and B both belonging to V*, i.e.,
a string in V{|A +|B|}, where the left substring in V_|A is
equal to A, and the right substring in V_|B| is equal to B

Z {2"n} ring of residues nodul o 2"n;

Int_s: V.s -> Z {2"s} the transformation that maps a string a =
(a_s, , al)y, ainV_.s, into the integer Int_s(a) =
2"s*a s + ... + 2*a 2 + a_l1,

Vec_s: Z {2"s} ->V_s the transformation inverse to the mappi ng
I nt_s;

MSB i: V.s ->V.i the transformation that maps the string a = (a_s,
... , al)inV.s, intothe string MSB.i(a) = (a_s, ... ,
a {s-i+1}) in V_.i;

LSBi: V.s ->V.i the transformation that maps the string a = (a_s,
... , al)y inV.s, into the string LSB_i(a) = (a_i, ... ,
al) in V.i;

Inc_ c: V.s ->V.s the transformation that maps the string a = (a_s,
... , al)yinV.s, intothe string Inc_c(a) = MsSB {]| a] -
c}(a) | Vec_c(Int_c(LSB c(a)) + 1(nod 2°c)) in V_s;

ans denotes the string in V_s that consists of s "a’ bits;

E{K}: V.n ->V.n the block cipher permutation under the key K in
V_k;

ceil (x) the least integer that is not |ess than x;

k the key K size (in bits);

n the bl ock size of the block cipher (in bits);

b the total nunber of data blocks in the plaintext (b = ceil (m
n));

N the section size (the nunber of bits in a data section);

I t he nunber of data sections in the plaintext;
m the nessage Msize (in bits);

phi _i: V.s ->V.s the transfornmation that maps a string a = (a_s,
, al1) into the string phi _i(a) =a = (a _s, ... ,
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a 1), 1 <=1i <=s, suchthat a _i =1 and a _j = a_j for al
j in {1, ... , s}\{i}.
A pl aintext nmessage P and a ciphertext C are divided into b = ceil (n
n) segnents denoted as P=P1 | P2 | ... | Pband C=C1 | C2 |
| Cb, where P.i and Ci are in V.n, for i =1, 2, ... , b-1, and

b;b, Cbarein Vr, wherer <= n if not otherw se stated.
4. External Re-keying Mechani snms

This section presents an approach to increase the |ifetine of

negoti ated keys after processing a limted nunber of integral
messages. It provides an external parallel and serial re-keying
mechani snms (see [AbBell]). These nmechani sns use an initial

(negoti ated) key as a naster key, which is never used directly for
the data processing but is used for key generation. Such nechani snms
operate outside of the base nodes of operations and do not change
themat all, therefore they are called "external re-keying" in this
docunent .

4. 1. Paral |l el Constructions

The main i dea behind external re-keying with parallel construction is
presented in Fig.1:
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Maxi mum nmessage Size = m_max.

M{1, 1} === |
M{1, 2} | =============== |

Figure 1. External parallel re-keying nmechani sns
The key KM, 1 =1, ... , t-1, is updated after processing a certain
anount of data (see Section 7.1).
4.1.1. Parallel Construction Based on a KDF on a Bl ock G pher

Ext Paral | el C re-keyi ng mechanismis based on a bl ock cipher and is
used to generate t keys for t sections as follows:

KL | KM2 | ... | KMt = ExtParallel (K, t*k) =
MBB_{t*k} (E_{K}(O0) | E{K}(1) | ... | E{K}(J-1)),

where J = ceil (k/n).

4.1.2. Parallel Construction Based on HKDF
Ext Paral | el H re-keyi ng mechanismis based on HVAC key derivation
functi on HKDF- Expand, described in [RFC5869], and is used to generate

t keys for t sections as foll ows:

KM | KM2 | ... | KM = ExtParallel HK, t*k) = HKDF- Expand(K,
| abel , t*k),
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where | abel is a string (can be a zero-length string) that is defined
by a specific protocol.

4.2. Serial Constructions
The main idea behind external re-keying wth serial construction is

presented in Fig.2:

Maxi mum nmessage Size = m max.

I\/f\{ 1, ]_} === |
M\{ 1, 2} | ———=——=—=—=—=—=—=—=—=== |
K ----KM-->

2
H
I

Figure 2. External serial re-keying mechani sns
The key KM, 1 =1, ... , t-1, is updated after processing a certain
amount of data (see Section 7.1).
4.2.1. Serial Construction Based on a KDF on a Bl ock C pher
The key K*i is calculated using ExtSerial Ctransformation as fol |l ows:

KM = ExtSerial (K, i) = MSB K(E {K* i}(0) | E{K* i}(1) | ... |
E{K_i}(J-1)),

where J = ceil(k/n), i =1, ... , t, K* i is calculated as foll ows:
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K 1 =K
S)_{Hl} = MsB k(E_{K*_j}(J) | E{K_j}(I+1) | ... | E{K_j}(2J-
where | =1, ... , t-1.

4.2.2. Serial Construction Based on HKDF

The key K*i is calculated using ExtSerialH transformati on as fol | ows:

KMo = ExtSerial HK, i) = HKDF- Expand(K*_i, |abell, k),
where i =1, ... , t, HKDF-Expand is an HVAC-based key derivation
function, described in [RFC5869], K* i is calculated as foll ows:
K 1 =K

K*_{j +1} = HKDF- Expand(K*_j, |abel2, k), where j = 1, , t-1,
where | abel 1l and | abel 2 are different strings (can be a zero-|length
strings) that are defined by a specific protocol (see, for exanple,
TLS 1.3 updating traffic keys algorithm|[TLSDraft]).

5. Internal Re-keying Mechani snms

This section presents an approach to increase the lifetine of

negoti ated key by re-keying during each separate nessage processing.
It provides an internal re-keying nechanisns called ACPKM and ACPKM
Master that do not use and use a master key respectively. Such
mechani sns are integrated into the base nodes of operations and can
be considered as the base node extensions, therefore they are called
"internal re-keying" in this docunent.

5.1. Constructions that Do Not Require Master Key

This section describes the block cipher nodes that uses the ACPKM re-
keyi ng nechani sm which does not use master key: an initial key is
used directly for the encryption of the data.

5.1.1. ACPKM Re-keyi ng Mechani sns

This section defines periodical key transformation with no master key
which is called ACPKM re-keyi ng mechanism This nechani smcan be
applied to one of the basic encryption nodes (CTR and GCM bl ock

ci pher nodes) for getting an extension of this encryption node that
uses periodical key transformation with no naster key. This
extensi on can be considered as a new encryption node.
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An addi tional parameter that defines the functioning of basic

encryption nodes with the ACPKM re-keying mechanismis the section
size N The value of Nis neasured in bits and is fixed within a
specific protocol based on the requirenents of the system capacity

and key lifetine (sone recommendati ons on choosing Nw || be provided
in Section 8). The section size N MJST be divisible by the bl ock
si ze n.

The main idea behind internal re-keying with no master key is
presented in Fig.3:

Section size = const = N
maxi mum nessage Size = m nax.
ACPKM ACPKM ACPKM
KL = K ---> KA2 ——-. .. -> KM _max-1} ----> KA _max)
| | | |
| | | |
\Y \Y \Y \'
M\{ ]_} | ::::::::::l ::::::::::l L. | ::::::::::l —======: |
I\/f\{ 2} | ::::::::::l ::::::::::l L === | : |
I\/f\{ q} | ::::::::::l :::::.:::::| L | ::::::::::l —==== : |
sect1 on .
<mmmmmmm--- > m_max
N bit

| _max = ceil (m_max/N).

Figure 3. Key nmeshing with no nmaster key

During the processing of the input nessage Mwith the length min
some encryption node that uses ACPKM key transformati on of the key K

the nessage is divided into |l = ceil(mMN) sections (denoted as M =
M1| M2 ]| ... | MI, where Mi isin VNfor i =1, 2, ... , I-1
and M|l isin Vr, r <= N. The first section of each nmessage is

processed with the initial key K'L = K To process the (i+1)-th
section of each nessage the KM i +1} key value is cal cul ated using
ACPKM transformation as fol | ows:

KM +1} = ACPKM K*i) = MSB_ k(E {Kri}(W1) | ... | E{KM}(WJ)),
where J = ceil (k/n), Wt = phi_c(Dt) for any t in {1, ... ,J} and
D1, D2, ... , DJ arein V_n and are calculated as fol |l ows:
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D1| D2 | ... | DJ = MBB {J*n}(D),

where Dis the followi ng constant in V_{1024}:

D=( F3| 74| B9 | 23| FE| AA| D6 | DD
| 98 | B4 | B6 | 3D| 57| 8B | 35| AC
| A9 | OF | D7 | 31| E4 | 1D | 64 | SE
| 40| 8C | 87| 87 | 28| CC| 76 | 90
| 37 | 76 | 49| 9| 7D| F3 | 3B | 06
| 92 | 21| 7B| 06 | 37 | BA| 9F | B4
| F2 | 71| 90| 3F| 3C| F6 | FD| 1D
| 70| BB | BB | 88 | E7T | F4 | 1B | 76
| 7E| 44| F9 | OE| 46 | 91 | 5B | 57
| 00| BC| 13| 45| BE| OD| BD| C7
| 61| 38| 19| 3C| 41| 30| 86 | 82
| 1A | AO| 45| 79| 23| 4C| 4C| F3
| 64| F2 | 6A| CC| EA| 48| CB| B4
| OC| B9 | A9 | 28| C3| B9 | 65| CD
| 9A | CA| 60| FB| 9C| A4 | 62 | C7
| 22| G| 6C| E2 | 4A| C7 | FB | 5B)

Not e: The constant Dis such that phi _c¢(D 1), ... , phi_c(D.J)

are pairwise different for any allowed n, k, c val ues.

Not e: The constant Dis such that D =
sha512(streebog512(071024)) | sha512(streebog512(171024)), where
sha512 is a hash function with 512-bit output corresponding to the
al gorithm SHA-512 [ SHA-512], streebog5l12 is a hash function with

512-bit output, corresponding to the algorithm GOST R 34.11-2012
[ GOST3411-2012], [RFC6986].

5.1.2. CTR- ACPKM Encryption Mode

This section defines a CTR- ACPKM encryption node that uses internal
ACPKM r e- keyi ng nmechani sm for the periodical key transformtion.

The CTR- ACPKM node can be considered as the extended by the ACPKM re-
keyi ng mechani sm basi c encrypti on node CTR (see [ MODES]).

The CTR- ACPKM encryption node can be used with the foll ow ng
par aneters:

0 64 <= n <= 512;
o 128 <= k <= 512;

o the nunber of bits ¢ in a specific part of the block to be
increnmented is such that 32 <= ¢ <= 3/4 n.
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The CTR- ACPKM node encryption and decrypti on procedures are defined

as foll ows:

| CTR- ACPKM Encrypt

(N, K ICN P

| Input: |
| - Section size N, |
| - key K, I
| - initial counter nonce ICNin V_{n-c}, |
| - plaintext P=P 1| ... | P_b, |Pl <n* 2*c-1}. |
| Qutput: |
| - G phertext C. |
R e e EEEEE |
| 1. CTR.1 = ICN| O0”c |
| 2. For j =2, 3, ... , b do |
| CTR.{j} = Inc_c(CTR.{j-1}) |
| 3. K1 =K |
| 4. For i =2, 3, ... , ceil(|PI/N |
| KMo = ACPKM KM -1}) |
| 5. For j =1, 2, ... , b do |
| i =ceil(j*n/ N), |
| Gj = E{KW}(CIR ) |
| 6. C=P (xor) MSB {|P}(G1 | | G_b) |
| 7. Return C |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - +
T T N N . +

| I'nput:

| - Section size N,
| - key K

| - initial counter
I

I

I

nonce ICNin V_{n-c},

- ciphertext C=C1| ... | Cb, | <n* 2" c-1}.

CQut put :

- Pl aintext P.
R e R R R R EEEEE |
| 1. P = CTR-ACPKM Encrypt (N, K, ICN, O |
| 2. Return P |
I +

The initial counter nonce ICN value for each nessage that

encrypted under the

The nmessage size m MUST NOT exceed n * 27{c-1} bits.

Snyshl yaev, et al.
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5.1.3. GCM ACPKM Encryption Mde

This section defines a GCM ACPKM encrypti on node that uses interna
ACPKM r e- keyi ng mechani sm for the periodical key transformation.

The GCM ACPKM node can be consi dered as the extended by the ACPKM re-
keyi ng nechani sm basi c encryption node GCM (see [GCM ).

The GCM ACPKM encryption node can be used with the foll ow ng
par aneters:

o nin {128, 256};
o 128 <= k <= 512;

o the nunber of bits c¢c in a specific part of the block to be
incremented is such that 32 <= ¢ <= 3/4 n;

0o authentication tag length t.

The GCM ACPKM node encryption and decryption procedures are defined
as foll ows:

U e +
| GHASH( X, H) |
R R EEEEPTEREE |
| Input: |
| - Bit string X=X1]| ... | Xm Xi inVnfor i inl ..., m]
| Qutput: |
| - Block GHASH(X, H) in V_n. |
R R EEEEPTEREE |
| 1. Y.0 = 0%n I
| 2. For i =1, ... , mdo |
| Yi = (Y_{i-1} (xor) X.i) * H |
| 3. Return Y_m |
U +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o - +

| I'nput: |
| - Section size N, |
| - key K, I
| - initial counter block ICB, |
| - X=X21]| ... | Xb, Xi inVnfor i =1, ... , b-1 and |
| XbinV.r, wherer <= n. |
| Qutput: |
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| - Yin V.{|X}. |
1. If Xin V.0 then return Y, where Yin V.0
2. GCTR1 = 1CB
3. For i =2, ... , b do
GCTR.i = Inc_c(CCTR {i-1})

I
I
I
|
y .. , ceil(l*n/ N |
ACPKM K™ {j -1}) I
I
I
I
I

| GCM ACPKM Encrypt (N, K, 1V, P, A |

- G phertext C,
- authentication tag T.

| Input: |
| - Section size N, |
| - key K |
| - initial counter nonce ICNin V_{n-c}, |
| - plaintext P, |P| <= n*(2*{c-1} - 2), P=P 1| ... | P_b, |
| - additional authenticated data A |
| Qutput: |
I I
I I

| 1. H= E {K}(0"n) |
| 2. If ¢ =32, then ICBO =ICN| 031 | 1 |
| if c!l=32, then s =n * ceil (|[ICN / n) - |[ICN, |
| ICB 0 = GHASH(ICN | 0"{s+n-64} | Vec_64(|ICN), H |
| 3. C=CGCTR(N, K, Inc_32(1CB 0), P) |
| 4. u=n*ceil (| / n) - |(C |
| v = n*ceil (|A / n) - |A

| 5. S=CGHASHA| Orv | C| OMu | O0M{n-128} | Vec_64(|A) | |
I | Vec_64(|C), H I
| 6. T = MB t(E{K(ICB_0O) (xor) S) |
| 7. Return C| T |
TN +
U e +

|  GCM ACPKM Decrypt (N, K, 1V, A C T |
| nput :

I I
| - Section size N, |
| - key K, |
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| - initial counter block |CB,

| - additional authenticated data A

| - ciphertext C, |C <= n*(2"c-1} - 2), C=C1| ... | C.b,
I

|

I

- authentication tag T
Qut put :

- Plaintext P or FAIL.

| 1. H= E{K}(0"n) |
| 2. If ¢ =32, then ICBO =1CN| 0731 | 1 |
| if cl=32, then s = n*ceil (|ICNJ/n)-|ICN, |
| ICB 0O = GHASH(ICN | 0"{s+n-64} | Vec_64(|ICN), H |
| 3. P =CGCTR(N, K, Inc_32(1CB 0), O |
| 4. u=n*ceil(|C / n)-|(C

| v = n*ceil (|A / n)-|A |
| 5. S=CGHASHA]| O | C| OMu | O0M{Nn-128} | Vec_64(|A) | |
I | Vec_64(|C), H I
| 6. T = MSB_t(E {K}(ICB_0) (xor) S |
| 7. If T =T then return P; else return FAIL |
TN T T T N T N T . +

The * operation on (pairs of) the 2”n possi bl e bl ocks corresponds to
the nultiplication operation for the binary Galois (finite) field of
2"n el enents defined by the polynomal f as follows (by analogy with

[GCM):
n =128: f

ar128 + a7 + a2 + a1l + 1.
n = 256: f = ar256 + a*10 + a5 + a2 + 1

The initial vector IV value for each nessage that is encrypted under
t he given key nmust be chosen in a unique manner.

The nessage size m MUST NOT exceed n*(2"{c-1} - 2) bits.

The key for conputing values E {K}(ICB 0) and His not updated and is
equal to the initial key K

5.2. Constructions that Require Master Key
This section describes the block cipher nodes that uses the ACPKM
Mast er re-keying nmechanism which use the initial key K as a master

key K, so Kis never used directly for the data processing but is
used for key derivation.
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5.2.1. ACPKM Master Key Generation fromthe Master Key

This section defines periodical key transformation with naster key K
which is call ed ACPKM Mast er re-keying nechanism This mechani sm can
be applied to one of the basic encryption nodes (CITR, GCM CBC, CFB
OFB, OVAC encryption nodes) for getting an extension of this
encryption node that uses periodical key transformation with master
key. This extension can be considered as a new encryption node.

Addi ti onal paraneters that defines the functioning of basic
encryption nodes with the ACPKM Master re-keying nechanismare the
section size N and change frequency T* of the key K  The values of N
and T* are neasured in bits and are fixed within a specific protocol
based on the requirenents of the systemcapacity and key lifetinme
(sonme recomendati ons on choosing N and T will be provided in
Section 8). The section size N MJUST be divisible by the bl ock size
n. The key frequency T* MJST be divisible by n.

The main idea behind internal re-keying wwth nmaster key is presented
in Fig.4:
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Change frequency T*,
section size N,
maxi mum nmessage size = m nax.

ACPKM ACPKM
KE 1 = Keooommmmmmmne S S > K* | _max
N P | ___
| | | | | |
v ... \ v ... \ v ... \
K[ 1] K[ t] K[t+1] K[ 2t] K[ (I _max-1)t+1]  K[I_
max*t ]
| | | | | |
| | | | | |
\ \ \ \ \ \
I\/f\{ |]_|}| | ::::::::l L | ::::::::l | ::::::::l L | ::::::::l | L | | ::::::::l | ==
E/f\{ |2|}| | ::::::::l | ::::::::l | ::::::::l | ::::::::l | | | ::::::::l | =====
. N | N | N |
I\/f\{ ﬁl}l | ::::::::l | ::::::::l ==== | | | | | | | |
section
Commme e >
N bit m
_max
[K[i]] = d,
t = T*/d,
I _max = ceil (m. max/ N).

Figure 4: Key nmeshing with master key

During the processing of the input nessage Mwith the length min
some encryption node that uses ACPKM Master key transformation with
the master key K and key frequency T* the nessage Mis divided into |

= ceil (MmN sections (denoted as M= M1 | M2 | ... | MI, where Mi
isin V. Nfor i in{l, 2, ... , |I-1} and MI| isin V.r, r <= N. The
j-th section of each nessage is processed with the key material K[j],
j in{1, ... ,1}, |K[j]|] =d, that has been calculated with the

ACPKM Master al gorithmas follows:

KI1 | ... | K I] = ACPKM Master (T*, K, d*l) = CTR- ACPKM Encr ypt
(T*, K 1{n/2}, O~{d*I}).

5.2.2. CTR Mode Key Meshing

This section defines a CTR- ACPKM Master encryption node that uses
i nternal ACPKM Master re-keying nmechanismfor the periodical key



transf ormati on.
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The CTR- ACPKM Master encryption node can be considered as the
ext ended by the ACPKM Master re-keying nechani sm basic encryption
node CTR (see [ MODES]).

The CTR- ACPKM Master encryption node can be used wth the foll ow ng
par anet er s:

0 64 <= n <= 512;
o 128 <= k <= 512;

0 the nunmber of bits c¢c in a specific part of the block to be
increnented is such that 32 <= ¢ <= 3/4 n.

The key material K[j] that is used for one section processing is
equal to KVj, |K' | = k bits.

The CTR- ACPKM Master node encryption and decryption procedures are
defined as follows:
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| CTR-ACPKM Master-Encrypt(N, K T*, ICN, P) |

| nput : |
- Section size N, |
- master key K |
change frequency T*, |
I
|
|
|

initial counter nonce ICNin V_{n-c},

- plaintext P=P.1 ]| ... | P.b, |P <=2"n/2-1}*n*N/ K.

Qut put :

- G phertext C
|~ |
| 1. CTR.1 = I1CN| O0~c |
| 2. For j =2, 3, ... , b do |
I CTR {j} = Inc_c(CTR {j-1}) I
| 3. 1 =ceil(b*n/ |
| 4. K1 | ... | KM = ACPKM Master(T*, K, k*I) |
| 5. For j =1, 2, ... , b do |
| i =ceil(j*n/ N, |
I Gj = E{K'}(CTIR]) I
| 6. C=P (xor) MSB {|P}(G1 | | G_b) |
| 7. Return C |
IR i I +
U U S +
| CTR-ACPKM Master-Decrypt(N, K T*, ICN, O |
|~ |
| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initial counter nonce ICNin V_ {n-c}, |
| - ciphertext C=C1| ... | Cb, | <=2"n/2-1}*n*N/ k. |
| CQutput: |
| - Plaintext P. |
e SR EEEE TR |
| 1. P = CTR-ACPKM Master-Encrypt(N, K, T*, ICN, O |
| 1. Return P |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - +

The initial counter nonce ICN val ue for each nessage that is
encrypted under the given key nust be chosen in a unique manner. The
counter (CTR {i +1}) val ue does not change during key transformation.

The nessage size m MUST NOT exceed (2*{n/2-1}*n*N / k) bits.
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5.2.3. GCM Mode Key Meshi ng
This section defines a GCM ACPKM Mast er encryption node that uses
i nt ernal ACPKM Master re-keying mechanismfor the periodical key
transformati on.
The GCM ACPKM Master encryption node can be considered as the
ext ended by the ACPKM Master re-keying nechani sm basic encryption
node GCM (see [GCCM).

The GCMt ACPKM Master encryption node can be used wth the foll ow ng
par anet er s:

o nin {128, 256};
o 128 <= k <= 512;

0 the nunmber of bits c in a specific part of the block to be
increnented is such that 32 <= ¢ <= 3/4 n;

0 authentication tag length t.

The key material K[j] that is used for one section processing is
equal to Ky, |K*| = k bits, that is calculated as foll ows:

KL | ... | KN | ... | KAl = ACPKM Master(T*, K, k*I).

The GCM ACPKM Mast er node encryption and decryption procedures are
defined as foll ows:

o o o e o e e e e e oo +
| GHASH( X, H) |
|~ |
| I'nput: |
| - Bit string X=X21]| ... | Xm Xi inV.nfor i in {1, ... ,n}|
| Qutput: |
| - Block GHASH(X, H in V_n |
|~ |
| 1. Y_.0 = 0*n |
| 2. For i =1, ... , mdo |
| Y.i = (Y_{i-1} (xor) X.i)*H |
| 3. Return Y_m |
o o m e o e e e e e e oo +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e +
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| nput : |
- Section size N, |
mast er key K, |
change frequency T*, |
initial counter block |CB, |
|
I
I
I

- X=X1]| ... | Xb, Xi inVnfori =1, ..., b-1 and
Xbin V_r, where r <= n.

CQut put :

- Yin V_{|X}.

1. If Xin V.0 then return Y, where Yin V.0
2. GCTR1 = 1CB

| 1. |
| _ |
| 3. For i =2, ... , b do |
| GCTR.i = Inc_c(CCTR {i-1}) |
| 4. 1 =ceil(b*n/ N |
| 5 K| ... | KM = ACPKM Master(T*, K, k*I) |
| 6. For j =1, ... , b do |
| i =ceil(j*n/ N), |
I Gj = E{K'W}(CCTRj) I
| 7. Y =X (xor) MSB{|X}(G1] ... | G.Db) |
| 8. Return Y |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e +
T s +

| GCM ACPKM Master-Encrypt(N, K T+, 1V, P, A |

| Input: |
| - Section size N, |
| - master key K |
| - change frequency T*, |
| - initial counter nonce ICNin V_ {n-c}, |
| - plaintext P, |P] <= n*(2"{c-1} - 2). |
| - additional authenticated data A |
| CQutput: |
| - G phertext C, |
| - authentication tag T. |

1. KM = ACPKM Master (T*, K, k)
2. H= E_{K‘}(07n)
3

I I
I I
| If ¢ =32, then ICB O =1CN| 0731 | 1 |
| if cl=32, then s = n*ceil (|[ICNJ/n) - |ICN, |
| ICB O = GHASH(ICN | 0M{s+n-64} | Vec_64(|ICN), H |
| 4. C=CCTR(N, K T*, Inc_32(J_0), P) |
| 5. u=mn*ceil(]|C / n) - |C |
| v = n*ceil (|Al / n) - |A

| 6. S=GIHASHA| 0 | C| O0*u | 0M{n-128} | Vec_64(|Al) | |
| | Vec_64(|C), H |
| 7. T = WMB_ t(E{K*"1}(J_0) (xor) S) |
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| 8. Return C| T |

| GCM ACPKM Master-Decrypt (N, K, T*, IV, A C T |

| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initial counter nonce ICNin V_{n-c}, |
| - additional authenticated data A |
| - ciphertext C, | <= n*(2"{c-1} - 2), |
| - authentication tag T, |
| CQutput: |
| - Plaintext P or FAIL. |

1. KM = ACPKM Master (T*, K, k)
2. H=E {K"1}(0"n)
3. If ¢c =32, then ICBO =ICN| 031 | 1
if cl=32, then s = n*ceil (|[ICN] / n) - |ICN|

I
I
I
| CB_0 = GHASH(ICN | 07{s+n-64} | Vec_64(|ICN), H |
I
d I
I
I
I
I
I

4. P = GCTR(N, K, T*, Inc_32(J_0), O
. u=n*ceil (| [ n) -
v = n*ceil (|A / n) - |A
6. S=CGIASH A| O*v | C| OMu | 0MNn-128} | Vec_64(|A) |
| Vec_64(|1C), H
7. T = Bt(E{KM"1}(1CB 0O) (xor) S
8 IFT =T then return P, else return FAIL.
oo +

The * operation on (pairs of) the 2n possi bl e bl ocks corresponds to
the nmultiplication operation for the binary Galois (finite) field of
2"n el enents defined by the polynomal f as follows (by anal ogy with

[GCM )
n =128 f = a*128 + a7 + a2 + a1l + 1
n = 256: f = a*256 + a*10 + a”5 + a2 + 1

The initial vector IV value for each nessage that is encrypted under
t he given key nust be chosen in a unique manner.

The nessage size m MUST NOT exceed (2"{n/2-1}*n*N / k) bits.
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5.2.4. CBC Modde Key Meshing

This section defines a CBC- ACPKM Mast er encryption node that uses
i nt ernal ACPKM Master re-keying mechanismfor the periodical key
transformati on.

The CBC- ACPKM Master encryption node can be considered as the
ext ended by the ACPKM Master re-keying nechani sm basic encryption
node CBC (see [ MODES]).

The CBC- ACPKM Master encryption node can be used wth the foll ow ng
par anet er s:

0 64 <= n <= 512;
o 128 <= k <= 512.

In the specification of the CBC- ACPKM Master node the plaintext and
ci phertext must be a sequence of one or nore conplete data bl ocks.
If the data string to be encrypted does not initially satisfy this
property, then it MJST be padded to form conpl ete data bl ocks. The
paddi ng nmet hods are outside the scope of this docunent. An exanple
of a paddi ng nethod can be found in Appendi x A of [ MODES]

The key material K[j] that is used for one section processing is
equal to KV, |Kr | = k bits.

W will denote by D {K} the decryption function which is a
permutation inverse to the E {K}.

The CBC- ACPKM Master node encryption and decryption procedures are
defined as foll ows:
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| CBC-ACPKM Master-Encrypt(N, K T*, 1V, P) |

| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IVin V_n, |
| - plaintext P=P 1| ... | P_b, |P <=2"n/2-1}*n*N/ K, |
I | P_b|l = n. I
| Qutput: |
| - G phertext C. |

1. | = ceil(b*n/N)
2. K| ... | KM = ACPKM Master (T*, K, k*I)
3. CO=1V

4. For j =1, 2,
i =ceil(]*
Cj = E{K i}
5. Return C=C1| ... | Cb

| CBC- ACPKM Master-Decrypt(N, K T+, 1V, O |

| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IV in V_n, |
| - ciphertext C=C1 ]| ... | Cb, |C <= 2*n/2-1}*n*N Kk, |
I |C_ bl =n. I
| CQutput: |
| - Plaintext P. |

| =ceil(b*n/ N
KrL | ... | KM = ACPKM Master (T*, K, k*I)

The initialization vector IV for each nessage that is encrypted under
the given key need not to be secret, but nust be unpredictable.

The nmessage size m MUST NOT exceed (2"{n/2-1}*n*N / k) bits.
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5.2.5. CFB Mdde Key Meshi ng
This section defines a CFB- ACPKM Master encryption node that uses
i nt ernal ACPKM Master re-keying mechanismfor the periodical key
transformati on.
The CFB- ACPKM Master encryption node can be considered as the
ext ended by the ACPKM Master re-keying nechani sm basic encryption
node CFB (see [ MODES]).

The CFB- ACPKM Master encryption node can be used wth the foll ow ng
par anet er s:

0 64 <= n <= 512;
o 128 <= k <= 512.

The key material K[j]
equal to KV, |KY| =

that is used for one section processing is
k bits.

The CFB- ACPKM Master node encryption and decryption procedures are
defined as foll ows:
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| CFB- ACPKM Master-Encrypt(N, K T+, 1V, P) |

| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IVin V_n, |
I I
I I
| |

- plaintext P=P.1 ]| ... | P.b, |P <=2"n/2-1}*n*N/ K.

Qut put :

- G phertext C
|~ |
| 1. | = ceil(b*n / |
| 2. K1 | ... | KM = ACPKM Master(T*, K, k*I) |
| 3. CO =1V |
| 4. For j =1, 2, ... , b do |
| i =ceil(j*n/ N |
| Cj = E{KM}(CA{j-1}) (xor) P_j |
| 5 ReturnC=C1]| ... | Clb. |
I e e +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| CFB- ACPKM Master-Decrypt(N, K T*, 1V, C#) |
|~ |
| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IVin V.n, |
| - ciphertext C=C1| ... | Cb, | <=2"n/2-1}*n*N/ k.|
| Qutput: |
| - Plaintext P. |
|~ |
| 1. 1 =ceil(b*n/ N |
| 2. K1 | ... | KM = ACPKM Master (T*, K, k*I) |
| 3. CO =1V |
| 4. For j =1, 2, ... , b do |
| i =ceil(j*n/ N, |
I P = E{KMN}(C{j-1}) (xor) C] I
| 5. Return P =P_1 | | P_b |
T e +

The initialization vector IV for each nmessage that is encrypted under
t he given key need not to be secret, but nust be unpredictable.

The nessage size m MUST NOT exceed 2*{n/2-1}*n*N k bits.
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5.2.6. OFB Mbdde Key Meshi ng
This section defines an OFB- ACPKM Master encryption node that uses
i nt ernal ACPKM Master re-keying mechanismfor the periodical key
transformati on.
The OFB- ACPKM Master encryption node can be considered as the
ext ended by the ACPKM Master re-keying nechani sm basic encryption
node OFB (see [ MODES]) .

The OFB- ACPKM Master encryption node can be used wth the foll ow ng
par anet er s:

0 64 <= n <= 512;
o 128 <= k <= 512.

The key material K[j] used for one section processing is equal to
Khi, | K| = k bits.

The OFB- ACPKM Master node encryption and decryption procedures are
defined as foll ows:
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| OFB- ACPKM Master-Encrypt(N, K T*, 1V, P) |

| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IVin V_n, |
I I
I I
| |

- plaintext P=P.1 ]| ... | P.b, |P <=2"n/2-1}*n*N/ K.

Qut put :

- G phertext C
|~ |
| 1. 1 =ceil(b*n/ |
| 2. K1 | ... | KM = ACPKM Master(T*, K, k*I) |
| 3. GO =1V |
| 4. For j =1, 2, , b do |
| i =ceil(j*n/ N), |
| Gj = E{K.Ii}(G{j-1}) |
| 5. Return C= P (xor) MSB {|P}(G.1 | | G_b) |
I e e +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| OFB- ACPKM Master-Decrypt(N, K T+, 1V, O |
|~ |
| Input: |
| - Section size N, |
| - master key K, |
| - change frequency T*, |
| - initialization vector IVin V.n, |
| - ciphertext C=C1]| ... | Cb, |Q <=2"n/2-1}*n*N/ Kk. |
| Qutput: |
| - Plaintext P. |
R e R R EEEEEEEE |
| 1. Return OFB- ACPKM Master-Encrypt(N, K, T*, 1V, O |
T T T +

The initialization vector IV for each nmessage that is encrypted under
t he given key need not be unpredictable, but it nust be a nonce that
is unigque to each execution of the encryption operation.
The nmessage size m MUST NOT exceed 2*{n/2-1}*n*N/ k bits.

5.2.7. OVAC Mbde Key Meshing
This section defines an OVAC- ACPKM Mast er nmessage aut hentication code

cal cul ati on node that uses internal ACPKM Master re-keying mechani sm
for the periodical key transformation.
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The OVAC- ACPKM Mast er encryption node can be considered as the
extended by the ACPKM Master re-keying nmechani sm basi c nessage
aut henti cati on code cal cul ati on node OVAC, which is al so known as
CMAC (see [ RFC4493]).

The OVAC- ACPKM Mast er nmessage aut hentication code cal cul ati on node
can be used with the follow ng paraneters:

o nin {64, 128, 256};
o 128 <= k <= 512.

The key material K[j] that is used for one section processing is
equal to K | K _1, where |KYj| = k and | K _1| = n.

The following is a specification of the subkey generation process of
OVAC:

| Generate_Subkey(K1l, r) |

| I'nput: |
| - Key Ki, |
| Qutput: |
| - Key SK |
R e LR e R EEEE P EEEEPTEREE |
| 1. If r = n then return K1 |
| 2. If r < n then |
| if MSB_1(K1l) =0 |
| return Kl << 1 |
| el se |
| return (KL << 1) (xor) R.n |
A .

Were R n takes the foll ow ng val ues:
o n =64 R{64} = 0°{59} | 11011;

o n = 128: R {128}

07{120} | 10000111

o n = 256: R {256} = 0~{145} | 10000100101.

The OVAC- ACPKM Mast er nmessage aut hentication code cal cul ati on node is
defined as foll ows:
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| nput :
- Section size N,
- master key K,
- key frequency T*,

- plaintext M=M1| ... | Mb, |M <=2"n/2}*n"2*N/ (k + n).
Qut put :
- message authentication code T.
|~ |
1. C0 = 0"n
2. | =ceil(b*n/ N)
3. KML | KML1 | ... | KM KM _1 = ACPKM Master (T*, K, (k+n)*I
4. For j =1, 2, ... , b-1 do
i =ceil(j*n [/ N,

CJ = EAKMN}(M] (xor) C{j-1})
5. SK = Cenerate_Subkey(K* _1, | MDb])
6

If |[Mbl =nthen M_b = Mb
else M b=Mb | 1| OMn - 1 -|MD|}
7. T =E{KM}(M_b (xor) C{b-1} (xor) SK)
8. Return T
T T T Y +

The nessage size m MUST NOT exceed 2°{n/2}*n"2*N / (k + n) bits.
6. Joint Usage of External and Internal Re-keying

Any mechani sm descri bed in Section 4 can be used with any nmechani sm
descri bed in Section 5.

7. Scope of Usage of Rekeyi ng-Based Schemas
7.1. Key Transfornmation Rul es

Ext ernal re-keying nmechani snms increase the nunber of nessages that
can be processed with one negotiated key.

The key K*i (see Figure 1 and Figure 2) can be transformed in
accordance with one of the followi ng two approaches:

o Explicit approach:
[ M i, 1] + ... + IMi,qli}| <=L, |[M{i,1}| + ... + |[M{i,qi +
1} > L, i =1, ... , t.
This approach allows to use the key K*i in alnost optinmal way but
it cannot be applied in case when nmessages may be | ost or
reordered (e.g. DILS packets).
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7.

2.

o Inplicit approach:
gi =L/ mmx, i =1, ... , t.
The amount of data processed with one key K*i is cal cul ated under
t he assunption that every nessage has the maxi mum | ength m max.
Hence this anobunt can be considerably I ess than the key lifetine
[imtation L. On the other hand this approach can be applied in
case when nessages may be |l ost or reordered (e.g. DILS packets).

Internal re-keying nmechani snms increase the | ength of nessages that
can be processed with one negotiated key.

The key K (see Figure 3 and Figure 4) can be updated in accordance
with one of the follow ng two approaches:

o Explicit approach:

| {1} 1] + ... + | M{q}_1] <=L, |M{1}_1 + ... + |M{q+1}_1]| >
L (where M{i} 1 is the first section of nessage M\{i}, i =1, ..
L] q)

This approach allows to use the key K*i in alnost optinmal way but
it cannot be applied in case nessages data may be | ost or
reordered (e.g. DTLS packets).

o Inplicit approach:
g=L/ N
The ampunt of data processed with one key K*i is cal cul ated under
the assunption that the length of every nmessage is equal or nore
then section size N and so it can be considerably |less than the
key lifetime Ilimtation L. On the other hand this approach can be
applied in case when nessages may be | ost or reordered (e.g. DILS
packet s) .

Princi pl es of Choice of Constructions and Security Paraneters

Ext ernal re-keying mechanismis recomended to be used in protocols
that process pretty small nessages (e.g. TLS records are 2"14 bytes
or | ess).

Consi der an exanple. Let the nessage size in sone protocol P be
equal to 1 KB (mmax = 1 KB). Suppose a cipher E is used for
encrypting and L1 = 128 MBis the key lifetime limtation induced by
si de channel s analysis nethods. Let the key lifetinme limtation L2
i nduced by the analysis of encryption node used in this protocol be
equal to 1 TB. The nost restrictive resulting key lifetine
l[imtation is equal to 128 MB.

Thus, if external re-keying nechanismis not used, the key K nust be
renegotiated after processing 128 MB/ 1 KB = 131072 nessages.
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I f an external re-keying nmechanismw th paraneter L = 64 MB (see
Section 7.1 ) that limts the anmobunt of data processed with one key
KMo is used, the key lifetinme [imtation L1 induced by the side
channel s anal ysis net hods goes off. Thus the resulting key lifetine
limtation of the negotiated key K can be cal cul ated on the basis of
the used encryption node analysis. It is proven that the security of
t he encryption node that uses external re-keying |leads to an increase
when conpared to base encryption node w thout re-keying (see
[AbBel1]). Hence the resulting key lifetine limtation in case of
using external re-keying is equal to 1 TB.

Thus if an external re-keying nechanismis used, then 1 TB/ 1 KB =
2730 nessages can be processed before the key Kis renegoti at ed,
which is 8192 tinmes greater than the nunber of nessages that can be
processed, when external re-keying nmechanismis not used.

An internal re-keying nmechanismis recomended to be used in
protocol s that can process |arge single nessages (e.g. OCM
nmessages) .

Since the performance of encryption can slightly decrease for rather
smal | values of N, the paraneter N should be selected for a
particul ar protocol as maxi num possi ble to provi de necessary key
lifetime for the adversary nodels that are considered.

Consi der an exanple. Let the nessage size in sonme protocol P is

| arge/unlimted. Suppose a cipher E is used for encrypting and L1 =
128 MB is the nost restrictive key lifetinme limtation induced by the
si de channel s anal ysi s net hods.

Thus, there is a need to put a limt on maxi num nessage size m nax.
For exanple, if mmax = 32 MB, it may happen that the renegotiation
of key K would be required after processing only four nessages.

If an internal re-keying nmechanismw th section size N=1 MB (see
Figure 3 and Figure 4) is used, maximum nessage size limt mmax can
be increased to hundreds of terabytes and L / N= 128 MB/ 1 MB = 128
nmessages can be processed before the renegotiation of key K (instead
of 4 nessages in case when an internal re-keying nechanismis not
used).

For the protocols that process nessages of different lengths it is
recommended to use joint nethods (see Section 6).
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8. Security Considerations

Re- keyi ng shoul d be used to increase "a priori" security properties

of ciphers in hostile environnents (e.g. with side-channel

adversaries). |If sone non-negligible attacks are known for a cipher,
it must not be used. So re-keying cannot be used as a patch for

vul nerabl e ci phers. Base cipher properties nust be well anal yzed,

because security of re-keying nmechanisns is based on security of a

bl ock ci pher as a pseudorandom functi on.

The key lifetinme [imtation can be subject to the foll ow ng

consi derati ons:

1. Methods of analysis based on the used encryption node properties.
* These methods do not depend on the used bl ock cipher

permutation E {K}.

* For standard encryption nodes this restriction has the order
2™{n/ 2}.

2. Methods based on the side channels anal ysis.

*  These nethods do not depend on the used encryption nodes.

* These nethods are weakly dependent on the used bl ock cipher
features (only the way of elenmentary internal transfornation
that uses key material nmatter, in nost cases this is (xor)).

* Restrictions resulting fromthese nethods are usually the
strongest ones.

3. Methods based on the properties of the used bl ock cipher
pernmutation E {K} (for exanple, linear or differential
crypt anal ysi s).

* In nost cases these nethods do not depend on the used
encryption nodes.

* 1n case of secure block ciphers restrictions resulting from
such nethods are roughly the sane as the natural limtation
2°n.
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CTR- ACPKM node wi th AES- 256
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SZ2xXx0

=
o

256
256
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F3 74 E9 23 FE AA D6 DD 98 B4 B6 3D 57 8B 35 AC

W 1:

A9 OF

Key K:

88

FE DC

99

Pl ai n

11
00
11
22
33
44
55

22
11
22
33
44
55
66

| CN:

D7 31 E4 1D 64 5E OG0 8C 87 87 28 CC 76 90

AA BB CC DD EE FF 00 11 22 33 44 55 66 77
BA 98 76 54 32 10 01 23 45 67 89 AB CD EF

t ext

33
22
33
44
55
66
77
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33
44
55
66
77
88
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P

55 66 77 00 FF EE DD

44 55 66 77 88 99 AA BB CC EE FF OA
55 66 77 88 99 AA BB CC EE FF 0OA 00
66 77 88 99 AA BB CC EE FF OA 00 11
77 88 99 AA BB CC EE FF OA 00 11 22
88 99 AA BB CC EE FF OA 00 11 22 33
99 AA BB CC EE FF OA 00 11 22 33 44
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12 34 56 78 90 AB CE FO
ACPKM s iteration 1
Process block 1

I nput bl ock (ctr)
12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 0O

Qut put bl ock (ctr)
FD 7E F8 9A D9 7E A4 B8 8D B8 B5 1C 1C 9D 6D DO

Pl ai n text
11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88

Ci pher text
EC 5C CB DE 8C 18 D3 B8 72 56 68 DO A7 37 F4 58

Process bl ock 2

I nput bl ock (ctr)
12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 01

Qut put bl ock (ctr)
19 98 C5 71 76 37 FB 17 11 E4 48 FO O0C 0D 60 B2

Pl ai n text
00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF 0OA

Ci pher text
19 89 E7 42 32 62 9D 60 99 7D E2 4B CO E3 9F B8

Updat ed key
C6 C1 AF 82 3F 52 22 F8 97
21 6F 29 OC EF ¢4 C7 E6 DC

F1 94 5D F7 21 9E
B7 DD 83 EO AE 60

89

ACPKM s iteration 2

Process bl ock 3

I nput block (ctr)

12 34 56 78 90 AB CE FO 00 00 00 00 OO 00 00 02

Qut put bl ock (ctr)
92 B4 85 B5 B7 AD 3C 19 7E 53 92 32 13 9C 8E 7A

Pl ai n text
11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00
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Ci pher text
83 96 B6 F1 E2 CB 4B 91 E7 F9 29 FE FD 63 84 7A

Process bl ock 4
I nput bl ock (ctr)
12 34 56 78 90 AB CE FO 00 00 00 00 OO 00O 00 03

Qut put bl ock (ctr)
59 3A AA 96 7C E3 58 FB 1B 7E 41 Al 77 34 Bl 4A

Pl ai n text
22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11

Ci pher text
7B 09 EE C3 1A 94 DO 62 Bl C5 8D 4F 88 3E Bl 5B

Updat ed key
65 3E FA 18 0B OE 68 01 6F 56 54 A5 F3 EE BC D5
04 F1 1F E3 F1 7A 92 07 57 A8 82 BE A5 9E CA 16

ACPKM s iteration 3

Process bl ock 5

I nput bl ock (ctr)

12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 04

Qut put bl ock (ctr)
CE E5 51 54 12 2F 3F E7 8D 8E 86 21 C5 E5 47 12

Pl ai n text
33 44 55 66 77 88 99 AA BB CC EE FF 0OA 00 11 22

Ci pher text
FD A1 04 32 65 A7 A6 4D 36 42 68 DE CF E5 56 30

Process bl ock 6
I nput bl ock (ctr)
12 34 56 78 90 AB CE FO 00 00 00 00 00 OO0 00 05

Qut put bl ock (ctr)
DE D6 8F 03 FA C5 C5 B6 16 11 A3 78 2C OD C1 EB

Pl ai n text
44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33

Ci pher text
9A 83 E9 74 72 5C 6F 0D DA FF 5C 72 2C 1C E3 D8

Updat ed key
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CO D5 50 26 4F DA CE 59 EF 80 9A 50 24 72 06 7D
29 83 74 25 78 CO 60 4F E3 B8 88 4F F8 F5 E2 BD

ACPKM s iteration 4

Process bl ock 7

I nput bl ock (ctr)

12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00O 06

Qut put bl ock (ctr)
D9 23 A6 CD 8A 00 Al 55 90 09 EC 87 40 B9 D6 AB

Pl ai n text
55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33 44

Ci pher text
8C 45 D1 45 13 AA 1A 99 7E F6 E6 87 51 9B E5 EF

Updat ed key
6A A0 92 07 73 31 63 50 46 FA 48 1C 9C 98 7B 6B
FC 99 48 DC BC AE AB C2 6D 46 E9 DD 43 F6 CA 56

Encrypted src

EC 5C CB DE 8C 18 D3 B8 72 56 68 DO A7 37 F4 58
19 89 E7 42 32 62 9D 60 99 7D E2 4B CO E3 9F B8
83 96 B6 F1 E2 CB 4B 91 E7 F9 29 FE FD 63 84 7A
7B 09 EE C3 1A 94 DO 62 B1 C5 8D 4F 88 3E Bl 5B
FD A1 04 32 65 A7 A6 4D 36 42 68 DE CF E5 56 30
9A 83 E9 74 72 5C 6F OD DA FF 5C 72 2C 1C E3 D8
8C 45 D1 45 13 AA 1A 99 7E F6 E6 87 51 9B E5 EF
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