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Abstract

Thi s docunent anal yzes actions by or against a CA or independent
repository manager in the RPKI that can adversely affect the Internet
Nunber Resources (I NRs) associated with that CA or its subordinate
CAs. The analysis is done fromthe perspective of an affected INR
hol der. The analysis is based on exam nation of the data itens in
the RPKI repository, as controlled by a CA (or independent repository
manager) and fetched by Relying Parties (RPs). The analysis does not
purport to be conprehensive; it does represent an orderly way to

anal yze a nunber of ways that errors by or attacks against a CA or

repository manager can affect the RPKI and routing decisions based on
RPKI dat a.
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| nt roducti on

In the context of this docunent, any change to the Resource Public
Key Infrastructure (RPKI) [RFC6480] that dimnishes the set of

I nternet Nunber Resources (INRs) associated with an I NR hol der, and
that is contrary to the holder’s wi shes, is ternmed "adverse". This
anal ysis is done fromthe perspective of an affected INR holder. An
action that results in an adverse charge (as defined above), nmay be
the result of an attack on a CA [ RFC7132], an error by a CA or an
error by or an attack on a repository operator. Note that the CA
that allocated the affected INRs may be acting in accordance wth
established policy, and thus the change nmay be contractually
justified, even though viewed as adverse by the INR holder. This
docunent exam nes the inplications of adverse actions within the RPK
with respect to INRs irrespective of the cause of the actions.
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Additionally, when a ROA or router certificate is created that
"conpetes” with an existing ROA or router certificate (respectively),
the creation of the new ROA or router certificate my be adverse. (A
newer ROA conpetes with an older ROA if the newer ROA points to a
different ASN, contains the sane or a nore specific prefix, and is
issued by a different CA. A newer router certificate conpetes wth
an ol der router certificate if the newer one contains the sane ASN a
different public key, and is issued by a different CA.) Note that
transferring resources, or changing of upstream providers nmay yield
conpeting ROAs and/or router certificates, under sone circunstances.
Thus not all instances of conpetition are adverse actions.

As noted above, adverse changes to RPKI data may arise due to several
types of causes. A CA nmay neke a m stake in managi ng the RPK

objects it signs, or it may be subject to an attack. |[If an attack
all ows an adversary to use the private key of that CA to sign RPK
objects, then the effect is anal ogous to the CA nmaki ng m st akes.
There is also the possibility that a CA or repository operator may be
subject to |legal neasures that conpel themto nmake adverse changes to

RPKI data. |In many cases, such actions may be hard to distinguish
fromm stakes or attacks, other than with respect to the tine
required to renedy the adverse action. (Presunably the CA will take
remedi al action when a mstake or an attack is detected, so the
effects are simlar in these cases. |If a CA has been legally

conpel led to effect an adverse change, renediation will |ikely not be
swift.)

Thi s docunent anal yzes the various types of actions by a CA (or

i ndependent repository operator) that can adversely affect the INRs
associated with that CA, as well as the INRs of subordinate CAs. The
anal ysis is based on exam nation of the data itens in the RPK
repository, as controlled by a CA (or independent repository
operator) and fetched by Relying Parties (RPSs).

2. Analysis of RPKI Repository (bjects

This section enunerates the RPKI repository system objects and

exam nes how changes to them affect Route Oigination Authorizations
(ROAs) and router certificate validation. Ildentifiers are assigned
to errors for reference by later sections of this docunent. Note
that not all adverse actions nmay be enconpassed by this taxonony.

The RPKI repository [RFC6481] contains a nunber of (digitally signed)
objects that are fetched and processed by RPs. Until the depl oynent
of BGPsec [I-D.ietf-sidr-bgpsec-protocol], the principal goal of the
RPKI is to enable an RP to validate ROAs [ RFC6482]. A ROA binds
address space to an Aut ononpbus System Nunber (ASN). A ROA can be
used to verify BGP announcenents with respect to route origin
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[ RFC6483]. The nost inportant objects in the RPKI for origin
validation are ROAs; all of the other RPKI objects exist to enable
the validation of ROAs in a fashion consistent with the INR

al l ocation system Thus errors that result in changes to a ROA, or
to RPKI objects needed to validate a ROA, can cause RPs to reach
different (from what was intended) conclusions about the validity of
t he bi ndi ngs expressed in a ROA

When BGPsec i s deployed, router certificates
[I-D.ietf-sidr-bgpsec-pki-profiles] will be added to repository
publication points. These are End-Entity (EE) certificates used to
verify signatures applied to BGP update data, to enable path
validation [I-D.ietf-sidr-bgpsec-protocol]. Router certificates are
as inportant to path validation as ROAs are to origin validation.

The objects contained in the RPKI repository are of two types:
conventional PKI objects (certificates and Certificate Revocation
Lists (CRLs)) and RPKI-specific signed objects. The |atter make use
of a common encapsul ation format [RFC6488] based on the Cryptographic
Message Syntax (CM5) [ RFC5652]. A syntax error in this common format
will cause an RP to reject the object, e.g., a ROA or Manifest, as

i nvalid.

Adver se actions take several forns:

* Deletion (D) is defined as renoving an object froma
publication point, without the perm ssion of the |INR hol der.

* Suppression (S) is defined as not deleting an object, or not
publ i shing an object, as intended by an INR holder. This
action also includes retaining a prior version of an object in
a publication point when a newer version is available for
publ i cati on.

* Corruption (C) is defined as nodification of a signed object in
a fashion not requiring access to the private key used to sign
the object. Thus a corrupted object will not carry a valid
signature. Inplicitly, the corrupted object replaces the
| egiti mate version.

* Mdification (M is defined as publishing a syntactically
valid, verifiable version of an object that differs fromthe
(existing) version authorized by the INR holder. Inplicitly,
the legitinmate version of the affected object is deleted and
repl aced by the nodified object.
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* Revocation (R) is defined as revoking a certificate (EE or CA)
by placing its serial nunber on the appropriate CRL, w thout
aut hori zation of the I NR hol der.

* |Injection (I) is defined as introducing an instance of a signed
object into a publication point (w thout authorization of the
INR holder). It assunes that the signature on the object wll
be viewed as valid by RPs.

The first three of these actions (deletion, suppression, and
corruption) can be effected by any entity that nmanages the
publication point of the affected INR holder. Also, an entity with
the ability to act as a man-in-the-m ddl e between an RP and a
repository can effect these actions with respect to the RP in
guesti on.

The latter three actions (nodification, revocation, and injection)
nomnally require access to the private key of the INR hol der.

Al'l six of these actions also can be effected by a parent CA A
parent CA could reissue the INR holder’s CA certificate, but with a
di fferent public key, matching a private key to which the parent CA
has access. The CA could generate new si gned objects using the
private key associated with the reissued certificate, and publish

t hese objects at a location of its choosing.

Most of these actions nmay be perforned i ndependently or in

conmbi nation with one another. For exanple, a ROA may be revoked and
del eted or revoked and replaced with a nodified ROA. \Were
appropriate, the analysis of adverse actions w |l distinguish between
i ndi vi dual actions, or conbinations thereof, that yield different
outcomes for RPs. Recall that the focus of the analysis is the

i mpact on ROAs and router certificates, with respect to RP

pr ocessi ng.

The foll owm ng sections exam ne how the actions enunerated above
affect objects in the RPKI repository system Each action is
addressed in order (Deletion, Suppression, Corruption, Mdification,
Revocation, and Injection) for each object, making it easy to see how
each action has been considered with regard to each object. (For the
Ghost Busters record we condensed the discussion of the actions
because the inpact is the sanme in each case.)

2.1. CA Certificates
Every INR hol der is represented by one or nore CA certificates. An

I NR hol der has nultiple CA certificates if it holds resources
acquired fromdifferent sources. Also, every INR holder has nore

Kent & Ma Expires July 16, 2017 [ Page 5]



I nternet-Draft RPKI Adverse CA Actions January 2017

than one CA certificate during key rollover [RFC6489] and al gorithm
rol | over [ RFC6916].

If a publication point is not a leaf in the RPKI hierarchy, then the
publication point will contain one or nore CA certificates, each
representing a subordinate CA. Each subordinate CA certificate
contains a pointer (SIA) to the publication point where the signed
obj ects associated with that CA can be found [ RFC6487].

A CA certificate is a conplex data structure and thus errors in that
structure may have different inplications for RPs dependi ng on the
specific data that is in error

Adverse actions against a CA certificate can cause the foll ow ng
errors:

A-1.1 Deletion

A-1.1.1 Deletion of a CA certificate would cause an RP to
not be able to | ocate signed objects generated by
that CA, except those that have been cached by the
RP. Thus an RP woul d be unaware of changed or new
(i ssued after the cached data) I NR bindings
asserted in subordinate ROAs, and the RP woul d be
unabl e to validate new or changed router
certificates. |If the m ssed objects were intended
to replace ROAs or router certificates prior to
expiration, then when those objects expire, RPs
may cease to view themas valid. As a result,
valid routes may be viewed as Not Found or Invalid.

A-1.2 Suppression

A-1.2.1 |If publication of a CA certificate i s suppressed,
t he i npact depends on what changes appeared in the
suppressed certificate. |If the SIA val ue changed,
the effect would be the same as in A-1.1 or
A-1.4.3. If the [RFC3779] extensions in the
suppressed certificate changed, the inpact would
be the sane as in A-1.4.1. |If the Al A extension
changed in the suppressed certificate, the inpact
woul d be the sane as in A-1.4.4. Suppression of a
renewed/ re-issued certificate may cause an old
certificate to expire and thus be rejected by RPs.

A-1.3 Corruption
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Corruption of a CA certificate wll cause it to be
rejected by RPs. In turn, this may cause

subordi nate signed objects to becone invalid. An
RP t hat has cached the subtree under the affected
CA certificate may continue to view it as valid,
until objects expire. But changed or new objects
m ght not be retrieved, depending on details of
the design of the RP software. Thus this action
may be equival ent to suppressing changes to the

af fected subtree.

A-1.4 MNModification

Kent & Ma

A-1.4.1

A-1.4.2

A-1.4.3

If a CAcertificate is nodified, but still
conforms to the RPKI certificate profile

[ RFC7935], it will be accepted by RPs. [If an

[ RFC3779] extension in this certificate is changed
to exclude INRs that were previously present, then
subordi nate signed objects will becone invalid if

they rely on the excised INRs. |If these objects
are CA certificates, their subordi nate signed
objects will be treated as invalid. If the

objects are ROAs, the binding expressed by the
affected ROAs will be ignored by RPs. If the
objects are router certificates, BGPsec_Path
attributes [I-D.ietf-sidr-bgpsec-protocol]
verifiable under these certificates will be
consi dered invalid.

If the SIA extension of a CA certificate is
nodified to refer to another publication point,
this will cause an RP to | ook at another | ocation
for subordi nate objects. This could cause RPs to
not acquire the objects that the I NR hol der
intended to be retrieved - manifests, ROAs, router
certificates, Ghostbuster records, or any
subordinate CA certificates associated with that
CA. If the objects at this new |ocation contain
invalid signatures or appear to be corrupted, they
may be rejected. In this case, cached versions of
the objects may be viewed as valid by an RP, until
they expire. |If the objects at the new | ocation
have valid signatures and pass path validation
checks, they will replace the cached objects,
effectively replacing the I NR hol der’s objects.

If the AlA extension in a CA certificate is
nodi fied, it would point to a different CA
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certificate, not the parent CA certificate. This
extension is used only for path discovery, not
path validation. Path discovery in the RPKI is
usual ly perfornmed on a top-down basis, starting
with TAs and recursively descendi ng the RPK

hi erarchy. Thus there may be no inpact on the
ability of clients to acquire and validate
certificates if the AIAis nodified.

A-1.4.4 |If the Subject Public Key Info (and Subject Key
Identifier extension) in a CA certificate is
nodi fied to contain a public key corresponding to
a private key held by the parent, the parent could
sign objects as children of the affected CA
certificate. Wth this capability, the parent
could replace the I NR hol der, issuing new signed
obj ects that woul d be accepted by RPs (as | ong as
they do not violate the path validation criteria).
This woul d enabl e the parent to effect
nodi fication, revocation, and injection actions
agai nst all of the objects under the affected CA
certificate, including subordinate CA
certificates. (Note that key rollover also yields
a new CA certificate. However, the new
certificate will co-exist wwth the old one for a
whil e, which may hel p distinguish this legitimte
activity froman adverse action.)

A-1.5 Revocation

A-1.5.1 If a CAcertificate is revoked an RP will treat as
invalid all subordinate signed objects, both
i medi ate and transitively. The effects are
essentially the sane as described in A-3.4.2.

A-1.6 Injection

A-1.6.1 If a CAcertificate is injected the inpact wll
depend on the data contained in the injected
certificate. Changes will generally be equival ent
to nodi fication actions as described in A-1.4.

2.2. Manifest
Each repository publication point contains a manifest [RFC6486]. The
RPKI incorporates manifests to enable RPs to detect suppression and/

or substitution of (nore recent) publication point objects, as the
result of a mstake or attack. A manifest enunerates (by fil enane)
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all of the other signed objects at the publication point. The
mani f est al so contai ns a hash of each enunerated file, to enable an
RP to determne if the naned file content nmatches what the | NR hol der
identified in the nmanifest.

A manifest is an RPKI signed object, so it is validated as per
[RFC6488]. If a manifest is nodified in a way that causes any of

t hese checks to fail, the manifest wll be considered invalid.
Suppression of a manifest itself (indicated by a stale manifest) al so
can cause an RP to not detect suppression of other signed objects at
the publication point. (Note that if a Manifest’'s EE certificate
expires at the tinme that the Manifest is scheduled to be replaced, a
delay in publication will cause the Manifest to becone invalid, not
nerely stale. This very serious outcone should be avoided, e.g., by
maki ng the Mani fest EE certificate’s notAfter value the sanme as that
of the CA certificate under which it was issued). If a signed object
at a publication point can be validated (using the rules applicable
for that object type), then an RP may accept that object, even if
there is no matching entry for it on the manifest. However, it
appears that nost RP software ignores publication point data that
fails to match Manifest entries (at the time this docunent was
witten).

Corruption, suppression, nodification, or deletion of a manifest

m ght not affect RP processing of other publication point objects, as
specified in [ RFC6486]. However, as noted above, nmany RP

i npl enentations ignore objects that are present at a publication
point but not listed in a valid Manifest. Thus the foll ow ng actions
agai nst a mani fest can inpact RP processing:

A-2.1 Deletion

A-2.1.1 A Manifest nmay be deleted fromthe indicated
publication point. In this circunstance an RP may
el ect to use the previous Manifest (if avail able),
and may ignore any new changed objects at the
publication point. The inplications of this
action are equivalent to suppression of
publication of the objects that are not recogni zed
by RPs because the new objects are not present in
the old Manifest. For exanple, a new ROA could be
ignored (A-1.2). A newy issued CA certificate
m ght be ignored (A-1.1). A subordinate CA
certificate that was revoked m ght still be viewed
as valid by RPs (A-4.1). A new or changed router
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A-2.2

A-2.3

Suppr essi

A-2.2.1
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certificate m ght be ignored (A-6.2) as would a
revi sed Ghostbusters record (A-4.1).

on

Publ i cation of a newer Manifest may be suppressed.
Suppression of a newer Manifest probably wll
cause an RP to rely on a cached Manifest (if
avai l able). The ol der Manifest woul d not
enunerate newl y added objects, and thus those
objects m ght be ignored by an RP, equivalent to
del etion of those objects (A-1.1, A-3.1, A-4.1,
A-5.1, A-6.1).

Corruption

A-2.3.1

A Mani fest nmay be corrupted. A corrupted Mnifest
Wil be rejected by RPs. This may cause RPs to
rely on a previous manifest, wth the sane inpact
as A-2.2. If an RP does not revert to using a
cached Mani fest, the inpact of this action is very
severe, i.e., all publication point objects
probably will be viewed as invalid, including
subordi nate tree objects. This is equivalent to
revoking or deleting an entire subtree (see
A-4.4.2).

A-2.4 NMNodification

Kent & Ma

A-2.4.1

A-2.4.2

A Mani fest may be nodified to renove one or nore
obj ects. Because the nodified Manifest is viewed
as valid by RPs, any objects that were renoved may
be ignored by RPs. This is equivalent to deleting
t hese objects fromthe repository. The inpact of
this action will vary, dependi ng on which objects
are (effectively) renoved. However, the inpact is
equi valent to deletion of the object in question,
(A-1.1, A-3.1, A4.1, A5 1 A6.1).

A Mani fest may be nodified to add one or nore

objects. |If an added object has a valid signature
(and is non-expired), it will be accepted by RPs
and processed accordingly. |If the added object

was previously deleted by the INR holder, this
action is equivalent to suppressing del etion of
that object. |If the object is newWwy created, or
nodified, it is equivalent to a nodification or
injection action for the type of object in
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guestion, and thus is discussed in the rel evant
section for those actions for the object type.

A-2.4.3 A Manifest may be nodified to |ist an incorrect
hash for one or nore objects. An object wth an
i ncorrect hash may be ignored by an RP. Thus the
effect may be equivalent to corrupting the object
in question, although the error reported by RP
software would differ fromthat reported for a
corrupted object. (The Manifest specifications do
not require an RP to ignore an object that has a
valid signature and that is not revoked or
expired, but for which the hash doesn’'t match the
object. However, an RP may elect to do so.)

A-2.5 Revocation

A-2.5.1 A Manifest nmay be revoked (by including its EE
certificate on the CRL for the publication point).
A revoked Manifest will be ignored by an RP, which
probably would revert to an ol der (cached)
Mani fest. The inplications for RPs are equival ent
to A-2.1, with regard to new changed obj ects.

A-2.6 Injection

A-2.6.1 A Manifest representing different objects may be
injected into a publication point. The effects
are the sane as for a nodified Manifest (see
above). The inpact wll depend on the type of the
affected object(s), and thus is discussed in the
rel evant section(s) for each object type.

2.3. Certificate Revocation List
Each publication point contains a CRL that enunerates revoked (not
yet expired) certificates issued by the CA associated with the
publ i cation point [RFC6481].

Adverse actions against a CRL can cause the follow ng errors:

A-3.1 Deletion
A-3.1.1 If a CRLis deleted, RPs will continue to use an

ol der, previously fetched Certificate Revocation
List. As aresult, they will not be inforned of
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A-3.2
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A-3.1.2

A-3.1.3

A-3.1.4

Suppr essi

A-3.2.1
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any changes in revocation status of subordinate CA
or router certificates or the EE certificates of
signed objects, e.g., ROAs. This action is

equi valent to corruption of a CRL, since a
corrupted CRL will not be accepted by an RP

Del etion of a CRL could cause an RP to continue to
accept a ROA that no | onger expresses the intent
of an INR holder. As a result, an announcenent
for the affected prefixes would be viewed as
Valid, instead of NotFound or Invalid. In this
case, the effect is analogous to A-5. 2.

If a router certificate were revoked, and the CRL
were del eted, RPs would not be aware of the
revocation. They m ght continue to accept the
ol d, revoked, router certificate. |If the
certificate had been revoked due to a conprom se
of the router’s private key, RPs would be

vul nerabl e to accepting routes signed by an

unaut hori zed entity.

If a subordinate CA certificate were revoked on
the deleted CRL, the revocation would not take
effect. This could interfere with a transfer of
address space fromthe subordi nate CA, adversely
affecting routing to the new hol der of the space.

on

I f publication of the nost recent CRL is
suppressed, an RP will not be infornmed of the nost
recent revocation status of subordinate CA or
router certificates or the EE certificates of
signed objects. |If an EE certificate has been
revoked and the associ ated signed object is stil
present in the publication point, an RP m ght

m stakenly treat that object as valid. (This
woul d happen if the object is still in the

mani fest or the RP is configured to process valid
objects that are not on the manifest.) This type
of action is of special concern if the affected
object is a ROA, a router certificate, or a
subordinate CA certificate. The effects here are
equi valent to CRL deletion (A-3.1), but
suppression of a new CRL nay not even be reported
as an error, i.e., if the suppressed CRL were
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A-3.3

A-3. 4

A-3.5

Kent & Ma

i ssued before the NextUpdate tinme (of the previous
CRL) .

Corruption

A-3.3.1 If a CRLis corrupted, an RP wll reject it. If a
prior CRL has not yet exceeded its NextUpdate
time, an RP will continue to use the prior CRL
Even if the prior CRL has passed the NextUpdate
time, an RP nay choose to continue to rely on the
prior CRL. The effects are essentially equival ent
to suppression or deletion of a CRL (A-3.1,

A-3.2).

Modi fi cati on

A-3.4.1 If a CRLis nodified to erroneously |ist a signed
object’s EE certificate as revoked, the
correspondi ng object will be treated as invalid by
RPs, even if it is present in a publication point.
If this object is a ROA the (legitimte) binding
expressed by the ROA will be ignored by an RP (see
A-5.5). If a CRLis nodified to erroneously |ist
a router certificate as revoked, a path signature
associated with that certificate wll be treated
as Not Valid by RPs (see A-6.5).

A-3.4.2 |If a CRLis nodified to erroneously list a CA
certificate as revoked, that CA and al
subordi nate signed objects will be treated as
invalid by RPs. Depending on the |ocation of the
affected CAin the hierarchy, these effects could
be very substantial, causing routes that should be
Valid to be treated as Not Found.

A-3.4.3 If a CRLis nodified to omt a revoked EE, router,
or CAcertificate, RPs |likely will continue to
accept the revoked, signed object as valid. This
contravenes the intent of the INR holder. |If an
RP continues to accept a revoked ROA, it may make
routing decisions on nowinvalid data. This could
cause valid routes to be de-preferenced and
invalid routes to continue to be accepted.

Revocati on

A-3.5.1 A CRL cannot be revoked, per se, but it wll fail
validation if the CA certificate under which it
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was issued is revoked. See A-1.5 for a discussion
of that action.

A-3.6 Injection

A-3.6.1 Insertion of a bogus CRL can have the sane effects
as |listed above for a nodified CRL, depending on
how the inserted CRL differs fromthe correct CRL

2.4. ROA

In addition to the generic RPKI object syntax checks, ROA validation
requires that the signature on the ROA can be validated using the
public key fromthe EE certificate enbedded in the ROA [ RFC6482]. It
al so requires that the EE certificate be validated consistently with
t he procedures described in [ RFC6482] and [ RFC6487]. Adverse actions
agai nst a ROA can cause the follow ng errors:

A-4.1 Deletion

A-4.1.1 A ROA may be deleted fromthe indicated
publication point. The result is to void the
bi ndi ng between the prefix(es) and the AS nunber
in the ROA. An RP that previously viewed this
bi ndi ng as authentic will now not have any
evi dence about its validity. For origin
validation, this neans that a legitimte route
Wil be treated as Not Found (if there are no other
ROAs for the same prefix) or Invalid (if there is
another ROA for the sanme prefix, but with a
di fferent AS nunber).

A-4.2 Suppression

A-4.2.1 Publication of a newer ROA may be suppressed. |If
the I NR hol der intended to change the binding
bet ween the prefix(es) and the AS nunber in the
ROA, this change will not be effected. As a
result, RPs may continue to believe an old prefix/
ASN bi nding that is no | onger what the I NR hol der
I nt ended.

A-4.2.2 |If an INR holder intends to issue and publish two
(or nmore) new ROAs for the sane address space, one
(or nore) of the new ROAs may be suppressed while
the other is published. In this case, RPs w Il
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A-4.3

A-4.4

A-4.5

A-4.6
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de- preference the suppressed prefix/ASN bi ndi ng.
Suppression of the new ROA might cause traffic to
flowto an ASN ot her than the one(s) intended by
t he I NR hol der.

A-4.2.3 |If an INR holder intends to delete all ROAs for
t he sane address space, sone of them may be
retained while the others are deleted. Preventing
the del etion of some ROAs can cause traffic to
continue to be delivered to the ASNs that were
advertised by these ROAs. Deletion of all ROAs is
consistent with a transfer of address space to a
different INR holder, in a phased fashion. Thus
this sort of attack could interfere with the
successful transfer of the affected address space
(until such tinme as the prefixes are renoved from
the previous INR holder’s CA certificate).

Corruption

A-4.3.1 A ROA may be corrupted. A corrupted ROA will be
ignored by an RP, so the effect is essentially the
sane as for A-4.1 and A-4.5. A possible
difference is that an RP nay be alerted to the
fact that the ROA was corrupted, which m ght
attract attention to the attack.

Modi fi cati on

A-4.4.1 A ROA may be nodified so that the Autononous
System Nunber (ASN) or one or nore of the address
blocks in a ROAis different fromthe val ues the
I NR hol der intended for this ROA. (This action
assunmes that the nodified ROA's ASN and address
ranges are authorized for use by the I NR hol der.)
This attack will cause RPs to de-preference the
| egitimate prefix/ASN binding i ntended by the INR
hol der .

Revocati on

A-4.5.1 A ROA may be revoked (by placing its EE
certificate on the CRL for the publication point).
This has the sane effect as A-4. 1.

I nj ection
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A-4.6.1 A ROA expressing different bindings than those
publ i shed by the INR holder may be injected into a
publication point. This action could authorize an
additional ASN to advertise the specified prefix,
allowing that ASN to originate routes for the
prefix, thus enabling route origin spoofing. 1In
this case, the injected ROA is considered to be in
conpetition with any existing authorized ROAs for
t he specified prefix.

A-4.6.2 An injected ROA m ght express a different prefix
for an ASN al ready authorized to originate a
route, e.g., a longer prefix, which could enable
that ASN to override other advertisenents using
shorter prefixes. |[If there are other ROAs that
aut horize different ASNs to advertise routes to
the injected ROA's prefix, then the injected ROA
is in conpetition with these ROAs.

2.5. Ghostbusters Record

The Ghostbusters record [ RFC6493] is a signed object that may be

i ncluded at a publication point, at the discretion of the I NR hol der
or publication point operator. The record is validated according to
[ RFC6488]. Additionally, the syntax of the record is verified based
on the vCard profile from Section 5 of [RFC6493]. FErrors in this
record do not affect RP processing. However, if an RP encounters a
problemw th objects at a publication point, the RP may use
information fromthe record to contact the publication point
oper at or .

Adverse actions agai nst a Ghostbusters record can cause the foll ow ng
error:

A-5.1 Deletion, suppression, corruption, or revocation of a
Ghost busters record could prevent an RP from contacting the
appropriate entity when a problemis detected by the RP
Modi fication or injection of a Ghosthbusters record coul d
cause an RP to contact the wong entity, thus del ayi ng
remedi ati on of a detected anomaly. All of these actions
are viewed as equivalent froman RP processing perspective;
they do not alter RP validation of ROAs or router
certificates. However, these actions can interfere with
remedi ati on of a probl em when detected by an RP
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2. 6. Router Certificates

Router certificates are used by RPs to verify signatures on
BGPsec _Path attributes carried in Update nessages.

Each AS is free to determne the granularity at which router
certificates are managed [|-D.ietf-sidr-bgpsec-pki-profiles]. Each
participating AS is represented by one or nore router certificates.
During key or algorithmrollover, multiple router certificates wll
be present in a publication point, even if the ASis normally
represented by just one such certificate.

Adverse actions against router certificates can cause the foll ow ng
errors:

A-6.1 Deletion

A-6.1.1 Deletion of a router certificate would cause an RP
to not be able to verify signatures applied to
BGPsec _Path attributes on behalf of the AS in
gquestion. In turn, this would cause the route to
be treated with | ower preference than conpeting
routes that have valid BGPsec Path attribute
signatures. (However, if another router
certificate for the affected ASis valid and
contai ns the same AS nunber and public key, and is
in use by that AS, there would be no effect on
routing. This scenario wll arise if a router
certificate is renewed, i.e., issued with a new
validity interval.)

A-6.2 Suppression

A-6.2.1 Suppression of a router certificate could have the
same inpact as deletion of a certificate of this
type, i.e., if no router certificate was
avai |l abl e, BGPsec attributes that should be
verified using the certificate would fai
validation. |If an older certificate existed, and
had not expired, it would be used by RPs. If the
ol der certificate contained a different ASN, the
i npact would be the sane as in A-6. 4.

A-6.3 Corruption
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Corruption of a router certificate wll result in
the certificate being rejected by RPs. Absent a
valid router certificate, BGPsec Path attri butes
associated with that certificate will be
unverifiable. 1In turn, this would cause the route
to be treated with | ower preference than conpeting
routes that have valid BGPsec Path attribute

si gnat ures.

A-6.4 Modification

A-6.5

A-6.6

Kent & Ma

A-6.4.1

If arouter certificate is nodified to represent a
different ASN, but it still passes syntax checks,
then this action could cause signatures on

BGPsec Path attributes to be associated with the
wong AS. This could cause signed routes to be

i nconsistent with the intent of the INR hol der,
e.g., traffic mght be routed via a different AS

t han i nt ended.

Revocati on

A-6.5.1

I njection

A-6.6.1

If arouter certificate were revoked, BGPsec_ Path
attributes verifiable using that certificate would
not | onger be considered valid. The inpact would
be the sane as for a deleted certificate, as
described in A-6.1.

Insertion of a router certificate could authorize
additional routers to sign BGPsec traffic for the
targeted ASN, and thus underm ne fundanent al
BGPsec security guarantees. |If there are

exi sting, authorized router certificates for the
sane ASN, then the injected router certificate is
in conpetition with these existing certificates.

Anal ysis of Actions Relative to Scenari os

This section exam nes the types of problens that can arise in four
scenari os descri bed below. W consider m stakes, (successful)
attacks against a CA or a publication point, and situations in which
a CA or publication point manager is conpelled to take action by a

| aw enf orcenent authority.

We explore the follow ng four scenari os:
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A. An INR hol der operates its own CA and manages its own
repository publication point.

B. An INR holder operates its own CA but outsources managemnent
of its repository publication point to its parent or another
entity.

C. An INR hol der outsources managenent of its CAto its parent,
but manages its own repository publication point.

D. An INR hol der outsources nmanagenent of its CA and its
publication point to its parent.

Note that these scenarios focus on the affected I NR hol der as the
party directly affected by an adverse action. The nbst serious cases
ari se when the I NR hol der appears as a high-tier CAin the RPK

hi erarchy; in such situations subordinate |INR hol ders nay be affected
as a result of an action. A mstake by or an attack against a "leaf"
has nore |imted i npact because all of the affected INRs belong to
the INR hol der itself.

In Scenario A, actions by the INR holder can adversely affect all of
its resources and, transitively, resources of any subordi nate CAs.
(If the CAis a "leaf" in the RPKI, then it has no subordi nate CAs
and the damage is limted to its own INRs.)

In Scenario B, actions by the (outsourced) repository operator also
can adversely affect the resources of the INR hol der, and those of
any subordinates CAs. (If the CAis a "leaf" in the RPKI, then it
has no subordinate CAs and the danmage is limted, as in Scenario A)
The range of adverse effects here includes those in Scenario A and
adds a new potential source of adverse actions, i.e., the outsourced
repository operator.

In Scenario C, all signed objects associated with the INR hol der are
generated by the parent CA but are self-hosted. (W expect this
scenario to be rare, because an INR holder that elects to outsource
CA operation seens unlikely to manage its own repository publication
point.) Because that CA has the private key used to sign them it
can generate alternative signed objects---ones not authorized by the
I NR hol der. However, erroneous objects created by the parent CA w ||
not be published by the INR holder IF the hol der checks themfirst.
Because the parent CA is acting on behalf of the INR holder, m stakes
by or attacks against that entity are equivalent to ones effected by
the INR holder in Scenario A

The INR holder is nost vulnerable in Scenario D. Actions by the
parent CA, acting on behalf of the INR holder, can adversely affect
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all signed objects associated with that |INR hol der, including any
subordinate CA certificates. These actions will presumably translate
directly into publication point changes, because the parent CAis
managi ng the publication point for the INR holder. The range of
adverse effects here includes those in Scenarios A B, and C

3. 1. Scenario A

In this scenario, the INR holder acts as its own CA and it nanages
its own publication point. Actions by the INR holder can adversely
affect all of its resources and, transitively, resources of any
subordinate CAs. (If the CAis a "leaf" in the RPKI, then it has no
subordinate CAs and the damage is [imted to its own INRs.) M stakes
by the INR hol der can cause any of the actions noted in Section 2. A
successful attack against this CA can effect all of the nodification,
revocation, or injection actions noted in that section. (W assune
that objects generated by the CA are automatically published). An
attack against the publication point can effect all of the deletion,
suppression, or corruption actions noted in that section.

3.2. Scenario B

In this scenario, the INR holder acts as its own CA and but it

del egat es managenent of it own publication point to a third party.

M st akes by the INR hol der can cause any of the nodification,
revocation, or injection actions described in Section 2. Actions by
the repository operator can adversely affect the resources of the INR
hol der, and those of any subordinate CAs. (If the CAis a "leaf" in
the RPKI, then it has no subordinate CAs and the damage is |imted,
as in Scenario A.) The range of adverse effects here includes those
in Scenario A, and adds a new potential source of adverse actions,
i.e., the third party repository operator. A successful attack

agai nst the CA can effect all of the nodification, revocation, or
injection actions noted in that section (assum ng that objects
generated by the CA are automatically published). Here, actions by
t he publication point manager (or attacks against that entity) can
effect all of the deletion, suppression, or corruption actions noted
in Section 2.

3.3. Scenario C

In this scenario, the I NR holder outsources nmanagenent of its CAto
its parent, but manages its own repository publication point. All
si gned objects associated with the INR hol der are generated by the
parent CA but are self-hosted. (W expect this scenario to be rare,
because an I NR hol der that elects to outsource CA operation seemns
unlikely to manage its own repository publication point.) Because
that CA has the private key used to sign them it can generate
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alternative signed objects -- ones not authorized by the INR hol der.
However, erroneous objects created by the parent CA wll not be
publ i shed by the INR holder IF the hol der checks themfirst. Because
the parent CA is acting on behalf of the INR holder, m stakes by or
attacks against that entity are equivalent to ones effected by the
INR holder in Scenario A. M stakes by the INR holder, acted upon by
t he parent CA, can cause any of the actions noted in Section 2.
Actions unilaterally undertaken by the parent CA al so can have the
same effect, unless the INR hol der checks the signed objects before
publ i shing them A successful attack agai nst the parent CA can
effect all of the nodification, revocation, or injection actions
noted in Section 2, unless the INR hol der checks the signed objects
before publishing them An attack against the INR holder (inits
role as repository operator) can effect all of the deletion,
suppression, or corruption actions noted in Section 2 (because the

I NR hol der is managing its publication point), unless the |INR hol der
checks the signed objects before publishing them (An attack agai nst
the INR holder inplies that the path it uses to direct the parent CA
to i ssue and publish objects has been conprom sed.)

3.4. Scenario D

In this scenario an I NR hol der outsources nmanagenent of both its CA
and its publication point to its parent. The INR holder is nost

vul nerable in this scenario. Actions by the parent CA, acting on
behal f of the INR holder, can adversely affect all signed objects
associated with that I NR holder, including any subordi nate CA
certificates. These actions will presumably translate directly into
publ i cati on poi nt changes, because the parent CA is nmanagi ng the
publication point for the INR holder. The range of adverse effects
here includes those in Scenarios A, B, and C. M stakes by the INR
hol der, acted upon by the parent CA, can cause any of the actions
noted in Section 2. Actions unilaterally undertaken by the parent CA
al so can have the same effect. A successful attack agai nst the
parent CA can effect all of the nodification, revocation, or
injection actions noted in Section 2. An attack agai nst the parent
CA can also effect all of the deletion, suppression, or corruption
actions noted in Section 2 (because the parent CA is managing the INR
hol der’ s publication point).

4. Security Considerations

This i nformational docunent describes a threat nodel for the RPKI
focusing on m stakes by or attacks agai nst CAs and i ndependent
repository managers. It is intended to provide a basis for the
design of future RPKI security mechani snms that seek to address the
concerns associated with such actions.
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7.

The analysis in this docunent identifies a nunber of circunstances in
whi ch attacks or errors can have significant inpacts on routing. One

ought not interpret this as a condemmation of the RPKI. It is only
an attenpt to docunent the inplications of a wide range of attacks
and errors, in the context of the RPKI. The primary alternative

mechani sm for dissemnating routing information is Internet Routing
Registry (I RR) technol ogy ([RFC2650], [RFC2725]), which uses the
Routing Policy Specification Language (RPSL) [RFC2622]. IRR

t echnol ogy exhibits its own set of security problens, which are

di scussed in [ RFC7682].

| ANA Consi derati ons
Thi s document has no actions for | ANA.
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