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Abstract

An Entity Attestation Token (EAT) provides a signed (attested) set of
clains that describe state and characteristics of an entity,
typically a device |ike a phone or an |10T device. These clains are
used by a relying party to determ ne how nmuch it wi shes to trust the
entity.

An EAT is either a CW or JWI with sone attestation-oriented clains.
To a | arge degree, all this docunent does is extend CWM and JW.
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1. Introduction

Renote device attestation is a fundanental service that allows a
renot e device such as a nobil e phone, an Internet-of-Things (loT)
device, or other endpoint to prove itself to a relying party, a
server or a service. This allows the relying party to know sone
characteristics about the device and decide whether it trusts the
devi ce.

Renpte attestation is a fundanmental service that can underlie other
protocol s and services that need to know about the trustworthiness of
t he devi ce before proceeding. One good exanple is bionetric

aut henti cati on where the biometric matching is done on the devi ce.
The relying party needs to know that the device is one that is known
to do bionmetric matching correctly. Another exanple is content
protection where the relying party wants to know the device w ||
protect the data. This generalizes on to corporate enterprises that
m ght want to know that a device is trustworthy before all ow ng
corporate data to be accessed by it.

The notion of attestation here is large and may include, but is not
limted to the foll ow ng:

o Proof of the nake and nodel of the device hardware (HW

o Proof of the nake and nodel of the device processor, particularly
for security-oriented chips

o Measurenent of the software (SW running on the device

o Configuration and state of the device
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o Environnental characteristics of the device such as its GPS
| ocati on

TODO nention use for Attestati on Evi dence and Results.
1.1. OCW, JW and UCCS

For flexibility and ease of impenentation in a wide variety of
envi ronnents, EATs can be either CBOR [ RFC7049] or JSON [ ECVMASCri pt]
format. This specification sinultaneously describes both formats.

An EAT is either a CWM as defined in [RFC8392], a UCCS as defined in
[UCCS. Draft], or a JWI as defined in [RFC7519]. This specification
extends those specifications with additional clains for attestation.

The identification of a protocol elenent as an EAT, whether CBOR or
JSON format, follows the general conventions used by CWM, JW and
UCCS. Largely this depends on the protocol carrying the EAT. In
sonme cases it may be by content type (e.g., MM type). In other
cases it may be through use of CBOR tags. There is no fixed
mechani sm across all use cases.

1.2. CDDL

This specification uses CDDL, [RFC8610], as the primary formalismto
define each claim The inplenmentor then interprets the CDDL to cone
to either the CBOR [ RFC7049] or JSON [ ECMAScript] representation. In
the case of JSON, Appendix E of [ RFC8610] is followed. Additional
rules are given in Section 5.3.2 of this docunent where Appendix E is
insufficient. (Note that this is not to define a general neans to
transl ate between CBOR and JSON, but only to define enough such that
the clains defined in this docunent can be rendered unanbi guously in

JSON) .

The CWI specification was authored before CDDL was avail able and did
not use it. This specification includes a CDDL definition of nost of
what is described in [ RFC8392].

1.3. Entity Overview

An "entity" can be any device or device subassenbly ("subnodule")
that can generate its own attestation in the formof an EAT. The
attestation should be cryptographically verifiable by the EAT
consuner. An EAT at the device-level can be conposed of several
subnmodul e EAT's. It is assuned that any entity that can create an
EAT does so by neans of a dedicated root-of-trust (RoT).
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Moder n devi ces such as a nobil e phone have many different execution
environments operating with different security levels. For exanple,
it is cormon for a nobile phone to have an "apps" environnent that
runs an operating system (0OS) that hosts a plethora of downl oadabl e
apps. It may also have a TEE (Trusted Execution Environnent) that is
di stinct, isolated, and hosts security-oriented functionality Iike

bi onetric authentication. Additionally, it may have an eSE (enbedded
Secure Elenent) - a high security chip with defenses agai nst HW
attacks that can serve as a RoT. This device attestation format
allows the attested data to be tagged at a security level from which
it originates. In general, any discrete execution environnent that
has an identifiable security |evel can be considered an entity.

1.4. EAT Operating Mdels

TODO Rewrite (or elimnate) this section in [ight of the RATS
architecture draft.

At |east the followng three participants exist in all EAT operating
nodel s. Sone operating nodels have additional participants.

The Entity. This is the phone, the 10T device, the sensor, the sub-
assenbly or such that the attestation provides information about.

The Manufacturer. The conpany that made the entity. This may be a
chip vendor, a circuit board nodul e vendor or a vendor of finished
consuner products.

The Relying Party. The server, service or conpany that nakes use of
the information in the EAT about the entity.

In all operating nodels, the manufacturer provisions sonme secret
attestation key material (AKM into the entity during manufacturing.
This m ght be during the manufacturer of a chip at a fabrication
facility (fab) or during final assenbly of a consuner product or any
time in between. This attestation key material is used for signing
EATs.

In all operating nodels, hardware and/or software on the entity
create an EAT of the format described in this docunent. The EAT is
al ways signed by the attestation key material provisioned by the
manuf act ur er.

In all operating nodels, the relying party nmust end up know ng t hat
the signature on the EAT is valid and consistent with data from
claims in the EAT. This can happen in many different ways. Here are
sone exanpl es.
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0o The EAT is transmtted to the relying party. The relying party
gets corresponding key material (e.g. a root certificate) fromthe
manufacturer. The relying party perforns the verification.

o The EAT is transmtted to the relying party. The relying party
transmts the EAT to a verification service offered by the
manufacturer. The server returns the validated cl ains.

o The EAT is transmitted directly to a verification service, perhaps

operated by the manufacturer or perhaps by another party. It
verifies the EAT and nmakes the validated clains available to the
relying party. It may even nodify the clainms in sone way and re-

sign the EAT (wth a different signing key).

Al'l these operating nodels are supported and there is no preference
of one over the other. It is inportant to support this variety of
operating nodels to generally facilitate deploynent and to allow for
sone special scenarios. One special scenario has a validation

service that is nonetized, nost |ikely by the manufacturer. In
anot her, a privacy proxy service processes the EAT before it is
transmtted to the relying party. 1In yet another, symetric key
material is used for signing. In this case the manufacturer should

performthe verification, because any rel ease of the key materi al
woul d enabl e a participant other than the entity to create valid
si gned EATs.

1.5. What is Not Standardi zed

The following is not standardi zed for EAT, just the sanme they are not
standardi zed for CAM or JW.

1.5.1. Transm ssion Protocol

EATs may be transmitted by any protocol the sane as CW's and JWs.
For exanple, they m ght be added in extension fields of other
protocols, bundled into an HTTP header, or just transmtted as files.
This flexibility is intentional to all ow broader adoption. This
flexibility is possible because EAT's are self-secured with signing
(and possibly additionally with encryption and anti-replay). The
transm ssion protocol is not required to fulfill any additional
security requirenents.

For certain devices, a direct connection may not exi st between the
EAT- produci ng device and the Relying Party. |In such cases, the EAT
shoul d be protected agai nst malicious access. The use of COSE and
JOSE all ows for signing and encryption of the EAT. Therefore, even
if the EAT is conveyed through internedi aries between the device and
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Rel ying Party, such internediaries cannot easily nodify the EAT
payl oad or alter the signature.

1.5.2. Signing Schene

The term "signing schene" is used to refer to the systemthat

i ncl udes end-end process of establishing signing attestation key
material in the entity, signing the EAT, and verifying it. This

m ght involve key IDs and X. 509 certificate chains or somnething
simlar but different. The term"signing algorithm' refers just to
the algorithmID in the COSE signing structure. No particular
signing algorithmor signing schenme is required by this standard.

There are three main inplenentation issues driving this. First,
secure non-vol atile storage space in the entity for the attestation
key material may be highly limted, perhaps to only a few hundred
bits, on sonme small 10T chips. Second, the factory cost of

provi sioning key material in each chip or device may be high, with
even mllisecond delays adding to the cost of a chip. Third,
privacy-preserving signing schenmes |ike ECDAA (Elliptic Curve Direct
Anonynous Attestation) are conplex and not suitable for all use
cases.

Over tine to faciliate interoperability, sonme signing schenes may be
defined in EAT profiles or other docunents either in the |IETF or
out si de.

2. Term nol ogy
The key words "MJST", "MJST NOI", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "NOT RECOMVENDED', "NMAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

Thi s docunent reuses term nology fromJW [RFC7519], COSE [ RFC8152],
and CW' [ RFC8392] .

Cl ai m Nane. The human-readabl e nane used to identify a claim
ClaimKey. The CBOR map key or JSON nane used to identify a claim

C aim Value. The value portion of the claim A claimvalue can be
any CBOR data item or JSON val ue.

CWr Clainms Set. The CBOR map or JSON object that contains the clains
conveyed by the CW or JW.
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3.

3.

Attestation Key Material (AKM. The key material used to sign the
EAT token. If it is done symmetrically with HVAC, then this is a
sinple symmetric key. If it is done with ECC, such as an | EEE
DeviD [IDeviD], then this is the private part of the EC key pair.
If ECDAA is used, (e.g., as used by Enhanced Privacy ID, i.e.
EPID) then it is the key material needed for ECDAA.

The d ai s

This section describes new clainms defined for attestation. It also
nmentions several clains defined by CWM and JW that are particularly
i nportant for EAT.

Note also: * Any claimdefined for CM or JW nmay be used in an EAT
including those in the COAM [I ANA. CW. d ai ns] and JWI | ANA
[ ANA. JWI. Cl ains] clains registries.

o Al clains are optional
o No clains are mandatory

o Al clains that are not understood by inplenentations MIST be
i gnored

There are no default val ues or nmeani ngs assigned to absent clains
ot her than they are not reported. The reason for a clainis absence
may be the inplenentation not supporting the claim an inability to
determine its value, or a preference to report in a different way
such as a proprietary claim

CDDL along with text descriptions is used to define each claim

i ndepdent of encoding. Each claimis defined as a CDDL group (the
group is a general aggregation and type definition feature of CDDL).
In the encodi ng section Section 5, the CDDL groups turn into CBOR nap
entries and JSON nane/val ue pairs.

TODO add paragraph here about use for Attestation Evidence and for
Resul t s.

1. Token ID Caim(cti and jti)

CW defines the "cti" claim JW defines the "jti" claim These are
equi val ent to each other in EAT and carry a unique token identifier
as they do in JW and CWM. They may be used to defend agai nst re use
of the token but are distinct fromthe nonce that is used by the
relying party to guarantee freshness and defend agai nst repl ay.
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3.2. Tinestanp claim(iat)

The "iat" claimdefined in CWf and JW is used to indicate the date-
of-creation of the token, the time at which the clains are coll ected
and the token is conposed and si gned.

The data for sone clains may be held or cached for some period of
time before the token is created. This period may be |ong, even
days. Exanples are nmeasurenents taken at boot or a geographic
position fix taken the last time a satellite signal was received.
There are individual tinestanps associated with these clains to
indicate their age is older than the "iat" tinmestanp.

CW allows the use floating-point for this claim EAT disallows the
use of floating-point. No token nmay contain an iat claimin float-
point format. Any recipient of a token with a floating-point format
iat claimmy consider it an error. A 64-bit integer representation
of epoch time can represent a range of +/- 500 billion years, so the
only point of a floating-point tinmestanp is to have precession
greater than one second. This is not needed for EAT

3.3. Nonce Caim(nonce)

Al |l EATs should have a nonce to prevent replay attacks. The nonce is
generated by the relying party, the end consuner of the token. It is
conveyed to the entity over whatever transport is in use before the

token is generated and then included in the token as the nonce claim

Thi s docunents the nonce claimfor registration in the | ANA O
clains registry. This is equivalent to the JW nonce claimthat is
al ready registered.

The nonce nust be at |east 8 bytes (64 bits) as fewer are unlikely to
be secure. A maxi numof 64 bytes is set tolimt the nmenory a
constrained i npl enentation uses. This size range is not set for the
al ready-regi stered JW nonce, but it should follow this size
recommendati on when used in an EAT.

Mul ti pl e nonces are allowed to acconmodate mnultistage verification
and consunpti on.

3.3. 1. nonce CDDL

{::i1nclude cddl/nonce. cddl }
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3.4. Universal Entity ID daim(ueid)

UEID s identify individual manufactured entities / devices such as a
nobi | e phone, a water neter, a Bluetooth speaker or a networked
security canera. It may identify the entire device or a subnodule or
subsystem It does not identify types, nodels or classes of devices.
It is akin to a serial nunber, though it does not have to be
sequenti al .

UEI D s nust be universally and gl obally uni qgue across manufacturers
and countries. UElIDs nust al so be unique across protocols and
systens, as tokens are intended to be enbedded in many different
protocols and systens. No two products anywhere, even in conpletely
different industries made by two different manufacturers in two
different countries should have the sane UEID (if they are not gl obal
and universal in this way, then relying parties receiving themwl|I
have to track other characteristics of the device to keep devices

di stinct between manufacturers).

There are privacy considerations for UEID s. See Section 7. 1.

The UEID shoul d be permanent. |t should never change for a given
device / entity. |In addition, it should not be reprogranmmbl e.
UEID s are variable length. Al inplenentations MJST be able to
receive UEID s that are 33 bytes long (1 type byte and 256 bits).
The recommended mexi num sent is also 33 bytes.

When the entity constructs the UEID, the first byte is a type and the
followi ng bytes the ID for that type. Several types are allowed to
accommodate different industries and different manufacturing
processes and to give options to avoid paying fees for certain types
of manufacturer registrations.

Creation of new types requires a Standards Action [RFC8126].
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S R S R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e +

| Type | Type | Specification |

| Byte | Nane | |

B B o +
0x01 RAND | This is a 128, 192 or 256 bit random nunber

|
generated once and stored in the device. This may |
be constructed by concatenating enough identifiers |
to make up an equi val ent nunber of random bits and |
t hen feeding the concatenation through a |
cryptographi ¢ hash function. It may also be a |
crypt ographic quality random nunber generated once |
at the beginning of the life of the device and |
stored. It may not be smaller than 128 bits. |
Thi s makes use of the | EEE conpany identification |
registry. An EU is either an EU -48, EU -60 or |
EU - 64 and nade up of an QUI, QU -36 or a ClD, |
different registered conpany identifiers, and sone |
uni que per-device identifier. EUs are often the |
I
I
I
I
|
I
I
I
I
I
|
I
|

I
I
I
I
I
I
I
I
0x02 |
I
I
I
| sane as or simlar to MAC addresses. This type
I
I
I
I
I
I
I
I
I
I
I
I

| EEE
EUI

i ncl udes MAC-48, an obsolete nane for EU -48. (Note
that while devices with nmultiple network interfaces
may have nultiple MAC addresses, there is only one
UEI D for a device) [IEEE. 802-2001], [QU . Qi de]
This is a 14-digit identifier consisting of an
8-digit Type Allocation Code and a 6-digit serial
nunber allocated by the manufacturer, which SHALL
be encoded as byte string of length 14 with each
byte as the digit’s value (not the ASCI| encodi ng
of the digit; the digit 3 encodes as 0x03, not
0x33). The | MElI val ue encoded SHALL NOT i ncl ude
Luhn checksum or SVN i nformation. [ThreeGPP. | MEl]

0x03 | MEI

Tabl e 1: UEID Conposition Types

UEID s are not designed for direct use by humans (e.g., printing on
the case of a device), so no textual representation is defined.

The consuner (the relying party) of a UEID MIST treat a UEID as a
conpl etely opaque string of bytes and not nmake any use of its
internal structure. For exanple, they should not use the QU part of
a type Ox02 UEID to identify the manufacturer of the device. Instead
t hey should use the oemd claimthat is defined el sewhere. The
reasons for this are:

o UEIDs types may vary freely fromone manufacturer to the next.
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3.

3.

3.

4.

5.

5.

0 New types of UEIDs nmay be created. For exanple, a type 0x07 UEID
may be created based on some ot her manufacturer registration
schene.

o Device manufacturers are allowed to change fromone type of UEID
to another anytinme they want. For exanple, they may find they can
optim ze their manufacturing by switching fromtype 0x01l to type
0x02 or vice versa. The main requirenment on the manufacturer is
t hat UEI Ds be universally unique.

1. ueid CDDL
{::include cddl/ueid.cddl}
Oigination Claim(origination)

TODO. this claimis likely to be dropped in favor of Endorsenent
identifier and | ocators.

This clai mdescribes the parts of the device or entity that are
creating the EAT. Oten it will be tied back to the device or chip
manufacturer. The follow ng table gives sone exanpl es:

Acnme- TEE The EATs are generated in the TEE aut hored

and configured by "Acne"

| | |
| Acme- TPM | The EATs are generated in a TPM manufactured |
| | by "Acne" |
| Acne-Linux-Kernel | The EATs are generated in a Linux kernel |
| | configured and shi pped by "Acne" |
| Acne-TA | The EATs are generated in a Trusted |
| | Application (TA) authored by "Acne" |
o e e e o e e e e e mmeemmeeaa— +

TODO consider a nore structure approach where the nanme and the UR
and other are in separate fields.

TODO This needs refinenent. It is sonmewhat parallel to issuer claim
in COM in that it describes the authority that created the token.

1. origination CDDL

{::include cddl/origination.cddl}
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3.6. CEMIdentification by | EEE (oem d)

The | EEE operates a gl obal registry for MAC addresses and conpany
IDs. This claimuses that database to identify OEMs. The contents
of the claimnmay be either an |EEE MA-L, MA-M MA-S or an |EEE C D
[TEEE. RA]. An MA-L, formerly known as an QUI, is a 24-bit val ue used
as the first half of a MAC address. MA-Msimlarly is a 28-bit val ue
uses as the first part of a MAC address, and MA-S, fornerly known as
QU -36, a 36-bit value. Many conpani es al ready have purchased one of
these. A CIDis also a 24-bit value fromthe sane space as an MA-L
but not for use as a MAC address. | EEE has published Guidelines for
Use of EU, QU, and CID [QOU . Quide] and provides a | ookup services

[ QU . Lookup]

Conpani es that have nore than one of these IDs or MAC address bl ocks
shoul d pick one and prefer that for all their devices.

Commonly, these are expressed in Hexadeci mal Representation

[ 1 EEE. 802-2001] also called the Canonical format. Wen this claimis
encoded the order of bytes in the bstr are the sane as the order in

t he Hexadeci mal Representation. For exanple, an MA-L |ike "AC- DE-48"
woul d be encoded in 3 bytes with val ues OxAC, OxDE, 0x48. For JSON
encoded tokens, this is further base64url encoded.

3.6.1. oemd CDDL
{::include cddl/oem d. cddl}
3.7. Hardware Version Cains (hardware-version-clains)

The hardware version can be clained at three different |levels, the
chip, the circuit board and the final device assenbly. An EAT can
i ncl ude any conbi nation these cl ai s.

The hardware version is a sinple text string the format of which is
set by each manufacturer. The structure and sorting order of this
text string can be specified using the version-schene itemfrom
CoSW D [ CoSW D .

The hardware version can al so be given by a 13-digit European Article
Nunmber [EAN-13]. An EAN-13 is also known as an International Article
Nunber or nost commonly as a bar code. This claimis the ASCII text
representation of actual digits often printed with a bar code. Use
of this claimnust conply with the EAN all ocation and assi gnnment
rules. For exanple, this requires the manufacturer to obtain a
manuf act ure code from GS1.
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Both the sinple version string and EAN-13 versions may be incl uded
for the sanme hardware

{::include cddl/hardware-version.cddl}
3.8. Software Description and Version
TODO Add clains that reference CoSW D
3.9. The Security Level Claim(security-Ievel)

This claimcharacterizes the device/entity ability to defend agai nst
attacks ained at capturing the signing key, forging clains and at
forging EATs. This is done by

defining four security |levels as described below. This is simlar to
the key protection types defined by the Fast Identity Online (FIDO

Al l'iance [ FI DO Registry]).

These cl ai ns describe security environnment and counter neasures
avai l able on the end-entity / client device where the attestation key
reside and the clains originate.

1 - Unrestricted There is sone expectation that inplenentor wll
protect the attestation signing keys at this level. Oherw se the
EAT provides no neani ngful security assurances.

2- Restricted Entities at this |level should not be general -purpose
operating environments that host features such as app downl oad
systens, web browsers and conpl ex productivity applications. It
is akin to the Secure Restricted | evel (see below) w thout the
security orientation. Exanples include a W-Fi subsystem an |oT
canera, or sensor device.

3 - Secure Restricted Entities at this level nust neet the criteria
defined by FIDO All owed Restricted Operating Environnents
[ FI DO ARCE]. Exanples include TEE s and schenes using
virtualization-based security. Like the FIDO security goal,
security at this level is ained at defending well against |arge-
scale network / renote attacks agai nst the device.

4 - Hardware Entities at this level must include substantial defense
agai nst physical or electrical attacks against the device itself.
It is assuned any potential attacker has captured the device and
can disassenble it. Exanple include TPMs and Secure El enents.

The entity should claimthe highest security level it achieves and no

hi gher. This set is not extensible so as to provide a conmon
i nt eroperabl e description of security level to the relying party. |If
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a particular inplenmentation considers this claimto be inadequate, it
can define its own proprietary claim It may consider including both
this claimas a coarse indication of security and its own proprietary
claimas a refined indication.

This claimis not intended as a replacenent for a proper end-device
security certification schemes such as those based on FIPS 140

[ FI PS-140] or those based on Common Criteria [Common. Criterial. The
claimmade here is solely a self-claimmade by the Entity Oigi nator.

3.9.1. security-level CDDL
{::include cddl/security-I|evel.cddl}
3.10. Secure Boot C aim(secure-boot)

The value of true indicates secure boot is enabled. Secure boot is
consi dered enabl ed when base software, the firmwvare and operating
system are under control of the entity manufacturer identified in
the oem d claind described in Section 3.6. This nmay because the
software is in ROM or because it is cryptographically authenticated
or sone conbi nation of the two or other.

3.10.1. secure-boot CDDL
{::include cddl/secure-boot. cddl}
3.11. Debug Status C ai m (debug-status)

This applies to systemw de or subnodul e-w de debug facilities of the
target device / subnodule |ike JTAG and di agnostic hardware built
into chips. It applies to any software debug facilities related to
root, operating systemor privileged software that allow systemw de
menory inspection, tracing or nodification of non-system software

i ke user node applications.

This characterizati on assunes that debug facilities can be enabl ed
and disabled in a dynam c way or be disabled in sone pernanent way
such that no enabling is possible. An exanple of dynami c enabling is
one where sone authentication is required to enabl e debuggi ng. An
exanpl e of permanent disabling is blowing a hardware fuse in a chip.
The specific type of the mechanismis not taken into account. For
exanple, it does not matter if authentication is by a gl obal password
or by per-device public keys.

As with all clainms, the absence of the debug level claimneans it is
not reported. A conservative interpretation m ght assune the Not
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Di sabled state. It could however be that it is reported in a
proprietary claim

This claimis not extensible so as to provide a conmon interoperable
description of debug status to the relying party. |f a particular

i npl enentation considers this claimto be inadequate, it can define
its own proprietary claim It may consider including both this claim
as a coarse indication of debug status and its own proprietary claim
as a refined indication.

The hi gher |evels of debug disabling requires that all debug

di sabling of the levels belowit be in effect. Since the | owest

| evel requires that all of the target’s debug be currently disabl ed,
all other levels require that too.

There is no inheritance of clainms froma subnodule to a superior
nmodul e or vice versa. There is no assunption, requirenent or
guarantee that the target of a superior nodul e enconpasses the
targets of subnodules. Thus, every subnodul e nust explicitly
describe its own debug state. The verifier or relying party

recei ving an EAT cannot assune that debug is turned off in a
subnodul e because there is a claimindicating it is turned off in a
superi or nodul e.

An individual target device / subnodul e may have multipl e debug
facilities. The use of plural in the description of the states
refers to that, not to any aggregation or inheritance.

The architecture of sone chips or devices may be such that a debug
facility operates for the whole chip or device. |If the EAT for such
a chip includes subnodul es, then each subnodul e shoul d i ndependently
report the status of the whole-chip or whol e-device debug facility.
This is the only way the relying party can know t he debug status of
t he subnodul es since there is no inheritance.

3.11.1. Enabl ed

I f any debug facility, even manufacturer hardware diagnostics, is
currently enabled, then this [ evel nust be indicated.

3.11.2. Disabled
This level indicates all debug facilities are currently disabled. It
may be possible to enable themin the future, and it nmay al so be

possi bl e that they were enabled in the past after the target device/
sub- syst em boot ed/ started, but they are currently disabl ed.
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3.11. 3. Di sabl ed Si nce Boot

This level indicates all debug facilities are currently disabled and
have been so since the target device/sub-system booted/started.

3.11. 4. D sabled Permanently

This level indicates all non-manufacturer facilities are permanently
di sabl ed such that no end user or devel oper cannot enable them Only
t he manufacturer indicated in the OEMD cl ai mcan enable them This
al so indicates that all debug facilities are currently disabl ed and
have been so since boot/start.

3.11.5. Disabled Fully and Pernmanently

This level indicates that all debug capabilities for the target
devi ce/ sub-nodul e are permanentl|y di sabl ed.

3.11. 6. debug-status CDDL
{::include cddl/debug-status.cddl}
3.12. Including Keys

An EAT may include a cryptographic key such as a public key. The
signing of the EAT binds the key to all the other clains in the
t oken.

The purpose for inclusion of the key may vary by use case. For
exanpl e, the key may be included as part of an |IoT device onboarding
protocol. Wen the FIDO protocol includes a pubic key inits
attestation nessage, the key represents the binding of a user, device
and relying party. This docunent describes how cl ai ms cont ai ni ng
keys shoul d be defined for the various use cases. |t does not define
specific clains for specific use cases.

Keys in CBOR format tokens SHOULD be the COSE_Key format [RFC8152]
and keys in JSON format tokens SHOULD be the JSON Wb Key format

[ RFC7517]. These two formats support many common key types. Their
use avoids the need to decode other serialization formats. These two
formats can be extended to support further key types through their

| ANA registries.

The general confirmation claimformat [ RFC8747], [RFC7800] may al so
be used. It provides key encryption. It also allows for inclusion
by reference through a key ID. The confirmation claimformt nay
enpl oyed in the definition of sone newclaimfor a a particular use
case.
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When the actual confirmation claimis included in an EAT, this
docunent associ ates no use case senmantics other than proof of
posession. Different EAT use cases may choose to associate further
semantics. The key in the confirmation claimMJST be protected the
sane as the key used to sign the EAT. That is, the sanme, equival ent
or better hardware defenses, access controls, key generation and such
nmust be used.

3.13. The Location Caim(location)

The I ocation claimgives the |ocation of the device entity from which
the attestation originates. It is derived fromthe WBC Geol ocati on
APl [WBC. GeoLoc]. The latitude, |ongitude, altitude and accuracy
must conformto [WGS84]. The altitude is in neters above the [ WGS84]
el lipsoid. The two accuracy values are positive nunbers in neters.
The heading is in degrees relative to true north. |If the device is
stationary, the heading is NaN (fl oating-point not-a-nunber). The
speed is the horizontal conponent of the device velocity in nmeters
per second.

When encodi ng fl oating-poi nt nunbers hal f-precision should not be
used. It usually does not provide enough precision for a geographic
location. It is not a requirenent that the receiver of an EAT

i npl enment hal f-precision, so the receiver may not be able to decode
t he | ocati on.

The | ocati on may have been cached for a period of tine before token
creation. For exanple, it mght have been m nutes or hours or nore
since the last contact with a GPS satellite. Either the tinestanp or
age data itemcan be used to quantify the cached period. The
timestanp data itemis preferred as it a non-relative tine.

The age data item can be used when the entity doesn’t know what tine
it is either because it doesn’'t have a clock or it isn't set. The
entity nmust still have a "ticker" that can neasure a tine interval.
The age is the interval between acquisition of the |ocation data and
t oken creation.
See {#l ocati onprivacyconsi derations} bel ow.

3.13.1. location CDDL

{::include cddl /| ocation.cddl}
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3.14. The Uptinme Caim (uptine)

The "uptinme"” claimcontains a value that represents the nunber of
seconds that have el apsed since the entity or subnbod was | ast boot ed.

3.14.1. uptine CDDL
{::include cddl/uptine.cddl}
3.15. The Intended Use d ai m (intended-use)

EAT's may be used in the context of several different applications.
The i ntended-use claimprovides an indication to an EAT consuner
about the intended usage of the token. This claimcan be used as a
way for an application using EAT to internally distinguish between
different ways it uses EAT

1 - Generic GCeneric attestation describes an application where the
EAT consuner requres the nost up-to-date security assessnent of
the attesting entity. It is expected that this is the nost
commonl y-used application of EAT.

2- Registration Entities that are registering for a new service may
be expected to provide an attestation as part of the registration
process. This intended-use setting indicates that the attestation
is not intended for any use but registration.

3 - Provisioning Entities nay be provisioned with different val ues
or settings by an EAT consuner. Exanples include key material or
devi ce managenent trees. The consunmer may require an EAT to
assess device security state of the entity prior to provisioning.

4 - Certificate Issuance (Certificate Signing Request) Certifying
authorities (CA's) may require attestations prior to the issuance
of certificates related to keypairs hosted at the entity. An EAT
may be used as part of the certificate signing request (CSR

5 - Proof-of-Possession An EAT consumer may require an attestation
as part of an acconpanyi ng proof-of - possessi on (PoP) appicati on.
More precisely, a PoP transaction is intended to provide to the
reci pi ent cryptographically-verifiable proof that the sender has
posession of a key. This kind of attestation may be neceesary to
verify the security state of the entity storing the private key
used in a PoP application.
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3.15.1. intended-use CDDL

i nt ended-use = &
generic: 1,
registration: 2,
provi si oni ng: 3,
csr: 4,
pop: 5

3.16. The Subnodul es Part of a Token (subnods)

Sonme devices are conpl ex, having many subsystens or subnodules. A
nobi | e phone is a good exanple. It may have several connectivity
subnodul es for comunications (e.g., W-Fi and cellular). It nay
have subsystens for | ow power audi o and video playback. It may have
one or nore security-oriented subsystens |like a TEE or a Secure

El ement .

The clains for each these can be grouped together in a subnodul e.

The subnods part of a token are in a single map/object wth many
entries, one per subnodule. There is only one subnbods map in a
token. It is identified by its specific label. It is a peer to
other clains, but it is not called a claimbecause it is a container
for a claimset rather than an individual claim This subnods part
of a token allows what m ght be called recursion. It allows claim
sets inside of claimsets inside of clains sets...

3.16.1. Two Types of Subnodul es
Each entry in the subnod map is one of two types:

0 A non-token subnodule that is a map or object directly containing
clainms for the subnodul e.

0o A nested EAT that is a fully formed, independently signed EAT
t oken

3.16.1.1. Non-token Subnodul es
This is sinply a map or object containing clains about the subnodul e.
It may contain clains that are the sane as its surroundi ng token or
superior subnodul es. For exanple, the top-level of the token nay

have a UEID, a subnod may have a different UEID and a further
subor di nate subnmodul e may al so have a UEI D
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It is signed/encrypted along with the rest of the token and thus the
clainms are secured by the sanme Attester with the same signing key as
the rest of the token.

If atokenis in CBOR format (a CM or a UCCS), all non-token
subnodul es nmust be CBOR format. |If a token in in JSON format (a
JWI), all non-token subnodul es nust be in JSON format.

When decoding, this type of subnodule is recognized fromthe other
type by being a data itemof type map for CBOR or type object for
JSON.

3.16.1. 2. Nest ed EATs

This type of subnmodule is a fully fornmed secured EAT as defined in
this docunment except that it MJST NOT be a UCCS or an unsecured JWI.
A nested token that is one that is always secured using COSE or JOSE
usual ly by an independent Attester. Wen the surrounding EAT is a
CWI' or secured JWI, the nested token becones securely bound with the
other clainms in the surroundi ng token.

It is allowed to have a CW' as a subnodule in a JW and vice versa,
but this SHOULD be avoi ded unl ess necessary.

3.16.1.2.1. Surrounding EAT is CBOR format

They type of an EAT nested in a CM is determ ned by whet her the CBOR
type is a text string or a byte string. |If a text string, then it is
aJW. |If a byte string, thenit is a CAW.

A CM nested in a CBOR-format token is always wapped by a byte
string for easier handling with standard CBOR decoders and token
processing APls that will typically take a byte buffer as input.

Nested CW's nay be either a CM CBOR tag or a CM Protocol Message.
COSE | ayers in nested CW' EATs MJUST be a COSE Tagged Message, never a
COSE_Unt agged_Message. |If a nested EAT has nore than one | evel of
COSE, for exanple one that is both encrypted and signed, a
COSE_Tagged_nessage nust be used at every | evel

3.16.1.2.2. Surrounding EAT is JSON for nmat

Wen a CM is nested in a JW, it nust be as a 55799 tag in order to
distinguish it froma nested JW.

When a nested EAT in a JW is decoded, first renpve the base64ur
encodi ng. Next, check to see if it starts with the bytes 0xd9dof 7.
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If so, then it is a CM as a JW will never start with these four
bytes. If not if it is a JW.

O her than the 55799 tag requirenent, tag usage for CM’' s nested in a
JSON format token follow the sane rules as for CWs nested i n CBOR-
format tokens. It may be a CWM CBOR tag or a CW Protocol Message
and COSE _Tagged Message MUST be used at all COSE | ayers.

3.16.1. 3. Unsecured JW's and UCCS Tokens as Subnodul es

To incorporate a UCCS token as a subnodule, it MJST be as a non-token
subnmodul e.  This can be acconplished inserting the content of the
UCCS Tag into the subnmodul e map. The content of a UCCS tag is
exactly a map of clains as required for a non-token subnodule. |If
the UCCS is not a UCCS tag, then it can just be inserted into the
subnodul e map directly.

The definition of a nested EAT type of subnodule is that it is one
that is secured (signed) by an Attester. Since UCCS tokens are
unsecured, they do not fulfill this definition and nust be non-token
subnodul es.

To incorporate an Unsecured JWI as a subnodul e, the null-security
JOSE wr appi ng shoul d be renoved. The resulting clains set should be
inserted as a non-token subnodul e.

To incorporate a UCCS token in a surroundi ng JSON token, the UCCS

t oken clains should be translated from CBOR to JSON. To incorporate
an Unsecured JWI into a surrounding CBOR-format token, the null-
security JOSE should be renoved and the clains translated from JSON
to CBOR

3.16.2. No Inheritance
The subordi nate nodul es do not inherit anything fromthe containing
t oken. The subordi nate nodul es nust explicitly include all of their
claims. This is the case even for clains |ike the nonce and age.

This rule is in place for sinplicity. It avoids conplex inheritance
rules that mght vary fromone type of claimto another

3.16.3. Security Levels
The security level of the non-token subordi nate nodul es shoul d al ways
be |l ess than or equal to that of the containing nodules in the case

of non-token subnodules. It makes no sense for a nodul e of | esser
security to be signing clains of a nodule of higher security. An
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exanple of this is a TEE signing clainms nmade by the non-TEE parts
(e.g. the high-level OS) of the device.

The opposite may be true for the nested tokens. They usually have
their owm nore secure key material. An exanple of this is an
enbedded secure el enent.

3.16.4. Subnodul e Nanes

The | abel or nane for each subnodule in the subnods nap is a text
string nam ng the subnodule. No subnodul es nay have the sane nane.

3.16.5. subnods CDDL
{::include cddl/subnods. cddl}

4. Endorsenents and Verification Keys

TODO fill this section in. It will discuss key IDs, endorsenent |ID
and such that are needed as input needed to by the Verifier to verify
the signature. This will NOT discuss the contents of an Endorsenent,

just and I DIl ocator.
5.  Encodi ng

This makes use of the types defined in CDDL Appendi x D, Standard
Pr el ude.

Sone of the CDDL included here is for clains that are defined in CM
[ RFC8392] or JWI [RFC7519] or are in the 1 ANA CWM or JW registries.
CDDL was not in use when these clains where defi ned.

5.1. Common CDDL Types

time-int is identical to the epoch-based tine, but disallows
fl oati ng-point representation.

{::include cddl/comon-types. cddl}

5.2. CDDL for CW-defined d ains

This section provides CDDL for the clains defined in CM. It is non-
normative as [RFC8392] is the authoritative definition of these
cl ai ns.

{::include cddl/cwt.cddl}
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JSON
1. JSON Label s
{::include cddl/json. cddl}
2. JSON Interoperability

JSON shoul d be encoded per RFC 8610 Appendix E. In addition, the
following CODL types are encoded in JSON as foll ows:

0 bstr - nust be base64url encoded

o tinme - nust be encoded as NunericDate as descri bed section 2 of
[ RFC7519] .

0O string-or-uri - nust be encoded as StringOrURI as descri bed
section 2 of [RFC7519].

CBOR
1. CBOR Interoperability

Variations in the CBOR serializations supported in CBOR encodi ng and
decodi ng are all owed and suggests that CBOR-based protocols specify

how this variation is handled. This section specifies what formats

MUST be supported in order to achieve interoperability.

The assunption is that the entity is likely to be a constrained
device and relying party is likely to be a very capable server. The
approach taken is that the entity generating the token can use

what ever encoding it wants, specifically encodings that are easier to
i npl enent such as indefinite lengths. The relying party receiving

t he token nust support decoding all encodi ngs.

These rul es cover all types used in the clains in this docunent.
They al so are recommendati ons for additional clains.

Canoni cal CBOR encoding, Preferred Serialization and

Determ nistically Encoded CBOR are explicitly NOT required as they
woul d pl ace an unnecessary burden on the entity inplenentation,
particularly if the entity inplenmentation is inplenmented in hardware.

o Integer Encoding (major type 0, 1) - The entity nmay use any

i nt eger encodi ng all owed by CBOR  The server MJST accept al
i nt eger encodi ngs al |l owed by CBOR
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5.

6.

6.

5.

1

String Encoding (major type 2 and 3) - The entity can use any
string encoding allowed by CBOR including indefinite lengths. It
may al so encode the lengths of strings in any way all owed by CBOR
The server nust accept all string encodi ngs.

Maj or type 2, bstr, SHOULD have tag 21 to indicate conversion to
base64url in case that conversion is perforned.

Map and Array Encoding (najor type 4 and 5) - The entity can use
any array or map encoding allowed by CBOR including indefinite

I engths. Sorting of map keys is not required. Duplicate map keys
are not allowed. The server nust accept all array and nap

encodi ngs. The server may reject maps with duplicate map keys.

Date and Tine - The entity should send dates as tag 1 encoded as
64-bit or 32-bit integers. The entity may not send fl oati ng-poi nt
dates. The server nust support tag 1 epoch-based dates encoded as
64-bit or 32-bit integers. The entity may send tag O dates,
however tag 1 is preferred. The server nust support tag 0 UTC

dat es.

URIs - URI's should be encoded as text strings and narked with tag
32.

Fl oating Point - The entity may use any fl oating-point encodi ng.
The relying party must support decoding of all types of floating-
poi nt .

QG her types - Other types |ike bignuns, regul ar expressions and
such, SHOULD NOT be used. The server MAY support them but is not
required to so interoperability is not guaranteed.

Col | ect ed CDDL

{::include cddl/eat-token. cddl}

| ANA Consi der ati ons

Reuse of CBOR Wb Token (CW) C ainms Registry

Cl ains defined for EAT are conpatible with those of CWM so the CW
Clainms Registry is re used. No new | ANA registry is created. Al
EAT cl aims should be registered in the CM and JW C ai ns Registries.
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6.

6.

6.

2. Claim Characteristics

The follow ng is design guidance for creating new EAT cl ai s,
particularly those to be registered with | ANA

Much of this guidance is generic and could al so be consi dered when
desi gning new CWM or JWI cl ai ns.

2.1. Interoperability and Relying Party Orientation

It is a broad goal that EATs can be processed by relying parties in a
general way regardless of the type, manufacturer or technol ogy of the
device fromwhich they originate. It is a goal that there be
general - purpose verification inplenentations that can verify tokens
for large nunbers of use cases with special cases and configurations
for different device types. This is a goal of interoperability of
the semantics of clains thenselves, not just of the signing, encoding
and serialization formats.

This is a lofty goal and difficult to achieve broadly requiring
careful definition of clainms in a technol ogy neutral way. Sonetines
it will be difficult to design a claimthat can represent the
semantics of data fromvery different device types. However, the
goal remains even when difficult.

2.2. Operating System and Technol ogy Neutral

Gl ai ms shoul d be defined such that they are not specific to an
operating system They should be applicable to multiple I arge high-

| evel operating systenms fromdifferent vendors. They should al so be
applicable to nultiple small enbedded operating systens fromnmultiple
vendors and everything in between.

Cl ai ms shoul d not be defined such that they are specific to a SW
envi ronnent or progranm ng | anguage.

C ai ms shoul d not be defined such that they are specific to a chip or
particul ar hardware. For exanple, they should not just be the
contents of sone HWstatus register as it is unlikely that the sane
HWstatus register with the sanme bits exists on a chip of a different
manuf act ur er.

The boot and debug state clains in this docunent are an exanple of a
claimthat has been defined in this neutral way.
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6.2.3. Security Level Neutral

Many use cases wi |l have EATs generated by sone of the nobst secure
har dware and software that exists. Secure Elenents and snmart cards
are exanples of this. However, EAT is intended for use in | ow
security use cases the sane as high-security use case. For exanple,
an app on a nobile device may generate EATS on its own.

Cl ai ms shoul d be defined and regi stered on the basis of whether they
are useful and interoperable, not based on security level. In
particul ar, there should be no exclusion of clains because they are
just used only in | owsecurity environnents.

6. 2. 4. Reuse of Extant Data Fornmats

Where possible, clainms should use al ready standardi zed data itens,
identifiers and formats. This takes advantage of the expertise put
into creating those formats and i nproves interoperability.

Oten extant clainms will not be defined in an encoding or
serialization format used by EAT. It is preferred to define a CBOR
and JSON format for them so that EAT inplenmentations do not require a
pl et hora of encoders and decoders for serialization formts.

In some cases, it may be better to use the encoding and serialization
as is. For exanple, signed X 509 certificates and CRLs can be
carried as-is in a byte string. This retains interoperability with
the extensive infrastructure for creating and processi ng X 509
certificates and CRLs.

6.2.5. Proprietary Cains
EAT allows the definition and use of proprietary clains.
For exanple, a device manufacturer nmay generate a token with
proprietary clains intended only for verification by a service
of fered by that device manufacturer. This is a supported use case.
In many cases proprietary clains will be the easiest and nobst obvi ous
way to proceed, however for better interoperability, use of general
standardi zed clains is preferred.

6.3. Cains Registered by This Docunent
o O aimNane: UElID

o ClaimBDescription: The Universal Entity ID

Mandyam et al. Expires June 4, 2021 [ Page 28]



| nt er net - Draf t EAT Decenmber 2020

o JW daimNanme: NA
o ClaimKey: 8
o CaimValue Type(s): byte string
o Change Controller: |IESG
o Specification Docunent(s): *this docunment*
TODO add the rest of the clains in here

7. Privacy Considerations
Certain EAT clains can be used to track the owner of an entity and
therefore, inplenmentations should consider providing privacy-
preserving opti ons dependent on the intended usage of the EAT
Exanpl es woul d i ncl ude suppression of |ocation clains for EAT s
provi ded to unauthenticated consuners.

7.1. UEID Privacy Considerations
A UEID is usually not privacy-preserving. Any set of relying parties
t hat receives tokens that happen to be froma single device will be

able to know the tokens are all fromthe sane device and be able to
track the device. Thus, in many usage situations ueid violates

governmental privacy regulation. In other usage situations UEID will
not be allowed for certain products |ike browsers that give privacy
for the end user. It will often be the case that tokens will not

have a UEID for these reasons.

There are several strategies that can be used to still be able to put
UEID s in tokens:

o The device obtains explicit permssion fromthe user of the device
to use the UEID. This may be through a pronpt. It may al so be
through a |icense agreenent. For exanple, agreenents for sone
onl i ne banki ng and br okerage services m ght already cover use of a
UEI D.

o The UEID is used only in a particular context or particul ar use
case. It is used only by one relying party.

o The device authenticates the relying party and generates a derived
UEID just for that particular relying party. For exanple, the
relying party could prove their identity cryptographically to the
devi ce, then the device generates a UEID just for that relying
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party by hashing a proofed relying party IDwth the main device
UEI D.

Not e that some of these privacy preservation strategies result in
multiple UEIDs per device. Each UEID is used in a different context,
use case or systemon the device. However, fromthe view of the
relying party, there is just one UEID and it is still globally

uni versal across manufacturers.

7.2. Location Privacy Considerations

Ceographic location is nost always consi dered personally identifiable

information. |Inplementers should consider |aws and regul ations
governing the transm ssion of |ocation data fromend user devices to
servers and services. |Inplenenters should consider using |ocation

managenent facilities offered by the operating systemon the device
generating the attestation. For exanple, many nobil e phones pronpt
t he user for perm ssion when before sending |ocation data.

8. Security Considerations

The security considerations provided in Section 8 of [RFC8392] and
Section 11 of [RFC7519] apply to EAT in its CM and JW form
respectively. 1In addition, inplenentors should consider the

f ol | ow ng.

8.1. Key Provisioning

Private key material can be used to sign and/or encrypt the EAT, or
can be used to derive the keys used for signing and/or encryption.
In some instances, the manufacturer of the entity may create the key
mat eri al separately and provision the key material in the entity
itself. The manfuacturer of any entity that is capable of producing
an EAT should take care to ensure that any private key material be
suitably protected prior to provisioning the key material in the
entity itself. This can require creation of key material in an

encl ave (see [ RFC4949] for definition of "enclave"), secure

transm ssion of the key material fromthe enclave to the entity using
an appropriate protocol, and persistence of the private key nmateri al
in sonme formof secure storage to which (preferably) only the entity
has access.

8.1.1. Transm ssion of Key Materi al
Regardi ng transm ssion of key material fromthe enclave to the
entity, the key material nmay pass through one or nore internediaries.

Therefore sonme formof protection ("key wapping") may be necessary.
The transm ssion itself may be perforned electronically, but can al so
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be done by human courier. 1In the latter case, there should be

m nimal to no exposure of the key material to the human (e.g.
encrypted portable nenory). Moreover, the human should transport the
key material directly fromthe secure enclave where it was created to
a destination secure enclave where it can be provisioned.

8.2. Transport Security

As stated in Section 8 of [RFC8392], "The security of the CM relies
upon on the protections offered by COSE'. Simlar considerations
apply to EAT when sent as a CWM. However, EAT introduces the concept
of a nonce to protect against replay. Since an EAT nay be created by
an entity that may not support the sanme type of transport security as
t he consunmer of the EAT, internediaries nmay be required to bridge
communi cations between the entity and consuner. As a result, it is
RECOMMVENDED t hat both the consuner create a nonce, and the entity

| everage the nonce along with COSE nechani sns for encryption and/ or
signing to create the EAT.

Simlar considerations apply to the use of EAT as a JW. Although
the security of a JW | everages the JSON Wb Encryption (JVWE) and
JSON Wb Signature (JWB) specifications, it is still recomrended to
make use of the EAT nonce.

8.3. Miltiple EAT Consuners

In many cases, nore than one EAT consunmer may be required to fully
verify the entity attestation. Exanples include individual consumers
for nested EATs, or consunmers for individual clainms with an EAT

When nmultiple consuners are required for verification of an EAT, it

is inmportant to mnimze information exposure to each consunmer. In
addi tion, the conmunication between nultiple consuners should be
secure.

For instance, consider the exanple of an encrypted and signed EAT
wth multiple clains. A consuner may receive the EAT (denoted as the
"receiving consuner"), decrypt its payload, verify its signature, but
t hen pass specific subsets of clains to other consuners for

eval uation ("downstream consuners”). Since any COSE encryption wl|
be renoved by the receiving consuner, the conmunication of claim
subsets to any downstream consuner should | everage a secure protoco
(e.g.one that uses transport-|layer security, i.e. TLS),

However, assume the EAT of the previous exanple is hierarchical and
each cl ai m subset for a downstream consuner is created in the form of
a nested EAT. Then transport security between the receiving and
downstream consuners is not strictly required. Nevertheless,
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downst ream consuners of a nested EAT should provide a nonce unique to
t he EAT they are consum ng.
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Appendi x A. Exanpl es
A.1l. Very Sinple EAT

This is shown in CBOR diagnostic form Only the payl oad signed by
COSE i s shown.

{::include cddl/exanpl es/sinpl e. di ag}

A. 2. Exanple with Subnodul es, Nesting and Security Levels
{::include cddl/exanpl es/ subnods. di ag}

Appendi x B. UEID Design Rational e

B.1. Collision Probability

This calculation is to determ ne the probability of a collision of
UEI Ds given the total possible entity popul ation and the nunber of
entities in a particular entity managenent database.

Three different sized databases are considered. The nunber of

devi ces per person roughly nodel s non-personal devices such as
traffic lights, devices in stores they shop in, facilities they work
in and so on, even considering individual |ight bulbs. A device may
have individually attested subsystens, for exanple parts of a car or
a nobile phone. It is assuned that the | argest database will have at
nost 10% of the world s popul ation of devices. Note that databases
that handle nore than a trillion records exist today.

The trillion-record database size nodels an easy-to-inmagine reality
over the next decades. The quadrillion-record database is roughly at
the limt of what is imaginable and shoul d probably be accomrdat ed.
The 100 quadrillion datadbase is highly specul ati ve perhaps invol ving
nanor obots for every person, livestock ani mal and donesticated bird.
It is included to round out the anal ysis.

Note that the itens counted here certainly do not have I P address and
are not individually connected to the network. They may be connected
to internal buses, via serial links, Bluetooth and so on. This is
not the sane problemas sizing | P addresses.
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R N U N U +
| People | Devices / | Subsystens / | Database | Dat abase Size |
| | Person | Device | Portion | |
R Fom e e o o e e e o - Fom e e o o e e e +
| 10 | 100 | 10 | 10% | trillion |
| billion | | | | (10712) |
| 10 | 100, 000 | 10 | 10% | quadrillion |
| billion | | | | (10715) |
| 100 | 1,000,000 | 10 | 10% | 100 |
| billion | | | | quadrillion |
| | | | | (10717) |
T S U S U +

This is conceptually simlar to the Birthday Problemwhere mis the
nunber of possible birthdays, always 365, and k is the nunber of
people. It is also conceptually simlar to the Birthday Attack where
collisions of the output of hash functions are consi dered.

The proper formula for the collision calculation is
=1- er-k"2/(2n)}
Collision Probability

Total possi bl e popul ation
Actual popul ati on

X 5T ©

However, for the very |arge values involved here, this formla
requires floating point precision higher than commonly available in
calculators and SWso this sinple approximation is used. See

[ Bi rt hdayAtt ack].

p=k"2/ 2n
For this cal cul ati on:
p Collision Probability

n Total popul ation based on nunber of bits in UEID
k Popul ation in a database

e e e e e eeaa oo oo oo +
| Database Size | 128-bit UEID | 192-bit UEID | 256-bit UEID |
o eee e oo oo oo +
| trillion (10712) | 2 * 10~-15 | 8 * 10%-35 | 5 * 107-55

| quadrillion (10715) | 2 * 10%-09 | 8 * 10%-29 | 5 * 10%-49 |
| 100 quadrillion | 2 * 10~-05 | 8 * 10%-25 | 5 * 10%-45 |
| (10717) I I I I
o e ee e e oo oo oo +
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Next, to calculate the probability of a collision occurring in one
year’s operation of a database, it is assuned that the database size
is in a steady state and that 10% of the database changes per year.
For exanple, a trillion record database would have 100 billion states
per year. Each of those states has the above cal cul ated probability
of a collision.

This assunption is a worst-case since it assunes that each state of
t he database is conpletely independent fromthe previous state. In
reality this is unlikely as state changes will be the addition or
del etion of a few records.

The follow ng tables gives the tine interval until there is a
probability of a collision based on there being one tenth the nunber
of states per year as the nunber of records in the database.

t =1/ ((k/ 10) * p)
t Time until a collision

p Collision probability for UEID size
k Dat abase size

T . R . R . +
| Database Size | 128-bit UEID | 192-bit UEID | 256-bit UEID |
U S - S S S S +
| trillion (10712) | 60,000 years | 10724 years | 10744 years |
| quadrillion (10715) | 8 seconds | 10714 years | 10734 years

| 100 quadrillion | 8 | 10711 years | 10731 years |
| (10717) | m croseconds | | |
Fommmmmeememaeeaaaaas I - - +

Clearly, 128 bits is enough for the near future thus the requirenent
that UEIDs be a mninmum of 128 bits.

There is no requirenent for 256 bits today as quadrillion-record

dat abases are not expected in the near future and because this tine-
to-collision calculation is a very worst case. A future update of

t he standard may increase the requirenment to 256 bits, so there is a
requi renent that inplenentations be able to receive 256-bit UEIl Ds.

B.2. No Use of UU D

A UEIDis not a UU D [RFC4122] by conscious choice for the foll ow ng
reasons.

UUIDs are limted to 128 bits which may not be enough for some future
use cases.
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Today, cryptographic-quality random nunbers are avail able from conmon
CPUs and hardware. This hardware was introduced between 2010 and
2015. Qperating systens and cryptographic libraries give access to
this hardware. Consequently, there is little need for

i npl ementations to construct such random val ues fromnul ti pl e sources
on their own.

Version 4 UUI Ds do allow for use of such cryptographic-quality random
nunbers, but do so by mapping into the overall UU D structure of tine
and clock values. This structure is of no value here yet adds

conplexity. It also slightly reduces the nunber of actual bits with
ent r opy.

UUl Ds seemto have been designed for scenarios where the inplenentor
does not have full control over the environnent and uni queness has to
be constructed fromidentifiers at hand. UEID takes the view that
har dware, software and/or manufacturing process directly inplenent
UEID in a sinple and direct way. It takes the view that
cryptographic quality random nunber generators are readily avail able
as they are inplenmented in commonly used CPU hardwar e.

Appendi x C. Changes from Previous Drafts
The followng is a list of known changes fromthe previous drafts.
This list is non-authoritative. It is neant to help reviewers see
the significant differences.

C.1. Fromdraft-rats-eat-01
0 Added UEI D design rational e appendi x

C.2. Fromdraft-mandyamrats-eat-00

This is a fairly large change in the orientation of the docunent, but
no new cl ai ns have been added.

0 Separate information and data nodel using CDDL.

o Say an EAT is a COM or JWI

0 Use a map to structure the boot _state and | ocation cl ains
C.3. Fromdraft-ietf-rats-eat-01

o Carifications and corrections for CEM D claim

o Mnor spelling and other fixes
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0]
C 4.

0]

C. 5.

Add the nonce claim clarify jti claim
Fromdraft-ietf-rats-eat-02

Roll all EU's back into one UEID type

UEI Ds can be one of three |engths, 128, 192 and 256.

Added appendi x justifying UEID design and si ze.

2020

Subnods part now i ncludes nested eat tokens so they can be naned

and there can be nore tha one of them

Lots of fixes to the CDDL

Added security considerations

Fromdraft-ietf-rats-eat-03

Split boot _state into secure-boot and debug-di sable cl ains
Debug disable is an enunerated type rather than Bool eans
Fromdraft-ietf-rats-eat-04

Change | MEl -based UEIDs to be encoded as a 14-byte string
CDDL cl eaned up some nore

CDDL al l ows for JW's and UCCSs

CWI format subnodul es are byte string w apped

Allows for JW nested in CM and vice versa

Al l ows UCCS (unsigned CMs) and JWI unsecured tokens
Clarify tag usage when nesting tokens

Add section on key inclusion

Add hardware version clains

Collected CDDL is now filled in. Oher CDDL corrections.

Renane debug-di sable to debug-status; clarify that it is not
extensi bl e
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o Security level claimis not extensible

o Inprove specification of |location claimand added a | ocation
privacy section

0o Add intended use claim
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