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Abstract

RFC 6750 specified the bearer token concept for securing access to
protected resources. Bearer tokens need to be protected in transit
as well as at rest. Wien a client requests access to a protected
resource it hands-over the bearer token to the resource server.

The QAuth 2.0 Proof-of-Possession security concept extends bearer
token security and requires the client to denonstrate possession of a
key when accessing a protected resource.

Thi s docunent describes how the client obtains this keying materi al
fromthe authorization server

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 28, 2017.
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I nt roducti on

The work on additional security nechani snms beyond QAuth 2.0 bearer
tokens [12] is notivated in [17], which also outlines use cases,
requi renents and an architecture. This docunent defines the ability
for the client indicate support for this functionality and to obtain
keying material fromthe authorization server. As an outcone of the
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exchange between the client and the authorization server is an access
token that is bound to keying material. Cients that access
protected resources then need to denonstrate know edge of the secret
key that is bound to the access token.

To best describe the scope of this specification, the QAuth 2.0
prot ocol exchange sequence is shown in Figure 1. The extension
defined in this docunment piggybacks on the nessage exchange narked
with (C) and (D).

S N + S +
| | --(A)- Authorization Request ->| Resour ce |
| | | Onner |
| | <-(B)-- Authorization Gant ---| |
| | S +
I I

| | Fommm e e e +
| |--(C-- Authorization Grant -->| Authorization |
| Aient | | Server |
| | <-(D)----- Access Token ------- | |
| | S +
I I

| | Fommm e e e +
| |--(E)----- Access Token ------ >| Resour ce

| | | Server |
| | <-(F)--- Protected Resource ---| |
I + S +

Figure 1. Abstract QAuth 2.0 Protocol Flow

In QAuth 2.0 [2] access tokens can be obtained via authorization
grants and using refresh tokens. The core QAuth specification
defines four authorization grants, see Section 1.3 of [2], and [ 14]
adds an assertion-based authorization grant to that list. The token
endpoint, which is described in Section 3.2 of [2], is used with
every authorization grant except for the inplicit grant type. 1In the
inplicit grant type the access token is issued directly.

Thi s docunent extends the functionality of the token endpoint, i.e.,

t he protocol exchange between the client and the authorization
server, to allow keying material to be bound to an access token. Two
types of keying material can be bound to an access token, nanely
symmetric keys and asymmetric keys. Conveying symetric keys from

t he aut horization server to the client is described in Section 4 and
the procedure for dealing with asynmetric keys is described in
Section 5.
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2.

Ter m nol ogy

The key words *MUST', *MJUST NOT', 'REQUI RED , ' SHALL', 'SHALL NOT’,
"SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' MAY', and 'OPTIONAL' in this
specification are to be interpreted as described in [1].

Sessi on Key:

The term session key refers to fresh and uni que keying materi al
establ i shed between the client and the resource server. This
session key has a lifetinme that corresponds to the lifetinme of the
access token, is generated by the authorization server and bound
to the access token.

Thi s docunment uses the follow ng abbreviations:
JWA:  JSON Wb Al gorithnms (JWA) [ 7]

JWI:  JSON Wb Token (JWI) [9]

JWE: JSON Wb Signature (JWS) [ 6]

JVWK:  JSON Wb Key (JWK) [5]

JWE: JSON Wb Encryption (JVE) [ 8]

Audi ence

When an aut horization server creates an access token, according to
the PoP security architecture [17], it may need to know which
resource server will process it. This information is necessary when
t he authori zation server applies integrity protection to the JW
using a symetric key and has to selected the key of the resource
server that has to verify it. The authorization server also requires
this audience information if it has to encrypt a symretric session
key inside the access token using a long-term symetric key.

This section defines a new header that is used by the client to

i ndi cate what protected resource at which resource server it wants to
access. This information may subsequently al so comuni cated by the
aut hori zation server securely to the resource server, for exanple
within the audience field of the access token.

QUESTI ON: A benefit of asymetric cryptography is to allowclients to
request a PoP token for use with nultiple resource servers. The
downsi de of that approach is linkability since different resource
servers will be able to link individual requests to the sane client.
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3.

3.

1

2.

(The sane is true if the a single public key is Iinked with PoP

t okens used with different resource servers.) Nevertheless, to
support the functionality the audi ence paraneter could carry an array
of values. |Is this desirable?

Audi ence Par anet er

The client constructs the access token request to the token endpoi nt
by addi ng the *aud’ parameter using the "application/x-ww-form

url encoded" format with a character encoding of UTF-8 in the HTTP
request entity-body.

The URI included in the aud paraneter MJST be an absolute URI as
defined by Section 4.3 of [3]. It MAY include an "application/x-ww-
formurl encoded" formatted query conponent (Section 3.4 of [3] ).

The URI MUST NOT include a fragment conponent.

The ABNF syntax for the "aud’ elenent is defined in Appendi x A
Processing Instructions

Step (0): As an initial step the client typically determ nes the
resource server it wants to interact with. This may, for exanple,
happen as part of a discovery procedure or via manual
configuration.

Step (1): The client starts the QAuth 2.0 protocol interaction
based on the sel ected grant type.

Step (2): Wen the client interacts with the token endpoint to
obtain an access token it MJST popul ate the new y defined
"audi ence’ paranmeter with the informati on obtained in step (0).

Step (2): The authorization server who obtains the request from
the client needs to parse it to determ ne whether the provided
audi ence val ue matches any of the resource servers it has a
relationship with. |If the authorization server fails to parse the
provi ded value it MJST reject the request using an error response
with the error code "invalid request”. |If the authorization
server does not consider the resource server acceptable it MJST
return an error response with the error code "access_denied". In
both cases additional error information may be provided via the
error_description, and the error_uri paraneters. |f the request
has, however, been verified successfully then the authorization
server MJST include the audience claiminto the access token with
t he val ue copied fromthe audience field provided by the client.
In case the access token is encoded using the JSON Wb Token
format [9] the "aud" claim MJUST be used. The access token, if

Bradl ey, et al. Expi res August 28, 2017 [ Page 5]



Internet-Draft QAuth 2.0 PoP: AS-Client Key Distribution February 2017

passed per value, MJST be protected agai nst nodification by either
using a digital signature or a keyed nessage digest. Access

t okens can al so be passed by reference, which then requires the

t oken introspection endpoint (or a simliar, proprietary protocol
mechani sm to be used. The authorization server returns the
access token to the client, as specified in [2].

Subsequent steps for the interaction between the client and the
resource server are beyond the scope of this docunent.

4. Symretric Key Transport

4.1. dient-to-AS Request
In case a symmetric key shall be bound to an PoP token the follow ng
procedure is applicable. 1In the request nmessage fromthe QAuth
client to the QAuth authorization server the follow ng paraneters MY
be i ncl uded:
token_type: OPTIONAL. See Section 6 for nore details.
alg: OPTIONAL. See Section 6 for nore details.
These two new paraneters are optional in the case where the
aut hori zation server has prior know edge of the capabilities of the
client otherw se these two paraneters are required. This prior
knowl edge may, for exanple, be set by the use of a dynamic client
regi stration protocol exchange.

QUESTI ON: Shoul d we register these two paraneters for use with the
dynam c client registration protocol?

For exanple, the client nakes the follow ng HITP request using TLS
(extra line breaks are for display purposes only).

Bradl ey, et al. Expi res August 28, 2017 [ Page 6]



Internet-Draft QAuth 2.0 PoP: AS-Client Key Distribution February 2017

POST /token HTTP/ 1.1

Host: server. exanpl e.com

Aut hori zati on: Basic czZCaGRSa3FOM pnVWDFmnFFOM2IW
Cont ent - Type: application/ x-wwform url encoded; char set =UTF- 8

grant _type=aut hori zati on_code
&code=Spl x| OBeZQQYbYS6WkSbl A

&redirect _uri=htt ps¥%@BAYRFY2Fcl i ent Y%2Eexanpl e¥2Econ?@2Fchb
&t oken_t ype=pop

&al g=HS256

Exanpl e Request to the Authorization Server
4.2. dient-to-AS Response

If the access token request has been successfully verified by the

aut hori zation server and the client is authorized to obtain a PoP
token for the indicated resource server, the authorization server

i ssues an access token and optionally a refresh token. If client
authentication failed or is invalid, the authorization server returns
an error response as described in Section 5.2 of [2].

The aut horization server MJST include an access token and a ’'key’
el ement in a successful response. The 'key' paraneter either
contains a plain JW structure or a JWK encrypted with a JWE. The
di fference between the two approaches is the foll ow ng:

Plain JWK: |If the JWK container is placed in the 'key' elenent then
the security of the overall PoP architecture relies on Transport
Layer Security (TLS) between the authorization server and the
client. Figure 2 illustrates an exanple response using a plain
JWK for key transport fromthe authorization server to the client.

JWK protected by a JWE: If the JW container is protected by a JWE
then additional security protection at the application layer is
provi ded between the authorization server and the client beyond
the use of TLS. This approach is a reasonable choice, for
exanpl e, when a hardware security nodule is available on the
client device and confidentiality protection can be offered
directly to this hardware security nodul e.

Note that there are potentially two JSON-encoded structures in the
response, nanely the access token (with the recommended JWI encodi ng)
and the actual key transport nechanismitself. Note, however, that
the two structures serve a different purpose and are consuned by
different parites. The access token is created by the authorization
server and processed by the resource server (and opaque to the
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client) whereas the key transport payload is created by the
aut hori zation server and processed by the client; it is never
forwarded to the resource server.

HTTP/ 1.1 200 XK
Content - Type: application/json
Cache-Control : no-store

{

"access_token":" Sl AV32hkKG . .

(remai nder of JW omtted for brevity;

JWI' contains JWK in the cnf claim",
"token_type": " pop",
"expires_in":3600,
"refresh_t oken": " 8xLOxBt Zp8",
"key":"eyJhbCGci O JSUOEXXz Ui

(remai nder of plain JWK omtted for brevity)"

Figure 2: Exanple: Response fromthe Authorization Server (Synmetric
Vari ant)

The content of the key paraneter, which is a JWK in our exanple, is
shown in Figure 3.

{

"kty":"oct",

"kid":"idl23",

"al g":"HS256",

"Kk": " ZORSOr FzN_FzUASXKMYoVHy zf f 50RIxI - | XRt zt J6UE"
}

Figure 3: Exanple: Key Transport to Cient via a JW

The content of the 'access token’ in JW fornmat contains the ’c¢nf’
(confirmation) claim as shown in Figure 4. The confirmation claim
is defined in [10]. The digital signature or the keyed nessage

di gest offering integrity protection is not shown in this exanple but
MUST be present in a real deploynent to mtigate a nunber of security
threats. Those security threats are described in [17].

The JWK in the key elenment of the response fromthe authorization

server, as shown in Figure 2, contains the sane session key as the
JWK inside the access token, as shown in Figure 4. It is, inthis
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5.

5.

exanpl e, protected by TLS and transmtted fromthe authorization
server to the client (for processing by the client).

"iss": "https://server.exanple.cont,
"sub": "24400320",
"aud": "s6BhdRkqt 3",
"nonce": "n-0S6_WA2M ",
"exp": 1311281970,
"Tat": 1311280970,
"enf " {

"] owk":

"JDLUhTM U211 w Y3R51joi ...
(remai nder of JWK protected by JWE omtted for brevity)"

Figure 4: Exanple: Access Token in JW For mat

Not e: When the JWK inside the access token contains a symmetric key
it MUST be confidentiality protected using a JWE to maintain the
security goals of the PoP architecture, as described in [17] since
content is nmeant for consunption by the selected resource server
only.

Not e: This docunent does not inpose requirenments on the encodi ng of
the access token. The exanples used in this docunent nmake use of the
JWI' structure since this is the only standardi zed format.

If the access token is only a reference then a | ook-up by the
resource server is needed, as described in the token introspection
specification [18].

Asymmetric Key Transport
1. dient-to-AS Request

In case an asymetric key shall be bound to an access token then the
followi ng procedure is applicable. In the request nessage fromthe
QAuth client to the QAuth authorization server the request NAY

i nclude the foll ow ng paraneters:

token_type: OPTIONAL. See Section 6 for nore details.

alg: OPTIONAL. See Section 6 for nore details.
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key: OPTIONAL. This field contains information about the public key
the client would like to bind to the access token in the JW
format. |If the client does not provide a public key then the
aut hori zation server MJUST create an epheneral key pair
(considering the information provided by the client) or
alternatively respond with an error nessage. The client may
al so convey the fingerprint of the public key to the
aut hori zation server instead of passing the entire public key
along (to conserve bandwi dth). [11] defines a way to conmpute a
t hunbprint for a JWK and to enbedd it within the JW fornat.

The "token_type’ and the 'al g paraneters are optional in the case
where the authorization server has prior know edge of the
capabilities of the client otherwi se these two paraneters are
required.

For exanple, the client nakes the follow ng HTTP request using TLS
(extra line breaks are for display purposes only) shown in Figure 5.

POST /token HTTP/ 1.1

Host: server. exanpl e.com

Aut hori zati on: Basi c czZCaGRSa3FO0MzpnVDFmnFOMRIW
Content - Type: application/x-wwwformurl encoded; char set =UTF- 8

grant _type=aut hori zati on_code
&code=Spl x| OBeZQQYbYS6WkSbl A

& edirect _uri=htt ps¥@BAYRFY2Fcl i ent Y%2Eexanpl e¥2Econ?@2Fchb
&t oken_t ype=pop

&al g=RS256

&key=eyJhbCci O JSUOEX Xz Ui

(remai nder of JWK omtted for brevity)

Figure 5. Exanple Request to the Authorization Server (Asymretric Key
Vari ant)

As shown in Figure 6 the content of the 'key paraneter contains the

RSA public key the client would |like to associate with the access
t oken.
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{"kty":"RSA",
"n": "0Ovx7agoebCGcQSuuPi LIXZpt NOnndr Qb XEps2ai AFbWAM7 8LhWk
4cbbf AAt VT86zwWulRK7aPFFxuhDR1L6t Soc_ BJECPebWKRXj BZCi FV4n3oknj hMs
t n64t Z_2W 5JsGY4Hc5n9y BXAr W 931 gt 7_RN5SwW6Cf 0h4Qy Qbv- 65YG QRO_FDW2
QuvzgY368Q0M cAt aSqzs8KJIZgnYb9c7d0zgdAZHzu6gMY RL5haj r n1n91CoOpbl
SDO8gNLyr dkt - bFTWhAI 4vMFh6WeZuOf MAl Fd2NcRwr 3XPks| NHaQ G xBni | gb
wOLs1j F44- csFCur - kEgU8awapJzKngDKgw'
"e": " AQAB",
"al g": " RS256",
"kid":"idl23"}

Figure 6: Cient Providing Public Key to Authorization Server

5.2. dient-to-AS Response

If the access token request is valid and authorized, the

aut hori zation server issues an access token and optionally a refresh
token. |If the request client authentication failed or is invalid,

t he aut horization server returns an error response as described in
Section 5.2 of [2].

The aut hori zati on server al so places information about the public key
used by the client into the access token to create the binding
between the two. The new token type "public_key" is placed into the
"token_type’ paraneter.

An exanpl e of a successful response is shown in Figure 7.

HTTP/ 1.1 200 XK

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"access_token":"2Yot nFZFE. . .. | r 1zCsi cM\pAA"
"token_type": " pop",
"al g": " RS256",
"expires_in":3600,
"refresh_t oken": "t Gzv3JOkFOXGQx2TlI KW A"

}

Figure 7: Exanple: Response fromthe Authorization Server (Asymetric

Vari ant)

The content of the ’access token’ field contains an encoded JWI with
the followi ng structure, as shown in Figure 8. The digital signature
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or the keyed nessage digest offering integrity protection is not
shown (but nust be present).

{

"iss":"xas. exanpl e. cont',
"aud":"http://auth. exanpl e. cont,
"exp":"1361398824",
"nbf":"1360189224",
"cnf":{

"Jwk" o {"kty":"RSA",

"n": "0Ovx7agoebCGcQSuuPi LIXZpt NOnndr QvbXEps2ai AFbWAM7 8LhWk
4cbbf AAt VT86zwulRK7aPFFxuhDR1L6t Soc_BJECPebWKRXj BZG FV4n3oknj hivs
t n64t Z 2W 5JsGY4Hc5n9y BXAr wi 931 gt 7_RNSwW6Cf 0h4Qy QBv- 65YG QRO_FDW2
QvzqY368QQM cAt aSqzs8KJZgnYb9c7d0zgdAZHzu6gMQvRL5haj rn1n91ChCOpb
SDO8gNLyr dkt - bFTWhAI 4vMFh6WeZuOf M4l Fd2NcRwr 3XPks| NHaQ G _xBni | gb
WOLs1j F44- csFCur - kEgU8awapJz KnqDKgw!

"e": " AQAB",

"al g": " RS256",

"Kkid":"idl23"}

}
}

Figure 8. Exanple: Access Token Structure (Asymretric Variant)

Note: In this exanple there is no need for the authorization server
to convey further keying material to the client since the client is
al ready in possession of the private RSA key.

6. Token Types and Al gorithns

To allow clients to indicate support for specific token types and
respective algorithnms they need to interact with authorization
servers. They can either provide this information out-of-band, for
exanple, via pre-configuration or up-front via the dynam c client
regi stration protocol [16].

The value in the "alg paranmeter together with value fromthe
"token_type’ paraneter allow the client to indicate the supported
algorithms for a given token type. The token type refers to the
specification used by the client to interact with the resource server
to denonstrate possession of the key. The 'alg paraneter provides
further information about the algorithm such as whether a symretric
or an asymetric crypto-systemis used. Hence, a client supporting a
speci fic token type al so knows how to popul ate the values to the
"al g’ paraneter
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The value for the 'token_type’ MJIST be taken fromthe ' QAuth Access
Token Types' registry created by [2].

Thi s docunment does not register a new value for the OQAuth Access
Token Types registry nor does it define values to be used for the
"al g’ paraneter since this is the responsibility of specifications
defining the nmechanismfor clients interacting with resource servers.
An exampl e of such specification can be found in [19].

The values in the "alg paraneter are case-sensitive. |If the client
supports nore than one al gorithmthen each individual value MJST be
separated by a space.

7. Security Considerations

[17] describes the architecture for the QAuth 2.0 proof-of-possession
security architecture, including use cases, threats, and
requirenents. This requirenents describes one sol ution conponent of
that architecture, nanely the mechanismfor the client to interact
with the authorization server to either obtain a symetric key from

t he authorization server, to obtain an asymmetric key pair, or to
offer a public key to the authorization. |In any case, these keys are
then bound to the access token by the authorization server.

To summarize the main security recommendations: A |arge range of
threats can be mtigated by protecting the contents of the access
token by using a digital signature or a keyed nessage di gest.
Consequently, the token integrity protection MJUST be applied to
prevent the token from being nodified, particularly since it contains
a reference to the symmetric key or the asymetric key. |If the
access token contains the symetric key (see Section 2.2 of [10] for
a description about how symmetric keys can be securely conveyed
within the access token) this symetric key MJUST be encrypted by the
aut horization server with a long-termkey shared with the resource
server.

To deal with token redirect, it is inportant for the authorization
server to include the identity of the intended recipient (the

audi ence), typically a single resource server (or a list of resource
servers), in the token. Using a single shared secret with multiple
aut hori zation server to sinplify key managenent is NOT RECOVMVENDED
since the benefit fromusing the proof-of-possession concept is
significantly reduced.

Token replay is al so not possible since an eavesdropper will also

have to obtain the corresponding private key or shared secret that is
bound to the access token. Nevertheless, it is good practice to
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limt the lifetinme of the access token and therefore the lifetine of
associ at ed key.

The aut hori zation server MJST offer confidentiality protection for
any interactions with the client. This step is extrenely inportant
since the client will obtain the session key fromthe authorization
server for use with a specific access token. Not using
confidentiality protection exposes this secret (and the access token)
to an eavesdropper thereby making the QAuth 2.0 proof-of-possession
security nodel conpletely insecure. QAuth 2.0 [2] relies on TLS to
of fer confidentiality protection and additional protection can be
applied using the JWK [5] offered security nechanism which would add
an additional |ayer of protection on top of TLS for cases where the
keying material is conveyed, for exanple, to a hardware security
nodul e. Wi ch version(s) of TLS ought to be inplenmented will vary
over tinme, and depend on the w despread depl oynent and known security
vul nerabilities at the tinme of inplenentation. At the tine of this
witing, TLS version 1.2 [4] is the nost recent version. The client
MUST val idate the TLS certificate chain when nmaking requests to
protected resources, including checking the validity of the
certificate.

Simlarly to the security recommendati ons for the bearer token
specification [12] devel opers MJUST ensure that the epheneral
credentials (i.e., the private key or the session key) is not |eaked
to third parties. An adversary in possession of the epheneral
credentials bound to the access token will be able to inpersonate the
client. Be aware that this is a real risk with many smart phone app
and Web devel opnent environnents.

Clients can at any tine request a new proof-of-possessi on capabl e
access token. Using a refresh token to regularly request new access
t okens that are bound to fresh and uni que keys is inportant. Keeping
the Iifetinme of the access token short allows the authorization
server to use shorter key sizes, which translate to a performance
benefit for the client and for the resource server. Shorter keys

al so lead to shorter nmessages (particularly with asymmetric keying
material).

When aut hori zation servers bind symmetric keys to access tokens then
t hey SHOULD scope these access tokens to a specific perm ssions.

8. | ANA Consi der ati ons

This specification registers the follow ng paraneters in the QAuth
Paranet ers Regi stry established by [2].

Paraneter nanme: alg
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10.

10.

Par anet er usage | ocation: token request, token response,
aut hori zation response

Change controller: [|1ETF

Specification docunent(s): |[[ this docunent ]]
Rel ated i nformation: None

Par anet er name: Kkey

Par amet er usage | ocation: token request, token response,
aut hori zation response

Change controller: [1ETF

Specification docunent(s): |[[ this docunent ]]

Rel ated i nformation: None

Par anet er nanme: aud

Par anet er usage | ocation: token request

Change controller: [1ETF

Speci fication docunent(s): [[This docunent.]

Rel ated i nformation: None
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Appendi x A.  Augmnent ed Backus- Naur Form ( ABNF) Synt ax
This section provides Augnented Backus-Naur Form (ABNF) synt ax
descriptions for the elenents defined in this specification using the
notation of [13].
A 1. "aud Syntax

The ABNF syntax is defined as follows where by the "URI -reference"
definition is taken from|[3]:

aud = URI -reference
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A. 2. 'key' Syntax
The "key" elenment is defined in Section 4 and Section 5:
key = 1*VSCHAR
A.3. ’alg Syntax
The "al g" elenent is defined in Section 6:
alg = alg-token *( SP al g-token )
al g-token = 1* NQCHAR
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