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Abstract

Thi s docunent describes the managenent of versioning within the NFSv4
famly of protocols. It covers the creation of m nor versions, the
addition of optional features to existing mnor versions, and the
correction of flaws in features already published as Proposed
Standards. The rules relating to the construction of m nor versions
and the interaction of mnor version inplenentations that appear in

t hi s docunment supersede the mnor versioning rules in RFC5661.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on July 18, 2016.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Introduction

To address the requirenment for an NFS protocol that can evolve as the
need arises, the Network File System (NFS) version 4 (NFSv4) protocol
provides a framework to allow for future changes via the creation of
new protocol versions including mnor versions and certain fornms of
nodi fication of existing mnor versions. The version managenent
rules contained in this docunent allow extensions and ot her changes
to be inplemented in a way that maintains conmpatibility with existing
clients and servers.
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1.1. Existing Mnor Versions

Previously, all protocol changes had been part of new m nor versions.
The COVPOUND procedure (see Section 14.2 of [RFC7530]) specifies the
m nor version being used by the client in making requests. The
CB_COVPOUND procedure (see Section 15.2 of [RFC7530]) specifies the
m nor version being used by the server on call back requests.

Each exi sting mnor version has been specified by one or nore
standards track RFCs:

0 Mnor version O (NFSv4.0) is specified by [RFC7530] wth the XDR
description appearing in [ RFC7531].

o0 Mnor version 1 (NFSv4.1) is specified by [ RFC5661] with the XDR
description appearing in [ RFC5662].

0 Mnor version 2 (NFSv4.2) is specified by [ NFSv42] (in terns of
changes from [ RFC5661]). The XDR description appears in
[ NFSv42- dot - x]

Exi sting m nor versions can be divided into two groups, based on
conpatibility considerations. NFSv4.0 is one group, while NFSv4. 1,
NFSv4. 2, and potentially other m nor versions, forma second group.
The definition of NFSv4 m nor version groups is explained in nore
detail in Section 2.3, as is the concept of variants within m nor
ver si ons and versi on groups.

1.2. Updated NFSv4 Versi on Managenent Franmework

A nunber of significant changes from previ ous version managenent
practi ces should be noted here:

o Creation of a new mnor version is no longer the only way in which
prot ocol changes may be nade. Added optional features and
prot ocol corrections can be proposed, specified and inpl enented
within the context of a single mnor version. Creation of new
m nor versions renmains avail able to make ot her sorts of changes.

o Specification of future mnor versions in the way that was done
for NFSv4.0 and NFSv4.1 (i.e. as a single docunent defining the
entire protocol) is no |longer practical and should not be
attenpted. Al future mnor versions will be docunented by
speci fying the differences between the m nor version being
docunent ed and the previous mnor version. The docunentation
framewor k di scussed in Section 10 shoul d be used.
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After dealing with sone prelimnary matters, this docunent focuses on
presenting the conceptual franmework on which NFSv4 versioning is
built.

o First we discuss (in Section 4) how the XDR descriptions for
vari ous NFSv4 versions can be extended to produce the XDR
descriptions for other versions while allowng clients and servers
usi ng the XDR descriptions associated with different versions to
conmuni cat e

o W then conplete the discussion (in Section 5) of the range of
prot ocol changes that NFSv4 versioning is to deal with

o Then we discuss (in Section 6) how those changes are organi zed
into features and feature packages.

Using this framework, we | ook at the ways that those changes can be
i ncorporated into the NFSv4 protocol.

o The addition of new feature packages to existing mnor versions is
di scussed in Section 7.

o0 New M nor versions can be constructed, as described in Section 8.

0 Issues relating to the correction of protocol errors in existing
features and m nor versions are discussed in Section 9.

We then discuss (in Section 10) how features, mnor versions, and
protocol corrections will be docunented.

2. Term nol ogy

A basic famliarity with NFSv4 term nology is assuned in this
docunment and the reader is pointed to [ RFC7530].

In this docunent, the term"version"” is not limted to m nor
versions. Wien mnor versions are neant, the term"m nor version" is
used explicitly. For nore discussion of this and related terns, see
Section 2.3

In this docunent, the word "feature" is used , except in the case of
guot ations, to denote a key structuring concept. By organi zing
changes into features, defining RFCs can clearly specify what
protocol elements a server nust be able to recognize and what
protocol elenments a server nust support. See Section 6 for nore
which allows the defining RFCs to clearly specify what protocol

el ements nust be supported together by the server and when a given
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1

server nust be able to correctly interpret the correspondi ng
associ ated protocol constructs. See Section 6 for nore details.

A feature contains one or nore "feature elenments”. Oten, at |east
one feature elenent will be a protocol extension that can help a
sender determ ne whether the receiver supports a given feature. See
Section 4.1.3 for nore details. A feature elenent may al so be one of
a set of other types of protocol change as described in Section 5.

A "feature package" is a set of features that are defined together,
either as part of a mnor version or as part of the sane protocol
ext ensi on.

We al so need to introduce our vocabul ary regardi ng specification of
features and m nor versions. Gven the ongoing shift to a finer-
grai ned docunentation nodel, it is inportant to be clear here.

0o The term"m nor version definition docunent” denotes the principal
docunent defining a specific NFSv4 mnor version. It may be in
the formof a conplete protocol definition (e.g. [RFC7530],

[ RFC5661]), a specification of changes relative to the previous
m nor version (e.g. [NFSv42]), or in a docunent that specifies
the features to be included, either by referencing their
definition docunment normatively (see Section 10.6) or inplicitly
(see Section 7.1).

o The term"m nor version docunentation” includes the mnor version
definition docunment but al so includes any correspondi ng XDR
definition docunents if they are published separately (e.g.

[ RFC7531], [RFC5662], [ NFSv42-dot-x]). Also included are
docunents separately specifying features newly incorporated in the
m nor version and the ancillary docunents described in

Section 10. 5.

0 The term"feature definition docunent” denotes a docunent
describing a single feature or a set of closely related features,
form ng a feature package.

o0 The term"protocol definition docunent” denotes a m nor version
definition docunent, a feature definition docunent or any
st andards-track docunent updating one of these.

Use of Keywords Defined in RFC2119

The keywords defined by [ RFC2119] have speci al neani ngs which this
docunent intends to adhere to. However, due to the nature of this
docunent and sone special circunstances, there are sone conplexities
to take note of:
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Where this docunent does not directly specify inplenentation
requi renents, use of these capitalized terns is often not
appropriate, since the guidance given in this docunment does not
directly affect interoperability.

In this docunent, what authors of RFCs defining features and m nor
versions need to do is stated without these specialized terns.

Al though it is necessary to follow this guidance to provide
successful NFSv4 version nanagenent, that sort of necessity is not
of the sort defined as applicable to the use of the keywords
defined in [ RFC2119].

The fact that these capitalized ternms are not used should not be
interpreted as indicating that this gui dance does not need to be
foll owed or is sonehow not inportant.

I n speaking of the possible statuses of features and feature
el ements, the terns "OPTI ONAL" and "REQUI RED' are used. For
further discussion, see Section 2.2.

When one of these upper-case keywords defined in [RFC2119] is used
in this docunment, it is in the context of a rule directed to an

i npl ementer of NFSv4 mnor versions, the status of a feature or
protocol elenent, or in a quotation, sonetines indirect, from

anot her docunent .

Use of Feature Statuses

There has been sone confusion, during the history of NFSv4, about the
correct use of these terns, and instances in which the keywords
defined in [ RFC2119] were used in ways that appear to be at variance
with the definitions in that docunent.

In [RFC3530], the |l ower-case terns "optional", "recomended", and
"requi red" were used as feature statuses, Later, in [RFC5661] and
[ RFC7530], the correspondi ng upper-case keywords were used.
However, it is not clear why this change was made.

In the case of "RECOVWENDED', its use as a feature status is
i nconsistent with [ RFC2119] and it will not be used for this
purpose in this docunent.

The word "RECOMVENDED' to denote the status of attributes in
[ RFC3530] and [ RFC5661] raises simlar issues. This has been
recogni zed in [ RFC7530] with regard to NFSvV4.0, although the
situation with regard to NFSv4. 1 renmi ns unresol ved.
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In this docunent, the keywords "OPTIONAL" and "REQUI RED' and the
phrase "mandatory to not inplenent" are used to denote the status of
features and individual protocol elenments within a given m nor
version. 1In using these terns, RFCs which specify the status of
features or protocol elenents inform

o client inplenentations whether they need to deal wth the absence
of support for the protocol elenents

o server inplenmentations whether they need to provide support for
the protocol elenents

When the status of a protocol feature is specified, the support
requi renents for associated protocol elenents are defined by the
status of the protocol elenments with regard to the feature in
guestion as described in Section 6.4.

The fact that such statuses and the organi zati on of protocol features
may change between m nor version groups may raise interoperability

i ssues which the authors of mnor version RFCs and the working group
need to carefully consider. See Section 8.1.2 for guidance in this
regard.

2. 3. NFSv4 Ver si ons

The term "version" denotes any valid protocol variant constructed
according to the rules in this docunent. It includes m nor versions,
but there are situations which allow nmultiple variant versions to be
associated with and co-exist within a single m nor version:

o Wen there are feature specification docunents published as
Proposed Standards extending a given mnor version, then the
protocol defined by the m nor version specification docunent, when
conmbi ned with any subset (not necessarily proper) of the feature
specification docunents, is a valid NFSv4 version variant which is
part of the m nor version in question.

o Wien there are protocol corrections published which update a given
m nor version, each set of published updates, up to the date of
publication of the update, is a valid NFSv4 version variant which
is part of the mnor version in question.

Because of the above, there can be nultiple version variants that are
part of a given mnor version. Two of these are worthy of special
terns:

0 The term "base m nor version" denotes the version variant that
corresponds to the mnor version as originally defined, including
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all protocol elenents specified in the mnor version definition
docunent but not incorporating any extensions or protocol
corrections published subsequently.

o At any given tine, the term"current mnor version" denotes the
m nor version variant including all extensions of and corrections
to the mnor version made by standard-track docunents published
subsequent | y.

Each version variant which is part of a given nmnor versionis a
subset of the current mnor version and a superset of the base m nor
version. Wen the term"mnor version"” is used w thout either of
these qualifiers, it should refer to sonething which is true of al
variants within that mnor version. For exanple, one may refer the
set of REQU RED features in a given mnor version since it is the
sane for all variants within the mnor version.

Each client and server which inplenments a specific mnor version wll
i npl enent sone particular variant of that minor version. Each of
these will be a superset of the appropriate base m nor version.

A mnor version group is defined as a set of mnor versions having
exactly the sane set of REQUI RED and mandatory to not i npl enent
protocol elenents. The union of the sets of variants for all these
m nor versions provides a high degree of inter-variant conpatibility.
Cients and servers which inplenment variants within this group should
be conpatible as | ong as each takes proper care, as it should, to
properly deal with the case in which the other party does not know of
or has no support for OPTI ONAL protocol elenents.

3. Consolidation of Version Managenent Rul es

In the past, the only existing version nmanagenent rules were the

m nor versioning rules that had been bei ng mai ntai ned and specified
in the Standards Track RFCs which defined the individual m nor
versions. In the past, these mnor versioning rules were nodified on
an ad hoc basis for each new m nor version.

More recently, minor versioning rules were specified in [ RFC5661]
while nodifications to those rules were allowed in subsequent m nor
ver si ons.

Thi s docunent defines a set of version managenent rules, including
rules for mnor version construction. These rules apply to al
future changes to the NFSv4 protocol. The rules are subject to
change but any such change should be part of a standards track RFC
obsol eting or updating this docunent.
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Rat her than a single list of mnor versioning rules, as in [ RFC5661],
this docunent defines nmultiple sets of rules that deal with the
various forns of versioning provided for in the NFSv4 version
managenent franmeworKk.

o The kinds of changes that may be nmade are addressed in the rules
in Sections 4.1.3, 5.1.3, 5.2.1, and 5. 2. 2.

0 Rules relating to the conposition of changes into protocol
features are addressed in Section 6.2

O Rules Iimting the protocol features which may be effected as an
extension to an existing m nor version appear in Section 7.

0o Mnor version construction, including rules applicable to protocol
features which cannot be used as extensions to existing mnor
versions are addressed in Sections 8.1.1 and 8. 1. 2.

0o Mnor version interaction rules are di scussed in Sections 8. 3.2,
8.3.3, and 8.3.1.

Thi s docunment supersedes mnor versioning rules appearing in the

m nor version specification RFC s, including those in [RFC5661]. As
a result, potential conflicts anong these docunents shoul d be
addressed as fol |l ows:

o The specification of the actual protocols for mnor versions
previ ously published as Proposed Standards take precedence over
m nor versioning rules in either this docunent or in the m nor

version specification RFCs. In other words, if the transition
fromversion Ato version B violates a mnor versioning rule, the
version B protocol stays as it is. |In particular, many of the

changes made for NFSV4.1 would not be allowed in the version
managemnent franmework defined here. See Section 5.1.3 for details.

o Since mnor versioning rules #11 and #13 from [ RFC5661] deal wth
the interactions between nmultiple mnor versions, the situation is
nore conplicated. See Section 8.3 for a discussion of these
i ssues, including how potential conflicts between rules are to be
resol ved.

o0 Oherwi se, any conflict between the version managenent rules in
t hi s docunent and those in mnor version specification RFC s are
to be resolved based on the treatnent in this docunent. In
particul ar, corrections nmay be nade as specified in Section 9 for
all previously specified mnor versions and the extensibility of
previously specified mnor versions is to be handled in accord
with Section 7.1.
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Future m nor version specification docunents should avoid specifying
m nor versioning rules and reference this docunent in connection with
rul es for NFSv4 version managenent.

4. XDR Consi derations

As an extensi bl e XDR-based protocol, NFSv4 has to ensure interversion
conpatibility, in situations in which the client and server use

di fferent XDR descriptions. For exanple, the client may inplenent
different variants of the same minor version or different variants
that are part of the sane m nor version group. The XDR extension
paradi gm discussed in Section 4.1, assures that these descriptions
are conpatible, with clients and servers able to determ ne and use

t hose portions of the protocol that they both share according to the
nmet hods described in Sections 4.4.2 and 4.4. 4.

4.1. XDR Extension

When an NFSv4 version change requires a nodification to the protocol
XDR, this is effected within a framework based on the idea of XDR
extension. This is opposed to transitions between najor NFS versions
(i ncluding that between NFSv3 and NFSv4.0) in which the XDR for one
version was replaced by a different XDR for a newer version.

The use of XDR extension can facilitate conpatibility between
different versions of the NFSv4 protocol. Wen XDR extension is used
to i npl enent OPTIONAL features, the greatest degree of inter-version
conpatibility is obtained. For specifics regarding rules for
interversion conpatibility, see Section 8.3.2. For a discussion of
conpatibility issues that m ght arise between different version
groups, see Sections 8.1.2 and 8. 3. 3.

4.1.1. XDR Extension in Ceneral

The XDR ext ensi on approach provides a way for an XDR description to
be extended in a way which retains the structure of all previously
valid messages. |If a base XDR description is extended to create a
second XDR description, the followng will be true for the second
description to be a valid extension of the first:

o The set of valid nessages described by the extended definition is
a superset of that described by the first.

o Each nessage within the set of valid nessages described by the

base definition is recogni zed as having exactly the sane
structure/interpretation using the extended definition.
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Each nmessage within the set of nessages described as valid by the
extended definition but not the base definition nust be

recogni zed, using the base definition, as part of an unsupported
ext ensi on.

In general, an extension of a given XDR description consists of any
set of the foll ow ng changes:

0]

0]

0]

0]

Addi tion of previously unspecified RPC operation codes.
Addi tion of new, previously unused, values to existing enuns.
Addi tion of previously unassigned bit values to a flag word.

Addi tion of new cases to existing switches, provided that the
existing switch did not contain a default case.

However, none of the follow ng may happen:

0]

1

2.

Del eti on of existing RPC operations, enumvalues, flag bit val ues
and switch cases. Note that changes may be nmade to define use of
any of these as causing an error, as long as the XDR is
unaf f ect ed.

Simlarly, none of these itens may be reused for a new purpose.

Any change to the XDR-defined structure of existing requests or
replies other than those |isted above.

Particul ars of XDR Extension within NFSv4

There are issues, particular to NFSv4, that affect the definition of
a valid XDR extension w thin NFSv4.

0]

0]

Because NFSv4 has been structured around conpound requests and
cal | backs, addition of previously unspecified RPC operation codes
is not all owed.

Al t hough they fit under the general category of enunerations,
operation codes (including those for callbacks) are so central to
the structure of NFSv4, that they nerit special treatnent.

The fact that attribute value sets are represented wthin NFSv4 by
nom nal | y opaque arrays calls for special handling.
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2.

3. Rul es for XDR Extension within NFSv4

In the context of NFSv4, an extension of a given XDR description
consi sts of one or nore of the foll ow ng:

0 Addition of previously unspecified operation codes, within the
framewor k est abl i shed by COMPOUND and CB_COVPOUND.

o Addition of previously unspecified attributes.
o0 Addition of new, previously unused, values to existing enuns.
o Addition of previously unassigned bit values to a flag word.

o Addition of new cases to existing switches, provided that the
existing switch did not contain a default case.

However, none of the followng is allowed to happen:

0 Any change to the structure of existing requests or replies other
t han those |isted above.

0 Addition of previously unspecified RPC operation codes, for either
the nfsv4 programor the call back program is not all owed.

0o Deletion of existing RPC operations, enumvalues, flag bit val ues
and switch cases. Note that changes may be nmade to define use of
any of these as causing an error, as long as the XDR is
unaf f ect ed.

o Simlarly, none of these itens may be reused for a new purpose.
Handl i ng of Protocol Elenents

| npl enent ati ons handl e protocol elenents in one of three ways. Wich
of the follow ng ways are valid depends on the status of the protocol
el ement in the variant being inplenented:

o0 The protocol elenent is not a part of definition of the variant in
guestion and so is "unknown". The responder, when it does not
report an RPC XDR decode error. reports an error indicative of
the el enment not being defined in the XDR such as
NFSAERR _OP_| LLEGAL, NFS4ERR BADXDR, or NFS4ERR | NVAL. See
Section 4.4.3 for details.

o The protocol elenment is a known part of the variant but is not
supported by the particular inplenmentation. The responder reports
an error indicative of the el enment being recognized as one which
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is not supported such as NFSAERR NOTSUPP, NFS4ERR_UNI ON_NOTSUPP,
or NFS4ERR _ATTRNOTSUPP. See Section 6.5 for details.

o The protocol elenment is a known part of the variant which is
supported by the particular inplenentation. The responder reports
success or an error other than the special ones discussed above.

Whi ch of these are validly returned by the responder depends on the
status of the feature elenment in the m nor version specified in the
COVPOUND or CB _COVPOUND. The possibilities which can exist are
l'isted bel ow

o0 The protocol elenent is not known in the current variant of m nor
version. In this case all inplenmentations of the m nor version
MUST indicate that the protocol elenent is not known.

o The protocol elenent is specified mandatory to not inplenent in

the mnor version. 1In this case as well, all inplenentations of
the m nor version MJST indicate that the protocol elenent is not
known.

o The protocol elenent is defined as part of the current variant of
the mnor version but is not part of the correspondi ng base
variant. In this case, the requester can encounter situations in
whi ch the protocol elenment is either not known to the responder
i s known but not supported by the responder, or is both known to
and supported by the responder.

o The protocol elenent is defined as an OPTIONAL part of the base
m nor version. In this case, the requester can expect the
protocol elenent to be known but nust deal with cases in which it
IS supported or is not support ed.

o The protocol elenent is defined as a REQU RED part of the base
m nor version. In this case, the requester can expect the
protocol elenent to be both known and supported by the responder.

The listing of possibilities above does not nmean that a requester

al ways needs to be prepared for all such possibilities. Oten,
dependi ng on the scope of the feature of which the protocol el enment
is a part, handling of a previous request using the sane or related
protocol elenments, wll allow the requester to be sure that certain
of these possibilities cannot occur.

Requesters, typically clients, may test for know edge of or support
for protocol elenments as part of connection establishnment. This nay
allow the requester to be aware of responder |ack of know edge of or
support for problematic requests before they are actually issued.
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4.3. Oganization of Protocol Elenents

To enabl e conpati bl e operation within a version group, all of the
protocol elements within an NFSv4 m nor version are organi zed as
fol | ows:

o Each protocol elenent is defined as a nenber of exactly one
feature. One inportant reason for this organization (see
Section 6 for others) is to regularize and sinplify the
determination by the client and server as to what protocol
el enrents the other party supports.

o Each feature is defined as a nenber of a feature package, based on
how it was defined. Features established as part of a m nor
version at the sane tine belong to the sanme feature package.

4.4. Inter-version Interoperability

Because of NFSv4’'s use of XDR extension, any conmmunicating client and
server versions have XDR definitions that are each valid extensions
of athird version. Once that version is determned, it may be used
by both client and server to conmunicate. Each party can
successfully use a subset of protocol elenents that are both known
and supported by both parties.

4.4.1. Requirenents for Know edge of Protocol Elenents

Wth regard to requirenents for know edge of protocol elenents, the
followng rules apply. These rules are the result of the use of XDR
ext ensi on paradi gm conbined with the way in which extensions are

i ncorporated in existing mnor versions (for details of which see
Section 7.1).

0 Any protocol elenent defined as part of the base variant of
particular mnor version is required to be known by that m nor
version. This occurs whether the specification happens in the
body of the mnor definition docunment or is in a feature
definition docunent that is made part of the m nor version by
bei ng normatively referenced by the m nor version definition
docunent .

0 Any protocol elenent required to be known in a given mnor version
is required to be known in subsequent m nor version, unless and
until a mnor version has nmade that protocol elenent as mandatory
to not inplenent.

o Wen a protocol elenent is defined as part of an extension to an
extensi ble mnor version, it is not required to be known in that
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m nor version but is required to be known by the next m nor

version. In the earlier mnor version, it mght not be defined in
the XDR definition docunent for that mnor, while in the |ater
version it needs to be defined in the XDR definition document. In

either case, if it is defined, it mght or m ght not be supported.

o Wien know edge of protocol elenents is optional in a given m nor
version, the responder’s know edge of such optional elenents nust
obey the rule that if one such elenent is known, then all the
protocol elenments defined in the same m nor version definition
docunment nust be known as wel .

For many m nor versions, all existing protocol elenments, are required
to be known by both the client and the server, and so requesters do
not have to test for the presence or absence of know edge regarding
protocol elenments for which know edge m ght be optional. This is the
case if there has been no extension for the mnor version in
guestion. Extensions can be added to extensible m nor versions as
described in Section 7.1 and can be used to correct protocol flaws as
described in Section 9.

Requesters can ascertain the know edge of the responder in two ways:

0 By issuing a request using the protocol elenent and | ooking at the
response. Note that, even if the protocol elenent used is not
supported by the responder, the requester can still determne if
the el enment is known by the responder.

0 By receiving a request fromthe responder, acting in the role of
requester. For exanple, a client may issue a request enabling the
server to infer that it is aware of a correspondi ng cal | back.

In making this determ nation, the requester can rely on two basic
facts:

o If the responder is aware of a single protocol elenment within a
feature package, it nust be aware of all protocol elenents within
t hat feature package

o If a protocol elenment is one defined by the m nor version
specified by a request (and not in an extension), or in a previous
m nor version, the responder nust be aware of it.

2. Establishing Interoperability
Wien a client and a server interact, they need to able to take

advantage of the conpatibility provided by NFSv4's use of XDR
ext ensi on.
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In this section, we will deal with situation in which the client and
server are of the sanme version group. Later, in Section 4.4.4, we
wi || discuss possible extensions to the inter-version-group case.

In this context, the client and server would arrive at a conmon
variant which the client would uses to send requests which the server
woul d then accept. The server would use that variant to send
cal | backs which the client would then accept. This state of affairs
could arise in a nunber of ways:

o Cdient and server have been built using XDR variants that bel ong
to the sanme m nor version

o The client’s mnor version is |lower than that of the server. |In
this case the server, in accord with Section 8.3.2, accepts the
client’s mnor version, and acts as if it has no know edge of
ext ensi ons made in subsequent m nor versions. |t has know edge of
protocol elenments within the current (i.e. effectively final)
variant of the | ower mnor version.

o The client’s mnor version is higher than that of the server. 1In
this case the client, in accord with Section 8.3.2, uses a | ower
m nor version that the server will accept. |In this case, the
server has no know edge of extensions nmade in subsequent m nor
ver si ons.

There are a nunber of cases to consi der based on the characteristics
of the m nor version chosen.

o The mnor version consists of only a single variant (no extension
or XDR corrections), so the client and the server are using the
same XDR description and have know edge of the sanme protocol
el ement s.

o Wien the mnor version consists of nultiple variants (i.e. there
are one or nore XDR extensions or XDR corrections), the client and
the server are using conpatible XDR descriptions. The client is
aware of sone set of extensions while the server may be aware of a
different set. The client can determ ne which of the extensions
that he is aware of, are also known to the server by using the
approach described in Section 4.4.3. Once this is done, the
client and server will both be using a common variant. The
variants that the client and the server were built with wll both
either be identical to this variant or a valid extension of it.
Simlarly, the variants that the client and the server actually
use will be a subset of this variant, in that certain OPTI ONAL
features wll not be used.
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In either case, the client nust determ ne which of the OPTI ONAL
protocol elenments within the conmon version are supported by the
server as described in Section 6.6.

4.4.

Det erm ni ng Knowl edge of Protocol Elenents

A requester may test the responder’s know edge of particul ar protocol
el enents as defined bel ow, based on the type of protocol elenent.

0]

When a CGETATTR request is nade specifying an attribute bit to be
tested and that attribute is not a set-only attribute, if the
GETATTR returns with the error NFS4ERR I NVAL, then it can be

concl uded that the responder has no knowl edge of the attribute in
guestion. Oher responses, including NFS4ERR_ATTRNOTSUPP
indicate that the responder is aware of the attribute in question.

When a SETATTR request is nmade specifying the attribute bit to be
tested and that attribute is not a get-only attribute, if the
SETATTR returns with the error NFS4ERR I NVAL, then it can be

concl uded that the responder has no knowl edge of the attribute in
guestion. Oher responses, including NFS4ERR_ATTRNOTSUPP
indicate that the responder is aware of the attribute in question.

When a request is made including an operation with a new flag bit,
if the operation returns with the error NFS4ERR | NVAL, then it can
be concl uded that the responder has no know edge of the flag bit
in question. Oher responses indicate that the responder is aware
of the flag bit in question.

When a request is made including the operation to be tested, if

t he responder returns an RPC XDR decode error, or a response
indicating that the operation in question resulted in
NFS4AERR OP | LLEGAL or NFS4ERR BADXDR, then it can be concl uded
that the responder has no know edge of the operation in question.
O her responses, including NFS4ERR NOTSUPP, indicate that the
responder is aware of the operation in question.

When a request is made including the swwtch armto be tested, if

t he responder returns an RPC XDR decode error, or a response

i ndicating that the operation in question resulted in

NFS4ERR BADXDR, then it can be concluded that the responder has no
know edge of the operation in question. O her responses,

i ncl udi ng NFSA4ERR _UNI ON_NOTSUPP, indicate that the responder is
aware of the protocol elenent in question.

A determ nation of the knowl edge or |ack of know edge of a particul ar
protocol elenent is expected to remain valid as long as the clientid
associated wth the request remains valid.
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The above assunes, as should be the case, that the server will accept
the m nor version used by the client. For nore detail regarding this
i ssue, see Section 8.3.2.

4.4. 4, Interoperability Between Version G oups

Wthin a mnor version group, we have conplete conpatibility in the
sense that:

0o Servers are REQU RED to inplenent a core set of features which
cannot change within the m nor version group, allowing clients to
depend on the continued existence of and support for these
features as long as one remains within the m nor version group.

o The set of OPTIONAL features supported or known by servers nay
change but clients, in using such OPTI ONAL features need to be
prepared for the fact that they m ght not be inplenmented on al
servers inplenmenting a mnor version within the sane version

gr oup.

The sane | evel of conpatibility is not provided between different

m nor version groups. Nevertheless, the same guarantees of inter-XDR
conprehensibility apply across m nor version groups. For a

di scussion of how this conprehensibility can be used between m nor
versi on groups, see Section 8.3.3.

5. O her NFSv4 Protocol Changes

There are a nunber of types of protocol changes that are outside the
XDR extension framework discussed in Section 4. These changes are
al so managed wthin the NFSv4 versioning framework and may be of a
nunber of types, which are discussed in the sections bel ow

Each such change will be organi zed, docunented and effected as part
of a given feature, just as changes discussed in Section 4 are. The
way such features will be incorporated in the NFSv4 protocol depends
on a nunber of factors, including the types of changes included in
the feature. This subject is discussed in Sections 6.7 and 7.

5.1. Non- XDR Protocol Changes
Despite the previous enphasis on XDR changes, additions and changes
to the NFSv4 protocols have not been limted to those that involve

changes (in the formof extensions) to the protocol XDR  Exanples of
ot her sorts of changes have been taken from NFSv4. 1.
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5.1.1. Field Interpretation and Use

The XDR description of a protocol does not constitute a conplete
description of the protocol. Therefore, versioning needs to consider
the role of changes in the use of fields, even when there is no
change to the underlying XDR

Al t hough any XDR elenent is potentially subject to a change in its
interpretation and use, the likelihood of such change will vary with
the XDR-specified type of the elenment, as discussed bel ow

o0 Wen XDR elenents are defined as strings, rules regarding the
appropriate string values are specified in protocol specification
text with changes in such rules docunented in mnor version
definition docunents. Sone types of strings within NFS4 are used
in server names (in location-related attributes), user and group
nanmes, and in the nanmes of file objects within directories. Rules
regardi ng what strings are acceptabl e appear in [ RFC7530] and
[ RFC5661] with the role of the XDRIimted to hints regarding
UTF-8 and capitalization issues via XDR typedefs.

o Fields that are XDR-defined as opaque el enents and which are truly
opaque, do not raise versioning issues, except as regards inter-
version use, which is effectively foreclosed by the rules in
Section 8. 3. 1.

Note that sonmetinmes a field will seemto be opaque but not
actually be fully opaque when considered carefully. For exanpl e,
the "other" field of stateids is defined as an opaque array, while
the specification text specially defines appropriate treatnent
when the "other"” field within it is either all zeros or all ones.
G ven this context, creation or deletion of reserved val ues for
"special" stateids will be a protocol change which versioning
rules need to deal wth.

o Sone nom nally opaque el enents have external XDR definitions that
overlay the nom nally opaque arrays. This technique is useful
when the sane el enent may be used in several ways when a sw tched
union is not appropriate.

For exanpl e, each pNFS mappi ng type provides its own XDR
definition for various pNFS-related fields defined in [ RFC5661] as
opaque arrays. For nore information about the handling of pNFS
within the NFSv4 versioning framework, see Section 5.2. 1.

Anot her form of protocol change that changes how fields are

presented, without affecting the XDR occurs when there is a change in
the data el enments which may be presented as RDVA chunks.
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5.1.2. Behavioral Changes

Changes in the behavior of NFSv4 operations are possible, even if
there is no change in the underlying XDR or change to field
interpretati on and use.

One cl ass of behavioral change involves changes in the set of errors
to be returned in the event of various errors. Wen the set of valid
requests renmain the sane, and the behavior for each of themremins

t he sane, such changes can be inplenmented with only limted

di sruption to existing clients.

Many nore substantial behavioral changes have occurred in connection
with the addition of the session concept in NFSv4. 1.

0 Because exactly-once is semantics provided by sessions, the use of
owner - based sequence val ues in such operations as OPEN, LOCK
LOCKU are now | onger needed and the server is to ignore them

0 Because of the requirenent to begin alnost all COVMPOUNDs with a
SEQUENCE operation, the semantics of previously defined operations
was changed and all formerly valid COVPOUNDs were defined as
resulting in errors.

0 Because the clientid is inferable froma previous SEQUENCE
operation, the clientid is not needed in operations such as OPEN
and LOCK, and the client is required to pass a value of zero.

Al so, changes were made regarding the required server behavior as to
the interaction of the MODE and ACL attri butes.

5.1.3. Rules for non-XDR changes

In the past (e.g. in [RFC5661]) there was often uncertainty about
whet her any particular difference from NFSv4.0 was:

o A purely editorial change, which nmay be rel evant to other m nor
ver si ons.

o The correction of a protocol m stake, best handl ed as described in
Section 9.

o0 A protocol inprovenent relevant to a new mnor version or feature,
to be docunented as described in Section 10. 3.

In order to avoid such situations, all such changes will be

docunented as part of a feature, specifying the specific changes
relative to protocol versions that do not incorporate that new
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feature. Also, to provide greater clarity about such changes, the
followi ng sets of rules apply.

The followi ng rules apply to "substantive behavi or changes", i.e.
all changes in which there is a substantive change to non-error
behavior. |In other words, the change is not one which only changes

the set of valid error codes or prescribes that different error codes
are to be returned in particular situations.

o Any substantive behavi or change nust be part of a feature in which
there is also an XDR extension present, to enable testing for
presence of the feature.

o No feature including a substantive behavi or change can be made
REQUI RED at initial introduction.

The following rules apply to all behavi oral changes.

o No feature including such a change can be introduced as an
extension. Wile the feature may be docunented in a separate
feature definition docunment in such cases, that docunent should be
referenced normatively by the mnor version specification.

o Wile it is allowed to include nmultiple such changes in the sane
feature this should only be done if there is a good reason for al
of these to be included or not included together. Such changes
shoul d not be included in the sane feature sinply because all such
changes were introduced in the same mnor version.

2. Specification of Associated Protocols

The definition of ancillary protocols is a form of protocol extension
that is provided as part of pNFS and m ght be made avail able for
ot her uses in the future.

As in the case of pNFS, the NFSv4 protocol proper would provide the
basic framework for perform ng sonme protocol-related task, while
allowing nultiple independent neans of performng that task to be
defined. The version managenent considerati ons appropriate to
creating such additional forms of protocol extension are discussed in
Section 5.2.2

2.1. Associated Protocols via pNFS Mappi ng Types
PNFS is structured around the ability to define alternative mapping

types in addition to the one defined in [ RFC5661], (e.g. [RFC5663],
[ RFC5664]). Each mapping type specifies the data-transfer protocol
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to be used to access data represented by layouts as well as mapping-
type-specific XDR definitions of |layout-related data structures.

Speci fying a new mappi ng type is an additional form of protocol
change within the NFSv4 versi on managenent framework. A feature
consisting of the new mapping type is not tied to a specific m nor
version. As explained in Section 7, if a feature consists only of
t hat single change, it is available in nmultiple mnor versions upon
publ i cati on.

Such a feature has a file system scope and the attribute
fs layout type can used to determ ne whether support is present.

5.2.2. Additional Fornms of Associated Protocols

The sane sort of approach used for pNFS m ght be used in other

ci rcunstances where there is a clear need to standardi ze a set of
protocol -rel ated requirements and where it is desirable, for various
reasons, to | eave open the choice of nmechani sm by which those

requi renents mght be net.

Such cases mght arise where the function to be perforned is likely
to be too ennmeshed with the structure of the file system

i npl enmentation to allow a single protocol nechanismto be specified.
In such cases, nultiple approaches m ght thensel ves be standardi zed,
each fitting into a tenplate established previously using any or al

of the elenents used by pNFS:

o The establishnent of a registry of identifiers for the
st andar di zed nechani sns to satisfy the established requirenents.

o Definition of data structures related to the function to be
performed to include both a mechanismidentifier, and a nomnally
opaque portion, the real format of which is to have a nechani sm
specific definition.

0o The ability to specify nmultiple protocols to performthe sane
function, which may include a mnor version of NFSv4, a particular
use of an established protocol, or a new protocol designed for the
pur pose.

New i nstances of such a two-1|evel approach m ght be established in
the future, subject to the followng restrictions:

o That there is a tenplate feature establishing the requirenents
that the associated protocols are to neet.
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o That the tenplate feature is defined as an integral part of a
particul ar m nor version and not as an extension. This does not
exclude this feature being defined in a separate docunent to which
the m nor version specification has a nornmative reference.

o The tenplate feature defines the scope that the individual feature
i nstances wi |l have.

o The tenplate feature defines a neans by which support for
particul ar feature instances m ght be determ ned by a client.

o That there be at |east one instance of a specific protocol
mechani sm neeting the established requirenments. To limt
confusion, the requirenents and the initial mechani sm (an instance
of the tenplate feature) should be defined in separate docunents.

The above are a mninmal set of restrictions for establishing such an
addi ti onal extension nechanism The working group may, as part of
defining the core feature establishing the extension nmechani sm
specify further restrictions governing as to when mnor versions are
allowed to incorporate particular instances of that extension
mechanism |In the absence of such restrictions, particular
extensions will be incorporated, as is the case wth pNFS mappi ng
types, in all mnor versions upon publication of the instance as a
Proposed St andard.

6. NFSv4 Prot ocol Features

I ndi vi dual changes, whether they are XDR extensions or other sorts of
changes, are organized in termof protocol features. This is in
order to

o allow the protocol docunentation to nore clearly specify what XDR
ext ensi ons and ot her changes nust be supported together.

o help the client determ ne which particul ar changes are present and
i npl enented by the server

o support the independent devel opnent and specification of changes
to the protocol, without artificially tying features together in a
paradi gm sol ely based on m nor versions.

0 provide support for a feature-based docunentation structure, as
described in Section 10. 3.

In contrast with some previous uses of the feature concept, every

protocol elenent is defined as a nenber of exactly one protocol
feature.
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Because support for particular protocol features may depend on
facilities provided by the underlying file systens, or may vary based
on characteristics of the session within which conmunication is
occurring, each protocol feature will be defined as having a
particul ar scope, which nmay be any of the foll ow ng:

o Cient scope in which case support for a given feature is assuned
to be uniform between given client and server as |long as neither
reboot s.

0 Session scope in which case different sessions associated with the
same client may have differences as to feature support but
ot herwi se support is uniform

o file systemscope in which case different file systens nay have
di fferences as to feature support but otherw se support is
uni form

6.1. Previous Uses of the Feature Concept

The word "feature" has been used inconsistently in previous docunents
beari ng on issues related NFSv4 versioning, nmaking it necessary to
of fer sone clarification here.

0 In sone cases, the term"feature" is used colloquially

o In sone cases, the word "feature" is used to refer to protocol
extensi ons which are incorporated in the protocol that we refer to
as "protocol elenents.” The term"feature elenents” is simlar
but it differs in that it includes changes in field interpretation
and use (Section 5.1.1) and protocol behavior (See Section 5.1.2).

o In sone cases the word is used to refer to groups of feature
el enents, as defined by tables in [ RFC5661] and [NFSv42]. This is
simlar to, but not exactly the sane as the way we use the word
"feature" is used in this docunent.

Oten, as in previous mnor versioning rules, it is not always clear
whi ch sense of the word "feature" is neant.

6. 2. Rul es for Protocol Feature Construction

A protocol feature consists of one or nore valid NFSv4 changes, which
wor k together as a functional whole. The change el enents may be of
any of the types described in Section 5 although the specific types
of changes will affect how the feature can be integrated in the NFSv4
pr ot ocol .
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A critical distinction in this regard is the one between features
whi ch can added to the protocol w thout a new m nor version and those
which require a new mnor version. 1In this docunent:

o0 Features which do not require a new m nor version are discussed in
Section 7, while the process of incorporation depends on the type
of features and is discussed in Sections 7.1, 9, 5.2.1, and 5. 2. 2,

o For handling of the renaining features which do require a new
m nor version, see Section 8.

St at uses of Features

Each feature has one of three statuses with regard to each m nor
version of which it mght be a part.

o The feature is a REQU RED part of the m nor version.

0o The feature is not a REQU RED part of the m nor version, but may
be inmplenmented as part of that version, i.e. it is OPTI ONAL

o The feature is not a valid part of the mnor version.

For features which have been previously defined as valid, this is
represented as being "mandatory to not inplenment” as opposed to
sinply not bei ng undefi ned.

These statuses define whether a client inplenmenting the m nor version
has to be prepared for the protocol feature’s non-support by a server
i npl emrentation, even if the feature in question is known by the
server.

The working group is still free to make recommendati ons regardi ng the
desirability of server and client support for particular features in
particular mnor versions in the mnor version definition docunent,

or in other, presumably informational, docunents.

Particul ar protocol elenments have simlar statuses, which are derived
froma conbination of the status of feature of which the protoco

el enent, the status of that protocol elenent within its feature, and,
in some cases, within other supported features. See Section 6.4 for
det ai |l s.

In addition to feature status, there nay be other constraints that
define when an inplenmentation nust or nay support a feature. In
particul ar, support for one feature may require support for another,
or the presence of one feature nmay require that another feature not
be support ed.
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6.4. Statuses of Protocol Elenments Wthin Features

The status of a protocol elenent within its containing feature
reflects two pieces of information that are used in determ ning
support for feature and associ ated protocol elenents.

0o A status value that allows support for the feature to be inferred
based on support for the protocol elenment. This is referred to as
the protocol elenment’s E-to-F status.

0 A status value that allows support for the feature elenent to be
inferred based on support for the feature. This is referred to as
the protocol element’s F-to-E status with regard to the feature.

The purpose of defining these status values is to allow the support
or non-support for one protocol elenments to be determ ned based on
responses for others, avoiding the conplexity that a client would
have to deal with if each such support decision were independent. A
si npl er nodel woul d have been to sinply assign protocol elenents to
f eat ure- based support equival ence classes and require all protocol
elenents in a feature to be supported or not supported together.

Thi s approach was not adopted because it is not conpatible with many
current and expected feature patterns:

o Many existing protocol features contain protocol elenents that are
optional in the context of the feature.

o Sone existing protocol elenents are used by nore than one feature.

0 Boolean attributes that indicate the presence of support for a
given feature are tied to that feature, even though the attribute
can be supported when the feature is not, in which case the
attribute is supported and has the val ue FALSE.

The follow ng are possible E-to-F statuses.

0 Support or non-support for the feature is always the sane as that
for the protocol elenent. This is represented as an "IFF" val ue.

o Support for the feature can be inferred from support for the
prot ocol elenent but not necessarily the reverse. This is
represented as an "SI NF' val ue.

o Lack of support for the feature can be inferred fromlack of

support for the protocol elenent but not necessarily the reverse.
This is represented as an "NSINF" val ue.
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o Lack of support for the feature can be inferred fromlack of
support for the protocol elenent but the reverse can be determ ned
by using the protocol elenent to determ ne whether support for the
feature is present. An exanple would be a Boolean attribute
i ndi cati ng whether support for the feature is present. This is
represented as an "SVAL" val ue.

CGenerally, it will be clear how a client may determ ne whet her any
particul ar OPTIONAL feature is supported. Typically there will be
one or nore protocol elenments belonging to the feature whose E-F
status is "IFF" or "SVAL". In these cases, support for the protocol
el ements in question can be determ ned as described in Section 6.4

In nore conplicated cases, the feature specification should clearly
speci fy how to determ ne whet her support is present.

The followi ng are possible F-to-E statuses.

o Support for the protocol elenment is REQU RED when support for the
feature is present.

o Support for the protocol elenment is OPTI ONAL when support for the
feature i s present.

o Support for the protocol elenment unaffected by the presence of
support for the feature.

The overall status of a feature elenent within a mnor version is
generally determ ned as foll ows:

o If there are one or nore REQUI RED features which give the protocol
el ement an F-to-E status of REQUI RED, then the overall status of
the protocol element within the mnor version is REQU RED

o0 Oherwise, if there are one or nore REQU RED or OPTI ONAL features
whi ch give the protocol elenent an F-to-E status of REQUI RED or
OPTI ONAL, then the overall status of the protocol elenment within
the m nor version is OPTI ONAL

o If neither of the above is true, the protocol elenent is treated
as not a part of the mnor version. That is, it is treated as
mandatory to not inplenent.

In some cases the overall status may be different fromthat specified
above. For exanple, it could be that there were two features, each
of which is OPTIONAL, and it is specified that exactly one of these
must al ways ne supported. In such a case, if both features assign a
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protocol elenment an F-to-E status of REQU RED, then the overal
status of the protocol elenent is REQU RED

6.5. Determning Protocol Elenent Support

If it has already been determ ned that a particul ar protocol el enent
is known to the server, the client can determ ne whether it is
supported based on its type, as follows:

o If the protocol elenment is an attribute, the supported attr
attribute can be interrogated to determne if support is present.

o If the protocol elenment is an operation, the operation can be
attenpted, with an error of NFS4ERR NOTSUPP i ndicating the
operation is known but not supported.

o If the protocol elenent is a swtch case, use of that case can be
attenpted, with an error of NFSAERR UNI ON_NOTSUPP indicating t the
operation is known but not supported.

o If the protocol elenment is an operation flag bit and the operation
is REQUI RED, use of that flag bit can be attenpted with an error
of NFS4ERR _NOTSUPP i ndicating the protocol elenent is known but
not support ed.

o If the protocol elenment is an operation flag bit and the operation
defines an error to return in the case of unsupported flag bits,
use if that flag bit can be attenpted with the specified error
i ndicating the operation is known but not supported.

Once this is done, all of the protocol elenments the client is aware
of can be divided into three sets:

o Those that the server is unaware of and thus cannot support.

0 Those that the server knows about but does not support.

o Those that the server supports.

Informati on obtained in the process of determ ning know edge of
protocol elenents (see Section 4.4.3) may be saved and used in
connection with the interrogations above. For exanple, in testing
for know edge of a given operation, the specific error code returned
wi |l indicate support or non-support as well as indicating support or
non- support, as well as know edge of the correspondi ng operation.

Note that in doing so care needs to be taken regardi ng protocol
el ements associated with features whose scope is nore limted than
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that of an entire client, since support may be different for
different sessions or different file systens.

6.6. Feature Discovery

In many cases, a client will need to determ ne whether particul ar
features are supported before using protocol elenents that are part
of those features. Wile sone clients may choose to defer this
determination until the features in question are actually needed,
others may nmake the determination as part of first connecting with a
server, using a session or accessing a file system depending on the
scope of the feature in question.

Once such a determ nation of feature support or non-support are nade,
the client may assune that it renmains valid and will not change so
| ong as the object defining the feature scope renains valid.

o For features of client scope as long as the clientid renains
val i d.

o For features of session scope as |ong as the sessionid renains
val i d.

o For features of file systemscope as long as the clientid and fsid
both remain valid

In making this determnation, the client is entitled to rely on, and
the server is REQU RED to obey any inter-feature constraints that are
specified as applying to the m nor version being used.

The presence or absence of particular features may be determned in a
nunber of ways:

o For features which are REQU RED within a given mnor version, the
client can treat the fact that the server accepted a request with
that m nor version (and did not return
NFSA4ERR_M NOR_VERSI ON_M SMATCH) as indicating that support is
present.

o For features which consist only of the addition of a pNFS | ayout
type, the fs layout type attribute for the fs in question can be
i nterrogated and scanned for the |ayout type.

o For features which consist only of the addition of an instance of
a feature tenplate as defined in Section 5.2.2, the tenplate
feature definition will describe the neans by which the presence
of support for particular feature instances is to be determ ned.
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For the remaining features, which are all OPTIONAL and contain an
XDR- ext endi ng protocol elenment, the E-to-F statuses of the
constituent protocol elenments (see Section 6.4) can be used to
determine if support is present within the scope defined by the
feature in question. |In nost cases, support for the protocol el enent
Is tested as described in Section 6.5.

o If there are one or nore protocol elenents whose status is "IFF",
support for any of these nay be tested, with the result
determ ni ng support for the feature

o If there are one or nore protocol elenents whose status is "SVAL",
support for it can be tested, and if present the val ue returned
can be tested as described by the feature specification, resulting
in a determ nation of support for the feature.

o If there are protocol elenents with statuses of "SI NF' and
"NSI NF", testing of these protocol elenents can be used, although,
it is not always certain that testing all such will always resolve
t he questi on.

o |If none of these approaches are deternmi native, the feature
specification should define a nethod of resolving the question.

Once the set of supported features is determ ned:

o For protocol elenents which have an F-to-E status of REQUI RED for
at | east one supported feature, it can be assumed that support is
present .

o For other protocol elenents which have an F-to-E status of
OPTIONAL for at |east one supported feature, support needs to be
tested for as described in Section 6.5.

o For the remaining protocol elenents, it can be assuned that
support is not present.

Feat ure | ncorporation
Al'l protocol changes will be organi zed, docunented and effected as
part of a given feature. This includes XDR extension and the various
sorts of non- XDR- based changes al | owed.
Such features nmay be nmade part of the protocol in a nunber of ways:

o |In new mnor versions, as discussed in Section 8.
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0 |In separately docunmented new features. \When new features are
OPTI ONAL and do not include any non- XDR- based changes, they may be
i ncorporated in an extensi ble mnor version under construction.
See Section 7.1 for details.

o Wen appropriate conpatibility arrangenent are in effect, they may
be used to correct protocol problens in already approved m nor
versions and features. See Section 9 for details.

7. Ext ensi ons within M nor Versions

The NFSv4 version managenent franmework allows, with certain
restrictions, features to be added to existing m nor versions

o In the case of features which consist only of a pNFS mappi ng type,
the protocol may be extended by publishing the new mappi ng type
definition as a Proposed Standard. This effects an extension to
all mnor versions in which pNFS is a valid feature.

Simlar extension facilities could be nade available if additional
PNFS- | i ke extension frameworks were created (See Section 5.2.2).

o0 Mnor versions designated as extensible (see Section 7.1) may be
extended by the publication of a standards-track docunent defi ning
the additional feature. Details are set out below. The features
to be added are considered OPTIONAL in the extensible mnor
version and must consist only of valid XDR- based extensions

7.1. Adding Features to Extensible M nor Versions

Addition of features to an extensible mnor version wll take

advant age of the existing NFSv4 infrastructure that allows optional
features to be added to new m nor versions, but without in this case
requiring any change in the mnor version nunber. Adding features in
this way will enable conpatibility with existing clients and servers,
who may be unaware of the new feature.

7.2. Use of Feature Specification Docunents

Each such extension will be in the formof a working-group standards-
track docunent which defines one or nore new OPTIONAL features. The
definition of each of the new feature may include one or nore
"protocol elenents"” which extend the existing XDR as al ready

di scussed (in Section 4.1). Oher sorts of XDR nodification are not
al l oned. Protocol elenents include new operations, call backs,

attri butes, and enuneration values. The functionality of sone

exi sting operations may be extended by the addition of new flags bits
in existing flag words and new cases in existing swtched unions.
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New error codes may be added but the set of valid error codes to be
returned by an operation is fixed, except that existing operations
may return new errors to respond to situations that only arise when
previously unused flag bits are set or when extensions to a sw tched
uni on are used.

Al so, certain additional docunents may be produced at this tinme to
simplify the process of using new versions that contain the
extension, and to help co-ordinate the process of making further
extensions. See Section 10.5 for details.

Each such additional feature will becone, for all intents and

pur poses, part of the current NFSv4 m nor version upon publication of
the description as a Proposed Standard, enabling such extensions to
be used by new client and server inplenentations wthout, as
previously required, a change in the value of the mnor version field
wi thin the COMPOUND operati on.

The wor ki ng group has two occasions to make sure that such features
are appropriate ones:

o At the tine the feature definition docunent becones a working
group docunent, the working group needs to determne, in addition
to the feature’'s general conpatibility with NFSv4, that the XDR
assignnments (i.e. additional values for operation callback and
attri bute nunbers, and for new flags and switch values to be added
to existing operations) associated with the new feature are
conpl ete and do not conflict with those in the existing protoco
or those currently under devel opnent.

o At the tinme the working group docunent is conplete, the working
group, in addition to normal docunent review, can and shoul d | ook
at what prototype inplenentations of the feature have been done
and use that information to determ ne the work-ability and
maturity of the feature

Conpatibility Issues

Because the receiver of a nessage may be unaware of the existence of
a specific extension, certain conpatibility rules need to be
observed. In sone cases (e.g., addition of new operations or
cal | backs or addition of new arnms to an existing sw tched union)

ol der clients or servers may be unable to do XDR parsing on an

ext ensi on of whose existence they are unaware. In other cases (e.g.,
error returns) there are no XDR parsing issues but existing clients
and servers may have expectations as to what may validly be returned.
Detail ed di scussion of these conpatibility issues appears bel ow.
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0 |Issues related to nessages sent to the server are discussed in
Section 7.3.1.

0 Issues related to nessages sent to the client are discussed in
Section 7.3.2.

7.3.1. Conpatibility Issues for Messages Sent to Servers

This section deals with conpatibility issues that relate to nessages
sent to the server, i.e., requests and replies to callbacks. 1In the
case of requests, it is the responsibility of the client to determ ne
whet her the server supports the extension in question before sending
a request containing it for any purpose other than determ ning

whet her the server is aware of the extension. |In the case of
cal | back replies, the server denonstrates its awareness of proper
parsi ng for callback replies by sending the associ ated cal | back.

Regardi ng the handling of requests:

o Existing server inplenentations will return NFS4ERR _NOTSUPP or
NFSA4ERR OP_ | LLEGAL in response to any use of a new operation,
allowing the client to determ ne that the requested operation (and
potentially the feature in question) is not known or known but not
supported by the server.

o Clients can determ ne whether particular new attributes are
supported by a given server by exam ning the val ue returned when
the supported attr attribute is interrogated. Cients need to do
this before attenpting to use attributes defined in an extension
since they cannot depend on the server returning
NFSAERR_ATTRNOTSUPP for requests which include a mask bit
corresponding to a previously unspecified attribute nunber (as
opposed to one which is defined but unsupported).

0o Existing server inplenentations that do not recognize new fl ag
bits will return NFS4ERR | NVAL, enabling the client to determ ne
that the new flag value is not supported by the server.

o Existing server inplenmentations that do not recognize the new arm
of a switched union in a request will return NFS4ERR | NVAL or
NFS4ERR _UNI ON_NOTSUPP, enabling the client to determ ne that the
new union armis not supported by the server.

Regardi ng the handling of responses to call backs:

0 Error values returned to the server for all callbacks that do not
use new features will only be those previously allowed. Only when
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t he server uses a new extension feature can a previously invalid
error val ue be returned.

o Callback replies may only include a new arm of an existing
swi tched uni on when the server, typically in the call back being
responded to, has used a feature el enent associated with the
feature that defined the new swi tched union arm

2. Conpatibility Issues for Messages Sent to Cients

This sections deals with conpatibility issues that relate to nessages
sent to clients, i.e., request replies and call backs. |In both cases,
extensions are only sent to clients that have denonstrated awareness
of the extensions in question by using an extension associated with
the sane feature

Regardi ng the handling of request replies:

o0 Error values returned to the client for all requests that do not
use new features will only be those previously allowed. Only when
the server uses a new extension feature can a previously invalid
error val ue be returned.

0 Replies may only include a new arm of an existing sw tched union
when the server, typically in the request being responded to, has
used a feature el enent associated with the feature that defined
t he new swi tched uni on arm

Regardi ng the handling of callback requests, the server needs to be
sure that it only sends call backs to those clients prepared to
recei ve and parse them

o In nost cases, the new callback will be part of a feature that
contains new (forward) operations as well. Wen this is the case,
the feature specification will specify the operations whose

receipt by a server is sufficient to indicate that the client
issuing themis prepared to accept and parse the associ at ed
cal | backs.

o For call backs associated with features that have no new operations
defined, the feature specification should define sone way for a
client toindicate that it is prepared to accept and parse
cal | backs that are part of the extension. For exanple, a flag bit
in the EXCHANGE | D request may serve this purpose.

o In both of the above cases, the ability to accept and parse the
specified callback is considered separate from support for the
cal | back. The feature specification will indicate whether support
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for the callback is required whenever the feature is used by the
client. 1In cases in which support is not required, the client is
free to return NFSAERR NOTSUPP upon receiving the call back.

4. Relationship Between M nor Versioning and Extensions within a
M nor Ver si on

Extensibility of m nor versions are governed by the follow ng rules:

o Mnor versions zero and one are not extensible. Each has a fi xed
set of OPTIONAL features as described in [ RFC7530] and [ RFC5661] .

o Mnor versions beyond one are presuned extensible as di scussed
herein. However, any statenment within the m nor version
specification disallow ng extension will cause that m nor version
to be consi dered non-extensible.

o No new feature may be added to a m nor version once the
speci fication docunent for a subsequent mnor version becones a
wor ki ng group standards-track docunent.

Even when a m nor version is non-extensible, or when a previous mnor
version is closed to further extension, the features that it contains
are still subject to updates to effect protocol corrections. In many
cases, making an XDR change, in the formof an extension wll be the
best way of correcting an issue. See Section 9 for details.

Wil e maki ng m nor versions extensible will decrease the frequency of
new m nor versions, it will not elimnate the need for them

Prot ocol features that cannot be used as extensions (see

Section 8.1.1 require a new m nor version.

In addition, change which involve nodifications to the set of
protocol elenments which are REQU RED or nandatory to not i npl enent
require a new mnor version which starts a new m nor version group.
Changes to the organi zati on of protocol features are treated
simlarly, since they have a simlar potential to cause interversion
inconpatibility. See Section 8.1.2 for details.

M nor Versions
1. Creation of New M nor Versions

It is inportant to note that this section, in describing situations
that woul d require new minor versions or mnor version groups to be

created, does not thereby inply that situations will exist in the
future. Judgnents regarding desirability of future changes will be
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made by the working group or its successors and any gui dance that can
be offered at this point is necessarily quite limted.

Creation of a new mnor version or mnor version group is an option
that the working group retains. The listing of situations bel ow that
woul d pronpt such actions is not neant to be exhausti ve.

New mi nor versions are to be docunented as described in Section 10.6.

8.1.1. New Mnor Versions within an Existing G oup

The follow ng sorts of features are not allowed as extensions and
woul d require creation of a new m nor version:

o Features that incorporate any of the non- XDR-based changes
di scussed in Sections 5.1.1 and 5.1. 2.

0 Any feature which includes a new mapping type (as described in
Section 5.2.1) and includes any other change.

To prevent new mappi ng types fromevading this restriction by
splitting the mapping type and other changes into two separate
changes, if new mapping type makes a reference to protocol changes
in an extension, it may not be incorporated in mnor versions in
whi ch that extension is defined but only in |ater m nor versions.

o Any feature that creates a new expansi on nmechani sm as described in
in Section 5.2.2.

8.1.2. New M nor Version G oups

The foll ow ng sorts of changes can only occur in the context of a new
m nor version group:

o Addition of REQU RED new f eat ures.

0 Changes to the status of existing features including converting
features to be mandatory to not i nplenent.

o Changes to the status of existing feature elements within
features, causing those feature elenents to be required or
optional when they previously had not been.

o Changes to the scope of existing features.

o Changes to feature organization or to inter-feature constraints.
Such changes may have the effect of making support for sonme change
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el ement required or optional in circunstances in which it
previ ously had not been

Changes to the status or organi zation of features will, in nost case,
result in changes to the status of individual protocol elenents,
changi ng t hem bet ween REQUI RED and OPTI ONAL, or maki ng t hem mandat ory
to not inplenent.

Conversion of protocol elenments to be mandatory to not inplenent,

will not, as had previously been the practice, result in their
deletion fromthe protocol XDR  However, the server will be REQU RED
to treat such protocol elenents as not known when responding to
requests within mnor versions in which they are not to be

i mpl emented. See Sections 4.4.3 and 8.3.2 for details.

Such changes give rise to potential conpatibility issues. |In nost
cases in which such changes wll actually be nmade, careful

consi deration of conpatibility issues can [imt the scope of such

i ssues or ensure that conpatibility issues actually experienced are
quite limted.

This is opposed to the first new m nor version group, that associ ated
Wi th mnor version one, which resulted in a situation in which
clients for mnor version zero could not interoperate with servers
for mnor version one and vice versa. |Issues related to the question
of what to do about such situations are discussed in Section 8.1.3

The addition of REQU RED features nay serve to illustrate the issues.
Such additions pose no conpatibility issue for existing clients. On
the other hand, all servers will need to be updated to support the
new features. The effort required and any potential for disruption
depend on the scope of the feature being added.

A nunber of features introduced as REQUI RED in NFSv4.1 can serve to
illustrate the issues.

0 suppattr_exclattr was added as a REQU RED attribute. This was
very sinple for servers to inplenent.

o RECLAIM COWLETE was added as a REQUI RED operati on.
o TEST_STATEI D and FREE _STATEI D were added as REQUI RED operati ons.

Sonme exanpl es of potential feature status changes may be hel pful in
illustrating conmpatibility issues

o0 Converting a REQU RED feature to be mandatory to not i npl enent
poses the greatest level of difficulty froman interoperability
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point of view Cients need to change to use an alternative neans
of providing the functionality provided by the feature. Existing

servers need to be updated, even if there is a replacenent feature
avai | abl e.

Such a transition is only possible wthout disruption if the
feature in question has already fallen into disuse.

Converting an OPTIONAL feature to be mandatory to not inplenent
poses simlar difficulties. |If clients have ceased to use the
feature, after they have becone aware, formally or informally,

that it is noribund, the difficulties can be quite limted.

Converting a REQU RED feature to be OPTIONAL poses no difficulty
for existing server inplenentations. It may pose difficulties for
clients who have not nade preparations for server non-support of
the feature.

The degree of such difficulties and the readiness of clients to
make such changes shoul d be key considerations in making such a
state transition.

Converting an OPTIONAL feature to be REQUI RED poses no difficulty
for existing client inplementations. The difficulties for

exi sting server inplenmentations depend on the scope of the feature
i nvol ved and the set of inplenentations wthout support for the
feature in question.

The degree of such difficulties and the readi ness of servers to
make such changes shoul d be key considerations in making such a
state transition. Nevertheless, it should not be the only
consideration. |If all existing servers support the feature, it
does not thereby follow that the transition should be made. The
possi bl e ef fect of making server devel opnent nore conpli cated
shoul d al so be consi dered.

A nunber of other changes allowed only in a new mnor version group,
rai se anal ogous i ssues.

0]

Noveck

In the case of inter-feature constraints or simlar
reorgani zati ons, the basic issue is whether the client has to deal
with the absence of a protocol elenent when it previously had not
had to deal with that or the server has to provide support for a
protocol element in situations in which it previously had not had
to. Wien a set of changes cause both sorts of issues, the
greatest interoperability difficulties arise, making such a set of
changes hard to inplenent.
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o If a feature scope is changed to be nore fine-grained, the client
has to deal wth conbinations of support and non-support it
previously had not had to deal with, while the reverse forces the
server to maintain a unity of support it had previously not had
to. The unlikely case of conversion between session and file
system scope causes difficulties for both parties.

The tradeoff between interoperability issues and desirable changes to
the protocol is one for the working group to nake. |[If the decision
is made to create a new mnor version group, the working group has
deci ded that absolute conpatibility is not required. Nevertheless,

it should strive to make necessary changes as non-di sruptive as
possi bl e.

8.1.3. Limts on Mnor Version Goups

The gui dance that needs to be offered with regard to appropriate
limts on changes that form new version groups does not appear
reduci ble to specific rules.

Instead it is appropriate to return to the basic goal of allow ng the
NFSv4 protocol to adapt to future circunstances as they devel op.

Al t hough this was not explicitly stated, it seens to be intended that
this would not involve generation of an essentially a new protocol,
even if that were, in sonme sense, a better one.

So the best way we can address the question of limts on new version
groups is to state that the purpose of the rules in this docunent,

i ncluding the creation of new mnor version groups is not the
creation of a successor protocol to NFSv4.

If this or a future working group does find itself defining a new
file access protocol, it would be helpful if proper care were taken
to retain what is valuable in the intellectual heritage of NFSv4.
Neverthel ess, in doing so, it is inportant not to assune that
adherence to the rules in this docunment, is, in and of itself, a
guarantee that the new protocol is thereby a version of NFSv4.

In dealing with such a future changed situation, the better option
woul d be to face the issue of necessary change forthrightly and
acknow edge that such a |l arge change creates a fundanentally new
situation. Appropriate responses mght include replacing the XDR in
whol e or in part, using a successor to XDR, or other neans.
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8. 2. Rol e of M nor Versions

Clearly, the ability to provide protocol extensions w thout creation
of a new m nor version, has |essened the role of mnor versions in
extendi ng the NFSv4 protocol to neet future needs.

We have gone froma situation in which there was a single nmechani sm
creation of a new mnor version, to extend the protocol, to a three-
| evel approach:

o OPTIONAL features which extend but do not change protocol
semanti cs may be added wi thout creating a new m nor version.

o0 Oher OPTIONAL features nay be added by creating a new m nor
version within an existing version group, as long as the sets of
protocol elenments which are REQU RED and mandatory to not
i npl enent .

o Changes which do as the sets of protocol elenents which are
REQUI RED and nandatory to not inplenent are only allowed in a new
m nor version group.

Thi s docunent does explore the situations that, if they arise, would
require the creation of new m nor versions or version groups. This
does not inply that such situations will exist or that the working
wi |l choose to address things in that way. Such choices are left for
future decision by the working group and the |IESG

The discussion in Section 8.1.3 raises simlar issues. It is
possi bl e that situations mght arise that would cause NFSv4

devel opnent to be done outside the framework established here.
Neverthel ess, this does not inply that such situations will arise.

8. 3. M nor Version Interaction Rul es

This section addresses issues related to rules #11 and #13 in the

m nor versioning rules in [ RFC5661]. Wth regard to the supersession
of m nor versioning rules, the treatnent here overrides that in

[ RFC5661] when either of the potentially interacting m nor versions
has not yet been published as a Proposed Standard.

Note that these rules are the only ones directed to m nor version
i mpl ementers, rather than to those specifying new m nor versions.
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8.3.1. M nor Version ldentifier Transfer |ssues

Each rel ati onship between a client instance and a server instance, as
represented by a clientid, is to be devoted to a single mnor
version. |f a server detects that a COVWPOUND with an inappropriate
m nor version is being used, it MJST reject the request. |In doing
so, it may return either NFS4ERR BAD CLI ENTI D or

NFSARR M NOR_VERS M SMVATCH.

As a result of the above, the client has the assurance that the set
of REQUI RED and OPTONAL features will not change within the context
of a single clientid. Server inplenmentations MIST ensure that the
set of supported features and protocol el enents does not change

wi thin such a context.

8.3.2. Mnor Version Intra-Goup Conpatibility

Wthin a set of mnor versions that belong to the sane m nor version
group, it is relatively easy for clients and servers to provides the
needed conpatibility by following the follow ng rules.

0 Servers supporting a given mnor version MJST support any earlier
m nor version in the sanme mnor version group and return
appropriate errors for use of protocol elenents that were not a
valid part of that earlier mnor version. For details see bel ow

0 Servers supporting a given mnor version MIJST, in returning errors
for operation which were a valid part of the m nor version, return
the errors allowed for the current operation in the m nor version
actual Iy bei ng used.

o Clients MIST deal with an NFS4ERR_M NOR VERS M SMATCH error by a
searching for a | ower mnor version nunber in the sane m nor
version group that the server will accept.

Wth regard to protocol elenents not known in a given m nor version
the appropriate error codes are given below Essentially, the
server, although it has a nore extensive XDR reflective of a newer
m nor version, must act as a server with a nore limted XDR woul d.

o Wen an operation is used which is not known in the specified
m nor version, NFS4ERR OP_ | LLEGAL (as opposed to NFSA4ERR_NOTSUPP)
shoul d be returned.

o Wen an attribute is used which is not known in the specified

m nor version, NFS4ERR | NVAL (as opposed to NFS4ERR_ATTRNOTSUPP)
shoul d be returned.
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o Wen a switch case is used which is not known in the specified
m nor version, NFS4ERR BADXDR (as opposed to
NFSA4ERR_UNI ON_NOTSUPP) shoul d be returned. Even though the
nessage may be XDR-decodabl e by the server’s current XDR, it is
not so according to the m nor version being used.

o Wien a flag bit is used which is not known in the specified m nor
versi on, NFS4ERR | NVAL (as opposed to NFSAERR _NOTSUPP Or any ot her
error defined as indicated non-support a flag bit) should be
ret ur ned.

8.3.3. Mnor Version Inter-Goup Conpatibility

It is desirable for client and server inplenmentations to support a

wi de range of mnor versions. The difficulty of doing so can be

af fected by choi ces made by the working group in defining those m nor
versions, and the particulars of the changes nmade which establish new
ver si on groups.

Options for conpatibility are affected by the scale and frequency of
t he changes which require a new m nor version group and the worKki ng
group needs to take needs for inter-group conpatibility into account
when nmeki ng such changes. |In all cases, the follow ng rules apply:

0 Servers supporting a given mnor version SHOULD support m nor
versions in earlier mnor version groups. Wen doing so, it MJST
behave appropriately given the definition of the m nor version
used. For details see bel ow.

o Cients SHOULD deal with an NFS4ERR M NOR VERS M SMATCH error by a
searching for a | ower m nor version nunber within the appropriate
m nor version range until it finds one that the server wll
accept.

In sone cases, the server needs to behave as a nore restricted one
for an earlier mnor version mght, despite it having extensions for

protocol elements added in later m nor versions. |In these cases, the
errors described in Section 8.3.2 should be returned in this case as
wel | .

In the case in which the earlier version contains protocol elenents
subsequently made mandatory to not inplenent, the server needs to
know of those protocol elements and not return the errors that would
appropriate if the nost up-to-date m nor version were used. |n cases
in which support for these protocol elenments is REQU RED, support

will have to be provided by the server and if it cannot do that, it
MJUST return NFS4ERR M NOR VERS M SVMATCH for any requests using that

m nor version.
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In addition to using an appropriate subset of the protocol XDR
definition, the server needs to respect the non- XDR el enments of the
earlier mnor version group as well. 1In particular, the serve needs
to:

0 Support REQU RED features as specified by the earlier mnor
ver si on group.

0o Support (or not) features according to E-to-F statuses specified
by the earlier mnor version group.

0 Respect the inter-feature constraints specified by the earlier
m nor version group.

0 Respect the feature scopes specified by the earlier mnor version
gr oup.

0 Support (or not) protocol elenents according to the F-to-E
statuses specified in the earlier m nor version group.

9. Correction of Existing Mnor Versions and Features

The possibility always exists that there will be a need to correct an
existing feature in sone way, after the acceptance of that feature or
a mnor version containing it, as a Proposed Standard. Wile the
wor ki ng group can reduce the probability of such situations arising
by waiting for running code before considering a feature as done, it
cannot reduce the probability to zero. As features are used nore
extensively and interact with other features, previously unseen flaws
may be di scovered and will need to be corrected.

Such corrections are best done in a docunent obsol eting or updating
the RFC defining the relevant feature definition docunent or m nor
version specification. In making such corrections, the working will
have to carefully consider how to assure interoperability wth ol der
clients and servers.

O'ten, corrections can be done w thout changing the protocol XDR In
many cases, a change in client and server behavior can be inplenented
wi t hout taking special provision with regard to interoperability with
earlier inplenentations. |In those case, and in cases in which a
revision nerely clarifies an earlier protocol definition docunent, a
new docunent can be published which sinply updates the earlier
protocol definition docunment. Subsequently, the indexing materi al
woul d be updated to reflect the existence of the newer docunent.

In other cases, it is best if client or server behavior needs to
change in a way which raises interoperability concerns. 1|n such
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1

cases, inconpatible changes in server or client behavior should not
be mandated in order to avoid XDR changes.

XDR Changes to I nplement Protocol Corrections

When XDR changes are necessary as part of correcting a flaw, these
shoul d be done in a manner simlar to that used when inplenmenting new
m nor versions or features within them |In particular,

0o Existing XDR structures nmay not be nodified or del eted.

o0 XDR extensions may be used to correct existing protocol facilities
in a manner simlar to those used to add additional optional
features. Such corrections may be done in an ot herw se non-
extensi ble m nor version, if the working group judges it
appropri at e.

o0 Wen a correction is nmade to an OPTIONAL feature, the result is
simlar to a situation in which there are two i ndependent OPTI ONAL
features. A server may choose to inplenent either or both

o Wen a correction is made to a required feature, the situation
beconmes one in which neither the old nor the new version of the
feature is required. Instead, it is required that a server
support at |east one of the two, while each is individually
OPTI ONAL. Al t hough use of the corrected version is ultimtely
better, and may be recomrended, it should not be described as
" RECOMMENDED", since the choice of which version to support if
only one is supported wll depend on the needs of clients, which
may be slow to adopt the updated version.

o In all of the cases above, it is appropriate that the old version
of the feature, be considered obsol escent, with the expectation
that the working group mght, in a later mnor version, decide
that the older version is to becone mandatory to not inplenent.

| ssues related to the effect of XDR corrections on existing
docunents, including co-ordination with other mnor versions, are
di scussed in Section 10.7.

By doing things this way, the protocol with the XDR nodification can
accommodate clients and servers that support either the corrected or
t he uncorrected version of the protocol and also clients and servers
awar e of and capabl e of supporting both alternatives.

o Aclient that supports only the earlier version of the feature
(i.e., an older unfixed client) can determ ne whether the server
it 1s connecting to supports the older version of feature. It is
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capabl e of interoperating wth ol der servers that support only the
unfi xed protocol as well as ones that support both versions.

o Aclient that supports only the corrected version of the feature
(i.e., a new or updated client) can determ ne whether the server
it 1s connecting to supports the newer version of the feature. It
is capable of interoperating wth newer servers that support only
the updated feature as well as ones that support both versions.

o Aclient that supports both the ol der and newer version of the
feature can determ ne which version of the particular feature is
supported by the server it is working wth.

0 A server that supports only the earlier version of the feature
(i.e., an older unfixed server) can only successfully interoperate
with older clients. However newer clients can easily determ ne
that the feature cannot be used on that server

0 A server that supports only the newer version of the feature
(i.e., a new or updated server) can only successfully interoperate
with newer clients. However, older clients can easily determ ne
that the feature cannot be used on that server. |In the case of
OPTI ONAL features, clients can be expected to deal wth non-
support of that particular feature.

0 A server that supports both the ol der and newer versions of the
feature can interoperate with all client variants.

By using extensions in this manner, the protocol creates a clear path
whi ch preserves the functioning of existing clients and servers and
allows client and server inplenenters to adopt the new version of the
feature at a reasonabl e pace.

Document ati on of Features, Extensions, M nor Versions, and Protocol
Corrections

As nentioned previously, NFSv4 is evolving towards a finer-grained
docunentation nodel. This trend will be continued by:

0 The use of extensions within m nor versions.
o0 Features that are added by a m nor version being docunented in

feature definition docunents rather than within the nminor version
specification itself.
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1. Docunentation Approach

Docunent ati on of future changes to the NFSv4 protocol w Il use
feature specification docunents as described in Section 10.3. There
are a nunber of ways in which such docunents may be used, which
reflect the different ways in which features are incorporated in the
NFSv4 protocol, as discussed in Section 6.7

Thi s docunentati on approach is intended to avoid the unnecessary
production of |arge docunents in which many unrel ated features are
ti ed together because either:

o0 The entire protocol is described in a single docunent, as happened
with NFSv4.0 (in [RFC7530]) and NFSv4.1 (in [ RFC5661]).

o Many unrel ated features are described in a single docunent as
occurred with NFSv4.2 (in [ NFSv42]).

The production of a larger nunber of snaller docunents will
stream i ne docunent production and review. A potential problemis
that a profusion of snmaller docunents m ght cause difficulty for

t hose | earni ng about and inpl enenting the protocol.

The production of indexing material described in Section 10.2 is
intended to Iimt such difficulties. The result will be that, for
operations and attributes, we will have essentially a single table of
contents, referencing material fromnultiple mnor version definition
docunents and feature specification docunents.

2. Indexing materi al

The itens listed below, referred to collectively as "Indexing
material” will be useful in many contexts. The reason for frequently
publ i shing such material is to prevent a situation in which |arge
nunbers of docunments nust be scanned to find the nost current
description of a particular protocol elenent.

o A table mapping operations and cal |l backs to the npbst recent
protocol definition docunent containing a description of that
oper ati on.

o A table mapping attributes to the nost recent protocol definition
docunent containing a description of that attribute.

o Atable giving, for each operation in the protocol, the errors
that may validly be returned for that operation. |If possible, it
woul d be desirable to give, as does [ RFC5661], the operations
which may validly return each particular error.
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o Atable giving for each operation, callback, and attribute and for
each feature elenent in a published extension giving its status
(REQUI RED, OPTI ONAL, or mandatory-to-not inplenent), the nanme of
the feature of which it is a part, its associated E-to-F and
F-to-E status values and informati on about other features for
which it has a non-enpty F-to-E status value. This would be
simlar to the material in Section 14 of [NFSv42], expanded to
include all feature el enents.

3. Feature Specification Docunents

Features will be docunented in the form of a working-group standards-
track docunent which define one or nore features. Generally, only
closely related features should be defined in the same docunent.

The definition of each of the new features nmay include one or nore
"feature el enents" which change the protocol in any of the ways

di scussed in Section 5. Feature elenents include new operations,
attributes, and enuneration values. Note that in this context,
"Operations” include both forward and cal | back operations. The
functionality of sone existing operations may be extended by the
addition of new flags bits in existing flag words, by new cases in
exi sting switched unions, and by valid semanti c changes to existing
oper ati ons.

Such feature definition docunents would contain a nunber of itens,
following the pattern of the NFSv4.2 specification. The only

di fference would be that while the NFSv4.2 specification defines a
nunber of features to be incorporated into NFSv4.2, the feature
definition docunents would each define a single feature, or a snal
set of closely related features.

In addition to a general explanation of the feature(s) in question,
the itenms to be included in such feature definition docunments woul d
be as listed below. |In sonme cases these itens, in addition to
descriptive text, would contain fragnents of XDR code, to aid in
preparation of XDR files that include the additions defined by the
feature added to the base protocol that is being extended. For

i nformati on regardi ng preparation of such XDR files, see

Section 10. 4.

o Description of new operations (corresponding to Sections 15 and 16
of [NFSv42]). Such descriptions will contain XDR code defining
the structure the argunents and results of the new operation al ong
with preparatory XDR definitions used only by that operation.

0 Description of any nodified operations (corresponding to
Section 15 of [NFSv42]). Such description nmay contain XDR code
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defining the new flag bits, enum val ues, and cases to be added to
exi sting swtched unions. Note that addition of new attributes is
not considered an extension of GETATTR, SETATTR, VERIFY, or

NVERI FY.

0 Description of new attri butes (corresponding to Section 13 of
[ NFSv42]). XDR code defining the types of the attributes would be
part of this description.

o Description of any added error codes (corresponding to
Section 12.1 of [NFSv42]).

o Al operation descriptions, whether for new or nodified
operations, should indicate when operations or the correspondi ng
results may be presented as RDVA chunks.

0 A set of XDR code fragnents giving the nuneric val ues of added
operation codes, attribute nunbers, and error codes.

o Descriptions of all other extensions nade to existing flag words,
enuns and switched unions used by existing operations. Such
descriptions will contain XDR code defining the new flag bits,
enum val ues, and cases to be added to existing sw tched unions.

o Descriptions of all new structures, enuns, flag words, and
swi tched unions that are used by nore than one new operation, or
whi ch are available for future use by nmultiple operations. Such
descriptions will contain XDR code defining the new structures/
uni on and assigning the new nuneric values for enumand flag bits.

o Alisting giving the valid errors for each new operation and
cal | back (corresponds to Sections 12.2 and 12.3 of [NFSv42]).

o For each feature, a table giving for each feature elenent that is
part of the feature, its overall status within the m nor version
and its E-to-F and F-to-E status values. This would be simlar to
the material in Section 14 of [NFSv42] but restricted to the
feature(s) defined in the docunent and expanded to include al
feature el ements.

o0 A table presenting support requirenent for each protocol el enent
which is either a part of a feature defined in the docunent or has
an F-to-E status with relation with a feature defined in the
docunment. This could present the F-to-E status val ue for each
rel evant conbi nation of feature elenment and feature. An
alternative presentation would give, for each protocol elenent,
bool ean expressions in term of supported features, that allows or
t hat guarant ees support for the specified el enent.
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o Al of the additional Sections required for RFC publication, such

as "Security Considerations”, "IANA considerations”, etc.
Note that the listing above is not intended to define, in detail, the
structure of the specification. Rather, the intention is to define
the things it needs to contain. |If there would be no content for a
particul ar elenent, there is no need for an enpty section
corresponding to that list elenment. |If it makes nore sense to

describe a new structure together with an extended one, then the need
for a readily understandabl e docunent is primary.

10.4. XDR File Considerations

As nentioned previously, feature specification docunments wll
contain, in addition to description of XDR extensions, XDR code
fragnments that enbody those extensions. There will be various
occasi ons on which people will have occasion to produce XDR files
t hat conbi ne one or nore extensions together with the XDR for an
exi sting mnor version.

o Wen a mnor version is specified by a nunber of feature
speci fication docunents, there will be a need to produce, in as
sinpl e fashion as possible, the correspondi ng XDR specification
docunent for the new m nor version

o Wthin an extensible mnor version, there will be a need for those
devel oping and testing the feature to have an XDR file that
i ncorporates XDR definitions fromearly drafts of the feature
speci fication docunent.

o Also, for an extensible mnor version, there will be a need to
peri odi cally produce Consolidated XDR docunents that reflect al
features approved as Proposed Standards and thus incorporated in
the current mnor version.

o0 Developers may need to be able to produce XDR files that reflect
particul ar conbi nati on of approved features, features under
devel opment or experinmental features not yet ready for working
group consi derati on.

We are assunming here that the primary task is producing XDR files and
t hat correspondi ng XDR docunments can be produced relatively easily if
there is a well understood process to produce the underlying XDR
files.

The Feature specification docunent should contain all of the
necessary |lines of XDR codes to be added to a base XDR file to effect
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the extension. The only remaining issue is where to place each
addition to arrive at the correct consolidated file.

0 One could rely on those preparing updated XDR file to place the
additional XDR code lines in the appropriate place, based on
i nference fromthe docunent text.

0 One could rely on the Feature Specification Docunent to indicate,
in the descriptive text, where each XDR extension is to be pl aced.

0 One could fornalize a set of conventions whereby the appropriate
pl acenents are indicated by specific instructions enbedded wthin
comments within the XDR code fragnments to be pl aced.

10.5. Additional Docunents to Support Protocol Extension

Addi ti onal docunents will be required fromtine to tinme. These
docunents will eventually become RFC s (informational or standards
track as described below), but the work of the working group and of

i mpl ementers devel oping features will be facilitated by a progression
of docunent drafts that incorporate information about new features
that are bei ng devel oped or have been approved as Proposed Standards.

10.5.1. Mnor Version |Indexi ng Docunent

One docunent will organize existing material for a mnor version
under goi ng extension so that inplenmenters will not have to scan a

| arge set of feature definition docunents or mnor version
specifications to find information being sought. Successive drafts
of this docunent will serve as an index to the current state of the
extensi ble m nor version. Sone desirable elenments of this indexing
docunent woul d i ncl ude:

o Alist of all feature definition docunents that have been approved
as working group docunents but have not yet been approved as
Proposed St andar ds.

o Al of the itenms of indexing material (see Section 10.2)
appropriately adjusted to reflect the contents of all extensions
accepted as Proposed Standards.

The frequency of updates for this docunment will be affected by

i npl enenter needs and the ability to easily generate docunent drafts,
preferably by automated nmeans. The nost desirable situation is one
in which a new draft is available soon after each feature reaches the
status of a Proposed Standard.
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5.2. Consolidated XDR Docunent

This docunment will consist of an updated XDR for the protocol as a
whol e including feature elenments fromall features and m nor versions
accepted as Proposed Standards.

A new draft should be prepared whenever a new feature within an

extensi ble mnor version is accepted as a Proposed Standard. |n nost
cases, feature developers will be using a suitable XDR which can then
be revi ewed and published. 1In cases in which nultiple features reach

Proposed Standard status at approximately the sane tine, a nerge of
t he XDR changes nmade by each feature may be necessary.

5.3. XDR Assi gnnent Docunent

Thi s docunment will contain consolidated |lists of XDR val ue
assignnents that are relevant to the protocol extension process. It
shoul d contain lists of assignnents for

0 operation codes (separate lists for forward operations and for
cal | backs)

o attribute nunbers
O error codes

o bits within flag words that have been extended since they were
first introduced.

0o enuneration values for enumerati ons whi ch have been extended since
they were first introduced.

For each set of assignnents, the individual assignnments may be of
t hree types:

1. permanent assignnents associated with a mnor version or a
feature extension that has achi eved Proposed Standard status.

These assignnents are permanent in that the assigned value wll
never be re-used. However, a subsequent m nor version nay define
some or all feature elenents associated with a feature to be
mandatory to not inplenent.

2. provisional assignnments associated with a feature under
devel opnent (i.e., one which has been approved as a working group
docunent but has not been approved as a Proposed Standard).
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Provi si onal assignnments are not are not permanent and the val ues
assigned can be re-used in certain circunstances. In particular,
when a feature with provisional assignnments is not progressing
toward the goal of eventual Proposed Standard status, the working
group can judge the feature effort to have been abandoned,
all ow ng the codes formerly provisionally allocated to be
recl ai med and reassi gned.

3. definition of individual assignnments or ranges reserved for
experimental use.

A new draft of this docunent should be produced, whenever

o A mnor version or feature specification is accepted as a Proposed
St andar d.

o0 A new feature is accepted for devel opnent and a draft of the
correspondi ng wor ki ng-group standards-track docunment is produced

o A feature previously accepted for devel opnent is abandoned.

o The working group decides to make some change in assignnents for
experinental use.

5.4. Transition of Docunments to RFC s

Each of these docunents should be published as an RFC soon after the
m nor version in gquestion ceases to be considered extensible.
Typically this will happen when the working group nakes the
specification for the subsequent mnor version into a working group
docunent. Sone specifics about the individual docunents are |isted
bel ow:

o The nost current draft of the indexing docunent for the m nor
versi on woul d be published as an informational RFC

o0 The nost current draft of the consolidated XDR docunent shoul d be
publ i shed as a standards-track RFC. It would update the initial
speci fication of the m nor version

o The nost recent draft of the XDR assignnment docunent shoul d be
publ i shed as an informational RFC

Handl i ng of these docunments in the event of a post-approval XDR
correction is discussed in Section 10.7
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6. Docunent ati on of New M nor Versi ons

M nor versions should be docunented by specifying and expl ai ning the
changes made relative to the previous nminor version.

Feat ures added to the m nor version should be docunented in their own
feature specification docunments and normatively referenced.

Changes to the status or organi zation of existing features should be
docunent ed by presenting a summary of the status of all existing
protocol elenents, their relationship to OPTIONAL features, and any
rel evant feature dependenci es.

In addition, to avoid situation where a |arge nunber of m nor

versi ons nust be scanned to find the nost recent valid treatnment of a
specific protocol elenent, mnor version definition docunents w ||
contain the indexing material described in Section 10. 2.

7. Docunentation of XDR Changes for Corrections

In the event of an XDR correction, as discussed above, some docunment
updates will be required. For the purposes of this discussion we
call the mnor version for which XDR correction is required m nor
version X and the mnor version on which devel opnent is occurring

m nor version Y.

The foll ow ng di scusses the specific updated docunents which could be
required:

o0 The specification of the feature in question will have to be
updated to explain the issue, howit was fixed, and the
conpatibility and upgrade strategy. Normally this will require an
RFC updating the associ ated feature specification docunent.
However, in the case of a correction to a feature docunented in a
m nor version definition docunent, the RFC will update that
docunent i nstead.

0 An updated XDR for mnor version X will be produced and will be
publ i shed as a updated to the m nor version specification RFC for
m nor version X

When the correction is to feature docunented in a m nor version
definition, a single RFC will contain both updates to the m nor
version specification RFC

0 An updated minor version indexing docunent for mnor version Xis
desirabl e but not absolutely necessary.
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11.

12.

13.

13.

13.

The question of updated m nor version indexing docunents for m nor
versions between X and Y shoul d be addressed by the working group
on a case-by-case basis.

0 An updated XDR assignnment docunment will be required. It should be
based on the nost recent such docunent associated with m nor
version Y and wll serve as the basis for |ater XDR assi gnnment
drafts for mnor version Y.

The informational RFC s associated with mnor version Y (version
i ndexi ng docunent and XDR assi gnnment docunent) will contain the
effects of the correction when published. Simlarly, the m nor
version specification RFC will contain the XDR changes associ at ed
with the correction.

Security Consi derations

Since no substantive protocol changes are proposed here, no security
consi derations apply.

As features and m nor versions are designed and specified in

st andards-track docunments, their security issues will be addressed
and each RFC candidate will receive the appropriate security review
fromthe NFSv4 working group and | ESG

| ANA Consi derati ons
The current docunment does not require any actions by | ANA
Dependi ng on deci sions that the working group nakes about how to
address the issues raised in this docunent, future docunents may
require actions by | ANA
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