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Abstract

Thi s docunment extends the Incident Cbject Description Exchange Format
(I ODEF) defined in RFC 5070 [ RFC5070] to exchange enriched
cybersecurity informati on anong cybersecurity entities and facilitate
their operations. It provides the capability of enbedding structured
i nformati on, such as identifier- and XM.-based information.

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 11, 2014.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The nunber of cyber attacks is grow ng day-by-day, and incident

i nformati on needs to be reported, exchanged, and shared anong
organi zations in order to cope with the situation. |ODEF is one of
the tools already in use that enables such an exchange.

To nore efficiently run cybersecurity operations, information
exchanged between organi zati ons needs to be machi ne-readabl e. | ODEF
provi des a neans to describe the incident information, but it often
needs to include various non-structured types of incident-rel ated
data in order to convey nore specific details about what is occuring.
Further structure wthin | ODEF increases the machi ne-readability of

t he docunent thus providing a neans for better automating certain
cybersecurity operations.

Wthin the security community there exist various neans for

speci fying structured descriptions of cybersecurity information such
as [ CAPEC] [ CCE] [ CCSS] [ CEE] [ CPE] [ CVE] [ CVRF] [ CVSS] [ CVE] [ CWSS] [ MAEC]
[OCI L] [ OVAL] [ SCAP] [ XCCDF] .  Such structured descriptions facilitates
a better understanding of an incident while enabling nore streamined
aut omat ed cybersecurity operations. Because of this, it would be
beneficial to enbed and convey these types of information inside

| ODEF docunents.

To enable that, this docunent extends | ODEF to enbed and convey

vari ous types of structured cybersecurity information. Since | ODEF
defines a flexible and extensible format and supports a granul ar

| evel of specificity, this docunent defines an extension to | ODEF
instead of defining a new report format. For clarity, and to
elimnate duplication, only the additional structures necessary for
descri bi ng the exchange of such structured information are provided.

2. Term nol ogy

The term nol ogy used in this docunent follows the one defined in RFC
5070 [ RFC5070] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Applicability

To mai ntain cybersecurity, organi zati on needs to exchange
cybersecurity information, which includes the follow ng infornmation:
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attack pattern, platforminformation, vulnerability and weakness,
count ermmeasure instruction, conputer event |og, and the severity.

| CDEF provides a schene to descri be and exchange such i nfornmation
anong interested parties. However, it does not define the detail ed
formats to specify such information.

On the other hand, there already exist structured and detail ed
formats for describing these types of information that can be used in
facilitating such an exchange. They are [ CAPEC] [ CCE][ CCSS][ CEE] [ CPE]
[ CVE] [ CVRF] [ CVSS] [ CVEE] [ OWSS] [ MAEC] [ OCI L] [ OVAL] [ SCAP] [ XCCDF] . By
enbeddi ng theminto the | ODEF docunent, the docunment can convey nore
detailed contents to the receivers, and the docunent can be easily
reused.

The use of structured cybersecurity information formats facilitates
nor e advanced cybersecurity operations on the receiver side. Since
the information is machi ne-readabl e, the data can be processed by
conputers thus allow ng better automation of cybersecurity
oper ati ons.

For instance, an organi zation wishing to report a security incident
wants to descri be what vulnerability was exploited. 1In this case the
sender can sinply use | ODEF, where an XM.-based [ XM.1l.0] attack
pattern record that follows the syntax and vocabul ary defined by an

i ndustry specification is enbedded, instead of describing everything
in free formtext. The receiver can identify the needed details of
the attack pattern by |ooking up sone of the XM. tags defined by the
specification. The receiver can accumnul ate the attack pattern record
in its database and could distribute it to the interested parties as
needed, all w thout needing human interventions.

I n anot her exanple, an adm nistrator w shes to check the
configuration of host conputers in his organization. He could send a
guery to software on the host conputers which could automatically
generate an XM.- based software configuration description, enbed it in
an | ODEF docunent, and send the resulting | ODEF docunent back to the
adm ni strator for review and additi onal automated uses.

4. Ext ensi on Definition

This draft extends | ODEF to enbed structured cybersecurity
information by introducing new cl asses, with which these types of
infornati on can be enbedded inside | ODEF docunent as el enent contents
of Additional Data and Recordltem cl asses.
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4.1. |1 ANA Table for Structured Cybersecurity Information

Thi s extension enbeds structured cybersecurity information defined by
ot her specifications. The |ist of supported specifications is
managed by | ANA, and this draft defines the needed field for the
l[ist’s entry.

Each entry has nanespace [ XM_.Nanes], specification nane, version
reference URI, and applicable classes for each specification.
Arbitrary URIs that may hel p readers to understand the specification
coul d be enbedded inside the Reference URI field, but it is
recommended that standard/informational URI describing the
specification is prepared and i s enbedded here.

The initial | ANA table has only one entry, as bel ow

Nanmespace: http://xm / met adat aShari ng. xsd
Speci fication Nanme: Ml ware Metadata Exchange For mat
Ver si on: 1.2

Ref erence URI: http://standards. i eee. org/ devel op

/i ndconn/icsg/ mudef. htm ,

http://grouper.ieee.org/groups

/ mal war e/ mal wg/ Schemal. 2/
Applicable C asses: AttackPattern

Note that the specification was devel oped by The Institute of

El ectrical and El ectronics Engi neers, Incorporated (I EEE), through
the I ndustry Connections Security Goup (ICSG of its Standards
Associ ati on.

The table is to be nanaged by | ANA followi ng the allocation policy
specified in Section 7.

The Specl D attributes of extension classes (Section 4.5) nust all ow

t he val ues of the specifications’ nanmespace fields, but otherw se,

i npl enentations are not required to support all specifications of the
| ANA tabl e and nay choose which specifications to support, though the
specification listed in the initial table needs to be mninmally
supported, as described in Section 5. In case an inplenentation
received a data it does not support, it may expand its functionality
by | ooking up the ANA table or notify the sender of its inability to
parse the data. Note that the | ook-up could be done nmanual ly or
automatically, but automatic downl oad of data fromIANA's website is
not recomended since it is not designed for mass retrieval of data
by multiple devices.
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4.2. Extended Data Type: XM.DATA

This extension inherits all of the data types defined in the | ODEF
nodel. One data type is added: XM.DATA. An enbedded XM. data is
represented by the XMLDATA data type. This type is defined as the

extension to the iodef: ExtensionType [ RFC5070], whose dtype attribute
is set to "xm".

4.3. Extending | ODEF

This draft defines eight extension classes, nanely AttackPattern,
Platform Mulnerability, Scoring, Wakness, EventReport, Verification
and Renediation. Figure 1 describes the relationships between the

| ODEF I ncident class [RFC5070] and the newly defined classes. It is
expressed in Unified Mdeling Language (UML) syntax as with the RFC
5070 [ RFC5070]. The UML representation is for illustrative purposes
only; elenents are specified in XM. as defined in Section 5. 2.
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O - +
| Incident |
S +
ENUM pur pose | <>--------- [ I nci dent | D]
STRI NG | <>--{0..1}-[Alternativel D

ext - purpose | <>--{0..1}-[Rel atedActivity]

I

|

| ENUM | ang | <>--{0..1}-[ DetectTi ne]j

| ENUM | <>--{0..1}-[StartTinme]

| restriction |<>--{0..1}-[ EndTi ne]

| | <>--------- [ Report Ti ne]

| | <>--{0..*}-[Description]

| | <>--{1..*}-[ Assessnent ]

| | <>--{0..*}-[ Met hod]

| | | <>--{0..*}-[Addi ti onal Dat a]

| | | <>--{0..*}-[AttackPattern]

| | | <>--{0..*}-[Vul nerability]

| | | <>--{0..*}-[ Weakness]

| | <>--{1..*}-[Contact]

| | <>--{0..*}-[ Event Dat a]

| | | <>--{0..*}-[Fl ow

| | | | <>--{1..*}-[Systen]

| | | | <>--{0..*}-[Addi tional Dat a]
| | | | <>--{0..*}-[Platform
| | | <>--{0..*}-[ Expectation]

| | | <>--{0..1}-[ Record]

| | | <>--{1..*}-[ RecordDat a]

| | | <>--{1..*}-[Recordlten

| | | <>--{0..*}-[ Event Report]
| | <>--{0..1}-[H story]

| | <>--{0..*}-[Addi ti onal Dat a]

| | | <>--{0..*}-[Verification]

| | | <>--{0..*}-[Renedi ati on]

Fom e +

Figure 1: Incident class
4.4, Basic Structure of the Extension C asses

Figure 2 shows the basic structure of the extension classes. Sone of
t he extension cl asses have extra elenents as defined in Section 4.5,
but the basic structure is the sane.
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| ENUM Specl D | <>--(0..*)-[ RawData ]
| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRING Content| D |

Figure 2: Basic Structure
Three attri butes are defined as bel ow.

Specl D REQUIRED. ENUM A specification’s identifier that
specifies the format of a structured cybersecurity information.
The val ue shoul d be chosen fromthe nanmespaces [ XM_Nanes] |isted
in the ANA table (Section 4.1) or "private". The value "private"
is prepared for conveying structured information based on a fornat
that is not listed in the table. This is usually used for
conveying data formatted according to an organi zation’s private
schema. When the value "private" is used, ext-SpeclD elenment MJST
be used.

ext-Specl D: OPTIONAL. STRING A specification’s identifier that
specifies the format of a structured cybersecurity information.
This is usually used to support private schema that is not |isted
in the ANA table (Section 4.1). This attribute MJUST be used only
when the val ue of SpeclD elenent is "private."

ContentID: OPTIONAL. STRING An identifier of a structured
i nformati on. Depending on the extension classes, the content of
the structured information differs. This attribute enabl es | ODEF
docunents to covey the identifier of a structured information
i nstead of conveying the information itself.

Li kewi se, three elenents are defined as bel ow.

RawDat a: Zero or nore. XM.DATA. An XM. of a structured
information. This is a conplete docunent that is fornatted
according to the specification and its version identified by the
Specl D) ext - Specl D. Wen this elenment is used, witers/senders
MJUST ensure that the nanmespace specified by Specl D/ ext-Specl D and
the one used in the RawData el enment are consistent; if not, the
nanmespace identified by Specl D SHOULD be preferred, and the
i nconsi stency SHOULD be | ogged so a human can correct the problem
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Ref erence: Zero or nore of iodef:Reference [ RFC5070]. A reference
to a structured information. This elenment allows an | ODEF
docunent to include a link to a structured information instead of
directly enbedding it into a RawData el enent.

Though Contentl D, RawData, and Reference are optional attribute and
el enents, one of them MJUST be used to convey structured information.
Note that only one of them SHOULD be used to avoid confusing the
receiver.

4.5. Defining Extension C asses
This draft defines the follow ng seven extension cl asses.
4.5.1. AttackPattern
An AttackPattern is an extension class to the
I nci dent . Met hod. Addi ti onal Data el ement with a dtype of "xml". It
descri bes attack patterns of incidents or events. It is recommended

t hat Method cl ass SHOULD contai n the extension el enents whenever
avai l able. An AttackPattern class is structured as foll ows.

e +
| AttackPattern |

oo +

| ENUM Specl D | <>--(0..*)-[ RawData ]

| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRING Contentl D | <>--(0..*)-[ Platform]
Fommmmmeemeemaaeaaaaas +

Figure 3. AttackPattern cl ass
This class has the followi ng attributes.
SpeclD: REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of an attack pattern
information. See Section 4.4.

Li kewi se, this class has the foll ow ng el enents.
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RawDat a: Zero or nore. XMDATA. An XML of an attack pattern
informati on. See Section 4.4.

Ref erence: Zero or nore. A reference to an attack pattern
information. See Section 4.4.

Platform Zero or nore. An identifier of software platforminvol ved
in the specific attack pattern. See Section 4.5. 2.

.5.2. Platform
A Platformis an extension class that identifies a software platform
It is recoomended that AttackPattern, Vulnerability, Wakness, and

System cl asses contain the extension el enents whenever available. A
Platformelenment is structured as foll ows.

| ENUM Specl D | <>--(0..*)-[ RawData ]
| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRING Contentl|D |

Figure 4. Platformclass
This class has the followi ng attri butes.
SpeclD: REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of a platform
information. See Section 4.4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XM.DATA. An XM. of a platforminfornmation.
See Section 4.4.

Reference: Zero or nore. A reference to a platforminformation.
See Section 4.4.
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4.5.3. Vulnerability

A Vul nerability is an extension class to the

I nci dent . Met hod. Addi ti onal Data el ement with a dtype of "xm". The
extensi on describes the vulnerabilities that are exposed or were
exploited in incidents. It is recommended that Method class SHOULD
contain the extension el enents whenever available. A Vulnerability
element is structured as foll ows.

T +
| Vulnerability |

U U +

| ENUM Specl D | <>--(0..*)-[ RawData ]

| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRING ContentlD | <>--(0..*)-[ Platform]
| | <>--(0..*)-[ Scoring ]
Fommmmmeemeemaaeaaaaas +

Figure 5. Wulnerability class
This class has the followi ng attributes.
SpeclD: REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of a vulnerability
information. See Section 4.4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XM.DATA. An XM. of a vulnerability
informati on. See Section 4. 4.

Ref erence: Zero or nore. A reference to a vulnerability
information. See Section 4.4.

Platform Zero or nore. An identifier of software platform affected
by the vulnerability. See Section 4.5.2.

Scoring: Zero or nore. An indicator of the severity of the
vul nerability. See Section 4.5.4.
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4.5.4. Scoring

A Scoring is an extension class that describes the severity scores in
terms of security. It is reconmended that Vul nerability and Wakness
cl asses contain the extension el enents whenever available. A Scoring
class is structured as foll ows.

| ENUM Specl D | <>--(0..*)-[ RawData ]
| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRI NG Contentl D |

Figure 6: Scoring class
This class has two attri butes.
SpeclD: REQU RED. ENUM See Section 4. 4.
ext-Specl D. OPTIONAL. STRING  See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of a score set. See
Section 4. 4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XMDATA. An XM of a score set. See
Section 4. 4.

Ref er ence: Zero or nore. A reference to a score set. See
Section 4. 4.

4.5.5. Wakness

A Weakness is an extension class to the

I nci dent . Met hod. Addi ti onal Data el ement with a dtype of "xm". The
ext ensi on descri bes the weakness types that are exposed or were
exploited in incidents. It is recommended that Method class SHOULD
contain the extension el enents whenever avail able. A Wakness

el ement is structured as foll ows.

Takahashi, et al. Expires May 11, 2014 [ Page 12]



| nt er net - Draf t | ODEF- SCI Nov 2013

U U +

| Weakness |

o e e e e e e e e e - +

| ENUM Specl D | <>--(0..*)-[ RawData ]

| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| STRING ContentlD | <>--(0..*)-[ Platform]
| | <>--(0..*)-[ Scoring ]
oo +

Figure 7. Wakness cl ass
This class has the followi ng attri butes.
SpeclD: REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of a weakness
i nf or mati on. See Section 4. 4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XMDATA. An XM. of a weakness i nformation.
See Section 4. 4.

Reference: Zero or nore. A reference to a weakness infornmation.
See Section 4. 4.

Platform Zero or nore. An identifier of software platform affected
by the weakness. See Section 4.5. 2.

Scoring: Zero or nore. An indicator of the severity of the
weakness. See Section 4.5.4.

4.5.6. Event Report

An EventReport is an extension class to the

I nci dent . Event Dat a. Recor d. Recor dDat a. Recordltem el enent with a dtype
of "xm". The extension enbeds structured event reports. It is
recomended t hat Recordltem class SHOULD contain the extension

el ements whenever available. An EventReport elenent is structured as
foll ows.
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e +

| Event Report |

o e e e e e oo +

| ENUM Specl D | <>--(0..*)-[ RawData ]

| STRING ext-SpeclD |<>--(0..*)-[ Reference ]

| STRING Content| D |

Figure 8. EventReport cl ass
This class has the followi ng attri butes.
Specl D0 REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentID: OPTIONAL. STRING An identifier of an event report.
See Section 4.4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XM.DATA. An XM. of an event report. See
Section 4. 4.

Ref erence: Zero or nore. A reference to an event report. See
Section 4. 4.

4.5.7. \Verification

A Verification is an extension class to the Incident. Additi onal Dat a

element with a dtype of "xm". The extension elenents describes
information on verifying security, e.g., checklist, to cope with
incidents. It is reconmended that Incident class SHOULD contain the

extensi on el ements whenever available. A Verification class is
structured as foll ows.

e +

| Verification |

o e e e e e e e e e - +

| ENUM Specl D | <>--(0..*)-[ RawData ]

| STRING ext-SpeclD |<>--(0..*)-[ Reference ]

| STRING Content| D |

Figure 9: Verification class

This class has the followi ng attributes.
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SpeclD: REQU RED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

Cont ent | Dt OPTI ONAL. STRING An identifier of a verification
i nf ormati on. See Section 4. 4.

Li kewi se, this class has the foll ow ng el enents.

RawDat a: Zero or nore. XMDATA. An XM of a verification
i nformati on. See Section 4. 4.

Reference: Zero or nore. A reference to a verification information.
See Section 4. 4.

4.5.8. Renediation
A Renediation is an extension class to the Incident. Additi onal Data
element with a dtype of "xm". The extension elenents describes
i ncident renediation information including instructions. It is

reconrmended that |ncident class SHOULD contain the extension el enents
whenever available. A Renediation class is structured as foll ows.

| ENUM Specl D | <>--(0..*)-[ RawData ]
| STRING ext-SpeclD |<>--(0..*)-[ Reference ]
| String ContentlD |

Figure 10: Renedi ation cl ass
This class has the followi ng attri butes.
Specl D: REQUIRED. ENUM See Section 4.4.
ext-SpeclD: OPTIONAL. STRING See Section 4.4.

ContentI D: OPTIONAL. STRING An identifier of a renediation
i nformati on. See Section 4. 4.

Li kew se, this class has the foll ow ng el enents.
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RawDat a: Zero or nore. XMDATA. An XM of a renedi ati on
i nf ormati on. See Section 4. 4.

Ref erence: Zero or nore. A reference to a renediation infornmation.
See Section 4. 4.

5. Mandatory to Inplenent features

The inplenmentation of this draft MJUST be capabl e of sending and
receiving the XML conformng to the specification listed in the
initial 1ANA table described in Section 4.1 without error. The
recei ver MJUST be capable of validating received XM. docunents t hat
are enbedded inside that against their schemata. Note that the
recei ver can | ook up the nanespace in the | ANA table to understand
what specifications the enbedded XM. docunents foll ows.

For the purpose of facilitating the understanding of mandatory to
i npl enent features, the follow ng subsections provide an XM
conformant to this draft, and a schenma for that.

5.1. An Exanple XM

An exanpl e | ODEF docunment for checking inplenentation s Ml
conformty is provided here. The docunent carries MVDEF net adat a.
Note that the netadata is generated by genMVDEF [ MMDEF] with ElI CAR
[EICAR] files. Inplenentations of this specification nust be capable
of parsing the exanple XML since MVDEF is specified as the draft’s
Ml specification.

<?xm version="1.0" encodi ng="UTF-8"?>
<| CDEF- Docunent versi on="1.00" |ang="en"
xm ns="urn:ietf:paranms: xm :ns:iodef-1.0"
xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns:iodef-sci="urn:ietf:parans: xn :ns:iodef-sci-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance" >
<l nci dent purpose="reporting">
<I nci dent | D nane="i odef - sci . exanpl e. cont >189493</ | nci dent | D>
<Report Ti me>2013- 06- 18T23: 19: 24+00: 00</ Report Ti ne>
<Description>a candi date security incident</Description>
<Assessnent >
<l npact conpletion="failed" type="admn" />
</ Assessnent >
<Met hod>
<Descri pti on>A candi date attack event</Descri ption>
<Addi ti onal Data dtype="xm ">
<i odef -sci: AttackPattern
Specl D="http://xm / met adat aShar i ng. xsd" >
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<i odef - sci: RawDat a dtype="xm ">
<mal war eMet aDat a xm ns="http://xm / metadat aShari ng. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocati on="http://xm / met adat aShari ng. xsd
file: metadat aShari ng. xsd" version="1.200000" id="10000">
<conpany>N A</ conpany>
<aut hor >MVDEF Gener ati on Scri pt </ aut hor >
<comment >Test MVDEF v1.2 file generated usi ng genMVDEF
</ comment >
<ti mestanp>2013- 03-23T15: 12: 50. 726000</ t i nest anp>
<obj ect s>
<file id="6ce6f415d8475545be5ball4f 208b0f f " >
<md5>6¢ce6f 415d8475545be5ball4f 208b0f f </ nd5>
<shal>da39a3ee5e6b4b0d3255bf ef 95601890af d80709</ shal>
<sha256>e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca4
95991b7852b855</ sha256>
<sha512>cf 83e1357eef b8bdf 1542850d66d8007d620e4050b5715dc83
f 4a921d36ce9ce47d0d13c5d85f 2b0f f 8318d2877eec2f 63b9
31bd47417a81a538327af 927da3e</ shab512>
<si ze>184</si ze>
<fil enanme>ei car _com zi p</fil ename>
<M METype>appl i cati on/ zi p</ M METype>
</[file>
<file id="44d88612f ea8a8f 36de82e1278abb02f " >
<md5>44d88612f ea8a8f 36de82e1278abb02f </ nd5>
<shal>3395856¢ce81f 2b7382dee72602f 798b642f 14140</ shal>
<sha256>275a021bbf b6489e54d471899f 7db9d1663f c695ec2f e2a2c4
538aabf 651f dOf </ sha256>
<sha512>cc805d5f ablf d71a4ab352a9c533e65f b2d5b885518f 4e565e
68847223b8e6b85ch48f 3af ad842726d99239¢c9e36505¢c64b0
dc9a061d9e507d833277ada336ab</ sha512>
<si ze>68</ si ze>
<crc32>1750191932</ cr c32>
<fi | enane>ei car. conx/fil enane>
<fil enameWt hi nl nstall er>ei car.com
</filenameWthinlnstaller>
</file>
</ obj ect s>
<rel ati onshi ps>
<rel ati onship type="createdBy" id="1">
<source>
<ref>fil e[ @d="6ce6f415d8475545be5ballaf208b0ff"] </ref>
</ sour ce>
<t ar get >
<ref>fil e[ @d="44d88612f ea8a8f 36de82e1278abb02f"] </ref >
</target>
<ti mestanp>2013- 03-23T15: 12: 50. 744000</ t i nest anp>
</rel ationship>

Takahashi, et al. Expires May 11, 2014 [ Page 17]



| nt er net - Draf t | ODEF- SCl

</rel ati onshi ps>
</ mal war eMet aDat a>
</ i odef - sci : RawDat a>
</iodef-sci:AttackPattern>
</ Addi ti onal Dat a>
</ Met hod>
<Contact role="creator" type="organization">
<Cont act Nanme>i odef - sci . exanpl e. conx/ Cont act Nane>
<Regi stryHandl e regi stry="ari n">i odef - sci . exanpl e-com
</ Regi st ryHand| e>
<Emai | >cont act @si rt. exanpl e. conx/ Emai | >
</ Cont act >
<Event Dat a>
<Fl ow>
<System cat egor y="sour ce">
<Node>

<Addr ess category="i pv4-addr">192. 0. 2. 200</ Addr ess>

<Count er type="event">57</ Counter >
</ Node>
</ Syst enp
<System cat egory="target">
<Node>

Nov 2013

<Addr ess cat egory="ipv4-net">192.0. 2. 16/ 28</ Addr ess>

</ Node>
<Service ip_protocol ="4">
<Por t >80</ Port >
</ Servi ce>
</ Syst enp
</ Fl ow>
<Expectation action="bl ock-host" />
<Expectation action="other" />
</ Event Dat a>
</I nci dent >
</ | ODEF- Docunent >

5.2. An XML Schema for the Extension

An XML Schema describing the elenments defined in this draft

IS given

here. Any XM.s conpliant to this draft including the ones in
Section 5.1 should be verified against this schema by autonated

t ool s.

<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema t arget Nanmespace="urn:ietf: parans: xm : ns:iodef-sci-1.0"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns:iodef-sci="urn:ietf:parans: xm :ns:iodef-sci-1.0"
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el ement For nDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xsd:inport nanespace="urn:ietf:parans: xm :ns:iodef-1.0"
schemalLocati on="urn:ietf: parans: xm : schena: i odef-1.0"/>

<xsd: conpl exType nane=" XM_.DATA" >
<xsd: conpl exCont ent >
<xsd:restriction base="i odef: Ext ensi onType" >
<xsd: sequence>
<xsd: any nanmespace="##any" processContents="1ax" m nCccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute nanme="dtype" type="iodef:dtype-type"
use="requi red" fixed="xm"/>
<xsd: attribute name="ext-dtype" type="xsd:string" use="optional"/>
<xsd: attri bute name="neani ng" type="xsd:string"/>
<xsd:attribute name="formatid" type="xsd:string"/>
<xsd:attribute name="restriction" type="iodef:restriction-type"/>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nanme="Scori ng">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el enent name="ScoreSet" type="iodef-sci: XM.DATA"
m nOccur s="0" maxQccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference”" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd: attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute nanme="Contentl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el enment name="AttackPattern">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef -sci: XMLDATA"
m nCccurs="0" maxQccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference" m nQccurs="0"
maxQccur s="unbounded"/ >
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</ xsd: choi ce>
<xsd: el enment ref="iodef-sci:Platform m nGCccurs="0"
maxQccur s="unbounded"/ >

</ xsd: sequence>

<xsd: attribute nane="Specl D' type="xsd:string" use="required"/>

<xsd: attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >

<xsd:attribute name="Content| D' type="xsd:string"
use="optional "/ >

</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el enent nanme="Wul nerability">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el enent nane="RawDat a" type="i odef-sci: XM_DATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference”" m nQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: choi ce>
<xsd: el enent ref="iodef-sci:Platform' m nCccurs="0"
maxQccur s="unbounded"/ >
<xsd: el enent ref="iodef-sci:Scoring" mnQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd: attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute nanme="Contentl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el enent name="Wakness" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxQccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference" m nQccurs="0"
maxQccur s="unbounded"/ >
</ xsd: choi ce>
<xsd: el enent ref="iodef-sci:Platfornf m nCccurs="0"
maxQccur s="unbounded"/ >
<xsd: el enent ref="iodef-sci:Scoring” mnQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
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<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd:attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute name="Content| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el ement nanme="Pl at f or ni' >
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference” m nQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd:attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute name="Content| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el ement name="Event Report">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nOccur s="0" maxQOccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference”" m nQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd:attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute name="Content| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el enent nane="Verification">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
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<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference”" m nQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd:attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute name="Content| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el ement nanme="Renedi ati on">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent ref="iodef: Reference”" m nQccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specl D' type="xsd:string" use="required"/>
<xsd:attribute name="ext-Specl D' type="xsd:string"
use="optional "/ >
<xsd:attribute name="Content| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

</ xsd: schema>

6. Security Considerations

Thi s docunent specifies a format for encoding a particular class of
security incidents appropriate for exchange across organi zati ons. As
nerely a data representation, it does not directly introduce security
i ssues. However, it is guaranteed that parties exchangi ng instances
of this specification will have certain concerns. For this reason,

t he underlying nessage format and transport protocol used MJST ensure
the appropriate degree of confidentiality, integrity, and
authenticity for the specific environnent.

Organi zati ons that exchange data using this docunent are URGED to
devel op operating procedures that docunent the follow ng areas of
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concern.
6.1. Transport-Specific Concerns

The underlyi ng nmessaging format and protocol used to exchange

i nstances of the | ODEF MUST provi de appropri ate guarant ees of
confidentiality, integrity, and authenticity. The use of a
standardi zed security protocol is encouraged. The Real-tinme Inter-
network Defense (RI D) protocol [RFC6045] and its associated transport
bi ndi ng [ RFC6046] provide such security.

The critical security concerns are that these structured information
may be falsified or they may become corrupt during transit. |In areas
where transm ssion security or secrecy is questionable, the
application of a digital signature and/or nmessage encryption on each
report will counteract both of these concerns. W expect that each
exchangi ng organi zation will determ ne the need, and nechanism for
transport protection.

7. | ANA Consi derations
Thi s docunent uses URNs to descri be XM. nanespaces and XM. schemat a
[ XMLschemaPart 1] [ XM_.schemaPart2] conforming to a registry mechani sm
descri bed in [ RFC3688].

Regi stration request for the | ODEF structured cybersecurity
i nformati on extensi on nanmespace:

URI: urn:ietf:parans: xm:ns:iodef-sci-1.0

Regi strant Contact: Refer here to the authors’ addresses section
of the docunent.

XML: None.

Regi stration request for the | ODEF structured cybersecurity
i nformati on extension XM. schena:

URI: urn:ietf:parans: xm :schema:iodef-sci-1.0

Regi strant Contact: Refer here to the authors’ addresses section
of the docunent.

XM.: Refer here to the XML Schema in Section 5. 2.

This nmeno creates the following registry for | ANA to nanage:
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Nane of the registry: "Structured Cybersecurity Information (SCl)
speci ficati ons”

Nane of its parent registry: "lIncident Object Description Exchange
Format (1 ODEF)"

URL address of the registry: http://ww.iana.org/assi gnnents/iodef

Nanespace details: Aregistry entry for a Structured Cybersecurity
I nformati on Specification (SCI specification) consists of:

Nanmespace: A URI [RFC3986] that is the XM. nanespace nane used
by the registered SCI specification.

Specification Nane: A string containing the spelled-out nane of
the SCI specification in human-readabl e form

Reference URI: A list of one or nore of the URIs [ RFC3986] from
whi ch the registered specification can be obtained. The

regi stered specification MIUST be readily and publicly avail abl e
fromthat URI.

Applicable C asses: Alist of one or nore of the extension
cl asses specified in Section 4.5 of this docunent. The
regi stered SCl specification MUST only be used with the
extension classes in the registry entry.

Information that nust be provided to assign a new val ue: The above
[ist of information.

Fields to record in the registry: Namespace/ Specification Nane/
Ver si on/ Ref erence URI/ Applicable Classes. Note that it is not

necessary to include defining reference for all assignnments in
this new registry.

Initial registry contents: only one entry with the foll ow ng
val ues.

Nanespace: http://xm / nmetadat aShari ng. xsd

Speci fication Nane: Ml ware Metadata Exchange For nat

Version: 1.2

Ref erence URI: http://standards.ieee.org/devel op/indconn/icsg/

mrdef . ht m , htt p:// grouper.i eee. org/ groups/ nal war e/ mal wg/
Schemal. 2/
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Applicable C asses: AttackPattern

Al l ocation Policy: Specification Required (which includes Expert
Revi ew) [ RFC5226] .

The Designated Expert is expected to consult with the mle (Managed

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to retrieve the SCI specification
fromthe provided URI in order to check the public availability of
the specification and verify the correctness of the URI. An

i nportant responsibility of the Designated Expert is to ensure that
the registered Applicable C asses are appropriate for the regi stered
SCl speci fication.
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