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Abstract

Thi s docunent defines a YANG data nodel that can be used to configure
and manage | SIS protocol.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
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docunent are to be interpreted as described in [RFC2119].
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. | ntroducti on

Thi s docunent defines a YANG data nodel for ISIS routing protocol

The data nodel covers configuration of an ISIS routing protocol
i nstance as well as operational states.

1.1.

Tree di agram

A sinplified graphical representation of the data nodel is presented
in Section 2.

The neani ng of the synbols in these diagrans is as foll ows:

0]

Brackets "[" and "]" enclose |list keys.
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o Curly braces "{" and "}" contain nanmes of optional features that
make the correspondi ng node conditional.

o Abbreviations before data node nanes: "rw' means configuration
(read-write), and "ro" state data (read-only).

o Synbols after data node nanes: "?" nmeans an optional node and "*"
denotes a "list" or "leaf-list".

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2. Design of the Data Mdel

The 1SI'S YANG nodule is divided in two main containers "isis" that
are augnmenting the "routing-protocol” lists in ietf-routing nodule
with specific ISIS paraneters.

One contai ner contains the witable paraneters, while the other
contains the operational states.

The figure bel ow describe the overall structure of the isis YANG
nodul e:

nodul e: ietf-isis
augnent /rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route:
+--ro netric? ui nt 32
+--ro tag* ui nt 64
+--1r0 route-type? enuneration
augnent /rt:active-route/rt:output/rt:route:
+--1r0 netric? ui nt 32
+--ro tag* ui nt 64
+--ro route-type? enuner ati on
augnment /rt:routing/rt:routing-instance/rt:routing-protocols/rt:routing-prot
ocol :
+--rwisis
+--rw i nstance* [routing-instance]

+--rw routing-instance rt:routing-instance-ref

+--rw |l evel ? | evel

+--rw systemi d? systemid

+--rw maxi num ar ea- addr esses? ui nt 8 { maxi num ar ea- addr esses}?
+--rw ar ea- addr ess* ar ea- addr ess

+--rw ipvé4-router-id? i net:ipv4-address
+--rwipv6-router-id? i net:ipv6-address

+--rw reference-bandw dt h? ui nt 32 {reference-bandw dt h}?
+--rw | sp-ntu? ui nt 16
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+--rw lsp-lifetinme? ui nt 16
+--rw | sp-refresh? uint16 {lsp-refresh}?
+--rw | sp-gen-interval - exp-del ay* [l evel] {lsp-gen-interval -exp-del
ay}?
+--rwinitial? ui nt 16
+--rw increnental ? ui nt 16
+--rw maxi munf? ui nt 8
+--rw | evel | evel

|

|

I

|

+--rw graceful -restart {graceful-restart}?
| +--rwrestart-duration? uint 16

| +--rw hel per-disabl e? enpty

| +--rw enabl ed? bool ean
+--rw psnp-aut hentication* [|evel]

| +--rw val ue? bool ean

|  +--rwlevel | evel

+--rw csnp-aut hentication* [|evel]

| +--rw val ue? bool ean

| +--rwlevel | evel

+--rw aut henti cati on-key* [l evel]

| +--rw value? string

|  +--rwlevel | evel

+--rw aut henti cation-type* [level]

| +--rw val ue? aut henti cati on-type

| +--rwlevel | evel

+--rw netric-type* [level]

| +--rwvalue? enuneration

|  +--rwlevel | evel

+--rw preference* [|evel]

| +--rw val ue? ui nt8

|  +--rwlevel | evel

+--rw external -preference* [|evel]

| +--rw value? ui nt 8

|  +--rwlevel | evel

+--rw default-netric* [l evel]

| +--rw val ue? w de-netric

|  +--rwlevel | evel

+--rw af* [af] {nlpid-control}?

| +--rw af string

| +--rw enabl ed? bool ean

| +--rwdefault-nmetric* [level]

| +--rw val ue? w de-netric

| +--rw | evel | evel

+--rw topol ogi es* [nane] {multi-topol ogy}?
| +--rw enabl ed? bool ean

-
|
|

+--rw nane rt:rib-ref
rw overl oad* [l evel]

+--rw status? bool ean
+--rw type? enuner ati on

+--rw ti meout? ui nt 16
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|  +--rwlevel | evel
+--rw interfaces
+--rw interface* [nane]

augnent /rt:routing-state/rt:routing-instance/rt:routing-protocols/rt:routin
g- prot ocol :
+--ro isis
+--r0 systemcounters
| +--ro level* [level]

| +--ro |evel | evel - nunber
| +--ro corrupted-|sps? ui nt 32
| +--ro authentication-type-fails? ui nt 32
| +--ro authentication-fails? ui nt 32
| +--ro dat abase-over| oad? ui nt 32
| +--ro own-| sp-purge? ui nt 32
| +--ro manual - addr ess-dr op-from area? ui nt 32
| +--ro0 nmax-sequence? ui nt 32
| +--ro sequence- nunber - ski pped? ui nt 32
| +--ro id-len-m smatch? ui nt 32
| +--ro partition-changes? ui nt 32
| +--ro | sp-errors? ui nt 32
| +--ro spf-runs? ui nt 32
+--ro interface-counters

| +--ro interface* [interface]

| +--ro interface string

| +--ro adj acency-changes? ui nt 32

| +--ro adj acency- nunber ? ui nt 32

| +--ro init-fails? ui nt 32

| +--ro adj acency-rejects? ui nt 32

| +--ro id-len-m smatch? ui nt 32

| +--ro0 max-ar ea-addresses-m smat ch? ui nt 32

| +--ro authentication-type-fails? ui nt 32

| +--ro authentication-fails? ui nt 32

| +--ro |l an-dis-changes? ui nt 32
+--ro0 packet-counters

| +--ro level* [level]

| +--ro0 | evel | evel - nunber

| +--ro iih

| | +--ro in? ui nt 32

| | +--ro out? ui nt 32

| +--ro ish

| | +--ro in? ui nt 32

| | +--ro out? ui nt 32

| +--ro esh

| | +--ro in? ui nt 32

| | +--ro out? ui nt 32

| +--ro Isp

| | +--ro in? ui nt 32

|

| +--ro out? ui nt 32
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| +--1r0 psnp

| | +--ro in? ui nt 32
| | +--ro out? ui nt 32
| +--ro csnp

| | +--ro in? ui nt 32
| | +--ro out? ui nt 32
| +--1r0 unknown

| +--ro in? ui nt 32
| +--ro out? ui nt 32

+--ro interfaces

| +--ro interfaces* [interface]

| +--ro interface string

| +--ro circuit-id? circuit-id

| +--ro adm n-state? adm n-state

| +--r0 oper-state? oper-state

| +--ro interface-type? i nterface-type
| +--ro level ? | evel

| +--ro passive? enpty

|

+--ro three-way- handshake? enpty

+--ro adj acenci es

| +--ro adjacency*

| +--ro interface? string

| +--ro level ? | evel

| +--ro nei ghbor-sysi d? systemid

| +--ro0 nei ghbor-extended-circuit-id? extended-circuit-id
| +--r0 nei ghbor-snpa? snpa

| +--ro nei ghbor-1evel ? | evel

| +--ro hold-timer? uint 16

| +--ro neighbor-priority? ui nt8

| +--ro lastuptinme? yang: ti mest anp
| +--ro state? enuner ati on
+--ro0 spf-1og

| +--ro event* [id]

| +--ro id ui nt 32

| +--ro spf-type? enuner ati on

| +--ro0 |evel ? | evel - nunber

| +--ro spf-delay? ui nt 32

| +--ro schedul e-tinmestanp?  yang:tinmestanp

| +--ro start-tinestanp? yang: ti mest anp

| +--ro end-tinestanp? yang: ti mest anp

| +--ro trigger-1lsp* [|sp]

| +--ro Isp | sp-id

|

+--ro sequence? ui nt 32
--ro Isp-log

+

| +--ro event* [id]

| +--ro id ui nt 32

| +--ro level ? | evel - nunber
| +--ro | sp
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| +--ro Isp? | sp-id
| +--ro sequence? ui nt 32

+--ro received-tinmestanp? yang:tinmestanp

Cct ober 2014

| sp-id
ui nt 16
ui nt 16
ui nt 32
bits

-ro dat abase
+--ro level -db* [l evel]
+--ro0 | evel | evel - nunber
+--ro0 | sp* [|Isp-id]
+--ro | sp-id
+--ro checksun?
+--ro remaining-lifetinme?
+--ro sequence?
+--ro0 attributes?
+--r0 is-nei ghbor
| +--ro neighbor* [neighbor-id]
| C.
+--ro0 authentication
| +--ro authentication-type? aut henti cati on-type
| +--ro authentication-key? string
+--ro extended-i s-nei ghbor
| +--ro neighbor* [neighbor-id]
| C.
+--ro ipv4-internal -reachability

| e

+--ro0 protocol - supported*

+--ro ipvéd-external -reachability
| +--ro prefixes* [ip-prefix]

|

+--ro i pv4-addresses*

+--ro ipvad-te-routerid?

+--ro extended-ipv4-reachability
| +--ro prefixes* [ip-prefix]

|

+--ro dynam c- host nane?

+--ro0 i pv6e-te-routerid?

+--ro mt-is-nei ghbor

| +--ro neighbor* [neighbor-id]
| e

+--ro m-entries

| +--ro topol ogy* [ M-I D]

| e

+--r0 i pv6-addresses*

+--ro m-extended-ipv4-reachability
| +--ro prefixes* [ip-prefix]

|

+--ro m-ipv6-reachability

| +--ro prefixes* [ip-prefix]

I
I
I
+-
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
| | +--ro prefixes* [ip-prefix]
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I I
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| +--1r0 ipv6-reachability

| | +--ro prefixes* [ip-prefix]

| | C.

| +--ro0 router-capabilities

| +--ro binary? bi nary

+--ro host nanes

+--ro hostnane* [systemi d]

+--ro systemid systemid
+--ro host nane? string

2.1. 1SIS Configuration
The ISI'S configuration currently supports both VRF-centric and
protocol -centric configuration. This may be changed in future. 1In a
protocol -centric configuration, the isis configuration is applied
wi thin the standard-routing-instance and the instance list helps to
reference the routing-instance where 1SIS is activated. 1In a VRF-
centric configuration, the isis configuration is applied directly
within the appropriate routing-instance where SIS is activated. In
this case, the instance list will contain a single el enent.
The 1SI'S configuration container is divided in:
o d obal paraneters.
o Per interface configuration (see Section 2.4).

2.2. Miltitopol ogy Paraneters

The topologies list is used to enable support of MI extensions for
speci fic address fam i es.

Each topol ogy should refer to an existing R B

2. 3. Per - Level Paraneters

Sonme paraneters support per level configuration. |In this case, the
paraneter is built as a list, so different values could be used for
each level. The "level-all" permts to apply a value to both |evels.

+--rw priority* [level]
| +--rw value? ui nt 8
|  +--rwlevel | evel
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2. 4. Per-I nterface Paraneters

The per-interface section of the ISIS instance describes the
i nterface specific paraneters.

The interface is referenced using a string. It would be up to the
server device to check if the interface exists or not. Using a
string permts to support sone specific inplenmentations that use the
"interface all" stanza to apply a configuration to all interfaces.

Each interface has interface-specific paraneters that nay have a

di fferent value per |l evel as described in previous section. An
interface-specific paraneter always override an |ISIS gl obal paraneter
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+--rw nane string

+--rw | evel -type? | evel

+--rw | sp-paci ng-interval ? uint 16

+--rw lsp-retransmt-interval ? uint 16

+--rw passive? bool ean

+--rw csnp-interval ? ui nt 16

+--rw t hree- way- handshake? bool ean

+--rw hel | o- paddi ng? bool ean

+--rw nmesh- group- enabl ed? mesh- group-state
+--rw mesh- group? ui nt8
+--rwinterface-type? interface-type
+--rw enabl ed? bool ean

+--rw tag* uint32 {prefix-tag}?
+--rw tag64* uint64 {prefix-tag64}?
+--rw hell o-aut hentication* [|evel]

| +--rwtype? aut henti cati on-type

|  +--rw key? string

| +--rwlevel | evel

+--rw hello-interval* [|evel]

| +--rw value? ui nt 16

|  +--rwlevel | evel

+--rw hello-nultiplier* [level]
| +--rw val ue? ui nt 16

| +--rwlevel | evel

+--rw priority* [level]

| +--rw value? ui nt 8

|  +--rwlevel | evel
+--rw af* [af]
|  +--rw af string

| +--rw bfd-enabl ed? enpty

| +--rwnetric* [level]

|

+--rw topol ogi es* [ nane]
+--rw nane rt:rib-ref
+--rw netric* [|level]

2.5. (QOperational State

"isis" container provides operational states for I1SIS. This
container is divided in nultiple conponents:

0 systemcounters : provides statistical informations about the
gl obal system

o interface-counters : provides statistical informations for each
interface.
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0 packet-counters : provides statistical informations for each type
of PDU

o interface : provides configuration state information for each
interface.

0 adjacencies: provides state information about current 1SIS
adj acenci es.

o spf-log: provides information about SPF events on the node.

o0 |sp-log: provides information about LSP events on the node
(reception of an LSP or nodification of |ocal LSP)

o database: provides details on current LSDB

0 hostnanes: provides information about systemid to hostnane
mappi ngs.

3. RPC Operations
The "ietf-isis" nodul e defines two RPC operations:

0 clear-isis-database: reset the content of a particular ISIS
dat abase and restart database synchroni zation with the nei ghbors.

0 clear-isis-adjacency: restart a particular set of ISIS
adj acenci es.

rpcs:
+---x cl ear-adj acency
| +--ro input

| +--ro0 routing-instance-nane rt:routing-instance-state-r
ef

| +--ro routing-protocol -i nstance- nane i nstance-state-ref

| +--ro0 |level? | evel

| +--ro interface? string

+---x cl ear-dat abase

+--ro input

+--ro routing-instance-nane rt:routing-instance-state-r
ef

+--ro0 routing-protocol -i nstance- nane i nstance-state-ref

+--ro level ? | evel

4. Noti fi cati ons
The "ietf-isis" nodul e i ntroduces sone notifications :

dat abase-over|l oad : raised when overload condition is changed.
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| sp-too-large : raised when the systemtries to propagate a too
| arge PDU

corrupted-| sp-detected : raised when the systemfind that an LSP
that was stored in nenory has becone corrupted.

attenpt-to-exceed- max-sequence : This notification is sent when
the system waps the 32-bit sequence counter of an LSP.

id-len-msmatch : This notification is sent when we recei ve a PDU
wth a different value for the System I D | ength.

max- ar ea- addresses-m smatch : This notification is sent when we
receive a PDUwith a different value for the Maxi num Ar ea
Addr esses.

own-| sp-purge : This notification is sent when the systemreceives
a PDUwth its own system|D and zero age.

sequence- nunber - ski pped : This notification is sent when the
systemreceives a PDUw th its own system|ID and different
contents. The systemhas to reissue the LSP with a hi gher
sequence nunber.

aut hentication-type-failure : This notification is sent when the
systemreceives a PDU with the wong authentication type field.

authentication-failure : This notification is sent when the system
receives a PDU with the wong authentication information.

version-skew : This notification is sent when the systemreceives
a PDUwth a different protocol version nunber.

area-m smatch : This notification is sent when the systemreceives
a Hello PDU froman |IS that does not share any area address.

rej ected-adjacency : This notification is sent when the system
receives a Hello PDU froman IS but does not establish an
adj acency for sone reason.

prot ocol s-supported-m smatch : This notification is sent when the
systemrecei ves a non pseudonode LSP that has no matching protoco
support ed.

| sp-error-detected : This notification is sent when the system
receives a LSP with a parse error.
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This notification is sent when an I SIS

adj acency noves to Up state or to Down state.

I
r

noti
+

Li t kows

sp-recei ved

Sp-generati on
egener at ed.

fications:

---n dat abase-over| oad
+--ro0 i nstance-nane?
+--ro i nstance-|evel ?
+--ro overl oad?

This notification is sent when a LSP is received.

This notification is sent when a LSP is

string
| evel
enuner ati on

---n | sp-too-1|arge
+--ro instance-nane? string
+--ro instance-level ? | evel
+--ro interface-nane? string
+--ro interface-|evel ? | evel
+--ro extended-circuit-id? extended-circuit-id
+--ro pdu-size? ui nt 32
+--ro |sp-id? | sp-id

---n corrupted-1sp-detected
+--ro instance-nane? string
+--ro instance-1|evel ? | evel
+--ro | sp-id? | sp-id

---n attenpt-to-exceed- max- sequence
+--ro instance-nanme? string
+--ro instance-level ? | evel
+--ro Isp-id? | sp-id

---n id-len-m smatch
+--ro instance-nane? string
+--ro instance-1level ? | evel
+--ro interface-nanme? string
+--ro interface-Ilevel ? | evel
+--ro extended-circuit-id? extended-circuit-id
+--ro pdu-field-len? ui nt 8
+--ro0 raw pdu? bi nary

-n nmax- ar ea- addr esses-ni smat ch

+--ro instance-nane? string
+--ro instance-1level ? | evel
+--ro interface-nane? string
+--ro interface-|evel ? | evel
+--ro extended-circuit-id? extended-circuit-id
+--ro0 max-ar ea- addr esses? ui nt 8
+--ro raw pdu? bi nary
---n own-| sp- purge
+--ro instance-nane? string
+--ro instance-1|evel ? | evel
ki, et al. Expires April 10, 2015 [ Page 13]



| nt er net - Draf t

Li t kowski ,

i sis-cfg
i nterface-nanme? string
interface-1evel ? | evel

extended-circuit-id?
| sp-id?

-n sequence- nunber - ski pped

i nst ance- nane?

i nst ance-1 evel ?

i nt erface-nane?

i nterface-1evel ?
extended-circuit-id?
| sp-id?

extended-circuit-id
| sp-id

string

| evel

string

| evel
extended-circuit-id
| sp-id

-n authentication-type-failure

i nst ance- nane?

i nst ance-1 evel ?

i nt erface-nane?

i nterface-1evel ?
extended-circuit-id?
raw pdu?

-n authentication-failure

i nst ance- nane?

i nst ance-1 evel ?

i nt erface-nane?

i nterface-1evel ?
extended-circuit-id?
raw pdu?

-n versi on-skew

i nst ance- nane?

i nst ance- 1 evel ?

i nterface-nane?

i nterface-|evel ?
extended-circuit-id?
pr ot ocol - ver si on?
raw pdu?

-n area-n smat ch

+--r10
+--r10
+--10
+--r10
+--r0
+--r10
+--r10
+--10
+--r10
+--r10
+--r10
+--r10
+--10
+--r10
+--r10
+--r0
+--r10
+--10
+--r10
+--r10
+--r0
+--r10
+--10
+--r10
+--r10
+--r0
+--r10
+--r10
+--10
+--r10
+--r0
+--r10
+--r10
+--10
+--10
-nrej
+--r0
+--r10
+--r10
+--10
+--10
+--r10
+--r0
et al.

i nst ance- nane?

i nst ance-1| evel ?

i nt erface-nane?

i nterface-I evel ?
extended-circuit-id?
raw pdu?

ect ed- adj acency

i nst ance- nane?

i nst ance-1 evel ?

i nt erface-nane?

i nterface-1evel ?
extended-circuit-id?
raw pdu?

reason?

Expires Apri

string

| evel

string

| evel
extended-circuit-id
bi nary

string

| evel

string

| evel
extended-circuit-id
bi nary

string

| evel

string

| evel
extended-circuit-id
ui nt 8

bi nary

string

| evel

string

| evel
extended-circuit-id
bi nary

string

| evel

string

| evel
extended-circuit-id
bi nary

string

10, 2015
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+---n protocol s-supported-m smat ch

Li t kowski

+--ro instance-nanme? string

+--ro instance-1level ? | evel

+--ro interface-nanme? string

+--ro interface-I|evel ? | evel

+--ro extended-circuit-id? extended-circuit-id
+--ro0 raw pdu? bi nary

+--ro protocol s* ui nt 8

-n | sp-error-detected

+--ro instance-nanme? string

+--ro instance-|level ? | evel

+--ro interface-nanme? string

+--ro interface-Ilevel ? | evel

+--ro extended-circuit-id? extended-circuit-id
+--ro |sp-id? | sp-id

+--ro raw pdu? bi nary

+--ro0 error-offset? ui nt 32

+--ro tlv-type? ui nt 8

-n adj acency- change

+--ro instance-nanme? string

+--ro instance-1level ? | evel

+--ro interface-nanme? string

+--ro interface-|evel ? | evel

+--ro extended-circuit-id? extended-circuit-id
+--ro0 nei ghbor? string

+--ro nei ghbor-systemi d? systemid
+--ro level ? | evel

+--r0 state? enumner ati on
+--ro reason? string

-n | sp-received

+--ro instance-nane? string

+--ro instance-1level ? | evel

+--ro interface-nanme? string

+--ro interface-Ilevel ? | evel

+--ro extended-circuit-id? extended-circuit-id
+--ro | sp-id? | sp-id

+--ro sequence? ui nt 32

+--ro received-tinmestanp? yang: ti mest anp
+--ro nei ghbor-systemi d? systemid

-n | sp-generation

+--ro instance-nane? string

+--ro instance-1|evel ? | evel

+--ro | sp-id? | sp-id

+--ro sequence? ui nt 32

+--ro send-tinmestanp? yang:tinestanp

, et al.
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5.

6.

Interaction with O her YANG Mdul es

The "isis" configuration container augnments the "/rt:routing/
rt:routing-instance/rt:routing-protocol s/routing-protocol" container
of the ietf-routing nodule by defining ISIS specific paraneters.

The "isis" operational state container augnents the "/rt:routing-
state/rt:routing-instance/rt:routing-protocols/routing-protocol”
container of the ietf-routing nodule by defining I1SIS specific
operational states.

Sonme | SIS specific routes attributes are added to route objects of
the ietf-routing nodul e by augnmenting "/rt:routing-
state/rt:ribs/rt:rib/rt:routes/rt:route" and "/rt:active-
route/rt:output/rt:route".

YANG Modul e

<CODE BEA NS> file "ietf-isis@014-10-07.yang"

nodul e ietf-isis {

nanmespace "urn:ietf:parans: xm :ns:yang:ietf-isis";
prefix isis;
inmport ietf-routing {
prefix "rt";
}

inport ietf-inet-types {
prefix inet;
}

i mport ietf-yang-types {
prefix yang;
}

or gani zati on
"I ETF 1 SI' S Working G oup”;

cont act
"WG Li st: &t;mailto:isis-wg@etf.org&gt;

Edi t or: St ephane Lit kowski
& t;mailto: stephane.litkowski @range. com&gt ;

Der ek Yeung
& t; mailto: nyeung@i sco. con&gt ;
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Acee Li ndem

& t;mailto:acee@i sco. com&gt ;
Jeffrey Zhang

& t;milto:zzhang@ uni per. net &gt ;
Ladi sl av Lhot ka

& t;milto: |l hotka@ic.cz&gt;
Yi Yang

& t;milto:yi ya@i sco. com&gt ;
Dean Bogdanovi c

& t; mailto: deanb@ uni per. net &gt ;
Ki ran Agrahara Sreenivasa

& t; mailto: kkoushi k@r ocade. comigt ;
Yi ngzhen Qu

& t;milto:yi qu@i sco. com&gt ;

descri ption
"The YANG nodul e defines a generic configuration nodel for
I SIS common across all of the vendor inplenentations.”;

revi sion 2014-10-07 {
description

* Renoved spf paranmeters (should be part of
vendor specific extensions.

* Renoved hell o paraneters at gl obal |evel

* Interface configuration uses a string rather

than a reference. This permits to map to sone

vendor specific configuration.

reference "";

}
revi sion 2014-09-26 {

description

* Add BFD support
* renpve max-el enents to max-area-addresses

referénce'”ﬁ

}

revi sion 2014-09-11 {
descri ption

* Add | evel paranmeter to ispf and spf del ay
* Add LSP generation as a feature

* Make | sp-refresh a feature

* Change paraneter container to |ist
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reference "";

revi sion 2014-09-05 {
description
Rewrite of the global hierarchy.";
reference "";

revi sion 2014-08-06 {
descri ption

* isis-state renaned to isis.

Add GR support

Add neshgroup support

Add CLNS support

Add 64bits tags

Add notifications to be aligned with M B4444

Add packet-counters, interface-counters, systemcounters
states

Add 3-way handshake support

Renane i si s-adj acency-updown to adjacency-change

Add notification for LSP reception

Use feature for reference BW

Add | sp-retransmt-interval on interfaces

Renane | sp-interval to |sp-pacing-interva

Add i spf support as feature

Add spf delay support as feature (2step & exp backoff)
Add mexi mum ar ea- addr esses

Add default-nmetric

* X X X X X

S O% % ¥ X X X X X X X

réference "RFC XXXX: YANG Data Model for ISIS Protocol"”

revi sion 2014-06-25 {
description "
* isis-cfg renaned to isis.
* Add precisions on authentication-keys in description

réference "draft-litkowski-isis-yang-isis-01";

revision 2014-06-20 {

description "

* isis-op renaned to isis-state.

* Multiple instances under |ISIS are renoved.

* interface-cfg grouping renoved and content
is directly included in container isis.

* TLVxx renanmed with human-readabl e nane in isis-database.
TLV reference are putted in description.
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* Reference to core routing nodule were fixed.

* Nanmespace fi xed.

* Add sinpl e-iso-address type.

* area-id and systemid in ISIS container are nerged to
nsap- addr ess.

* Add isis-systemid type.

* Add isis-lsp-id type.

* Add remaining-lifetine [eaf in isis-database.

* Add TLV2 (i s-neighbor) in isis-database.

* Renaned sone contai ner nanme for consistency
reason ('isis-’ prefixed).

* Add new identities isis-cfg and isis-state.

* Add descriptions.

* Add notification isis-adjacency-updown.

*

Add RPC cl ear-isis-adjacency and cl ear-i si s-dat abase.

réference “draft-litkowski-isis-yang-isis-00";

revision 2014-06- 11 {
description "lInitial revision.";
reference "draft-Ilitkowski-netnod-isis-cfg-00";
}
identity isis {
base rt:routing-protocol;
description "lIdentity for the 1SIS routing protocol.";

}

identity isis-adjacency-change {
description "ldentity for the I SIS routing protocol
adj acency state.";

}

identity clear-isis-database {
description "ldentity for the ISIS routing protocol
dat abase reset action.";

}

identity clear-isis-adjacency {
description "ldentity for the I SIS routing protocol
adj acency reset action.";

feature prefix-tag {
descri ption
"Add 32bit tag to prefixes"
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feature prefix-tag64 {
descri ption
"Add 64bit tag to prefixes”
}
feature reference-bandw dth {
descri ption
"Use a reference bandwi dth to conpute netric.";

}

feature nulti-topol ogy {
description
“Mul titopol ogy routing support.”;
}
feature nlpid-control {
descri ption
"This feature controls the adverti senent
of support NLPID within ISI'S configuration."
}
feature graceful -restart {
descri ption
"Graceful restart support as per RFC5306."

feature | sp-gen-interval -exp-del ay {
descri ption
"LSP generation delay using exp backoff.";

}

feature | sp-refresh {
descri ption
"Configuration of LSP refresh interval."

}

f eat ure maxi mum ar ea- addr esses {
descri ption
"Support of maxi num area-addresses config."

}

t ypedef instance-state-ref {
type leafref {
path "/rt:routing-state/rt:routing-instance/"
+"rt:routing-protocol s/rt:routing-protocol/rt: nane";
}
descri ption
"This type is used for |eaves that reference state data of
an | SI'S protocol instance.";
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t ypedef adm n-state {
type enuneration {
enum "up" {
descri ption
"Up state",;
}
enum "down" {
descri ption
"Down state";
}
}
descri ption
"Adm ni strative state of a conponent.";

t ypedef oper-state {
type enuneration {
enum "up" {
descri ption
"Up state";
}
enum "down" {
description
"Down state";
}
}
descri ption
"Operational state of a conmponent.”;

typedef circuit-id {
type uint8;
descri ption
"This type defines the circuit 1D
associated with an interface.";

}
t ypedef extended-circuit-id {
type uint32;
descri ption
"This type defines the extended circuit ID
associated with an interface.";
}

typedef interface-type {
type enuneration {
enum broadcast {
description "Broadcast interface type.
Wuld result in DS election.”
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enum poi nt -t o- poi nt {
descri ption
"Point to point interface type.";
}
}
descri ption
"This type defines the type of adjacency
to be established on the interface.

This is affecting the type of hello
nessage that woul d be used."”;

t ypedef authentication-type {
type enuneration {
enum none {
description "No authentication used.";
}

enum pl ai nt ext {
description "Plain text password used.”
}

enum nmessage- di gest {
description "MD5 digest used.";
}
}

descri ption
"This type defines avail abl e authentication types.";

}

typedef |evel {
type enuneration {
enum "| evel - 1" {
descri ption
"This enum describes L1 only capability.";

}

enum "l evel - 2" {
descri ption
"This enum describes L2 only capability.";

}
enum "level -all" {
descri ption
"This enum descri bes both |l evels capability.";
}

default "level-all";
descri ption
"This type defines ISIS |evel of an object.”;
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t ypedef | evel - nunber {
type uint8 {
range "1 .. 2",
}

description
"This type defines a current 1SIS |evel."

}

typedef |sp-id {
type string {
pattern
" [ 0- 9A- Fa-

f1{4}\.[0-9A-Fa-f]{4}\.[0-9A-Fa-f]’
+ {4\ . [0-9]]

0-9]-[0-9][0-9]";

descri ption
"This type defines ISIS LSP ID using pattern,
systemid | ooks Iike : 0143.0438. AeF0. 02-01";

t ypedef area-address {

type string {
pattern '[0-9A-Fa-f]{2}\. ([ 0-9A-Fa-f]{4}\.){0, 3}’ ;
}

descri ption
"This type defines the area address.";

}

t ypedef snpa {

type string {
length "0 .. 20";
}

descri ption
"This type defines Subnetwork Point of Attachenment format."

}

typedef systemid {
type string {
pattern
"[0-9A-Fa-f]{4}\.[0-9A-Fa-f]{4}\.[0-9A-Fa-f]{4}\.00";
}
descri ption
"This type defines ISIS systemid using pattern,
systemid | ooks like : 0143.0438. AeF0. 00";

}

typedef wide-netric {
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type uint32 {
range "0 .. 16777215";
}

descri ption
"This type defines w de style fornmat
of SIS netric.";

}
typedef std-netric {

type uint8 {

range "0 .. 63";
}
descri ption
"This type defines old style format
of SIS nmetric.";

}

t ypedef nesh-group-state {
type enuneration {
enum "meshl nactive" {
descri ption
“Interface is not part of a nesh group.”
}
enum "nmeshSet" {
descri ption
"Interface is part of a mesh group.”;
}
enum "meshBl ocked" {
description
"LSPs nmust not be flooded over that interface.”
}
}
descri ption
"This type describes neshgroup state of an interface”;

}

groupi ng notification-instance-hdr {
descri ption
"This group describes comon instance specific
data for notifications.";
| eaf instance-nane {
type string;
descri ption
"Descri bes the name of the ISIS instance.”;

| eaf instance-level {

type | evel;
descri ption
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"Describes the 1SIS | evel of the instance.”

}

grouping notification-interface-hdr {
descri ption
"This group describes common interface specific
data for notifications.";
| eaf interface-name {
type string;
description
"Describes the name of the ISIS interface."

}
| eaf interface-level {
type | evel;
descri ption
"Describes the 1SIS | evel of the interface.";
}

| eaf extended-circuit-id {
type extended-circuit-id;
descri ption
"Describes the extended circuit-id of the interface."

}

groupi ng route-content {
descri ption
"This group add isis-specific route properties.”
| eaf nmetric {
type uint32;
descri ption
"This | eaf describes ISIS netric of a route.”;

leaf-list tag {
type uint 64;
descri ption
"This leaf describes |list of tags associ ated
with the route. The | eaf describes both
32bits and 64bits tags.";
}
| eaf route-type {
type enuneration {
enum | 2-up-internal {
description "Level 2 internal route
and not |eaked to a | ower |evel";

enum | 1-up-internal {
description "Level 1 internal route
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and not |eaked to
}
enum | 2-up-external {
description "Level
and not |eaked to
}
enum | 1- up-external {
description "Level
and not | eaked to

enum | 2-down-i nternal {
description "Level

g

a lower |evel”;

2 external route
a lower |evel":

1 external route
a lower |evel";

2 internal route

and | eaked to a | ower |evel";

enum | 1-down-i nternal ({
description "Level

1 internal route

and | eaked to a |l ower |evel":;

enum | 2- down- ext ernal {
description "Level

2 external route

and | eaked to a |l ower |evel";

enum | 1- down- ext ernal {
description "Level

1 external route

and | eaked to a | ower |evel";

}
}

descri ption

"This | eaf describes the type of

}

ISIS route. ;

Cct ober 2014

augnent "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route" {

when "rt:source-protocol = "isi

}

uses route-content;
descri ption

description "I SIS-specific route attributes.";

s:isis’" {

"This augnments route object in RIB with |ISIS-specific

attributes.";

}

augnent "/rt:active-route/rt:output/rt:route”

{

uses route-content;

description "I SIS-specific route attributes.”

}

Li t kowski, et al. Expires Apri
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groupi ng prefix-ipvéd-std {
descri ption

i sis-cfg

"This group defines attributes of an

| Pv4 standard prefix.";
| eaf up-down {
t ype bool ean;
descri ption
"This | eaf expresses the
leaf i-e {
t ype bool ean;
descri ption
"This | eaf expresses the

}

| eaf ip-prefix {
type inet:ipv4-address;
description
"This | eaf describes the
}
| eaf prefix-len {
type uint8;
descri ption
"This | eaf describes the
}
| eaf default-netric {
type std-netric;
descri ption
"This |l eaf describes the
}
cont ai ner delay-netric {
| eaf netric {
type std-netric;
descri ption
"This | eaf describes
}
| eaf supported {
t ype bool ean;
default "fal se";
descri ption
"This | eaf describes

}

descri ption

val ue of up/down bit.";

I/E bit.";

val ue of

| Pv4 prefix";

| Pv4 prefix len in bits";

| SIS default netric val ue";

the SIS delay netric val ue";

if the netric is supported.”;

"This container defines the ISIS delay netric."

}

cont ai ner expense-netric {
| eaf nmetric {
type std-netric;

et al. Expires Apri
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descri ption
"This |l eaf describes the ISIS expense netric val ue";
}
| eaf supported {
t ype bool ean;
default "fal se";
descri ption
"This leaf describes if the nmetric is supported.”;
}
descri ption
"This container defines the I SIS expense netric.";
}
container error-netric {
| eaf netric {
type std-netric;
descri ption
"This |l eaf describes the ISIS error netric val ue";
}
| eaf supported {
t ype bool ean;
default "fal se";
descri ption
"This |l eaf describes if the netric is supported.”;

}

descri ption
"This container defines the I1SIS error netric."

}

groupi ng prefix-ipv4-extended {
descri ption
"This group defines attributes of an
| Pv4 extended prefix.";
| eaf up-down {
t ype bool ean;
descri ption
"This | eaf expresses the value of up/down bit.";
}
| eaf ip-prefix {
type inet:ipv4-address;
descri ption
"This |l eaf describes the IPv4 prefix”;

| eaf prefix-len {
type uint8;
description
"This |l eaf describes the IPv4 prefix len in bits";
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}

| eaf netric {
type wi de-netric;
description
"This |l eaf describes the ISIS netric val ue";

leaf-list tag {
type uint32;
descri ption
"This |l eaf describes a |list of tags associated with
the prefix.";

leaf-1ist tag64 {
type uint64;
descri ption
"This | eaf describes a list of 64-bit tags associated wth
the prefix.";

}

groupi ng prefix-ipv6e-extended {
description
"This group defines attributes of an
| Pv6 prefix.";
| eaf up-down {
t ype bool ean;
descri ption
"This | eaf expresses the value of up/down bit.";
}
| eaf ip-prefix {
type inet:ipv6-address;
descri ption
"This | eaf describes the IPv6 prefix";

}
| eaf prefix-len {
type uint8;
descri ption
"This |l eaf describes the IPv4 prefix len in bits";
}

| eaf nmetric {
type wi de-netric;
descri ption
"This | eaf describes the I1SIS netric val ue";

leaf -1ist tag {
type uint32;
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descri ption
"This leaf describes a |list of tags associated with
the prefix.";
}
leaf-1ist tag64 {
type uint 64,
descri ption
"This leaf describes a |list of 64-bit tags associated with
the prefix.";

}

groupi ng nei ghbor - ext ended {
descri ption
"This group defines attributes of an
| SI'S extended nei ghbor.";
| eaf nei ghbor-id {
type systemid;
descri ption
"This |l eaf describes the systemid of the neighbor.";
}
leaf metric {
type wde-netric;
descri ption
"This |l eaf describes the ISIS netric val ue";

}

gr oupi ng nei ghbor {
descri ption
"This group defines attributes of an
| SI'S standard nei ghbor.";
| eaf nei ghbor-id {
type systemid;
description
"This | eaf describes the systemid of the neighbor.";

b
leaf i-e {
t ype bool ean;
descri ption
"This | eaf expresses the value of I/E bit.";
}

| eaf default-nmetric {
type std-netric;
descri ption
"This | eaf describes the |SIS default netric val ue";

}

contai ner delay-netric {
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| eaf netric {
type std-netric;
descri ption
"This |l eaf describes the ISIS delay netric val ue";

}
| eaf supported {

t ype bool ean;

default "fal se";

descri ption

"This leaf describes if the nmetric is supported.”;

}

descri ption
"This container defines the ISIS delay netric.";
}
cont ai ner expense-netric {
| eaf netric {
type std-netric;
descri ption
"This |l eaf describes the ISIS del ay expense val ue";

}
| eaf supported {

t ype bool ean;

default "fal se";

descri ption

"This leaf describes if the nmetric is supported.”;

}

descri ption
"This contai ner defines the I SIS expense netric.";

}

container error-netric {
| eaf netric {
type std-netric;
descri ption
"This |l eaf describes the ISIS error netric val ue";

}
| eaf supported {

t ype bool ean;

default "fal se";

descri ption

"This leaf describes if the metric is supported.”;

}

descri ption
"This container defines the I1SIS error netric."

}

groupi ng dat abase {
descri ption
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"This group defines attributes of an
| SIS database (Link State DB).";
| eaf |sp-id {
type Isp-id;
description
"This | eaf describes the LSP ID of the LSP.";

| eaf checksum {

type uint16;

descri ption
"This | eaf describes the checksum of the LSP."

}
leaf remaining-lifetinme {
type uint16;
units "seconds"”;
descri ption
"This |l eaf describes the remaining lifetine
in seconds before the LSP expiration.";
}
| eaf sequence {
type uint32;
description
"This | eaf describes the sequence nunber of the LSP."
}
| eaf attributes {

type bits {
bi t PARTI TI ONNED ({
descri ption
"If set, the originator supports partition
repair.";

bit ATTACHED- ERROR {
descri ption
"If set, the originator is attached to
another area using the referred netric.";

bit ATTACHED- EXPENSE {
descri ption
"If set, the originator is attached to
anot her area using the referred netric.";

bit ATTACHED- DELAY {
descri ption
"If set, the originator is attached to
anot her area using the referred netric.";

bit ATTACHED- DEFAULT {
descri ption
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"If set, the originator is attached to
anot her area using the referred netric.";

}
bit OVERLOAD ({
description
"If set, the originator is overl oaded,
and nust be avoided in path calculation.”;
}
}
descri ption

"This | eaf describes attributes of the LSP."
}

cont ai ner is-neighbor {
i st neighbor {
key "nei ghbor-id";
uses nei ghbor;
descri ption
"Li st of neighbors.";
}
descri ption
"This |l eaf describes list of |1SIS neighbors.
ISIS reference is TLV 2.";

}

cont ai ner authentication {
| eaf authentication-type {
t ype aut henticati on-type;
description
"This | eaf describes the authentication type
to be used.";

| eaf aut hentication-key {
type string;
description
"This | eaf describes the authentication key
to be used. For security reason, the
aut henti cati on key MJUST NOT be presented
in plaintext format. Authors recommends
to use MD5 hash to present the authentication-key.";
}
description "This container describes authentication
infornmation of the node. I1SIS reference is TLV 10.";

}

cont ai ner extended-is-nei ghbor {
ist neighbor {
key "nei ghbor-id";
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uses nei ghbor - ext ended;
descri ption
"Li st of neighbors.";
}
description
"This contai ner describes list of ISIS extended
nei ghbors.
ISIS reference is TLV 22.";

}

container ipv4-internal-reachability {
[ist prefixes {
key "ip-prefix";
uses prefix-ipvé-std;
descri ption
"List of prefixes.";
}
descri ption
"This contai ner describes list of IPv4 internal
reachability information
SIS reference is TLV 128.";

}

| eaf -1i st protocol -supported {
type uint8;
descri ption
"This |l eaf describes the |ist of
supported protocols.
| SIS reference is TLV 129.";

}

cont ai ner ipv4d-external -reachability {
list prefixes {
key "ip-prefix";
uses prefix-ipv4-std,
descri ption
"List of prefixes.";
}
descri ption
"This container describes list of |Pv4 external
reachability information
SIS reference is TLV 130.";

}

| eaf-1ist ipv4-addresses {
type inet:ipv4-address;
description
"This | eaf describes the |IPv4 addresses of the node.
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ISIS reference is TLV 132.";
}

| eaf ipv4d-te-routerid {

type inet:ipv4-address;

descri ption
"This | eaf describes the IPv4d Traffic Engi neering
router |1 D of the node.
SIS reference is TLV 134.";

}

cont ai ner extended-ipv4-reachability {

list prefixes {
key "ip-prefix";
uses prefix-ipv4-extended;
descri ption
"List of prefixes.";
}
descri ption
"This contai ner describes list of |IPv4d extended
reachability information
SIS reference is TLV 135.";

}
| eaf dynam c- host nanme {
type string;
descri ption
"This | eaf describes the nane of the node.
SIS reference is TLV 137.";
}

| eaf ipv6e-te-routerid {
type inet:ipv6-address;
descri ption
"This |l eaf describes the IPv6 Traffic Engineering
router I D of the node.
ISIS reference is TLV 140.";

contai ner nt-is-neighbor {
i st neighbor {
key "nei ghbor-id";
| eaf MI-1D {
type uintl6 {
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range "0 .. 4095",

}

descri ption

"This | eaf defines the identifier

of a topology.";

}
uses nei ghbor - ext ended;
descri ption
"Li st of neighbors.";

}

description
"This container describes list of ISIS nmulti-topol ogy
nei ghbors.
|SIS reference is TLV 223.";
}

container nt-entries {
list topol ogy {
key "MrI-1D";

| eaf MI-1D {
type uintl6 {
range "0 .. 4095";
}

descri ption
"This leaf defines the identifier
of a topol ogy.";

}
| eaf attributes {
type bits {
bit OVERLOAD {
descri ption
"If set, the originator is overl oaded,
and nust be avoided in path
cal culation."”;
}
bit ATTACHED {
descri ption
"If set, the originator is attached to
another area using the referred netric.";
}
oo
descri ption
"This | eaf describes attributes of the LSP
for the associated topol ogy.";
}

descri ption
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"Li st of topologies supported.”;
}
descri ption
"This contai ner describes the topol ogy supported.
| SIS reference is TLV 229.";

}

| eaf-1ist ipv6-addresses {
type inet:ipv6-address;
descri ption
"This | eaf describes the | Pv6 interface
addr esses of the node.
|SIS reference is TLV 232.";

cont ai ner nt-extended-ipv4-reachability {
list prefixes {
key "ip-prefix";
| eaf MI-1D {
type uintl6 {
range "0 .. 4095";
}

descri ption
"This leaf defines the identifier
of a topology.";
}
uses prefix-ipv4-extended;
descri ption
"List of prefixes.";

}

description

"This contai ner describes list of |Pv4
reachability information in multi-topol ogy
envi ronnent .

|SIS reference is TLV 235.";

}

container nt-ipv6-reachability {
list prefixes {
key "ip-prefix";
| eaf MI-1D {
type uintl6 {
range "0 .. 4095";
}
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descri ption
"This | eaf defines the identifier
of a topology.";
}
uses prefix-ipv6-extended;
descri ption
"List of prefixes.";
}
descri ption
"This contai ner describes |ist of |Pv6
reachability information in nulti-topol ogy
envi ronnent .
|SIS reference is TLV 237.";

}

cont ai ner ipv6-reachability {
list prefixes {
key "ip-prefix";
uses prefix-ipv6-extended;
descri ption
"List of prefixes.";
}
description
"This contai ner describes list of |IPv6
reachability information
|SIS reference is TLV 236.";

}

container router-capabilities {
| eaf binary {
type binary;
descri ption
"This |l eaf describes the capability of the node.
Format is binary according to the protocol encoding.";
}
descri ption
"This contai ner describes the capabilities of the node.
This contai ner may be extended with detail ed
i nformati on.
SIS reference is TLV 242.";

augnent "/rt:routing/rt:routing-instance/rt:routing-protocols/"

Li t kowski, et al. Expires April 10, 2015 [ Page 38]



I nternet-Draft i sis-cfg Cct ober 2014

+"rt:routing-protocol"” {
when "rt:type = "isis:isis’ " {
descri ption
"This augnment is only valid when routing protocol
i nstance type is isis.";
}
descri ption
"This augnents a routing protocol instance with ISIS
speci fic paranmeters.”;
container isis {

list instance {
nmust "count (area-address) > 0" {
error-nessage "At | east one area-address
nmust be configured.”;
descri ption
"Enforce configuration of at |east one area."”

}

key routing-instance;

| eaf routing-instance {
type rt:routing-instance-ref;
descri ption

"Ref erence routing instance.
For protocol centric nodel, which is
supported in
defaul t-instance only, this could reference
any VRF routing-instance.
For VRF centric nodel, nust reference the
encl osi ng routing-instance.";

}

| eaf |evel {
type | evel;
default "level-all™";
descri ption
"This |l eaf describes the type of |ISIS node.
A node can be level-1-only, level-2-only
or level-1-2.

}

| eaf systemid {
type systemid;
descri ption
"This | eaf defines the systemid of the node."
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| eaf maxi num ar ea- addr esses {
i f-feature nmaxi num ar ea- addr esses;
type uint8;
default 3;
description
"Defines the maxi num areas supported.”;

}

| eaf-1ist area-address {
type area-address;
description
"List of areas supported by the
protocol instance.";

| eaf ipv4-router-id {
type inet:ipv4-address;
descri ption
"Router ID value that would be used in TLV 134.";
}
| eaf ipv6e-router-id {
type inet:ipv6-address;
descri ption
"Router |ID value that would be used in TLV 140."

| eaf reference-bandw dth {
i f-feature reference-bandw dt h;
type uint32;
units "bps";
descri ption
"This |l eaf defines the bandwi dth for cal cul ating
metric.";

}

| eaf |sp-ntu {
type uint16;
units "bytes";
default 1492;
descri ption
"This | eaf describes the maxi num si ze of a
LSP PDU in bytes.";

| eaf Isp-lifetime {
type uint16;
units "seconds";
description
"This | eaf describes the lifetinme of the router
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LSP i n seconds.";
}
| eaf |sp-refresh {
if-feature | sp-refresh
type uintl6;
units "seconds";
descri ption
"This | eaf describes the refresh interval of the
router LSP in seconds.";

list |Isp-gen-interval -exp-delay {
if-feature | sp-gen-interval - exp-del ay;
key | evel;

leaf initial {
type uint16;
units "mlliseconds"”;
descri ption
"Initial tinmer.";
}
| eaf increnmental {
type uint16;
units "mlliseconds"”;
descri ption
"I ncrenental timer.";
}
[ eaf maxi num {
type uint8;
units "seconds";
descri ption
"Maxi mumtinmer.";

| eaf |evel {
type | evel;
description
"Level applicability.";
}
descri ption
"Configuration of exponential backoff delay
for LSP generation."”;

contai ner graceful -restart {
if-feature graceful -restart;
| eaf restart-duration {
type uintl6;
units seconds;

Li t kowski, et al. Expires April 10, 2015 [ Page 41]



I nternet-Draft i sis-cfg Cct ober 2014

descri ption
"Defines the restart duration in seconds.";
}
| eaf hel per-disable {
type enpty;
descri ption
"If the | eaf exists, hel per capacity
is disabled.";

| eaf enabl ed {
t ype bool ean;
descri ption
"Control enabling the feature.";
}
descri ption
"This contai ner activates graceful restart."”;

}

list psnp-authentication {
key | evel;

| eaf val ue {
t ype bool ean;
default "true";
descri ption
"This leaf describes if PSNP nessages nust be
aut henti cated. ";

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"Contai ner for CSNP aut hentication.";

}

list csnp-authentication {
key | evel;

| eaf val ue {
t ype bool ean;
default "true";
descri ption
"This leaf describes if CSNP nessages nust be
aut henti cated. ";

| eaf level {
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type | evel;
descri ption
"Level applicability.";
}
description
"Contai ner for CSNP aut hentication.";

}

list authentication-key {
key | evel;

| eaf val ue {
type string;
descri ption
"This | eaf describes the authentication key
to be used.
For security reason, the
aut henti cati on key MJUST NOT be presented
in plaintext format upon a get-config reply.
Aut hor s reconmmrends
to use MD5 hash to present the
aut henti cati on- key";

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"Cont ai ner for authentication key.";

}

list authentication-type {
key | evel;

| eaf val ue {
type aut hentication-type;
descri ption
"This |l eaf describes the authentication type
to be used.";

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
description
"Cont ai ner for authentication-type";
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list netric-type {
key | evel;

| eaf val ue {
type enuneration {
enum wi de-only {
descri ption
"Advertise new nmetric style only
(RFC5305) ";

enum ol d-only {
descri ption
"Advertise old netric style only
(RFC1195)";

enum bot h {
description "Advertise both nmetric
styl es”;
}
}
description
"This | eaf describes the type of netric
to be generat ed.
W de-only nmeans only new netric style
i s generat ed,
ol d-only nmeans that only old style nmetric
IS generated,
and both nmeans that both are adverti sed.
This leaf is only affecting | Pv4d netrics.",;

| eaf |evel {
type | evel;
description
"Level applicability.";
}
descri ption
“"Metric style container.";

}

list preference {
key | evel;

| eaf val ue {
type uint8;
descri ption

"This | eaf defines the protocol preference.'’

2014
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| eaf |evel {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"This |l eaf defines the protocol preference.”
}
i st external -preference {
key | evel;

| eaf val ue {
type uint8;
descri ption
"This |l eaf defines the protocol preference for
external routes.";

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
description
"This | eaf defines the protocol preference for
external routes.";

list default-netric {
key | evel;

| eaf val ue {
type wi de-netric;
descri ption
"Val ue of the netric";

| eaf level {
type | evel;
descri ption
"Level applicability of the netric.";
}
descri ption
"Defines the netric to be used by default.";
}
list af {
if-feature nl pid-control
key af;
| eaf af {
type string;
descri ption
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"Address-fam|ly";
}

| eaf enabl ed {
t ype bool ean;
descri ption
"Describes the activation state of the
AF.";
}

list default-netric {
key | evel;

| eaf val ue {
type wi de-netric;
descri ption
"Val ue of the netric";

| eaf |evel {
type | evel;
descri ption
"Level applicability of the nmetric.";
}
description
"Defines the nmetric to be used by default.";
}
descri ption
"List of address famlies supported”;

list topol ogies {
if-feature nulti-topol ogy;

key "nane";
| eaf enabl ed {
t ype bool ean;
descri ption
"Descri bes the activation state of the
AF. ";
}
| eaf nane {
type rt:rib-ref;
description "Rl B";
}
descri ption
"List of topol ogies";
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list overload {
key | evel;

| eaf status {
t ype bool ean;
descri ption
"This |l eaf defines the overload status.";

}
| eaf type {
type enuneration {
enum "max-netric" {
descri ption
"Advertise max netric for all links.";
}
enum "overl oad-bit" {
descri ption
"Set overload bit";
}
}
descri ption
"Defines how the overload status is set.";
}
| eaf tineout {
type uint 16;
units "seconds";
descri ption
"This | eaf defines the tineout in seconds
of the overload condition.";

| eaf level {
type | evel;
descri ption
"Level applicability of the netric.";
}
description
"This leaf describes if the router is
set to overload state.";

}

cont ai ner interfaces {
list interface {

key "nane";
| eaf nane {
type string;

descri ption
"Reference to the interface within
t he routing-instance.";
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}
| eaf | evel-type {
type | evel;

default "level-all";
description

"This | eaf defines the associated |SIS
| evel of the interface.";

| eaf | sp-pacing-interval {
type uint16;
units "mlliseconds";
descri ption
"This | eaf defines the interval between
LSP transmi ssions in mlli-seconds”;

| eaf |sp-retransmt-interval {
type uintl6;
units "seconds";
descri ption
"This leaf defines the interval between
retransm ssion of LSP";
}
| eaf passive {
t ype bool ean;
default "fal se";
descri ption
"This leaf defines if interface is in
passive node (ISI'S not running,
but network is advertised).";
}
| eaf csnp-interval {
type uint16;
units "seconds"”;
descri ption
"This |l eaf defines the interval of CSNP
messages. ";

}

| eaf three-way-handshake {
t ype bool ean;
description
"This leaf defines if the interface uses
3-way handshake.";

}

| eaf hel | o- paddi ng {
t ype bool ean;
descri ption
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"This |l eaf defines if ISIS Hell os woul d
be padded up to MIU size.";

}

| eaf nmesh-group-enabl ed {
t ype nesh-group- st at e;
descri ption
"Descri bes the nmesh group state of
the interface.";

| eaf nmesh-group {
when "../nmesh-group-enabl ed = nmeshSet" {
descri ption
"Only valid when nmesh- group-enabl ed
equal s neshSet"
}
t ype uint8;
descri ption
"Describes the nmesh group |ID of
the interface.";

}

| eaf interface-type {
type interface-type;
descri ption
"This |l eaf defines the type of adjacency
to be established on the interface.
This is affecting the type of hello
nmessage that woul d be used."”;

}

| eaf enabl ed {
t ype bool ean;
default "true";
descri ption
"This | eaf describes the adm nistrative
status of the ISIS interface."”;

}

leaf-list tag {
if-feature prefix-tag;

type uint32;

description
"This leaf defines |ist of tags associ ated
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with the interface.";

}

leaf-1ist tag64 {
if-feature prefix-tag64,

type uint 64,

descri ption

"This leaf defines |list of 64bits tags
associated with the interface.”

}
[ist hello-authentication {
key | evel;
| eaf type {
type aut hentication-type;
descri ption
"This | eaf describes the authentication
type to be used in hello nmessages.";
}
| eaf key {
type string;
descri ption
"This | eaf describes the
aut henti cati on key
to be used in hello nmessages.
For security reason, the
aut henti cation key MJST
NOT be presented
in plaintext format upon a
get-config reply.
Aut hor s recomrends
to use MD5 hash to present the
aut henti cati on- key";
| eaf |evel {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"This | eaf describes the authentication type
to be used in hello nessages."”;
}

list hello-interval {
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key | evel;

| eaf val ue {
type uint16;
units "seconds";
descri ption
"This | eaf defines the interval of

hel |l o nmessages. ";

| eaf |evel {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"This |l eaf defines the interval of

hel | o nessages.";

}
[ist hello-multiplier {
key | evel;
| eaf val ue {
type uintl6;
descri ption
"This | eaf defines the nunber of
hello failed to be received before
decl aring the adj acency down.";
| eaf level {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"This | eaf defines the nunber of
hello failed to be received before
decl aring the adjacency down.";
}
list priority {
must 'interface-type = "broadcast"’;
key | evel;
| eaf val ue {
type uint8 {

range "0 .. 127";
}
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description

"This |l eaf describes the priority of
the interface

for DIS election.”;

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
description
"This | eaf describes the priority of
the interface
for DIS election.”;

[ist af {
key af;

| eaf af {
type string;
descri ption
"Address-fam |y";

}
| eaf bfd-enabl ed {
type enpty;
descri ption
"If the leaf is present,
BFD i s enabl ed. ";
}

list nmetric {
key | evel;

| eaf val ue {
type wi de-netric;
description
"Metric value.";

| eaf |evel {
type | evel;
descri ption
“"Level applicability.";
}
descri ption
"Container for interface netric";

}

descri ption
"List of AFs.";
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list topol ogies {
key nane;

| eaf nane {
type rt:rib-ref;
descri ption
"Nanme of RIB.";

[ist nmetric {
key | evel;

| eaf val ue {
type wi de-netric;
descri ption
“"Metric value.";

| eaf level {
type | evel;
descri ption
"Level applicability.";
}
descri ption
"Container for interface netric";
}
descri ption
"List of topologies.";

}

description
"List of 1SIS interfaces."”;
}
descri ption
"This container defines I1SIS interface specific
configuration objects.";
}
descri ption
"List of I1SIS instances.";
}
descri ption
"This container defines I1SIS specific configuration
obj ects.";

}

augnent "/rt:routing-state/rt:routing-instance/"
+"rt:routing-protocols/rt:routing-protocol" {
when "rt:type = "isis:isis’" {
descri ption
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"This augnent is only valid when routing protocol
instance type is isis.";
}
descri ption
"Thi s augnents routing protocol instance states with ISIS
specific paraneters."”;
container isis {
config fal se;
cont ai ner systemcounters {
[ist level {
key | evel;

| eaf |evel {
type | evel - nunber
descri ption
"This | eaf describes the ISIS |evel."
}
| eaf corrupted-Isps {
type uint32;
descri ption
"Nunber of corrupted in-nmenory LSPs detected.
LSPs received fromthe wire with a bad
checksum are silently dropped and not counted.
LSPs received fromthe wire with parse errors
are counted by |sp-errors.”;

| eaf authentication-type-fails {
type uint32;
description
"Nunber of authentication type m smatches.";

| eaf authentication-fails {
type uint32;
descri ption
“Nunber of authentication key failures.";

}
| eaf dat abase-overl oad {
type uint32;
descri ption
"Nunber of times the database has become
over| oaded. ";
}
| eaf own-| sp-purge {

type uint32;
descri ption
“Nunber of times a zero-aged copy of the
systenmis own LSP is received from sone
ot her node.";
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}

| eaf manual - addr ess-drop-fromarea {
type uint32;
descri ption
“"Nunber of tinmes a manual address
has been dropped fromthe area.";
}
| eaf max-sequence {
type uint32;
descri ption
“Nunber of tinmes the system has attenpted
to exceed the maxi num sequence nunber.";
}
| eaf sequence- nunber - ski pped {
type uint32;
descri ption
“"Nunber of tinmes a sequence nunber skip has
occured.";
}
| eaf id-len-msmatch {
type uint32;
descri ption
“"Nunmber of tinmes a PDU is received with
a different value for IDfield length
fromthat of the receiving system?";

| eaf partition-changes {
type uint32;
description
"Nunber of partition changes detected.";

| eaf |sp-errors {
type uint32;
descri ption
“Nunmber of LSPs with errors we have

recei ved.";
}
| eaf spf-runs {
type uint32;
descri ption
"Nunmber of times we ran SPF at this |evel.":
}

descri ption
"Li st of supported levels.";
}
descri ption
"The contai ner defines a |list of counters
for the IS. ";
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contai ner interface-counters {

et al.

interface {
key interface;

| eaf interface {
type string;
descri ption
"This | eaf describes the name
of the interface.";

}

| eaf adj acency-changes {
type uint32;
descri ption
"The nunber of times an adjacency state
change has occured on this interface.";
}
| eaf adj acency- nunber {
type uint32;
descri ption
"The nunber of adjacencies on this
interface.";
}
leaf init-fails {
type uint32;
descri ption
"The nunmber of tinmes initialization of
this interface has failed. This counts
events such as PPP NCP failures.
Failures to forman adj acency are counted
by adj acency-rejects.”;

| eaf adj acency-rejects {
type uint32;
descri ption
"The nunber of tinmes an adjacency has been
rejected on this interface.”

2014

}
| eaf id-len-msmatch {
type uint32;
descri ption
"The nunmber of tinmes an IS-1S PDU with an ID
field length different fromthat for this
system has been received on this interface.";
}
| eaf max- area-addresses-m smatch {

type uint32;
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descri ption

"The nunber of times an I1S-1S PDU with
according max area address field
differs fromthat for
this system has been received on this
interface.";

| eaf authentication-type-fails {
type uint32;
descri ption
“Nunber of authentication type m smatches.";

| eaf authentication-fails {
type uint32;
descri ption
"Nunber of authentication key failures.";
}
| eaf | an-di s-changes {
type uint32;
descri ption
"The nunber of times the DI S has changed
on this interface at this |evel.
If the interface type is point to point,
the count is zero.";
}
descri ption
"List of interfaces.";

description

}

"The contai ner defines a |list of counters
for interfaces.";

cont ai ner packet-counters {

i st

et al.

| evel {
key | evel;

| eaf |evel {
type | evel - nunber
descri ption
"This |l eaf describes the ISIS |evel."

}

container iih {
leaf in {
type uint32;
descri ption
"Recei ved PDUs.";
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type uint32;
descri ption
"Sent PDUs.";
}
description

"The nunmber of IIH

}
contai ner ish {
leaf in {
type uint32;
description

"Recei ved PDUs.

| eaf out {
type uint32;
description
"Sent PDUs.";
}
descri ption

"The nunber of | SH

}
contai ner esh {
leaf in {
type uint32;
descri ption

"Recei ved PDUs.

| eaf out {
type uint32;
descri ption
"Sent PDUs.";
}
descri ption
"The nunmber of ESH
}
container |sp {
leaf in {
t ype uint32;
descri ption

"Recei ved PDUs.

}
| eaf out {
type uint32;
descri ption
"Sent PDUs.";
}

description

Li t kowski, et al. Expires Apri

10, 2015

Cct ober 2014

PDUs recei ved/ sent.";

PDUs recei ved/ sent.";

PDUs recei ved/ sent.";
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"The nunber of LSP PDUs received/sent.";
}

cont ai ner psnp {
leaf in {
type uint32;
descri ption
"Recei ved PDUs.";

| eaf out {
type uint32;
description
"Sent PDUs.";
}

descri ption
"The nunber of PSNP PDUs received/sent.";

}

contai ner csnp {
leaf in {
type uint32;
descri ption
"Recei ved PDUs.";
}
| eaf out {
type uint32;
descri ption
"Sent PDUs.";
}

descri ption
"The nunber of CSNP PDUs received/sent.";

}

cont ai ner unknown {
leaf in {
type uint32;
descri ption
"Recei ved PDUs.";
}
| eaf out {
type uint32;
descri ption
"Sent PDUs.";
}

descri ption
"The nunber of unknown PDUs received/sent.";

}
descri ption
"Li st of supported |evels."

}

descri ption
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"The container defines a |list of PDU counters.";
}
contai ner interfaces {
list interfaces {
key interface;

| eaf interface {
type string;
descri ption
"This | eaf describes the name
of the interface.";
}
leaf circuit-id {
type circuit-id;
descri ption
"This | eaf describes the circuit-id
associated with the interface."
}
| eaf admi n-state {
type adm n-state
descri ption
"This | eaf describes the adm n state
of the interface.";
}
| eaf oper-state {
t ype oper-state;
descri ption
"This | eaf describes the operational state
of the interface.";
}
| eaf interface-type {
type interface-type;
descri ption
"Type of interface to be used.";

| eaf level {
type | evel;
descri ption
"Level associated with the interface.";
}
| eaf passive {
type enpty;
descri ption
"The interface is included in LSP, but
does not run |ISIS protocol.";

| eaf three-way-handshake {
type enpty;
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descri ption
"The interface uses 3-way handshake.™
}
descri ption
"List of interfaces.";
}
descri ption
"The contai ner defines operational paraneters
of interfaces."”;
}
cont ai ner adj acencies {
list adjacency {
| eaf interface {
type string;
descri ption
"This | eaf describes the name
of the interface.";

| eaf |evel {
type | evel;
descri ption
"This | eaf describes the associ at ed
SIS | evel of the interface.

}
| eaf nei ghbor-sysid {
type systemid;
descri ption
"The systemid of the neighbor";

| eaf nei ghbor-extended-circuit-id {
type extended-circuit-id;
descri ption
“"Circuit 1D of the neighbor";
}
| eaf nei ghbor-snpa {
type snpa;
descri ption
" SNPA of the neighbor";
}
| eaf nei ghbor-1evel {
type | evel;
descri ption
"The type of the neighboring system™

| eaf hold-tinmer {
type uint16;
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descri ption
"The holding tinme in seconds for this
adj acency. This value is based on
received hello PDUs and the el apsed
time since receipt.";
}
| eaf nei ghbor-priority {
type uint8 {
range "0 .. 127";
}

description

2014

"Priority of the neighboring IS for becom ng

the DIS. ",

| eaf |astuptinme {

t ype yang:ti nmestanp;

description
"When the adj acency nost recently entered
state 'up’, neasured in hundredths of a
second since the last reinitialization of
t he networ k nmanagenent subsystem
The value is 0 if the adjacency has never
been in state 'up’ .";

| eaf state {
type enuneration {
enum " Up" {
description
"This state describes that
adj acency is established."”;

enum " Down" {
descri ption
"This state describes that
adj acency is NOT established.";
}
enum"Init" {
descri ption
"This state describes that
adj acency is establishing.";
}
oo
descri ption
"This | eaf describes the state of the
interface.";

}

descri ption
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"Li st of operational adjacencies.";
}
descri ption
"This container |ists the adjacencies of
t he | ocal node.";

}
cont ai ner spf-log {
[ist event {
key id;
leaf id {
type uint32;

descri ption
"This | eaf defines the event identifier.
This is a purely internal value.";
}
| eaf spf-type {
type enuneration {
enum ful | {
descri ption
"Conputation done is a Full SPF.";
}
enum i ncrenental {
description
"Conputati on done is an
i ncrenental SPF.";
}
enum route-only {
description
"Conput ati on done is a
reachability conputation
only.";
}
}
description
"This | eaf describes the type of conputation
used. ";

| eaf |evel {
type | evel - nunber
description
"This |l eaf describes the |evel affected by the
t he conputation.”;

}

| eaf spf-delay {
type uint32;
units "mlliseconds"”;
descri ption
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"This | eaf describes the SPF del ay that
was used for this event.";
}
| eaf schedul e-ti nestanp {
type yang:ti nest anp;
descri ption
"This |l eaf describes the tinestanp
when the conputation was schedul ed. "

| eaf start-tinmestanp {
type yang:ti nest anp;
descri ption
"This |l eaf describes the tinestanp
when the conputation was started.”

| eaf end-tinestanp {
type yang:ti mestanp;
descri ption
"This |l eaf describes the tinestanp
when the conputation was ended. "
}
list trigger-Isp {
key "lsp";
| eaf |sp {
type Isp-id;
descri ption
"This | eaf describes the LSPID
of the LSP.";
}
| eaf sequence {
type uint32;
descri ption
"This | eaf describes the sequence
nunber of the LSP.";
}
descri ption
"This |l eaf describes |list of LSPs
that triggered the conputation.”
}
descri ption
“List of conputation events.";

}

descri ption
"This container lists the SPF conputation events.";

}

container |sp-log {
[ist event {
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key id;

leaf id {
type uint32;
description
"This |l eaf defines the event identifier.
This is a purely internal value.";

| eaf |evel {
type | evel - nunber
description
"This |l eaf describes the |evel affected by the
t he conputation.”;
}
container |sp {
| eaf |sp {

type Isp-id;
descri ption
"This | eaf describes the LSPID
of the LSP.";
}
| eaf sequence {
type uint32;
descri ption
"This | eaf describes the sequence
nunber of the LSP.";
}
description
"This contai ner describes the received LSP
, in case of local LSP update the | oca
LSP IDis referenced.”;

}

| eaf received-tinestanp {
type yang:ti nmestanp;

descri ption

"This |l eaf describes the tinestanp
when the LSP was received. |In case of

| ocal LSP update, the tinmestanp refers
to the I ocal LSP update tine.";

}

descri ption
"List of LSP events.";
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descri ption
"This container lists the LSP reception events.
Local LSP nodification are also contained in the
list.";
}
cont ai ner dat abase {
list level-db {
key | evel;

| eaf |evel {
type | evel - nunber
descri ption
"Current |evel nunber”;

}
list Isp {
key | sp-id;

uses dat abase;
descri ption
"List of LSPs in LSDB.";

}

description
"Thi s contai ner describes the list of LSPs
in the |l evel x database.";

}

descri ption
"This contai ner describes ISIS Link State
dat abases. ";

}

cont ai ner host nanes {

i st hostnanme {
key systemi d;
| eaf systemid {
type systemid;
descri ption
"This |l eaf describes the systemid
associ ated with the hostname.";

}

| eaf hostnanme {

type string;

descri ption

"This | eaf describes the hostnane
associated with the systemID. ";
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descri ption
"List of systemid/hostnane associations”;

}

description

"This contai ner describes the |ist
of bindi ng between systemid and
host nanes. ";

}

description
"This container defines various |SIS states objects.”;

}
/* RPC net hods */

rpc clear-adjacency {
descri ption
"This RPC request clears a particular
set of 1SIS adjacencies. If the operation
fails for ISIS internal reason, then
error-tag and error-app-tag shoul d be set
to a meani ngful value.";
i nput {
| eaf routing-instance-nanme {
type rt:routing-instance-state-ref;
mandatory "true";
description
"Nanme of the routlng i nstance whose |1SIS
information is being queried.

If the routing instance with nane equal to the
val ue of this paranmeter doesn’'t exist then this
operati on SHALL fail wWth error-tag ’ data m ssi ng
and error-app-tag ’'routing-instance-not-found .";

}

| eaf routing-protocol -instance-nane {
type instance-state-ref;
mandatory "true";
descri ption
“"Nane of the ISIS protocol instance whose |ISIS
information is being queried.

If the SIS instance with nanme equal to the
value of this paraneter doesn’'t exist, then this
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operation SHALL fail with error-tag ' data-m ssing’
and error-app-tag
"routing-protocol -i nstance-not-found ."

| eaf level {
type | evel;
descri ption
"I'SIS level of the adjacency to be cleared.
If 1SISlevel is level-1-2, both level 1 and |evel 2
adj acenci es woul d be cl ear ed.

If the value provided is different fromthe one
aut horized in the enumtype, then this

operation SHALL fail with error-tag 'data-m ssing’
and error-app-tag

"bad-isis-level’.

}

| eaf interface {

type string;

descri ption
“"Nane of the ISIS interface.

If the ISISinterface with nanme equal to the

val ue of this paraneter doesn’'t exist, then this
operation SHALL fail with error-tag ' data-m ssing’
and error-app-tag

"isis-interface-not-found .";

}

rpc cl ear-dat abase {
descri ption
"This RPC request clears a particul ar
| SIS database. If the operation
fails for ISIS internal reason, then
error-tag and error-app-tag shoul d be set
to a meani ngful value.";
i nput {
| eaf routing-instance-nane {
type rt:routing-instance-state-ref;
mandatory "true";
descri ption
"Nane of the routing instance whose ISIS
information is being queried.

If the routing instance with nane equal to the
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val ue of this paraneter doesn’'t exist, then this
operation SHALL fail with error-tag ' data-m ssing’
and error-app-tag ’'routing-instance-not-found .";

}

| eaf routing-protocol -instance-nanme {
type i nstance-state-ref;
mandatory "true";
descri ption
“"Nanme of the ISIS protocol instance whose |ISIS
information i s being queri ed.

If the SIS instance with name equal to the

val ue of this paranmeter doesn’'t exist, then this
operation SHALL fail with error-tag ’data-m ssing’
and error-app-tag

"routing-protocol -instance-not-found’ ."

| eaf |evel {
type | evel;
descri ption
"I'SIS I evel of the adjacency to be cl eared.
If 1SISlevel is level-1-2, both level 1 and level 2
adj acenci es woul d be cl ear ed.

If the value provided is different fromthe one
authorized in the enumtype, then this

operation SHALL fail wth error-tag ’'data-m ssing’
and error-app-tag

"bad-isis-level’.

/* Notifications */

notification database-overload {
uses notification-instance-hdr;

| eaf overl oad {
type enuneration {
enum "of f" {
descri ption
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"The system has |eft overload condition."
}
enum "on" {

descri ption

"The systemis in overload condition.";

}

descri ption
"Descri bes the new overl oad state of the instance.";
}
description
"This notification is sent when an I SIS i nstance
overl oad condition changes.";

}

notification |sp-too-large {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf pdu-size {
type uint32;
description
"Size of the PDU

}
| eaf |sp-id {

type Isp-id;
descri ption
"LSP ID.";

}

descri ption
"This notification is sent when we attenpt
to propagate an LSP that is |arger than the
dat aLi nkBl ockSi ze for the circuit.
The notification generation nust be throttled
wth at | east a 5 second gap.

}

notification corrupted-I|sp-detected {
uses notification-instance-hdr;

| eaf Isp-id {
type I sp-id;
descri ption
"LSP ID.";
}

description
"This notification is sent when we find
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that an LSP that was stored in nenory has
become corrupt ed.

}

notification attenpt-to-exceed-nmax-sequence {
uses notification-instance-hdr;

leaf Isp-id {
type Isp-id;
descri ption
"LSP ID.";
}

descri ption
"This notification is sent when the system
wraps the 32-bit sequence counter of an LSP.

}

notification id-len-msmatch {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf pdu-field-len {
type uint8;
descri ption
"Size of the IDIlength in the received PDU';

| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";
}
descri ption
"This notification is sent when we receive a PDU
wth a different value for the SystemID | ength.
The notification generation nust be throttl ed
with at least a 5 second gap.

}

notification max-area-addresses-m smatch {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf max- area- addresses {
type uint8;
description
"Recei ved nunber of supported areas";
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}
| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";
}

descri ption
"This notification is sent when we receive a PDU
with a different value for the Maxi num Area Addresses.
The notification generation nust be throttl ed
wth at | east a 5 second gap.

}

notification own-1|sp-purge {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf Isp-id {
type Isp-id;
descri ption
"LSP ID.";
}

description
"This notification is sent when the system
receives a PDUwth its own systemID and zero age.

}

notification sequence-nunber-ski pped {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf Isp-id {
type Isp-id;
descri ption
"LSP ID.";
}

descri ption
"This notification is sent when the system
receives a PDUwith its own system | D and
di fferent contents. The system has to reissue
the LSP with a hi gher sequence nunber.

}

notification authentication-type-failure {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf raw pdu {
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type binary;
descri ption
"Recei ved raw PDU. ";
}
description
"This notification is sent when the system
receives a PDU with the wong authentication type
field.
The notification generation nust be throttled with
at least a 5 second gap.

}

notification authentication-failure {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";
}
descri ption
"This notification is sent when the system
receives a PDU with the wong authentication
i nformati on.
The notification generation nust be throttled with
at least a 5 second gap.

}

notification version-skew {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf protocol-version {
type uint8;
descri ption
"Protocol version received in the PDU. ";

}
| eaf raw pdu {
type binary;
description
"Recei ved raw PDU.";
}

descri ption
"This notification is sent when the system
receives a PDUwith a different protocol version
nunber .

2014

The notification generation nust be throttled with at | east
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a 5 second gap.

}

notification area-m smatch {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";
}
descri ption
"This notification is sent when the system
receives a Hello PDU froman IS that does
not share any area address.
The notification generation nmust be throttled with at |east
a 5 second gap.

}

notification rejected-adjacency {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";

| eaf reason {
type string;
descri ption
"The system may provide a reason to reject the
adj acency. If the reason is not avail abl e,
the system use an enpty string."
}
descri ption
"This notification is sent when the system
receives a Hello PDU froman IS but does not
establish an adjacency for sone reason.
The notification generation nmust be throttled with at |east
a 5 second gap.

notification protocol s-supported-m smatch {
uses notification-instance-hdr;
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uses notification-interface-hdr;
| eaf raw pdu {

type binary;

descri ption

"Received raw PDU. ";

}
| eaf-1ist protocols {
type uint8;
descri ption
"The |ist of protocols supported by the
renote system?";
}

descri ption
"This notification is sent when the system
recei ves a non pseudonode LSP that has no nmatching
prot ocol supported.
The notification generation nmust be throttled with at |east
a 5 second gap.

}

notification | sp-error-detected {
uses notification-instance-hdr:
uses notification-interface-hdr;

leaf Isp-id {
type Isp-id;
descri ption
"LSP ID.";

| eaf raw pdu {
type binary;
descri ption
"Recei ved raw PDU. ";

}
| eaf error-offset {
type uint32;
descri ption
“If the problemis a malforned TLV,
the error-offset points to the start of the TLV.
If the problemis with the LSP header,
the error-offset points to the suspicious byte";
}
| eaf tlv-type {

type uint8;

descri ption

“"if the problemis a malforned TLV, the tlv-type is set
to the type value of the suspicious TLV.

O herwise this leaf is not present.”;
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}

descri ption
"This notification is sent when the system
receives a LSP with a parse error.
The notification generation nmust be throttled with at |east
a 5 second gap.

}

notification adjacency-change {
uses notification-instance-hdr;
uses notification-interface-hdr;
| eaf nei ghbor {
type string;
descri ption
"Descri bes the name of the neighbor. If the
name of the neighbor is not available, the
field would be enpty.";
}
| eaf nei ghbor-systemid {
type systemid;
descri ption
"Describes the systemid of the neighbor.";

| eaf |evel {
type | evel;
descri ption
"Describes the I1SIS | evel of the adjacency."”;

| eaf state {
type enuneration {
enum " Up" {
descri ption
"This state describes that
adj acency is established.";
}
enum " Down" {
descri ption
"This state describes that
adj acency is no nore established.";
}
}
descri ption
"This |l eaf describes the new state of the
| SI'S adj acency. ";

| eaf reason {
type string;
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descri ption
"If the adjacency is going to DO,
this | eaf provides a reason for the adjacency
goi ng down. The reason is provided as a text.
If the adjacency is going to UP, no reason is
provi ded. ";
}
descri ption
"This notification is sent when an |SIS adj acency
nmoves to Up state or to Down state."”;

}

notification | sp-received {
uses notification-instance-hdr;
uses notification-interface-hdr;

| eaf Isp-id {
type Isp-id;
descri ption
"LSP ID.";
}
| eaf sequence {
type uint32;
descri ption
"Sequence nunber of the received LSP.";
}
| eaf received-tinestanp {
type yang:ti nmestanp;

descri ption
"This |l eaf describes the tinestanp
when the LSP was received. ";

| eaf nei ghbor-systemid {
type systemid;
descri ption
"Describes the systemid of the neighbor
t hat sent the LSP.";
}
description
"This notification is sent when a LSP
IS received.
The notification generation nust be throttled with at |east
a 5 second gap. ";

}

notification | sp-generation {
uses notification-instance-hdr;
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leaf Isp-id {
type I sp-id;
descri ption
"LSP ID.";
}
| eaf sequence {
type uint32;
descri ption
"Sequence nunber of the received LSP.";

| eaf send-tinestanp {
type yang:ti nmestanp;

descri ption
"This |l eaf describes the tinestanp

when our LSP was regenerated. ";
}
descri ption
"This notification is sent when a LSP
i S regenerated.
The notification generation nust be throttled with at | east

a 5 second gap. ";

}
}
<CCDE ENDS>
7. Security Considerations

Configuration and state data defined in this docunent are designed to
be accessed via the NETCONF protocol [RFC6241].

As I1SISis an I GP protocol (critical piece of the network), ensuring
stability and security of the protocol is mandatory for the network
servi ce.

Aut hors recommends to inplenment NETCONF access control nodel

([ RFC6536]) to restrict access to all or part of the configuration to
specific users. Access control to RPCs is also critical as RPC
permts to clear protocol datastructures that woul d definitively

i npact the network service. This kind of RPC needs only to be used
in specific cases by well-known experienced users.

Aut hors consider that all the configuration is considered as
sensitive/vulnerable as well as RPCs. But security teans can decide
to open sone part of the configuration to | ess experienced users
dependi ng on the internal organization, for exanple:
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10.

11.

o0 User FullWite: would access to the whole data nodel. This kind
of profile may be restricted to few experienced peopl e.

0o User PartialWite: would only access to configuration part within
lisis/linterfaces/interface. So this kind of profile is restricted
to creation/nodification/deletion of interfaces. This profile
does not have access to RPC

0 User Read: would only access to state part /isis-state.

Unaut hori zed access to configuration or RPC may cause hi gh damages to
t he network service.

The /isis-state/ database nmay contain authentication information. As
presented in the description of the /isis-state/database/l evel -

1/ | sp/ aut henti cati on/ aut henti cati on-key, the authentication MJST
never be presented in plaintext format for security reason. Authors
recomends the usage of MD5 to present the authentication-Kkey.

Sonme aut hentication-key may al so be present in the /isis
configuration. Wen configuring ISIS using the NETCONF protocol,
aut hors recommends the usage of secure transport of NETCONF using SSH
([ RFC6242]).
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Exanpl e: NETCONF <get > Reply

This section gives an exanple of a reply to the NETCONF <get > request
for a device that inplenents the data nodel defined in this docunent.
The exanple is witten in XM.
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