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Internet-Drafts are working documents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a naxi nrum of six
mont hs and nay be updated, replaced, or obsol eted by other
docunments at any tinme. It is inappropriate to use Internet-
Drafts as reference material or to cite them other than as "work
in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnmnl.

Copyri ght Notice
Copyright (C) The Internet Society (2002). Al Rights Reserved.
Abstract
This nmeno defines a portion of the Managenent |nfornmation Base
(MB) for use with network managenent protocols in the Internet
comunity. In particular, it defines a basic set of nmnaged

obj ects for SNWMP-based nonitoring and nmanagenent of the Internet
Fi bre Channel Protocol (iFCP).

This menp specifies a MB nodule in a manner that is conpliant to
the SMv2. The set of objects is consistent with the SNWP
framewor k and existing SNVP standards.

This nmeno is a product of the IP Storage (IPS) working group
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within the Internet Engineering Task Force. Coments are
solicited and should be addressed to the working group's mailing
list at ips@ce.cnmu. edu and/or the authors.
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I nt roducti on

The i FCP protocol provides Fibre Channel fabric functionality on an
IP network in which TCP/IP switching and routing elenments repl ace
Fi bre Channel conponents. This draft provides a nechanismto

nmoni tor and control i FCP Gateway instances, and their associated
sessi ons, using SNWP

The SNWVP Managerent Franewor k

The SNWVP Managenent Franework presently consists of five major
conponents:

o] An overall architecture, described in RFC 2571 [ RFC2571].

o] Mechani sns for describing and nam ng objects and events for
the purpose of managenent. The first version of this
Structure of Managenment Information (SM) is called SMyvl
and described in STD 16, RFC 1155 [RFC1155], STD 16, RFC
1212 [ RFC1212] and RFC 1215 [RFC1215]. The second version
called SMv2, is described in STD 58, RFC 2578 [ RFC2578],
STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580 [ RFC2580].

o] Message protocols for transferring managenent information
The first version of the SNWMP nessage protocol is called
SNWMPv1 and described in STD 15, RFC 1157 [RFC1157]. A
second version of the SNVWP nessage protocol, which is not an
I nternet standards track protocol, is called SNWPv2c and
described in RFC 1901 [ RFC1901] and RFC 1906 [ RFC1906]. The
third version of the nessage protocol is called SNWPv3 and
described in RFC 1906 [ RFC1906], RFC 2572 [ RFC2572] and RFC
2574 [ RFC2574].

o] Protocol operations for accessi ng managenent information
The first set of protocol operations and associ ated PDU
formats is described in STD 15, RFC 1157 [RFC1157]. A
second set of protocol operations and associated PDU formats
is described in RFC 1905 [ RFC1905].

o] A set of fundanmental applications described in RFC 2573
[ RFC2573] and the view based access control nmechani sm
described in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNVP Managemnent
Framewor k can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store,
terned the Management Information Base or MB. Objects in the
M B are defined using the nmechanisns defined in the SM.

This nmeno specifies a MB nodule that is conpliant to the SMv2.
A MB conforning to the SMvl can be produced through the
appropriate translations. The resulting translated M B nust be
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semantical ly equival ent, except where objects or events are
onmtted because no translation is possible (use of Counter64).
Sone machi ne readable information in SMv2 will be converted into
textual descriptions in SMvl during the translation process.
However, this | oss of machine readable information is not
considered to change the semantics of the MB.

Overvi ew
The i FCP protocol can be used by FC to I P based storage gateways

for FCP storage interconnects. Figure 1 provides an exanple
i nterconnect between i FCP gat eways.

Gat eway Regi on Gat eway Regi on
Fomm e a - +  e-ee---- + Fomm e a - +  e-ee---- +
I FC | | FC I I FC | | FC |
| Device | | Device | | Device | | Device | Fibre
| PR | I | FC | PR | I | Channel
| N_PORT | | NPORT |<......... > N_PORT | | N_PORT | Devi ce
4---t----+ +---4----+ Traffic +----4---4+ +----+---+ Domain
I I I I A
B T s B T S SRS [
| F_PORT | | F_PORT | | F_PORT | | F_PORT | [
=4 === == === === 4 ===+ ==+ === 4=—==—==—=—=—==—=—
[ i FCP Layer | <=-------- >| i FCP Layer [ [
[ oo [ A [ oo [ [
| i FCP Port al | | | i FCP Port al | Y
R Fomme - + | Foemee - R + I P
i FCP| Gat eway Cont r ol i FCP| Gat eway Net wor k

[ Dat a [

I I

I I

| <------ Encapsul ated Franes------- >|

[ o e e e e e oo o + [

I I I I

+------ + | P Net wor k +-------- +

I I
o e e e oo oo +

The i FCP M B is designed to allow SNMWP to be used to nonitor and
manage | ocal i FCP gateway instances, including the configuration of
i FCP sessi ons between gat eways.

Techni cal Description

The MB is divided into sections for i FCP | ocal gateway instance
managenent, i FCP session managenent, and i FCP session statistics.

The section for i FCP gateway nmanagenent provi des default settings
and i nformati on about each local instance. A single managenent
entity can nonitor nultiple |ocal gateway instances. Each |ocal
gateway is conceptually an independent gateway that has both Fibre
Channel and IP interfaces. Oher standard MBs, such as the Fibre
Managenent M B [ FCMGTO01], the Interfaces Group M B [ RFC2863] and
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MB Il [RFC1213] can be used to manage non-i FCP specific gateway
paranmeters. The | ocal gateway instance section provides i FCP
specific information as well as optional links to other standard
managenent M Bs.

The i FCP sessi on managenent section provides information on i FCP
sessions that are using one of the |local iFCP gateway instances.
This section allows the nmanagenent of specific i FCP paraneters.

The i FCP session statistics section provides statistical

i nformation on the i FCP sessions that are using one of the | ocal

i FCP gateways. These tables augnent the session nmanagenent table.
Addi tional statistical information for an i FCP gateway or session,
that is not i FCP specific, can be obtained using other standard

M Bs. The i FCP statistics are provided in both standard and | ow
capacity (counter32) nethods.

M B Definition

| FCP- MGMT-M B DEFI NI TIONS ::= BEG N

-- | ETF i FCP Managenent | nformati on Base (M B)
| MPORTS

MODULE- | DENTI TY,

OBJECT- TYPE,

Count er 32,

Count er 64,

I nt eger 32,

Unsi gned32,

experi ment al

FROM SNWVPv2- SM

OBJECT- GROUP,
MODUL E- COVPLI ANCE
FROM SNMPv2- CONF

TEXTUAL- CONVENTI ON,
Tr ut hval ue
FROM SNWPv2-TC

--  From RFC 2571
SnnpAdni nStri ng
FROM SNWVP- FRAMEWORK- M B

--  From RFC 2851
| net Addr essType,
| net Addr ess
FROM | NET- ADDRESS- M B

-- From | ETF Fi bre Channel Managenent M B, RFC TBD
FcNanel dOr Zer o,
FcAddressld
FROM FC- MGMT- M B
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i fcpMgnt M B MODULE- | DENTI TY

LAST- UPDATED "0210080000Z"

ORGANI ZATI ON "I ETF I PS Wor ki ng Group”

CONTACT- | NFO "

Attn: Kevin G bbons

Ni shan Systens
3850 North First Street
San Jose, CA 95134

USA
Tel : +1 408 519-3700
emai | : kgi bbons@i shansystenms. com

Charl es Moni a

Ni shan Systens

3850 North First Street
San Jose, CA 95134

USA

Tel : +1 408 519-3700

emai |l : cnoni a@i shansyst ens. com
Josh Tseng

Ni shan Systens
3850 North First Street
San Jose, CA 95134

USA
Tel : +1 408 519-3700
email : jtseng@i shansystens.com

Franco Travosti no
Nort el Networks

3

Federal Street

Billerica, MA 01821

USA

Tel : +1 978 288-7708

emai|l : travos@ortel net works. com

DESCRI PTION "The M B for internet Fibre Channel Protoco

(i FCP) nmanagenent. "

-- an | ETF nunber has not yet been assigned

I fI ndexType
STATUS
DESCRI PTI ON

REFERENCE

G bbons

{experinmental 4371}

;1 = TEXTUAL- CONVENTI ON

current

"Represents possible interface indexes that
can be used on the i FCP gateway. This can
be used as an index for the IF-MB ifTabl e,
if supported by the system or other
interface table, to obtain additiona

i nformati on about the interface."

"RFC 2863, The Interfaces Goup MB (IF-MB)"
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| f cpVersionType
STATUS
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I nteger32 (1..2147483647)

11 = TEXTUAL- CONVENTI ON
current

DESCRI PTI ON "Represents the i FCP version supported.”
SYNTAX I NTEGER (0. . 255)
Port Type : o= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The value for a TCP Port being used for
an i FCP session. The canonical port for
i FCP is 3420."
REFERENCE "draft-ietf-ips-ifcp-13.txt"
SYNTAX | NTEGER (0. .65535)
| pPTOVor OType : .= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The maxi mum propagati on del ay, in seconds,
for an encapsulated FC frame to traverse the
IP network. A value of O inplies fibre
channel frame lifetime linmts will not be
enforced.”
REFERENCE "draft-ietf-ips-ifcp-13.txt"
SYNTAX | NTEGER (0. .3600)
LTI or OType TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The value for the Liveness Test Interva
(LTI') being used in an i FCP connection, in
seconds. A value of O inplies no Liveness
Test Interval will be used.”
REFERENCE "draft-ietf-ips-ifcp-13.txt"
SYNTAX | NTEGER (0. .65535)

| fcpSessi onSt at eType :: =

TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON "The value for an i FCP session state."
SYNTAX | NTEGER {down(0), openPending(1), open(2)}

| f cpAddr essMbdeType :: =

TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON "The values for i FCP Address Transl ati on
Mode. "

REFERENCE "draft-ietf-ips-ifcp-13.txt"

SYNTAX | NTEGER {addr essTranspar ent (0),

I nternet Fibre Channe

addressTransl ation(1)}
Prot ocol (i FCP)

OBJECT | DENTI FI ER ::

i f cpGat ewayQbj
i f cpGat ewayConf or mance

{ifcpMgm M B 1}
{ifcpMgm M B 2}

OBJECT | DENTI FI ER ::
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-- Local iFCP Gateway Instance Information ==================

i fcpLel GatewayObj I nfo OBJECT | DENTI FIER :: = {ifcpGatewayCbj 1}
i fcpLcl G wyl nst Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | fcpLcl GwylnstEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about all local iFCP Gateway instances that can be

noni tored and controled. This table contains an entry for each
|l ocal i FCP Gateway instance that is being managed.”
.= {ifcpLcl GatewayObj I nfo 1}

i fcpLcl Gwyl nstEntry OBJECT- TYPE

SYNTAX I fcpLel GwylnstEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the local i FCP Gateway |nstance table.
Paranmeters and settings for the gateway are found here.”
I NDEX { ifcpLcl Gwylnstlndex }
.= {ifcpLcl Gwyl nst Tabl e 1}

I fcpLel GwylnstEntry ::= SEQUENCE {
i fcpLel Gwyl nstl ndex Unsi gned32,
i fcpLel G wyl nst Phyl ndex Unsi gned32,
i fcpLcl G wyl nst Ver si onM n | f cpVer si onType,
i fcpLel G wyl nst Ver si onMax | f cpVersi onType,
i fcpLel G wyl nst Addr TransMode | f cpAddr essModeType,
i fcpLcl G wyl nst FcBrdcst Suppor't Tr ut hval ue,
i fcpLcl Gwyl nst Defaul t1 pTOV | pTOVor 0Type,
i fcpLcl Gwyl nstDefaul tLTInterval LTI orOQOType,
i fcpLel G wyl nst Descr SnnpAdmi nStri ng,
i fcplel Gwyl nst NumActi veSessi ons Unsi gned32
}
i fcpLel Gwyl nstlndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer value to uniquely identify this i FCP
Gateway from other |ocal Gateway instances."

c:={ifcpLcl GwylnstEntry 1}
i fcpLel Gwyl nst Phyl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (0..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An index indicating the location of this local gateway w thin
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a larger entity, if one exists. |f supported, this is the
ent Physi cal Index fromthe Entity MB (Version 2), for this i FCP
Gateway. |If not supported it is either an index into a chassis
M B, as supported by the system or 0."

REFERENCE "RFC 2737, Entity MB (Version 2)"

ci= {ifcpLclGwylnstEntry 2}
i fcpLel G wyl nst Versi onM n OBJECT- TYPE

SYNTAX | fcpVersi onType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The m ni mum i FCP protocol version supported by the |local iFCP
gat eway i nstance."

REFERENCE "draft-ietf-ips-ifcp-13.txt"
o= {ifcpLcl GwylnstEntry 3}
i fcpLel G wyl nst Ver si onMax OBJECT- TYPE
SYNTAX | f cpVersi onType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum i FCP protocol version supported by the local iFCP
gateway instance.”

REFERENCE "draft-ietf-ips-ifcp-13.txt"
o= {ifcpLcl GwylnstEntry 4}

i fcpLel G wyl nst Addr TransMbde OBJECT- TYPE
SYNTAX | f cpAddr essMbdeType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The | ocal i FCP gateway operating node. Changing this value nmay
cause existing sessions to be disrupted.”

DEFVAL { addressTranslation }
o= {ifcpLcl GwylnstEntry 5}

i fcpLcl G wyl nst FcBrdcst Support OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Whet her the local i FCP gateway supports FC Broadcast. Changi ng
this value may cause existing sessions to be disrupted.”

DEFVAL { false }

= {ifcpLcl GwylnstEntry 6}
i fcpLel Gwyl nst Def aul t1 pTOV OBJECT- TYPE

SYNTAX | pTOVor 0Type

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The default | P_TOV used for i FCP sessions at this gateway.
This is the default maxi mum propagation delay that will be
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used for an i FCP session. The value can be changed on a
per-session basis. The valid range is 0 - 3600 seconds.

A value of O inplies that fibre channel frame lifetime limts
will not be enforced.”

DEFVAL { 61}
ci= {ifcpLclGwylnstEntry 7}
i fcpLcl G wyl nst Defaul t LTI nterval OBJECT- TYPE
SYNTAX LTI or OType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The default Liveness Test Interval (LTI), in seconds, used
for i FCP sessions at this gateway. This is the default
val ue for an i FCP session and can be changed on a
per-session basis. The valid range is 0 - 65535 seconds.

A value of O inplies no Liveness Test Interval wll be
perfornmed on a session."
DEFVAL { 10}
= {ifcpLcl GwylnstEntry 8}
i fcpLel Gwyl nst Descr  OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..64))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"A user entered description for this i FCP Gateway."
DEFVAL {"" 1}
= {ifcpLcl GwylnstEntry 9}
i fcpLel Gwyl nst NumAct i veSessi ons OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current total nunber of iFCP sessions in the open or
open- pendi ng state."
c:={ifcpLcl GwylnstEntry 10}

-- i FCP N Port Session Informati on ============================

i fcpNport Sessi onl nfo OBJECT | DENTI FI ER :: = {ifcpGat ewayhj
i fcpSessionAttributesTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| f cpSessionAttributesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An i FCP session consists of the pair of N_PORTs conprising
the session endpoints joined by a single TCP/IP connecti on.
This table provides information on each i FCP session currently

G bbons Expires April 2003
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inthis table.”
::= {ifcpNportSessionlnfo 1}
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i FCP Gat eway i nstance.
and renmoved by the i FCP Gat eway i nstances,
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i FCP sessions are created
whi ch are reflected

i fcpSessionAttributesEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"An entry in the session table."

I NDEX { ifcpLcl G wylnstl ndex,

| fcpSessi onAttri butesEntry
not - accessi bl e
current

i fcpSessi onl ndex }

c:= {ifcpSessionAttributesTable 1}

| fcpSessionAttributesEntry ::= SEQUENCE {

i fcpSessi onl ndex

i fcpSessionLcl Prtl|flndex
i fcpSessionLcl Prtl Addr Type
i fcpSessi onLcl Prtl Addr

i fcpSessionLcl Prtl TcpPort

i fcpSessi onLcl NpWwn

i fcpSessi onLcl NpFci d

i fcpSessi onRmt NpWwin

i fcpSessionRm Prtl | fAddr Type
i fcpSessionRmt Prtl | fAddr

i fcpSessi onRmt Prt| TcpPort

i fcpSessi onRmt NpFci d

i fcpSessi onRnt NpFci dAl i as
i fcpSessi onl pTOV

i fcpSessi onLcl LTI nt vl

i fcpSessi onRnt LTI nt vl

i f cpSessi onBound

i fcpSessi onl ndex
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

I nt eger 32,

I f1 ndexType,

| net Addr essType,
| net Addr ess,
Port Type,
FcNanel dOr Zer o,
FcAddr essl d,
FcNanmel dOr Zer o,

| net Addr essType,
| net Addr ess,
Port Type,
FcAddressld,
FcAddressld,

| pTOVor OType

LTI or OType,

LTI or OType,

Trut hval ue

}

OBJECT- TYPE

Integer32 (1..2147483647)
not - accessi bl e

current

"The i FCP session index is a unique value used as an i ndex

to the table,
i nst ance.
renote N Port

along with a specific |ocal
This index is used because the |ocal
informati on woul d create an conpl ex index that
woul d be difficult to inplenent."

i FCP Gat eway
N Port and

.= {ifcpSessionAttributeskEntry 1}

i fcpSessionLcl Prtl1flndex
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"This is the |ocal

|l ocal portal in this session

OBJECT- TYPE
I fI ndexType
read-only
current

interface in the ifTable being used as the
as described in the IF-M B.

This can be used as an index for the ifTable to obtain

G bbons
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addi tional information about the interface."
REFERENCE "RFC 2863, The Interfaces Goup MB (IF-MB)"
c:= {ifcpSessionAttributeskEntry 2}

i fcpSessi onLcl Prt| Addr Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of address in ifcpSessionLcl|fAddr."
c:= {ifcpSessionAttributesEntry 3}

i fcpSessi onLcl Prtl Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the external |IP address of the interface being used
for the i FCP local portal in this session.”
c:= {ifcpSessionAttributesEntry 4}

i fcpSessionLcl Prtl TcpPort OBJECT- TYPE
SYNTAX Port Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the TCP port nunber that is being used for the i FCP
|l ocal portal in this session. This is normally an epheneral
port nunber selected by the gateway."

c:= {ifcpSessionAttributesEntry 5}

i fcpSessi onLcl NpWwin OBJECT- TYPE
SYNTAX FcNanmel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"World Wde Unique Nanme of the local N Port. For an unbound
session this variable will be enpty."

DEFVAL { """}

c:= {ifcpSessionAttributesEntry 6}

i fcpSessionLcl NpFci d OBJECT- TYPE
SYNTAX FcAddressld
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Fi bre Channel ldentifier of the local N Port. For an unbound
session this variable will be enpty”
c:= {ifcpSessionAttributesEntry 7}

i fcpSessi onRmt NpWwin OBJECT- TYPE
SYNTAX FcNanmel dOr Zer o
MAX- ACCESS read-only
STATUS current
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i FCP M B

"World Wde Uni qgue Nanme of the renmpte N Port. For an unbound

session this variable will

DEFVAL

be empty.”
{ "1}

.= {ifcpSessionAttributesEntry 8}

i fcpSessionRm Prtl | fAddr Type

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE

I net Addr essType
read-only
current

"The type of address in ifcpSessionRmPrtll|fAddr."
c:= {ifcpSessionAttributesEntry 9}

i fcpSessionRmt Prtl | fAddr
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE
| net Addr ess
read-only
current

"This is the renpte gateway | P address being used for the
portal on the renote i FCP gateway."
c:= {ifcpSessionAttributesEntry 10}

i fcpSessi onRmt Prtl| TcpPort
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"This is the TCP port nunber
remote i FCP gateway. GCenerally,

canoni cal port."
DEFVAL

OBJECT- TYPE
Port Type
read-only
current

bei ng used for the portal on the
this will be the i FCP

{ 3420}

.= {ifcpSessionAttributeseEntry 11}

i fcpSessi onRmt NpFci d
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"Fi bre Channel ldentifier of the renpte N Port.
session this variable will

OBJECT- TYPE
FcAddr essl d
read-only
current

be enpty.™

.= {ifcpSessionAttri buteseEntry 12}

i fcpSessi onRmt NpFci dAIi as
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"Fi bre Channel ldentifier Alias assigned by the |ocal
For an unbound session this variable

for the renpte N Port.
will be enmpty.”

OBJECT- TYPE
FcAddr essl d
read-only
current

.= {ifcpSessionAttributeskEntry 13}

i fcpSessionl pTOV

G bbons
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SYNTAX | pTOVor OType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The I P_TOV being used for this i FCP session. This is the
maxi mum propagation delay that will be used for the i FCP

session. The value can be changed on a per-session basis
and initially defaults to ifcpLcl GwylnstDefaultlpTOV for
the |l ocal gateway instance. The valid range is 0 - 3600
seconds. A value of O inplies fibre channel frane lifetine
limts will not be enforced.”

c:= {ifcpSessionAttributesEntry 14}

i fcpSessi onLcl LTI nt vl OBJECT- TYPE
SYNTAX LTI or OType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Liveness Test Interval (LTlI) used for this i FCP session
The val ue can be changed on a per-session basis and initially
defaults to ifcpLcl GwylnstDefaultLTlInterval for the | oca
gateway instance. The valid range is 0 - 65535 seconds.

A value of O inplies that the gateway will not originate
Li veness Test nessages for the session.”
.= {ifcpSessionAttributeskEntry 15}

i fcpSessi onRmt LTI nt vl OBJECT- TYPE
SYNTAX LTI or OType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Liveness Test Interval (LTlI) as requested by the renpote
gateway instance to use for this i FCP session. This val ue nmay
change over the |life of the session. The valid range is 0 -
65535 seconds. A value of O inplies that the renpte gateway
has not been requested to originate Liveness Test nmessages for
the session.”

c:= {ifcpSessionAttributesEntry 16}

i fcpSessi onBound OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value indicates whether this session is bound to a
specific local and renote N Port. Sessions by default are
unbound and ready for future assignment to a |local and renote
N Port."

c:= {ifcpSessionAttributesEntry 17}

-- Local i FCP Gateway |nstance Session Statistics =============
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i fcpSessi onSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| f cpSessionStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides statistics on an i FCP session."
::= {ifcpNport Sessionlnfo 2}

i fcpSessionStatsEntry OBJECT- TYPE
SYNTAX | fcpSessi onSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I FCP specific statistics per session.”
AUGMENTS {i fcpSessi onAttri butesEntry}
.= {ifcpSessionStatsTable 1}

| fcpSessionStatsEntry ::= SEQUENCE {
i fcpSessionState | f cpSessi onSt at eType,
i fcpSessi onbDuration Unsi gned32,
i fcpSessi onTxFranes Count er 64,
i f cpSessi onRxFr anes Count er 64,
i fcpSessi onSt al eFr anes Count er 64,
i fcpSessi onHeader CRCErrors Count er 64,
i fcpSessi onFcPayl 0adCRCErrors Count er 64,
i fcpSessionOtherErrors Count er 64
}
i fcpSessionState OBJECT- TYPE
SYNTAX | f cpSessi onSt at eType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current session operating state."
.= {ifcpSessionStatsEntry 1}

i fcpSessi onDuration OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This indicates, in seconds, how |ong the i FCP session has
been in an open or open-pending state. Wen a session is
down the value is reset to 0."

::= {ifcpSessionStatsEntry 2}

i fcpSessi onTxFranes OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of i FCP franmes transnmitted since the
connection was first established."”
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i fcpSessi onRxFr anes OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of i FCP franmes received since the

connection was first established."”
.= {ifcpSessionStatsEntry 4}

i fcpSessi onSt al eFr anes OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of received i FCP franmes that were stale and
di scarded since the connection was first established."

::= {ifcpSessionStatsEntry 5}

i fcpSessi onHeader CRCErrors OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of CRC errors that occurred in the franme
header, detected since the connection was first established.

Usual Iy, a single Header

CRC error

is sufficient to

term nate an i FCP session.”
.= {ifcpSessionStatsEntry 6}

i fcpSessi onFcPayl oadCRCErrors OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of CRC errors that occurred in the Fibre
Channel frame payl oad detected since the connection was first

establ i shed. "

.= {ifcpSessionStatsEntry 7}

i fcpSessionQ herErrors OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of errors, other then errors explicitly

neasured, detected since the connection was first established.

.= {ifcpSessionStatsEntry 8}

-- Low Capacity Statistics
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i fcpSessionLcSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| f cpSessionLcStat sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides |ow capacity statistics on an i FCP sessi on.
This is provided for backward conpatibility with systens that
do not support Counter64."

::= {ifcpNport Sessionlnfo 3}

i fcpSessionLcStatsentry OBJECT- TYPE
SYNTAX | f cpSessionLcStat sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"i FCP specific statistics per session.”
AUGMENTS {i fcpSessi onAttri butesEntry}
::= {ifcpSessionLcStatsTable 1}

| f cpSessionLcStatsEntry :: = SEQUENCE {

i fcpSessi onLcTxFranes Count er 32,

i fcpSessi onLcRxFranes Count er 32,

i fcpSessi onLcSt al eFr anes Count er 32,

i fcpSessi onLcHeader CRCErrors Count er 32,

i fcpSessi onLcFcPayl oadCRCErrors Counter 32,

i fcpSessi onLcOtherErrors Count er 32
}

i fcpSessi onLcTxFranes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of i FCP franmes transmitted since the
connection was first established."”
::= {ifcpSessionLcStatsEntry 1}

i fcpSessi onLcRxFranes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of i FCP franmes received since the
connection was first established."”
::= {ifcpSessionLcStatsEntry 2}

i fcpSessi onLcSt al eFr anes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of received i FCP frames that were stale and
di scarded since the connection was first established."
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i fcpSessi onLcHeader CRCErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunmber of CRC errors that occurred in the franme
header, detected since the connection was first established.
Usual ly, a single Header CRC error is sufficient to

ternm nate an i FCP session."”

::= {ifcpSessionLcStatsEntry 4}

i fcpSessi onLcFcPayl oadCRCErr ors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunmber of CRC errors that occurred in the Fibre

Channel frame payl oad detected since the connection was first
established. "
::= {ifcpSessionLcStatsEntry 5}

i fcpSessionLcOtherErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of errors, other then errors explicitly

neasured, detected since the connection was first established.

::= {ifcpSessionLcStatsEntry 6}

i fcpGroups OBJECT | DENTIFIER :: = {ifcpGat ewayConfornance 1}

i fcpLcl Gat ewayG oup OBJECT- GROUP
OBJECTS {
i fcpLel G wyl nst Phyl ndex,
i fcpLel G wyl nst Versi onM n,
i fcpLel G wyl nst Ver si onMax,
i fcpLcl G wyl nst Addr Tr ansMbde,
i fcpLcl G wyl nst FcBrdcst Support,
i fcpLcl Gwyl nstDefaul t1pTOV,
i fcpLcl Gwyl nst Defaul t LTI nterval,
i fcpLel G wyl nst Descr,
i fcpLel Gwyl nst NumAct i veSessi ons
}
STATUS current
DESCRI PTI ON
"i FCP |l ocal device info group"
:= {ifcpGoups 1}

i fcpLcl Gat ewaySessi onGroup OBJECT- GROUP
G bbons
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OBJECTS {
i fcpSessionLcl Prtl1flndex,
i fcpSessionLcl Prtl| Addr Type,
i fcpSessionLcl Prtl Addr,
i fcpSessionLcl Prtl TcpPort,
i fcpSessi onLcl NpWwin,
i fcpSessi onLcl NpFci d,
i fcpSessi onRmt NpWwin,
i fcpSessionRmt Prtl | fAddr Type,
i fcpSessionRm Prtl | fAddr,
i fcpSessionRm Prtl TcpPort,
i fcpSessi onRnt NpFci d,
i fcpSessi onRnt NpFci dAl i as,
i fcpSessi onl pTOV,
i fcpSessionLcl LTI ntvl,
i fcpSessi onRt LTI ntvl,
i fcpSessi onBound
}

STATUS current
DESCRI PTI ON

"i FCP Session group"
c:= {ifcpGoups 4}

i fcpLcl Gat ewaySessi onSt at sGoup OBJECT- GROUP
OBJECTS {
i fcpSessi onSt at e,
i fcpSessi onDurati on,
i fcpSessi onTxFranes,
i fcpSessi onRxFr anes,
i fcpSessi onSt al eFr anes,
i fcpSessi onHeader CRCErrors,
i fcpSessi onFcPayl oadCRCErr or s,
i fcpSessionO herErrors
}
STATUS current
DESCRI PTI ON
"i FCP Session Statistics group”
.= {ifcpGoups 5}

i fcpLcl Gat ewaySessi onLcSt at sGoup OBJECT- GROUP
OBJECTS {
i fcpSessi onLcTxFranes,
i fcpSessi onLcRxFranes,
i fcpSessi onLcSt al eFr anes,
i fcpSessi onLcHeader CRCErrors,
i fcpSessi onLcFcPayl 0adCRCEr r or s,
i fcpSessi onLcOt herErrors
}
STATUS current
DESCRI PTI ON
"i FCP Session Low Capacity Statistics group”
:= {ifcpGoups 6}

i fcpConpliances OBJECT | DENTIFIER ::= {ifcpGat ewayConformance 2}
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i fcpGat ewayConpl i anceVl MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"M ni mum i npl enentation for i FCP M B conpliance."
MODUL E -- this nodul e

MANDATORY- GROUPS {
i fcpLcl Gat ewayGr oup

}
c:= {ifcpConpliances 1}

END
Security Considerations

There are a nunber of managenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
objects may be considered sensitive or vulnerable in sonme network
environnments. The support for SET operations in a non-secure
envi ronnment wi thout proper protection can have a negative effect
on network operations.

SNWMPv1 by itself is not a secure environnent. Even if the
network itself is secure (for exanple by using |IPSec), even then
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in
this MB.

It is recommended that the inplenmenters consider the security
features as provided by the SNWPv3 framework. Specifically, the
use of the User-based Security Mddel RFC 2574 [ RFC2574] and the
Vi ew- based Access Control Mdel RFC 2575 [ RFC2575] is

r ecommended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimte rights to indeed GET or SET

(change/ create/ del ete) them
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