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Abstract

Thi s docunent defines a new Qutbound Router Filter type for BGP,
termed "Aspath Qutbound Route Filter", that can be used to perform
aspath based route filtering. This ORF-type supports aspath based
route filtering as well as regul ar expression based matching, for
address groups.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 8, 2016.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Cooperative Qutbound Route Filtering Capability defined in

[ RFC5292] provides a nechanismfor a BGP speaker to send to its BGP
peer a set of Qutbound Route Filters (ORFs) that can be used by its
peer to filter its outbound routing updates to the speaker.

Thi s docunents defines a new ORF-type for BGP, ternmed "ASpath

Qut bound Route Filter (ASpath ORF)", that can be used to perform AS
Pat h based route filtering. The ASpath ORF supports AS path route
filtering as well as the regul ar expression based matching for
address groups.

2. ASpath ORF-Type
The ASpath ORF-Type allows one to express ORFs in terns of regular
expression and AS path nunbers. That is, it provides AS path based
route filtering, including regular expression based matchi ng.

Conceptually an ASpath ORF entry consists of the fields <Sequence,
Mat ch, Length, Aspath>.

The "Sequence" field is a nunber that specifies the relative
ordering of the entry.

The "Match" field specifies whether this entry is "PERMT" (val ue
0), or "DENY" (value 1).
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The "Length" field indicates the |length of AS path regul ar
expression string.

The "aspath" field contains an AS path regul ar expression of an
addr ess group.

The field "Sequence" is an unsigned 32 bit value. The field
"Length" is an unsigned 16 bit value. The field "aspath" is a
vari abl e | ength hexadeci mal string. The field "aspath”™ will be
foll owed by enough trailing bits to nake end of field fall on an
octet boundary. Note that the value of trailing bits is

irrel evant.

3. ASpath ORF encoding
The val ue of the ORF-Type for the ASpath ORF-Type is <TBD>.
An ASpath ORF entry is encoded as follows. The "Match" field of the
entry is encoded in the "Match" field of the common part [ RFC5292],

and the remaining fields of the entry is encoded in the "Type
specific part" as foll ows:

o m e e e e e e e e e e e e e e e o +
| Sequence (4 octets) |
T +
| Lengt h (2 octet) |
o m e e e e e e e e e e e e e e - +
| Aspat h ( variable |ength)

o m e e e e e e e e e e e e e e e o +

Note the aspath is a variable | ength hexadeci mal string whose |ength
is defined by Length field.

4. Capability Specification for Cooperative route filtering with ASpath
As specified in Cooperative Route Filter[ RFC5292], a BGP speaker that
iswilling to receive ORF entries fromits peer, or a BGP speaker
that would like to send ORF entries to its peer advertises this to
t he peer by using the Cooperative Route Filtering Capability uses a
new BGP capability [ RFC3392] defined as follows:

Capability code: 3
Capability length: variable

Capability value: one or nore of the follow ng entries:
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o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaos +
| Address Family ldentifier (2 octets) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
| Reserved (1 octet) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Subsequent Address Famly ldentifier (1 octet) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaos +
| Nurmber of ORFs (1 octet) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
| ORF Type (1 octet) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Send/ Receive (1 octet) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaos +
| |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
| ORF Type (1 octet) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Send/ Receive (1 octet) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaos +

Fig 4. Capability encoding

The use and neaning of these fields are as foll ows:

Address Fam |y ldentifier (AFI)
This field carries the identity of the address famly for the
Net wor k Layer protocol associated with the Network Address that
foll ows.

Subsequent Address Fam |y ldentifier (SAFI):
This field provides additional information about the type of
the Network Layer Reachability Information carried in the
attribute.

Nunber of ORF Types

This field contains the nunber of Filter Types to be listed in
the following fields.

ORF Type
This field contains the value of an ORF Type.

Send/ Recei ve
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This field indicates whether the sender is (a) willing to
receive ORF entries fromits peer (value 1), (b) would like to
send ORF entries to its peer (value 2), or (c) both (val ue 3)
for the ORF Type that foll ows.

In the upper bits of the Send/ Receive byte the top three bits
have the foll owi ng encodi ng: [FFFKKKSR] where bit 0 is the left
nost bit.
wher e:

S = Send ORF for ASpath

R = Receive ORF for ASpath

KKK = a 3 bit field reserved for future expansion of regul ar
expression differences in ORF.

FFF = 3 bits.
Bit O is the left nost bit, and indicates anchoring
st at us.
Bit 0O =0 - inplies full length regular express
(regex), that is inplicit anchoring of ASPath as in
" AASPat h$"

anchori ng- - non- anchori ng

/\X ________ >X *
AX$ -------- > X
) G > . x X L *
Bit 0O =1- inplies partial aspath regex, regex nmay or
may not have anchors
Bit 1 is the mddle bit, and it is the "." wldcard
operator. [Collating El enent]
Bit 1 =0 -- indicates traditional application of
as W ldcard, ie: "." matches any single character of
the set [0-9 ].
Bit 1 =1-- indicates "." matches an AS-path token/
term regex "." == traditional regex "[O0-9]+"
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5.

Bit 2 is the right nost bit, and indicates the "[]"
oper at or where:

Bit 2 = 0 - indicates not supported

Bit 2 1 - indicates support, e.g. [0-9]

ASpat h ORF WMat chi ng

In addition to the general matching rules defined in [ RFC5292],
several ASpath ORF specific matching rules are defined as foll ows.

It is possible that the speaker woul d have nore than one ASpath ORF
entry that matches the route. |In that case the "first-match" rule
applies. That is, the ORF entry with the small est sequence nunber
anong all the matching ORF entries) is considered as the sole natch,
and it woul d determ ne whether the route should be adverti sed.

If any speaker does not support capabilities specified by the
recei ver but still decide to establish the connection, the receiver
is expected to translate the AS path regul ar expressions to the its
(receiver’s) interpretation of regular expressions as indicated in
the capability announcenent.
Error handling
ORFs provide information that guides future sending, but any
mal formed ORF is sinply mssed filtering information. |If ASpath ORF
is mal fornmed, the attribute shall sinply be discarded.
Security Consi derations
This extension to BGP does not change the underlying security issues.
Acknow edgenent s
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10. Security Considerations

No security considerations are involved with a gap anal ysi s.
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