I 2RS wor ki ng group S. Hares

I nternet-Draft Huawei
I nt ended status: |nformational D. Mgault
Expires: March 30, 2017 J. Hal pern

Eri csson

Sept enber 26, 2016

| 2RS Security Rel ated Requirenents
draft-ietf-i2rs-protocol -security-requirenents-12

Abstract

This presents security-related requirenents for the |2RS protocol

whi ch provides a new interface to the routing systemdescribed in the
| 2RS architecture docunent (RFC7921). The |2RS protocol is a re-use
protocol inplenmented by re-using portions of existing | ETF protocols
and addi ng new features to these protocols. The |I2RS protocol re-
uses security features of a secure transport (E.g. TLS, SSH, DTLS)
such as encryption, nessage integrity, nutual peer authentication,
and replay protection. The new security features |2RS adds are: a
priority nmechanismto handle nulti-headed wite transactions, an
opaque secondary identifier which identifies an application using the
| 2RS client, and an extrenely constrained read-only non-secure
transport. This docunent provides the detailed requirenents for

t hese security features.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on March 30, 2017.
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
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to this docunent. Code Conponents extracted fromthis docunent
include Sinplified BSD License text as described in Section 4.e
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

The Interface to the Routing System (I2RS) provides read and wite
access to information and state within the routing process. An |I2RS
client interacts with one or nore |I2RS agents to collect information
fromnetwork routing systens. [RFC7921] describes the architecture
of this interface, and this docunents assunes the reader is famliar
with this architecture and its definitions. Section 2 highlights
some of the references the reader is required to be famliar wth.

The 12RS interface is instantiated by the | 2RS protocol connecting an
| 2RS client and an | 2RS agent associated with a routing system The
| 2RS protocol is a re-use protocol inplenented by re-using portions
of existing | ETF protocols, and addi ng new features to these
protocols. As a re-use protocol, it can be considered a higher-Ievel
protocol since it can be instantiated in multiple managenment
protocols (e.g. NETCONF [ RFC6241] or RESTCONF
[I-D.ietf-netconf-restconf]) operating over a secure transport. The
security for the I2RS protocol conmes fromthe managnenet protocols
operating over a a secure transport which carries traffic over

mul tiple |inks.

This docunent is part of the requirenents for |2RS protocol which
al so i ncl ude:

0 |2RS architecture [RFC7921],

0 |2RS epheneral state requirenments [I-D.ietf-i2rs-epheneral -state],
0 publication/subscription requirenents [RFC7922], and

o traceability [RFC7923].

Since the I2RS "higher-1level" protocol changes the interface to the
routing systens, it is inportant that inplenenters understand the new
security requirements for the environnent the |2RS protocol operates
in. These secuirty requirenents for the |I2RS environnment are
specified in [I-D.ietf-i2rs-security-environment-reqs], and the
summary of the |2RS protocol security environnent found in the |I2RS
Architecture [ RFC7920].

| 2RS reuses the secure transport protocols (TLS, SSH, DTLS) which
support encryption, nmessage integrity, peer authentication, and key
di stribution protocols. Optionally, inplenmenters may utilize AAA
protocol s (Radius over TLS or Dianeter over TLS) to securely
distribute identity infornmation.

Hares, et al. Expi res March 30, 2017 [ Page 3]



I nternet-Draft | 2RS Security Requirenents Sept enber 2016

Section 3 provides an overview of security features and protocols
bei ng re-used (section 3.1) and the new security features being
required (section 3.2). Section 3 al so explores how existing and new
security features and protocols would be paired with existing | ETF
managenent protocols (section 3. 3).

The new features | 2RS extends to these protocols are a priority
mechani smto handle nulti-headed wites, an opaque secondary
identifier to allow traceability of an application utilizing a
specific 12RS client to comunicate with an |2RS agent, and insecure
transport constrained to be utilized only for read-only data which
publically available data (e.g. public BGP Events, public telenetry
i nformati on, web service avail able) and sone | egacy dat a.

Section 4 provides the | 2RS protocol security requirenments by the
foll ow ng security features:

o peer identity authentication (section 4.1),

o peer identity validation before role-based nessage actions
(section 4.2)

0 peer identity and client redundancy (section 4.3),

o nulti-channel transport requirenents: Secure transport and
i nsecure Transport (section 4.4),

o nanagenent protocol security requirenments (section 4.5),
o role-based security (section 4.6),
0O security environment (section 4.7)

Protocol s designed to be |I2RS hi gher-layer protocols need to fulfil
t hese security requirenents.

2. Definitions
2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.2. Security Definitions

This docunent utilizes the definitions found in the foll ow ng
docunents: [ RFC4949] and [ RFC7921]

Specifically, this docunent utilizes the followng definitions from
[ RFC4949] :

0 access control,

0 authentication,

o data confidentiality,

o data integrity,

o data privacy,

o identity,

o identifier,

o nutual authentication,

o role,

o role-based access control,

0O security audit trail, and

0o trust.

[ RFC7922] describes traceability for 12RS interface and the | 2RS
protocol. Traceability is not equivalent to a security audit trai
or sinple logging of information. A security audit trail may utilize

traceability information

This docunent also requires that the user is famliar with the
pervasive security requirenments in [ RFC7258].

2.3. 12RS Specific Definitions

The docunent utilizes the follow ng concepts fromthe |2RS
architecture: [RFC7921]:

o I2RS client, |2RS agent, and |2RS protocol (section 2),

o |2RS higher-layer protocol (section 7.2)
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0 scope: read scope, notification scope, and wite scope (section
2),
o identity and scope of the identity (section 2),
o roles or security rules (section 2),
o identity and scope, and secondary identity (section 2),
0 routing systeni subsytem (section 2),
o0 |2RS assuned security environnent (section 4),
o I2RS identity and authorization (section 4.1),

o |2RS authorization, scope of Authorization in I2RS client and
agent (section 4.2),

o client redundancy with a single client identity (section 4.3),

o restrictions on | 2RS in personal devices (section 4.4),

0 conmmuni cation channel s and | 2RS hi gh-l ayer protocol (section 7.2),
0 active conmmunication versus connectivity (section 7.5),

o nulti-headed control (section 7.8), and

o transaction, nessage, nulti-nessage atomcity (section 7.9).

Thi s docunment assunmes the reader is famlar with these terns.

Thi s docunent di scusses the security of the multiple |I2RS

comuni cati on channel s whi ch operate over the higher-layer |2RS
protocol. The higher-layer |2RS protocol conbines a secure transport
and | 2RS contextual information, and re-uses | ETF protocols and data
nodel s to create the secure transport and the |2RS data-nodel driven
contextual information. To describe how the |I2RS high-1layer protocol
conmbi nes other protocols into the |I2RS higher-1ayer protocol, the
following terns are used:

| 2RS conponent protocols

Prot ocols which are re-used and conbined to create the |I2RS
pr ot ocol .

| 2RS secure-transport conponent protocols
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3.

3.

The | 2RS secure transport protocols that support the |I2RS higher-
| ayer protocol.

| 2RS managenent conponent protocol s

The | 2RS managenent protocol which provide the managenent
i nformati on context.

| 2RS AAA conponent protocols
The |1 2RS AAA protocols supporting the |I2RS hi gher-|ayer protocol.

The |1 2RS hi gher-1ayer protocol requires inplenentation of a |I2RS
secure-transport conmponent protocol and the |2RS nmanagenent conponent
protocol. The |12RS AAA conponent protocol is optional.

Security Features and Protocols: Re-used and New
1. Security Protocols Re-Used by the |I2RS Protocol

| 2RS requires a secure transport protocol and key distribution
protocols. The secure transport features required by |I2RS are peer
aut hentication, confidentiality, data integrity, and replay
protection for |2RS nessages. According to
[I-D.ietf-taps-transports], the secure transport protocols which
support peer authentication, confidentiality, data integrity, and
replay protection are the foll ow ng:

1. TLS [RFC5246] over TCP or SCTP

2. DITLS over UDP with replay detection and anti-DoS statel ess cookie
mechani smrequired for the I2RS protocol, and the |2RS protocol
al | ow DTLS options of record size negotiation and and conveyance
of "don’t" fragment bits to be optional in deploynents.

3. HITP over TLS (over TCP or SCTP), and

4. HTTP over DTLS (with the requirenments and optional features
speci fied above in item 2).

The followi ng protocols will need to be extended to provide
confidentiality, data integrity, peer authentication, and key

di stribution protocols: |IPFIX (over SCTP, TCP or UDP) and For CES TML
| ayer (over SCTP). These protocols wll need extensions to run over
a secure transport (TLS or DTLS) (see section 3.3 for details).
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The specific type of key managenent protocols an |I2RS secure
transport uses depends on the transport. Key managenent protocols
utilized for the |12RS protocols SHOULD support autonatic rotation.

An | 2RS i nplementer may use AAA protocols over secure transport to
distribute the identities for 12RS client and | 2RS agent and role

aut horization information. Two AAA protocols are: D aneter [RFC6733]
and Radius [RFC2865]. To provide the best security |I2RS peer
identities, the AAA protocols MJST be run over a secure transport

(Di aneter over secure transport (TLS over TCP) [RFC6733]), Radius
over a secure transport (TLS) [RFC6614]).

3.2. New Features Related to Security

The new features are priority, an opaque secondary identifier, and an
i nsecure protocol for read-only data constrained to specific standard
usages. The |2RS protocol allows nulti-headed control by several

| 2RS clients. This multi-headed control is based on the assunption
that the operator deploying the I2RS clients, |2RS agents, and the

I 2rs protocol will coordinate the read, wite, and notification scope
so the 12RS clients will not contend for the sane wite scope.
However, just in case there is an unforseen overlap of I2RS clients
attenpting to wite a particular piece of data, the |I2RS architecture
[ RFC7921] provides the concept of each I12RS client having a priority.
The 12RS client with the highest priority wll have its wite
succeed. This docunent specifies requirenents for this new concept
of priority.

The opaque secondary identifier identifies an application which is
using the 12RS client to | 2RS agent conmmuni cation to nanage the
routing system The secondary identifier is opaque to the |I2RS
protocol. In order to protect personal privacy, the secondary
identifier should not contain personal identifiable information.

The last new feature related to | 2RS security is the ability to allow
non-confidential data to be transferred over a non-secure transport.
It is expected that nost |2RS data nodels will describe information
that will be transferred with confidentiality. Therefore, any nodel
whi ch transfers data over a non-secure transport is marked. The use
of a non-secure transport is optional, and an inpl enenter SHOULD
create knobs that allow data marked as non-confidential to be sent
over a secure transport.

Non-confidential data can only be read or notification scope

transm ssion of events. Non-confidential data cannot be wite scope
or notification scope configuration. An exanple of non-confidenti al
data is the telenetry information that is publically known (e.g. BGP
route-views data or web site status data) or sone | egacy data (e.g.
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interface) which cannot be transported in secure transport. The |IETF
| 2RS Data nodels MJUST indicate in the data nodel the specific data
whi ch is non-confidential.

Most | 2RS data nodels will expect that the information described in
the nodel will be transferred with confidentiality.

3.3. 12RS Protocol Security Requirenents vs. |ETF Managenent Protocols

Tabl e 1 bel ow provides a partial list of the candi date managenent
protocols and the secure transports each one of the support. One
colum in the table indicates the transport protocol wll need | 2RS
security extensions.

Mangenent
Pr ot ocol Transport Protocol | 2RS Ext ensi ons
NETCONF TLS over TCP (*1) None required (*2)
RESTCONF  HTTP over TLS with None required (*2)
X.509v3 certificates,
certificate validation,
mut ual aut henti cati on:
1) aut henticated
server identity,
2) aut henti cated
client identity
(*1)
FORCES TML over SCTP Needs extension to
(*1) TML to run TM. over
TLS over SCTP, or
DTLS with options for
repl ay protection
and anti-DoS statel ess
cooki e mechani sm
(DTLS record size
negoti ati on and conveyance
of "don’t" fragment
bits are optional).
The | PSEC nmechanismi s
not sufficient for
| 2RS traveling over
mul ti pl e hops
(router + link) (*2)
| PFI X SCTP, TCP, UDP Needs to extension
TLS or DTLS for to support TLS or
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secure client (*1) DTLS with options for
repl ay protection
and anti-DoS statel ess
cooki e mechani sm
(DTLS record size
negoti ati on and conveyance
of "don't" fragment
bits are optional).

*1 - Key managenent protocols
MJST support appropriate key rotation.

*2 - ldentity and Rol e authorization distributed
by Di anmeter or Radi us MJST use Di ameter over TLS
or Radi us over TLS.

4. Security-Rel ated Requirenents

This section discusses security requirenents based on the foll ow ng
security functions:

o peer identity authentication (section 4.1),

o0 Peer ldentity validation before Rol e-based Message Actions
(section 4.2)

0 peer identity and client redundancy (section 4.3),

o nulti-channel transport requirenents: Secure transport and
i nsecure Transport (section 4.4),

o nmanagenent protocol security requirenments (section 4.5),
o role-based security (section 4.6),
0O security environment (section 4.7)

The | 2RS Prot ocol depends upon a secure transport |ayer for peer
authentication, data integrity, confidentiality, and replay
protection. The optional insecure transport can only be used
restricted set of publically data avail able (events or information)
or a select set of |legacy data. Data passed over the insecure
transport channel MJUST NOT contain any data which identifies a person
or any "wite" transactions.
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4.1. 12RS Peers(agent and client) ldentity Authentication

The foll ow ng requirenents specify the security requirenments for Peer
Identity Authentication for the |I2RS protocol:

o0 SEGC-REQO1: Al I2RS clients and |I2RS agents MJST have an
identity, and at | east one unique identifier that uniquely
identifies each party in the |I2RS protocol context.

0 SEC-REQ 02: The |2RS protocol MJST utilize these identifiers for
mutual identification of the I12RS client and | 2RS agent.

o0 SEC-REQ 03: ldentifier distribution and the | oading of these
identifiers into |I2RS agent and | 2RS client SHOULD occur outside
the | 2RS protocol prior to the |I2RS protocol establishing a
connection between |2RS client and | 2RS agent. AAA protocols MAY
be used to distribute these identifiers, but other nechani sm can
be used.

Expl anati on:

These requirenments specify the requirenents for |2RS peer (I2RS agent
and | 2RS client) authentication. A secure transport (E.g. TLS) wll
aut henti cate based on these identities. The AAA protocol
distributing 2RS identity information SHOULD transport its

i nformati on over a secure transport.

4.2. ldentity Validation Before Rol e-Based Message Actions

The requirenments for I2RS clients with Secure Connections are the
f ol | ow ng:

SEC- REQ 04: An | 2RS agent receiving a request froman |2RS client
MUST confirmthat the I2RS client has a valid identity.

SEC-REQ- 05: An I12RS client receiving an | 2RS nessage over a secure
transport MJUST confirmthat the |2RS agent has a valid identifier.

SEC- REQ 06: An | 2RS agent receiving an | 2RS nessage over an
i nsecure transport MJUST confirmthat the content is suitable for
transfer over such a transport.

Expl anati on:
Each | 2RS client has a scope based on its identity and the security
roles (read, wite, or events) associated with that identity, and

t hat scope nust be considered in processing an | 2RS nessages sent on
a comuni cation channel. An |I2RS conmmuni cati on channel may utilize
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mul tiple transport sessions, or establish a transport session and
then close the transport session. Therefore, it is inportant that
the | 2RS peers are operating utilizing valid peer identities when a
nessage i s processed rather than checking if a transport session
exi sts.

4.3. Peer ldentity, Priority, and dient Redundancy
Requi renent s:

SEC- REQ 07: Each | 2RS Identifier MJST be associated with just one
priority.

SEC- REQ- 08: Each ldentifier is associated with one secondary
identifier during a particular |I2RS transaction (e.g. read/wite
sequence), but the secondary identifier may vary during the tinme a
connection between the |2RS client and | 2RS agent is active.

Expl anati on:

The | 2RS architecture also allows nultiple I2RS clients with uni que
identities to connect to an |2RS agent (section 7.8). The |I2RS

depl oynent using nultiple clients SHOULD coordinate this nulti-headed
control of |12RS agents by I12RS clients so no conflict occurs in the
wite scope. However, in the case of conflict on a wite scope

vari able, the error resolution nechanisns defined by the |I2RS
architecture multi-headed control ([RFC7921], section 7.8) allow the
| 2RS agent to deterministically choose one I12RS client. The |I2RS
client wwth highest priority is given permssionto wite the

vari abl e, and the second client receives an error nessage.

A single I2RS client may be associated with nultiple applications
with different tasks (e.g. weekly configurations or energency
configurations). The secondary identity is an opaque val ue that the
| 2RS client passes to the |I2RS agent so that this opaque val ue can be
placed in the tracing file or event streamto identify the
application using the 12RS client to | 2RS agent comruni cati on.

One exanple of the use of the secondary identity is the situation
where an operator of a network has two applications that use an | 2RS
client. The first application is a weekly configuration application
that uses the | 2RS protocol to change configurations. The second
application is an application that allows operators to makes
enmergency changes to routers in the network. Both of these
applications use the sane 12RS client to wite to an I2RS agent. In
order for traceability to determ ne which application (weekly
configuration or energency) wote sonme configuration changes to a
router, the 12RS client sends a different opaque val ue for each of
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the applications. The weekly configuration secondary opaque val ue
coul d be "xzzy-splot" and the enmergency secondary opaque val ue coul d
be "splish-splash”.

A second exanple is if the I2RS client is used for nonitoring of
critical infrastructure. The operator of a network using the |I2RS
client may desire I2RS client redundancy where the nonitoring
application wth the 12RS client is deployed on two different boxes
with the sane 12RS client identity (see [RFC7921] section 4.3) These
two nonitoring applications pass to the |12RS client whether the
application is the primary or back up application, and the |I2RS
client passes this information in the |2RS secondary identitifier as
the figure bel ow shows. The primary applications secondary
identifier is "primary-nonitoring”, and the backup application
secondary identifier is "backup-nonitoring”. The I2RS tracing
information will include the secondary identifier information along
wth the transport information in the tracing file in the agent.

Exanple 2: Primary and Backup Application for Monitoring
Identification sent to agent

Application A--12RS client--Secure transport (#1)
[I2RS identity 1, secondary identifier: "primary-nonitoring"]-->

Application B--12RS client--Secure transport (#2)
[I2RS identity 1, secondary identifier: "backup-nonitoring"]-->

Figure 1

4.4. Milti-Channel Transport: Secure Transport and |Insecure Transport
Requi renent s:

SEC- REQ- 09: The 12RS protocol MJST be able to transfer data over a
secure transport and optionally MAY be able to transfer data over
a non-secure transport. The default transport is a secure
transport, and this nmeans it is nmandatory to inplenent (MIl) in
all 12RS agents, and in any |2RS client which: a) perforns a Wite
scope transaction which is sent to the |I2RS agent or b):
configures an Event Scope transaction. It is mandatory to use
(MU) on any I2RS client’s Wite transaction or the configuration
of an Event Scope transaction.

SEC- REQ 10: The secure transport MJST provi de data
confidentiality, data integrity, and practical replay prevention.
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SEC-REQ 11: The I2RS client and | 2RS agent protocol SHOULD

i mpl ement nechani sns that mtigate DoS attacks. For the secure
transport, this nmeans the secure transport nust support DoS
prevention. For the insecure transport protocol, the |I2RS higher-
| ayer protocol MJIST contain a transport managenent |ayer that
considers the detection of DoS attacks and provides a warning over
a secure-transport channel.

SEC- REQ 12: A secure transport MJST be associated with a key
managemnment solution that can guarantee that only the entities
havi ng sufficient privileges can get the keys to encrypt/decrypt
the sensitive data.

SEC- REQ 13: A nachi ne-readabl e mechanismto indicate that a data-
nodel contains non-confidential data MJST be provided. A non-
secure transport MAY be used to publish only read scope or
notification scope data if the associated data nodel indicates
that that data is non-confidential

SEC- REQ 14: The 12RS protocol MJST be able to support nultiple
secure transport sessions providing protocol and data

comuni cati on between an | 2RS agent and an | 2RS client. However,
a single 1 2RS agent to | 2RS client connection MAY elect to use a
singl e secure transport session or a single non-secure transport
session conform ng the requirenents above.

SEC- REQ 15: Depl oynent configuration knobs SHOULD be created to
all ow operators to send "non-confidential" Read scope (data or
Event streans) over a secure transport.

Expl anati on:

The | 2RS architecture defines three scopes: read, wite, and
notification scope. Insecure data can only be used for read scope
and notification scope of "non-confidential data". The configuration
of epheneral data in the I|I2RS agent uses either wite scope for data
or wite scope for configuration of event notification streans. The
requi renent to use secure transport for configuration prevents
accidental or nalevolent entities fromaltering the I2RS routing
systemt hrough the | 2RS agent.

It is anticipated that the passing of nost |2RS epheneral state
operational status SHOULD be done over a secure transport.

In nost circunstances the secure transport protocol wll be
associated with a key managenment system Most depl oynents of the
| 2RS protocol will allow for automati c key managenent systens. Since

the data nodels for the |2RS protocol will control key routing
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functions, it is inportant that deploynents of |2RS use automatic key
managenent systens.

Per

BCP107 [ RFC4107] whil e key managenent system SHOULD be autonati c,

the systens MAY be manual in the follow ng scenari os:

a) The environment has |imted bandw dth or high round-trip tines.
b) The information being protected has | ow val ue.

c) The total volune of traffic over the entire lifetine of the
| ong-term session key will be very |ow

d) The scale of the deploynent is |imted.

Operat ors depl oying the |1 2RS protocol selecting manual key managenent
SHOULD consi der both short and nediumterm plans. Depl oyi ng
automatic systens initially may save effort over the long-term

4.5.

Managenent Protocol Security

Requi renent s:

Har es,

SEC-REQ 16: In a critical infrastructure, certain data within
routing elenents is sensitive and read/wite operations on such
data SHOULD be controlled in order to protect its confidentiality.
To achieve this, higher-layer protocols MJST utilize a secure
transport, and SHOULD provi de access control functions to protect
confidentiality of the data.

SEC-REQ- 17: An integrity protection nmechanismfor |2RS MJST be
provided that will be able to ensure the foll ow ng:

1) the data being protected is not nodified wthout detection
during its transportation,

2) the data is actually fromwhere it is expected to conme from
and

3) the data is not repeated fromsone earlier interaction the
hi gher | ayer protocol (best effort).

The 1 2RS hi gher-1ayer protocol operating over a secure transport
provides this integrity. The |I2RS higher-|ayer protocol operating
over an insecure transport SHOULD provide sonme way for the client
recei ving non-confidential read-scoped or event-scoped data over
the i nsecure connection to detect when the data integrity is
guestionable; and in the event of a questionable data integrity
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the I 2RS client should disconnect the insecure transport
connecti on.

SEC- REQ 18: The | 2RS hi gher-1ayer protocol MJST provide a
mechani sm for nessage traceability (requirenents in [ RFC7922])
t hat supports the tracking higher-layer functions run across
secure connection or a non-secure transport.

Expl anati on:

Most carriers do not want a router’s configuration and data fl ow
statistics known by hackers or their conpetitors. Wile carriers may
share peering information, nost carriers do not share configuration
and traffic statistics. To achieve this, the |I2RS higher-Iayer
protocol (e.g NETCONF) needs to have access control (NACM [ RFC6536])
to sensitive data needs to be provided, and the confidentiality
protection on such data during transportation needs to be enforced.

Integrity of data is inportant even if the |I2RS protocol is sending
non-confidential data over an insecure connection. The ability to
trace | 2RS protocol nessages that enact |2RS transactions provides a
m nimal aid to hel ping operators check how nmessages enact
transactions on a secure or insecure transport.

4.6. Rol e-Based Data Mdel Security

The | 2RS Architecture [RFC7921] specifies access control by "role"
where role is a method of naki ng access control nore manageabl e by
creating a grouping of users so that access control can be specified
for a role rather than for each of the individuals. Therefore, |2RS
role specifies the access control for a group as being read, wite,
or notification.

SEC- REQ 19: The rul es around what |2RS security role is permtted
to access and nmani pul ate what information over a secure transport
(which protects the data in transit) SHOULD ensure that data of
any level of sensitivity is reasonably protected from being
observed by those without perm ssion to viewit, so that privacy
requi renents are nmnet.

SEC- REQ 20: Rol e security MJST work when nultiple transport
connections are being used between the |I2RS client and | 2RS agent
as the |12RS architecture [ RFC7921] descri bes.

Sec-REQ 21: If an I2RS agents or an I12RS client is tightly
correlated with a person, then the |2RS protocol and data nodel s
SHOULD provi de additional security that protects the person’s
privacy.
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4.

Expl anati on:

| 2RS hi gher-1ayer uses managenent protocol E.g. NETCONF, RESTCONF)
to pass nessages in order to enact |2RS transactions. Role Security
must secure data (sensitivity and normal data) in a router even when
it is operating over nmultiple connections at the sane tinme. NETCONF
can run over TLS (over TCP or SCTP) or SSH. RESTCONF runs over HTTP
over a secure transport (TLS). SCTP [RFC4960] provides security for
mul tiple streans plus end-to-end transport of data. Sone |2RS
functions nay wi sh to operate over DILS which runs over UDP

([ RFC6347]), DDCP ([RFC6238]), and SCTP ([ RFC5764]).

Pl ease note the security of the application to I 2RS client connection
is outside of the I2RS protocol or |12RS interface.

One exanpl e of |12RS privacy concerns related to a person is if |2RS
agent is running on soneone’s phone to control tethering, and the

I 2RS client mght be the client tracking such tethering. This
protection of the privacy of the person involves the |I2RS client and
t he | 2RS agent conmuni cati on anonym zing the any data related to the
person’s identity or |ocatino.

A variety of fornms of managenen nmay set policy on roles: "operator-
appl i ed knobs", roles that restrict personal access, data-nobdels with
specific "privacy roles", and access filters.

7. Security of the environnment

The security for the inplenentation of a protocol also considers the
prot ocol environnent. The environnental security requirenents are
found in: [I-D.ietf-i2rs-security-environnent-reqs].

Security Consi derations

This is a docunent about security requirenents for the |I2RS protoco
and data nodul es. Security considerations for the |I2RS protocol

i ncl ude both the protocol and the security environnent.

| ANA Consi derati ons

This draft is requirenents, and does not request anything of | ANA
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