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Abstract

This presents security-related requirenents for the | 2RS protocol for
mut ual aut hentication, transport protocols, data transfer and
transacti ons.
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1. I ntroducti on

The Interface to the Routing System (I2RS) provides read and wite
access to information and state within the routing process. An |2RS
client interacts with one or nore | 2RS agents to collect infornmation
fromnetwork routing systens.

Thi s docunent describes the requirenents for the |12RS protocol in the
security-related areas of nutual authentication of the |I2RS client
and agent, the transport protocol carrying the |I2RS protocol

nmessages, and the atomicity of the transactions. These requirenents
align with the description of the I2RS architecture found in
[I-D.ietf-i2rs-architecture] docunent which solves the problem
described in [I-D.ietf-i2rs-problemstatenent].

[I-D.ietf-i2rs-epheneral -state] discusses |2RS rol e-based access
control that provides wite conflict resolution in the epheneral data
store using the I12RS Cdient ldentity, |I2RS Secondary ldentity and
priority. The draft [I-D.ietf-i2rs-traceability] describes the
traceability framework and its requirements for |I2RS. The draft
[I-D.ietf-i2rs-pub-sub-requirenments] describes the requirenents for

| 2RS to be able to publish information or have a renote client
subscribe to an information data stream
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Definitions
2.1. Security Definitions

This docunent utilizes the definitions found in the follow ng
docunents: [RFC4949] and [I-D.ietf-i2rs-architecture]

Specifically, this docunent utilizes the follow ng definitions:
access control
[ RFC4949] defines access control as the foll ow ng:

1. (I) Protection of systemresources against unauthorized
access.

2. (lI) A process by which use of systemresources is regul ated
according to a security policy and is permtted only by
authorized entities (users, prograns, processes, or other
systens) according to that policy. (See: access, access
control service, conputer security, discretionary access
control, mandatory access control, role-based access control.)

3. (I) /formal nodel/ Limtations on interactions between
subjects and objects in an information system

4. (O "The prevention of unauthorized use of a resource,
i ncluding the prevention of use of a resource in an
unaut hori zed manner." [17498-2]

5. (O /U S CGovernnent/ A system using physical, electronic,
or human controls to identify or admt personnel with properly
aut hori zed access to a SCIF.
Aut henti cati on
[ RFC4949] describes authentication as the process of verifying
(i.e., establishing the truth of) an attribute value clainmed by or
for a systementity or systemresource. Authentication has two
steps: identify and verify.

Data Confidentiality
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[ RFC4949] describes data confidentiality as having two properties:

a) Data is not disclosed to systementities unless they have
been aut hori zed to know the data, and

b) Data is not disclosed to unauthorized individuals, entities
or processes.

The key point is that confidentiality inplies that the originator
has the ability to authorize where the infornmation goes.

Confidentiality is inportant for both read and wite scope of the
dat a.

Data Integrity
[ RFC4949] states data integrity includes:

1. (lI) The property that data has not been changed, destroyed,
or lost in an unauthorized or accidental manner. [...]

2. (O "The property that information has not been nodified or
destroyed in an unauthorized manner." [17498-2]

Data Privacy
[ RFC4949] describes data privacy as a synonym for data
confidentiality. This |I2RS docunent will utilize data privacy as
a synonym for data confidentiality.

Identity
[ RFC4949] (1) The collective aspect of a set of attribute val ues
(i.e., a set of characteristics) by which a system user or other
systementity is recogni zable or known. (See: authenticate,
registration. Conpare: identifier.)

Identifier
[ RFC4949] (1) A data object -- often, a printable, non-blank
character string -- that definitively represents a specific
identity of a systementity, distinguishing that identity from al
others. (Conpare: identity.)

Mut ual Aut henti cation

[ RFC4949] inplies that nutual authentication exists between two
interacting systementities.
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Mut ual authentication in I2RS inplies that both sides nove froma
state of nutual suspicion to to nutual authentication to trusted
mut ual conmuni cati on after each system has been identified and
val idated by its peer system

rol e
[ RFC4949] describes role as:

1. (1) A job function or enploynent position to which people
or other systementities nay be assigned in a system [...]

2. (O /Comon Criterial A pre-defined set of rules
establishing the allowed interactions between a user and the
TCE.

The |1 2RS uses the common criteria definition.

rol e-based access control

[ RFC4949] descri bes rol e-based access control as: "A form of

i dentity-based access control wherein the systementities that are
identified and controlled are functional positions in an

or gani zati on or process."

security audit trai

[ RFC4949] describes a security audit trail as "A chronol ogi cal
record of systemactivities that is sufficient to enable the
reconstruction and exam nation of the sequence environnents and
activities surrounding or |leading to an operation, procedure, or
event in a security-relevant transaction frominception to fina
results.”

Requi rements to support a security audit is not covered in this
docunent .

[I-D.ietf-i2rs-traceability] describes traceability for |2RS
interface and the I 2RS protocol. Traceability is not equival ent
to a security audit trail.

Tr ust
[ RFC4949]
1. (I) /information systenl A feeling of certainty (sonetines

based on inconcl usive evidence) either (a) that the system
will not fail or (b) that the systemneets its specifications
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(i.e., the systemdoes what it clains to do and does not
perform unwanted functions). (See: trust |evel, trusted
system trustworthy system Conpare: assurance.)

2. . (1) /PKI/ Arelationship between a certificate user and a CA
in which the user acts according to the assunption that the CA
creates only valid digital certificates. (Al so referred as
"trusted" in [RFC4949].)

2.2. 12RS Specific Definitions
| 2RS protocol data integrity

The transfer of data via the |2RS protocol has the property of
data integrity described in [ RFC4949].

| 2RS conponent protocols
Protocol s which are conbined to create the |I2RS protocol
| 2RS Hi gher-1evel protocol

The |1 2RS protocol exists as a higher-level protocol which may
conbi ne other protocols (NETCONF, RESTCONF, |PFIX and others)
within a specific I2RS client-agent relationship with a specific
trust for ephenmeral configurations, event, tracing, actions, and
data flow interactions. The protocols included in the |I2RS
protocol protocol are defined as |I2RS conponent protocols. (Note:
Version 1 of the |I2RS protocol will conbine only NETCONF and
RESTCONF. Experinments wth other protocols such as | PFlI X have
shown these are useful to conbine with NETCONF and RESTCONF
features.)

| 2RS nessage

is a conplete data nessage of one of the |2RS conponent protocols.
The | 2RS conponent protocols may require nultiple | P-packets to
send one protocol nessage.

I 2RS mul ti -nessage atonmicity

An | 2RS operation (read, wite, event, action) nust be contained
within one | 2RS nessage. Each |2RS operation nust be atomc.
VWhile it is possible to have an | 2RS operation which is contained
inmltiple 12RS (E.g. wite in nmultiple nmessages), this is not
supported in order to sinply the first version of 12RS. Miltiple-
message atomcity of |12RS operations would be used in a roll-back
of a grouping of commands (e.g. nmultiple wites).
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3.

| 2RS transacti on

is aunit of 12RS functionality. Sone exanples of |2RS
transacti ons are:

* The 12RS client issues a read request to a | 2RS agent, and the
| 2RS Agent responding to the read request

* The 12RS client issues a wite of epheneral configuration
values into an | 2RS agent’s data nodel, followed by the |I2RS
agent response to the wite.

* An I2RS client may issue an action request, the |I2RS agent
responds to the action-request, and then responds when action
is conplete. Actions can be single step processes or multiple
step process.

* An I2RS client requests to receive an event notification, and
the | 2RS Agent sets up to send the events.

* An | 2RS agent sends events to an I12RS Cient on an existing
connecti on.

An | 2RS action may require nmultiple |I2RS nessages in order to
conplete a transati on.

| 2RS secondary identifier

The |1 2RS architecture docunent [I-D.ietf-i2rs-architecture]
defines a secondary identity as the entity of some non-12RS entity
(e.g. application) which has requested a particular |2RS client
perform an operation. The |2RS secondary identifier represents
this identity so it may be distinguished fromall others.

Security-Rel ated Requirenents

The security for the |12RS protocol requires nutually authenticated

I 2RS clients and | 2RS agents. The I2RS client and |2RS agent using
the | 2RS protocol MJIST be able to exchange data over a secure
transport, but sone functions may operate on a non-secure transport.
The |1 2RS protocol MJST be able to provide atomcity of an |I2RS
transaction, but it is not required to have nulti-nessage atomcity
and roll-back nechanismtransactions. Miltiple nmessages transactions
may be inpacted by the interdependency of data. This section

di scusses the details of these security requirenents.

There are dependencies in sone of the requirenents bel ow. For
confidentiality (section 3.3) and integrity (section 3.4) to be
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achi eved, the client-agent nust have nutual authentication (section

3.1) and secure transport (section 3.2). 12RS allows the use of an
i nsecure transport for portions of data nodels that clearly indicate
insecure transport. |If insecure transport is used, then

confidentiality and integrity cannot be achieved.
3.1. Mitual authentication of an I2RS client and an | 2RS Agent

The | 2RS architecture [I-D.ietf-i2rs-architecture] sets the follow ng
requirenents:

o0 SEGC-REQO1: Al I2RS clients and |I2RS agents MJST have an
identity, and at | east one unique identifier that uniquely
identifies each party in the |I2RS protocol context.

0 SEC-REQ 02: The |2RS protocol MJST utilize these identifiers for
mutual identification of the I12RS client and | 2RS agent.

0 SEC-REQ 03: An |I2RS agent, upon receiving an | 2RS nessage from a
I 2RS client, MJST confirmthat the I2RS client has a valid
identifier.

o0 SEC-REQ 04: The I2RS client, upon receiving an | 2RS nessage from
an | 2RS agent, MJST confirmthe |2RS agent has a valid identifier.

o0 SEC-REQ 05: ldentifier distribution and the | oading of these
identifiers into | 2RS agent and |2RS O ient SHOULD occur outside
t he | 2RS prot ocol

o0 SEC-REQ 06: The | 2RS protocol SHOULD assume sone nmechani sm (| ETF
or private) will distribute or load identifiers so that the |I2RS
client/agent has these identifiers prior to the |I2RS protocol
establishing a connection between |2RS client and | 2RS agent.

o SEC-REQ 07: Each ldentifier MJST have just one priority.

o0 SEC-REQ 08: Each ldentifier is associated with one secondary
identifier during a particular |12RS transaction (e.g. read/wite
sequence), but the secondary identifier may vary during the tinme a
connection between the I2RS client and | 2RS agent is active.

Since a single 12RS client may be use by nultiple applications,
the secondary identifier may vary as the I2RS client is utilize by
di fferent application each of whom have a uni que secondary
identity and identifier.
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3.2. Transport Requirenments Based on Miutual Authentication

SEC- REQ 09: The 1 2RS protocol MJST be able to transfer data over a
secure transport and optionally MAY be able to transfer data over a
non-secure transport. A secure transport MJST provide data
confidentiality, data integrity, and replay prevention.

The default |2RS transport is a secure transport.

A non-secure transport can be can be used for publishing telenetry
data or other operational state that was specifically indicated to
non-confidential in the data nodel in the Yang syntax.

The configuration of ephenmeral data in the |I2RS Agent by the |2RS
client SHOULD be done over a secure transport. It is anticipated
that the passing of nost |2RS epheneral state operational status
SHOULD be done over a secure transport. As
[I-D.ietf-i2rs-epheneral -state] notes data nodel MJST indicate

whet her the transport exchanging the data between |2RS client and

| 2RS agent is secure or insecure. The default node of transport is
secure so data nodels SHOULD cl early annot ate what data nodes can be
passed over an insecure connection.

SEC- REQ 10: A secure transport MJST be associated with a key
managenent sol ution that can guarantee that only the entities having
sufficient privileges can get the keys to encrypt/decrypt the
sensitive data. Per BCP107 [ RFC4107] this key managenent system
SHOULD be automatic, but MAY be manual in the follow ng scenari os:

a) The environnent has |limted bandw dth or high round-trip tines.
b) The information being protected has | ow val ue.

c) The total volume of traffic over the entire lifetinme of the
| ong-term session key will be very | ow

d) The scale of the deploynent is |imted.

Most | 2RS environnents (Clients and Agents) will not have the

envi ronnent descri bed by BCP107 [ RFC4107] but a few | 2RS use cases
required Iimted non-secure |ight-weight telenetry nessages that have
these requirenments. An |2RS data nodel nust indicate which portions
can be served by manual key managenent.

SEC- REQ 11: The 12RS protocol MJST be able to support nultiple secure

transport sessions providing protocol and data communi cation between
an | 2RS Agent and an |I2RS client. However, a single |2RS Agent to
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I 2RS client connection MAY elect to use a single secure transport
session or a single non-secure transport session.

SEC- REQ 12: The I12RS dient and | 2RS Agent protocol SHOULD i npl enment
mechani snms that mtigate DoS attacks.

3.3. Data Confidentiality Requirenents

SEC-REQ 13: In a critical infrastructure, certain data within routing
el enents is sensitive and read/ wite operations on such data SHOULD
be controlled in order to protect its confidentiality. For exanple,
nost carriers do not want a router’s configuration and data fl ow
statistics known by hackers or their conpetitors. While carriers may
share peering information, nost carriers do not share configuration
and traffic statistics. To achieve this, access control to sensitive
data needs to be provided, and the confidentiality protection on such
data during transportation needs to be enforced.

3.4. Data Integrity Requirenents

SEC-REQ 14: An integrity protection nechanismfor |2RS SHOULD be abl e
to ensure the foll ow ng:

1) the data being protected is not nodified w thout detection
during its transportation,

2) the data is actually fromwhere it is expected to conme from
and

3) the data is not repeated fromsone earlier interaction of the
protocol. (That is, when both confidentiality and integrity of
data is properly protected, it is possible to ensure that
encrypted data is not nodified or replayed w thout detection.)

SEC-REQ 15: The integrity that the nessage data is not repeated neans
that 12RS client to | 2RS agent transport SHOULD protect agai nst
repl ay attack

Requi rements SEC- REQ 14 and SEC- REQ 16 are SHOULD requirenents only
because it is recognized that sonme 12RS Cient to |I2RS agent

communi cation occurs over a non-secure channel. The I2RS client to

| 2RS agent over a secure channel would inplenent these features. 1In
order to provide sonme traceability or notification for the non-secure
protocol, SEC-REQ 16 suggests traceability and notification are

i mportant to include for any non-secure protocol.

SEC- REQ 16: The | 2RS nessage traceability and notification
requirenents requirenents found in [I-D.ietf-i2rs-traceability] and
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[I-D.ietf-i2rs-pub-sub-requirenments] SHOULD be supported in
communi cation channel that is non-secure to trace or notify about
potential security issues.

3.5. Rol e-Based Data Mdel Security

The 12RS Architecture [I-D.ietf-i2rs-architecture] defines a role or
security role as specifying read, wite, or notification access by a
I2RS client to data within an agent’s data nodel .

SEC-REQ 17: The rules around what role is permtted to access and
mani pul ate what information plus a secure transport (which protects
the data in transit) SHOULD ensure that data of any |evel of
sensitivity is reasonably protected from bei ng observed by those

wi thout permssion to viewit, so that privacy requirenments are net.

SEC-REQ 18: Rol e security MJST work when nultiple transport
connections are being used between the I2RS client and | 2RS agent as
the |1 2RS architecture [I-D.ietf-i2rs-architecture] states. These
transport nessage streans may start/stop without affecting the

exi stence of the client/agent data exchange. TCP supports a single
stream of data. SCTP [ RFC4960] provides security for nmultiple
streans plus end-to-end transport of data.

SEC-REQ 19: [I2RS clients MAY be used by nultiple applications to
configure routing via | 2RS agents, receive status reports, turn on
the I2RS audit stream or turn on |I2RS traceability. Application
software using I2RS client functions may host multiple secure
identities, but each connection will use only one identifier with one
priority. Therefore, the security of each I12RS Cient to | 2RS Agent
connection is unique.

Pl ease note the security of the application to I 2RS client connection
is outside of the I2RS protocol or |12RS interface.

Sec-REQ 20: If an I2RS agents or an I2RS client is tightly correl ated
with a person, then the I2RS protocol and data nodels shoul d provide
additional security that protects the person’s privacy. An exanple
of an |I2RS agent correlated with a person is a | 2RS agent running on
someone’ s phone to control tethering, and an exanple of a I 2RS client
m ght be the client tracking such tethering. This protection MAY
require a variety of forms including: "operator-applied knobs", roles
that restrict personal access, data-nodels with specific "privacy

rol es"”, and access filters.
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3.

7.

6. Security of the environnment

The security for the inplenentation of a protocol also considers the
protocol environnent. The environmental security requirenents are
found in: [I-D.ietf-i2rs-security-environnent-reqs].
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