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1. Introduction

The Interface to the Routing System (12RS) Wirking Goup is chartered
with providing architecture and nmechanisnms to inject into and
retrieve information fromthe routing system The |I2RS Architecture
docunent [I-D.ietf-i2rs-architecture] abstractly docunents a nunber
of requirenents for inplenenting the |I2RS requirenents.

The 1 2RS Wrking G oup has chosen to use the YANG data nodeling
| anguage [ RFC6020] as the basis to inplenent its nechani sns.
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Addi tionally, the I2RS Wrking group has chosen to use the NETCONF
[ RFC6241] and its simlar but lighter-weight relative RESTCONF
[I-D.ietf-netconf-restconf] as the protocols for carrying | 2RS

Wil e YANG, NETCONF and RESTCONF are a good starting basis for |2RS
there are sonme things needed fromeach of themin order for |I2RS to
be i npl enent ed.

2. Review of Requirenents from | 2RS architecture docunent

The following are ten requirenents that [I-D.ietf-i2rs-architecture]
contains which are inportant high | evel requirenents:

1. The | 2RS protocol SHOULD support highly reliable notifications
(but not perfectly reliable notifications) froman |I2RS agent to
an | 2RS client.

2. The | 2RS protocol SHOULD support a high bandw dth, asynchronous
interface, with real-tinme guarantees on getting data from an
| 2RS agent by an | 2RS client.

3. The | 2RS protocol will operate on data nodels which may be
prot ocol independent or protocol dependent.

4. | 2RS Agent needs to record the client identity when a node is
created or nodified. The |I2RS Agent needs to be able to read
the client identity of a node and use the client identity’s
associated priority to resolve conflicts. The secondary
identity is useful for traceability and may al so be recorded.

5. Client identity will have only one priority for the client
identity. A collision on wites is considered an error, but
priority is utilized to conpare requests fromtwo different
clients in order to nodify an existing node entry. Only an
entry froma client which is higher priority can nodify an
existing entry (First entry wins). Priority only has neaning at
the tinme of use.

6. The Agent identity and the Client identity should be passed
outside of the |I2RS protocol in a authentication and
aut hori zation protocol (AAA). Cdient priority may be passed in
the AAA protocol. The values of identities are originally set
by operators, and not standardi zed.

7. An 12RS Client and |I2RS Agent nutual |y aut henticate each ot her
based on pre-established authenticated identities.
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8. Secondary identity data is read-only neta-data that is recorded
by the | 2RS agent associated with a data nodel’s node is
witten, updated or deleted. Just like the primary identity,
the secondary identity is only recorded when the data node is
witten or updated or del eted

9. | 2RS agent can have a lower priority I2RS client attenpting to
nodi fy a higher priority client’s entry in a data nodel. The
filtering out of lower priority clients attenpting to wite or
nodi fy a higher priority client’s entry in a data nodel SHOULD
be effectively handl ed and not put an undue strain on the |2RS
agent. Note: Jeff’s suggests that priority is kept at the NACM
at the client level (rather than the path [ evel or the group
level) will allow these Iower priority clients to be filtered
out using an extended NACM approach. This is only a suggestion
of a nethod to provide the requirenent 9.

10. The I 2RS protocol MJST support the use of a secure transport.
However, certain functions such as notifications MAY use a non-
secure transport. FEach nodel or service (notification, |ogging)
must define within the nodel or service the valid uses of a non-
secure transport.

3. Epheneral State Requirenents
3.1. Persistence

Epheneral - REQ 01: | 2RS requires epheneral state; i.e. state that does

not persist across reboots. |f state nust be restored, it should be
done solely by replay actions fromthe 12RS client via the |2RS
agent .

Wiile at first glance this may seem equivalent to the witable-
runni ng datastore in NETCONF, running-config can be copied to a
persistent data store, like startup config. |2RS epheneral state
MJUST NOT be persi sted.

3.2. Constraints
Ephener al - REQ 02: Non-epheneral state MJUST NOT refer to epheneral
state for constraint purposes; it SHALL be considered a validation
error if it does.
Ephener al - REQ 03: Epheneral state nust be able to utilized tenporary

operational state which (MPLS LSP-ID or a BGP INNRIB) as a
constraints.
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Ephener al - REQ 04: Epheneral state MAY refer to non-epheneral state
for purposes of inplenenting constraints. The designer of epheneral
state nodul es are advised that such constraints may inpact the speed
of processing epheneral state commts and shoul d avoi d t hem when
speed is essential.
3.3. Hierarchy
Epheneral - REQ 05: The ability to add on an object (or a hierarchy of
obj ects) that have the property of being epheneral. An object needs
to be able to have (both) the property of being witable and the
property of the data being epheneral (or non-epheneral).
3.4. changes to YANG
Ephener al - REQ 06: Yang MJUST have a way to indicate in a data nodel
t hat nodes have the follow ng properties: epheneral, witable/not-
writable, status/configuration, and secure/non-secure transport.
3.4.1. Suggested Yang changes
The m ni mal changes to Yang are:
1. protocol version support - "version 1",
2. epheneral true; (key word)

3. data nodels indicate which supported - "NETCONF", "RESTCONF",
"NETCONF pub-sub push",

4. encodi ng support - XM. or JSON

5. data nodels indicate which transports protocol supported: "TCP",
"SSH', "TLS"', non-secure, and othrs.

6. configuration for non-secure transport
1. i2rs:nonsecure-ok;
3.4.2. Changes to Yang Under debate

(under debate) "epheneral -validation syntax, no-reference, full" -
for nodules or rpc allow ng flexible validation.
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3.5. Mnimal Changes to NETCONF for |2RS Protocol (vl)
Epheneral - REQ 07: The conceptual changes to NETCONF/ RESTCONF ar e:
0 protocol version support - "version 1",

o epheneral nodel scope - epheneral nodul es, m xed config nodul e
(epheneral and config), m xed derived state (epheneral and

config).
o multiple nessage support - "all or nothing",
o pane of glass support - "single only".

o protocol supported - "NETCONF', "RESTCONF", "NETCONF pub-sub
push",

o encoding support - XM. or JSON

o transports protocol supported: "TCP', "SSH', "TLS"', non-secure,
and ot hers.

o ability to select transports data nodel is avail able for.
I nsecure portions nust be able to select a insecure transport.

3.5.1. dependencies
The dependenci es for epheneral support are: yang changes (see bel ow),
yang nodul es support notificatino of wite-conflicts, and pub/sub
push support.

3.5.2. New operations (under debate)

The new operations were a bulk-wite. This feature along with the
flexible validation is under debate.

3.5.3. nodified operations
<get-config> <edit-config> <copy-config> <delete-config> <get>
<cl ose-session>, <kill-session> are altered to abide by epheneral
data store rules.

3.5.4. no supported operations

<l ock> and <unl ock> are not supported for a target of epheneral.
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3.5.5. interactions with capabilities (Some Debat e)
Epheneral data stores do not support inteaction with witable-
runni ng, candi date datastore, confirnmed conmt, distinct start-up
capbility,

Epheneral data stores only support a "roll-back-on error™ (I2RS all -
or-nothing), URL capability and XPATH capbility in source or target.

(Debate) Validate function - is either full (NETCONF/ RESTCONF) or
optionally (syntax, no-referential, full)

3.6. Changes to RESTCONF for |2RS Protocol (vl)
Ephener al - REQ 08: The conceptual changes to NETCONF/ RESTCONF ar e:
0 protocol version support - "version 1",

o epheneral nodel scope - epheneral nodul es, m xed config nodul e
(epheneral and config), m xed derived state (epheneral and

config).
o nmultiple nessage support - "all or nothing",
o pane of glass support - "single only".

o protocol supported - "NETCONF', "RESTCONF", "NETCONF pub-sub
push",

o encoding support - XM. or JSON

o transports protocol supported: "TCP', "SSH', "TLS"', non-secure,
and ot hers.

o ability to select transports data nodel is avail able for.
I nsecure portions nust be able to select a insecure transport.

3.6.1. dependencies for RESTCONF

1. Yang data nodel s, sub-nobdul es, or nodul es nust be flaged with
epheneral data store flag,

2.  Yang nodul es nust suport notification of wite conflicts.
3. Yang nodul es nmust suport the follow ng:

1. the yang-patch features as specified in
[I-D.ietf-netconf-yang-patch].
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2. The yang nodule library feature
[I-D.ietf-netconf-yang-library],

3. the equival ent of the netconf pub/subscription push service
found in [I-D.ietf-netconf-yang-push]

3.6.2. nodification to context
RESTCONF nust be able to support epheneral data with an epheneral
context that supports "edit-collision" features that include
timestanp, Entity tag, and the ability to conpare |2RS client-
priorities.

3.6.3. nodification to existing operations
The follow ng nodification to the existing operations are required:

1. OPTIONS - provide indication of epheneral in nodul es,

2. HEAD - able to get HEAD of epheneral or config nodule or the head
of groups of epheneral or configuratinon nodes in a nodul e.

3. CET, Post,PUt, Patch, Delete, Query Parneters - nust be able to
handl e a cont ext ="Epheneral ".

4. Epheneral database nust support publication notifications or
errors as event stream and subscribing to portions of that event
stream (see [I-D.ietf-netconf-yang-push]

3.7. Requirenments regarding ldentity, Secondary-ldentity and Priority
3.7.1. ldentity Requirenents

Epheneral - REQ 09: Clients shall have identifiers, and secondary
identifiers.

Expl anati on:

| 2RS requires clients to have an identifier. This identifier will be
used by the Agent authentication nechani smover the appropriate
pr ot ocol .

The Secondary identities can be carried as part of RPC or neta-data.
The primary purpose of the secondary identity is for traceability

i nformati on which | ogs (who nodifies certain nodes). This secondary
identity is an opaque value. [I-D.ietf-i2rs-traceability] provides
an exanpl e of how the secondary identity can be used for
traceability.
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3.

7.

2. Priority Requirenents

To support Milti-Headed Control, I2RS requires that there be a

deci dabl e neans of arbitrating the correct state of data when
multiple clients attenpt to mani pul ate the sane piece of data. This
is done via a priority mechanismw th the highest priority w nning.
This priority is per-client.

Epheneral - REQ 09: The data nodes MAY store I2RS client identity and
not the effective priority at the tinme the data node is stored. The
| 2RS dient MJST have one priority at a tine. The priority MAY be
dynam cal |l y changed by AAA, but the exact actions are part of the
protocol definition as long as Collisions are handl ed as described in
Ephener al - REQ 10, Epheneral - REQ 11, and Epheneral - REQ 12.

Ephener al - REQ 10: When a collision occurs as two clients are trying
to wite the sane data node, this collision is considered an error
and priorities were created to give a determnistic result. Wen
there is a collision, a notification MJST BE sent to the original
client to give the original client a chance to deal with the issues
surrounding the collision. The original client may need to fix their
state.

Epheneral - REQ 11: The requirenent to support multi-headed control is
required for collisions and the priority resolution of collisions.
Mul ti - headed control is not tied to epheneral state. |12RS is not
mandat i ng how AAA supports priority. Mechanisns which prevent
collisions of two clients trying the same node of data are the focus.

Epheneral -REQ 12: If two clients have the sanme priority, the
architecture says the first one wins. The |2RS protocol has this
requi renent to prevent was the oscillation between clients. [|f one
uses the | ast wins scenario, you nmay oscillate. That was our
opi ni on, but a design which prevents oscillation is the key point.

H nts for Inplenentation

Epheneral configuration state nodes that are created or altered by
users that match a rule carrying i2rs-priority will have those nodes
annotated with nmetadata. Additionally, during conmt processing, if
nodes are found where i2rs-priority is already present, and the
priority is better than the transaction’s user’'s priority for that
node, the commt should fail. An appropriate error should be
returned to the user stating the nodes where the user had
insufficient priority to override the state.
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3.7.3. Transactions

Epheneral - REQ 13: Section 7.9 of the [I-D.ietf-i2rs-architecture]
states the |12RS architecture does not include multi-nessage atomcity
and rol | -back nechanisns. |2RS notes nultiple operations in one or
nore nmessages handling can handle errors within the set of operations
in many ways. No nulti-nmessage commands SHOULD cause errors to be
inserted into the I 2RS epheneral data-store.

Expl anati on:

| 2RS suggests the follow ng are sone of the potential error handling
techniques for nmultiple nmessage sent to the |12RS client:

1. Performall or none: Al operations succeed or none of themwll
be applied. This useful when there are nutual dependenci es.

2. Performuntil error: Qperations are applied in order, and when
error occurs the processing stops. This is useful when
dependenci es exi st between nul tipl e-nessage operations, and order
is inportant.

3. Performall storing errors: Performall actions storing error
indications for errors. This nethod can be used when there are
no dependenci es between operations, and the client wants to sort
it out.

Is inportant to reliability of the datastore that none of these error
handling for nultiple operations in one nore nmultiple nessages cause
errors into be insert the | 2RS epheneral data-store.

Di scussi on of Current NETCONF/ RESTCONF ver sus

RESTCONF does an atom c action within a http session, and NETCONF has
atomc actions wthin a commt. These features nmay be used to
performthese features.

| 2RS processing is dependent on the |I2RS nodel. The |I2RS nodel nust
consi der the dependencies within multiple operations work within a
nodel .

3.7.4. Subscriptions to Changed State Requirenents
I2RS clients require the ability to nonitor changes to epheneral
state. Wile subscriptions are well defined for receiving

notifications, the need to create a notification set for al
epheneral configuration state may be overly burdensone to the user.
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There is thus a need for a general subscription nechanismthat can
provi de notification of changed state, with sufficient information to
permt the client to retrieve the inpacted nodes. This should be
doabl e without requiring the notifications to be created as part of
every single I 2RS nodul e.

The follow ng requirenents fromthe
[I-D.ietf-i2rs-pub-sub-requirenents] apply to epheneral state:

0 PubSub-REQ 1: The I2RS interface SHOULD support user subscriptions
to data with the follow ng paraneters: push of data synchronously
or asynchronously via registered subscriptions.

0 PubSSub-REQ 2: Real tine for notifications SHOULD be defined by
t he data nodel s.

0 PubSub-REQ 3: Security of the pub/sub data stream SHOULD be abl e
to be nodel dependent.

0 PubSub-REQ 4: The Pub/ Sub mechani sm SHOULD al | ow subscription to
critical Node Events. Exanples of critical node events are BGP
peers down or |SIS protocol overload bits.

0 PubSub-REQ 5:12RS telenetry data for certain protocols (E.g. BGP)
will require a hierarchy of filters or XPATHs. The |2RS protocol
desi gn MJST bal ance security agai nst the throughput of the
telenetry data

0 PubSub-REQ 6: |I2RS Filters SHOULD be able to be dynamc

0 Pub-Sub-REQ 7: 12rs protocol MJST be able to allow I 2RS agent to
set limts on the data nodels it will support for pub/sub and
wi thin data nodels to support knobs for maxi mum frequency or
resol uti on of pub/sub data.

4. Previously Considered |deas
4.1. A Separate Epheneral Datastore

The primary advantage of a fully separate datastore is that the
semantics of its contents are always clearly epheneral. It also
provi des strong segregation of |2RS configuration and operati onal
state fromthe rest of the systemw thin the network el ement

The nost obvi ous di sadvantage of such a fully separate datastore is
that interaction with the network el ement’s operational or
configuration state becones significantly nore difficult. As an
exanple, a BGP | 2RS use case woul d be the dynam c instantiation of a
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BGP peer. Wiile it is readily possible to re-use any defined
groupi ngs from an | ETF-standardi zed BG nodul e in such an | 2RS
epheneral datastore’ s nodul es, one cannot currently reference state
from one datastore to anothe

For exanple, XPath queries are done in the context docunment of the
datastore in question and thus it is inpossible for an |I2RS nodel to
fulfil a "nust” or "when" requirenent in the BGP nodule in the
standard data stores. To inplenment such a nechani smwould require
appropriate senmantics for XPath.

4.2. Panes of d ass/Overlay

| 2RS epheneral configuration state is generally expected to be

di sjoint from persistent configuration. |In sonme cases, extending
persistent configuration with epheneral attributes is expected to be
useful. A case that is considered potentially useful but problenmatic

was explored was the ability to "overlay" persistent configuration
wi th epheneral configuration.

In this overlay scenario, persistent configuration that was not
shadowed by epheneral configuration could be "read through”

There were two perceived di sadvantages to this nmechani sm
The general conplexity with managi ng the overlay nmechanismitself.
Consi stency issues with validation should the epheneral state be
| ost, perhaps on reboot. |In such a case, the previously shadowed
persistent state may no | onger validate.
5. | ANA Consi derations
There are no | ANA requirenents for this docunent.

6. Security Considerations

The security requirenents for the |I2RS protocol are covered in
[I-D.ietf-i2rs-protocol -security-requirenents] docunent.

7. Acknow edgenents

This docunent is an attenpt to distill |engthy conversations on the
I2RS mailing list for an architecture that was for a | ong period of
time a noving target. Sone individuals in particular warrant
specific mention for their extensive help in providing the basis for
t his docunent:
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