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Abstract

Thi s docunent defines a YANG data nodel for configuring security
policy rules on network security functions. The YANG data nodel in
this docunent is corresponding to the information nodel for Network
Security Functions (NSF)-Facing Interface in Interface to Network
Security Functions (12NSF).
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1. I nt roducti on

Thi s docunent defines a YANG [ RFC6020] [ RFC7950] data nodel for
security policy rule configuration of network security devices. The
YANG data nodel is corresponding to the information nodel
[12nsf-nsf-cap-in] for Network Security Functions (NSF) facing
interface in Interface to Network Security Functions (I12NSF). The
YANG data nodel in this docunent focuses on security policy
configuration for generic network security functions. Note that
security policy configuration for advanced network security functions
are witten in [i2nsf-advanced-nsf-dnj.
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Thi s YANG dat a nodel uses an "Event-Condition-Action"” (ECA) policy
nodel that is used as the basis for the design of |2NSF Policy
described in [RFC8329] and [i2nsf-nsf-cap-in]. Rules.

The "ietf-i2nsf-policy-rule-for-nsf" YANG nodule defined in this
docunent provides the follow ng features.

o Configuration for general security policy rule of generic network
security function.

o Configuration for an event clause of generic network security
function.

o Configuration for a condition clause of generic network security
function.

o Configuration for an action clause of generic network security
function.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] [ RFC8174].

Ter m nol ogy

Thi s docunment uses the term nol ogy described in
[i12nsf-nsf-cap-in] [ RFC8431] [ supa-policy-info-nodel]. Especially, the
followng terns are from [supa-policy-info-nodel]:

o Data Mddel: A data nodel is a representation of concepts of
interest to an environnent in a formthat is dependent on data
repository, data definition |anguage, query |anguage,

i npl enment ati on | anguage, and protocol.

o Information Mddel: An information nodel is a representation of
concepts of interest to an environnent in a formthat is
i ndependent of data repository, data definition |anguage, query
| anguage, inplenentation | anguage, and protocol.

Tree Di agrans

A sinplified graphical representation of the data nodel is used in
this docunent. The meaning of the synbols in these diagrans

[ RFC8340] is as follows:

o Brackets "[" and "]" enclose |list keys.
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4.

Abbrevi ations before data node nanes: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

Synbol s after data node nanmes: "?" nmeans an optional node and "*"
denotes a "list" and "leaf-list".

Par ent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

Ellipsis ("...") stands for contents of subtrees that are not
shown.

YANG Tree Di agram

This section shows an YANG tree di agram of generic network security
functions. Note that a detail ed data nodel for the configuration of
t he advanced network security functions is described in
[i2nsf-advanced-nsf-dnj. The section describes the follow ng

subj ect s:

0]

1

General |2NSF security policy rule of generic network security
function.

An event clause of generic network security function.
A condition clause of generic network security function.
An action clause of generic network security function.

General |2NSF Security Policy Rule

This section shows YANG tree di agram for general |2NSF security
policy rule.
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nodul e: ietf-i2nsf-policy-rule-for-nsf
+--rwi2nsf-security-policy
+--rw system policy* [system policy-nane]

+--rw system policy-nane string

+--rw priority-usage? identityref

+--rw resol uti on-strategy? identityref

+--rw defaul t-action? identityref

+--rw rul es* [rul e-nane]
+--rw rul e- nanme string
+--rw rul e-description? string
+--rwrule-priority? ui nt8
+--rw rul e-enabl e? bool ean

+--rw tinme-zone
+--rw absol ute-tinme-zone
| +--rwstart-tinme? start-tine-type

| +--rw end-tine? end-ti me-type
+--rw periodic-tine-zone
+--rw day

| +--rw specific-day* day-type
+--rw nont h
+--rw every-nont h? bool ean
+--rw speci fic-nont h* nmont h-t ype
+--rw event - cl ause- cont ai ner
| ...
+--rw condi ti on-cl ause- cont ai ner
| .

+--rw acti on-cl ause-cont ai ner

I
I
I
I
I
| | +--rw every-day? bool ean
I
I
I
I

Figure 1. YANG Tree Diagram for Network Security Policy

This YANG tree di agram shows general |2NSF security policy rule for
generic network security functions.

The system policy represents there could be nmultiple system policies
in one NSF, and each systempolicy is used by one virtual instance of
t he NSF/ device. The system policy includes system policy nane,
priority usage, resolutation strategy, default action, and rules.

A resolution strategy is used to decide howto resolve conflicts that
occur between the actions of the same or different policy rules that
are matched and contained in this particular NSF. The resolution
strategy is defined as First Matching Rule (FMR), Last Matching Rul e
(LMR), Prioritized Matching Rule (PMR) with Errors (PVRE), and
Prioritized Matching Rule with No Errors (PMRN). The resolution
strategy can be extended according to specific vendor action
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features. The resolution strategy is described in detail in
[i2nsf-nsf-cap-in.

A default action is used to execute |2NSF policy rule when no rule
mat ches a packet. The default action is defined as pass, drop,
reject, alert, and mrror. The default action can be extended
according to specific vendor action features. The default action is
described in detail in [i2nsf-nsf-cap-in.

The rules include rule nane, rule description, rule priority, rule
enabl e, tine zone, event clause contai ner, condition clause
contai ner, and action cl ause cont ai ner.

4. 2. Event d ause

This section shows YANG tree diagram for an event clause of |2NSF
security policy rule.

nodul e: ietf-i2nsf-policy-rule-for-nsf
+--rwi2nsf-security-policy
+--rw system policy* [system policy-nane]

+--rw rul es* [rul e-nane]

+--rw event - cl ause- cont ai ner

| +--rw event-clause-description? string
| +--rw event-clauses

| +--rw system event * identityref

| +--rw systemal ar nt identityref
+--rw condi ti on-cl ause- cont ai ner

| .

+--rw action-cl ause-cont ai ner

Figure 2: YANG Tree Diagram for Network Security Policy

This YANG tree di agram shows an event cl ause of |2NSF security policy
rule for generic network security functions. An event clause is any
i mportant occurrence in time of a change in the system bei ng managed,
and/or in the environnent of the system being nmanaged. An event
clause is used to trigger the evaluation of the condition clause of
the 12NSF Policy Rule. The event clause is defined as system event
and systemalarm The event clause can be extended according to
speci fic vendor event features. The event clause is described in
detail in [i2nsf-nsf-cap-im.
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4.3. Condtion Cl ause

This section shows YANG tree diagramfor a condition clause of |2NSF
security policy rule.

nodul e: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy

+--rw rul es* [rul e-nane]

+--rw event - cl ause- cont ai ner

| ...

+--rw condi ti on-cl ause-cont ai ner

| +--rw condition-clause-description? string

| +--rw packet-security-ipv4-condition

| | +--rw pkt-sec-ipv4-header-|ength

| | +--rw (match-type)?

| | +--: (exact - mat ch)

| | | +--rwipv4-header-| ength* uint8

| | +--: (range- mat ch)

| | +--rw range-i pv4- header -1 engt h*
[ -i pv4- header -1 ength end-i pv4- header -1 engt h]

| | | +--rw start-i pv4-header-|ength ui nt8
I +--rw end-i pv4- header -1 ength ui nt8
| | +--rw pkt-sec-ipv4-tos* identityref
| | +--rw pkt-sec-ipv4d-total-Ilength

| | | +--rw (match-type)?

[ | | +--: (exact - mat ch)

| | | | +--rwipv4-total -1 ength* ui nt 16

I +--:(range- mat ch)

| | | +--rw range-i pv4-total -1 engt h*
[start-ipv4d-total -1ength end-ipv4-total-Iength]

| | +--rw start-ipv4-total -1 ength uint 16
| | +--rw end-ipv4-total -1 ength uint 16
| +--rw pkt-sec-ipv4-id* ui nt 16

| +--rw pkt-sec-ipv4-fragnent-flags* identityref

| +--rw pkt-sec-ipv4-fragnent-offset

| |  +--rw (match-type)?

| | +--: (exact - mat ch)

| | +--rwipv4d-fragnent-offset* uint 16
| +--:(range- mat ch)

| +--rw range-i pv4-fragnent-of f set*

[

I

I

I

|

|

start-ipv4-fragnent-offset end-ipv4-fragnment-offset]
+--rw start-ipv4-fragment-of f set ui nt 16
--rw pkt-sec-ipv4-ttl

+--rw (match-type)?
+--: (exact - mat ch)

I
I
I
|
I
I
I
I
I
|
a
I
I
I
I
|

|

|

| . !

| +--rw end-i pv4-fragnment - of f set uint 16
+

|

|
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| |  +--rwipvd-ttl* uint8
| +--:(range- mat ch)

| +--rw range-ipv4-ttl*

|

I
|
art-ipva-ttl end-ipva-ttl]
| +--rw start-ipvé-ttl ui nt8
| ] +--rw end-ipv4-ttl ui nt 8
| +--rw pkt-sec-ipv4-protocol* identityref
| +--rw pkt-sec-ipvé-src
| | +--rw (match-type)?
[ +--: (exact - mat ch)
| | | +--rwipv4-address* [ipv4]
| ] | +--rwipv4 i net:ipv4-address
| | +--rw (subnet)?
| ] | +--:(prefix-1ength)
[ | | +--rw prefix-Ilength? ui nt 8
[ | +- - (net mask)
| | | +--rw net mask? yang: dott ed- quad
[ +--:(range- mat ch)
| | +--rw range-i pv4- address*
art-ipv4-address end-i pv4- address]
[ +--rw start-ipv4-address inet:ipv4-address
[ +--rw end-i pv4- addr ess i net:ipv4-address
| +--rw pkt-sec-ipv4-dest
| | +--rw (match-type)?
|| +--: (exact - mat ch)
[ |  +--rwipvd
[ | +--rw i pv4- address* [ipv4]
[ | +--rwipvé i net:ipv4-address
| | | +--rw (subnet)?
[ | +--:(prefix-Iength)
| ] | | +--rw prefix-|ength? ui nt 8
[ | +- - (net mask)
[ | +--rw net mask? yang: dot t ed- quad
[ +--: (range- mat ch)
| | +--rw range-i pv4- address*
art-ipv4-address end-i pv4-address]
| +--rw start-ipv4-address inet:ipv4-address
[ +--rw end-i pv4- addr ess i net:ipv4-address
| +--rw pkt-sec-ipv4-ipopts* identityref
| +--rw pkt-sec-ipv4-saneip? bool ean
| +--rw pkt-sec-ipv4-geoi p* string
+--rw packet-security-ipv6-condition
+--rw pkt-sec-ipv6-traffic-class* identityref

I

| +--rw pkt-sec-ipv6-flow | abel

| | +--rw (match-type)?

[ +--: (exact - mat ch)

| | | +--rwipv6e-flowlabel* ui nt 32
| ] +--:(range- mat ch)
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| +--rw range-i pv6-fl ow | abel *

a
| +--rw start-ipv6-address inet:ipv6-address
| +--rw end-i pv6- addr ess i net:ipv6-address
+--rw packet-security-tcp-condition
| +--rw pkt-sec-tcp-src-port-num

|

[start-ipv6-flowlabel end-ipv6-flowl abel]

|| | +--rw start-ipv6e-flowl abel ui nt 32

[ | | +--rw end-i pv6-fl ow | abel ui nt 32

| | +--rw pkt-sec-ipv6-payl oad-|ength

| | | +--rw (match-type)?

[ | | +--: (exact - mat ch)

| | | | +--rwipv6-payl oad-I| engt h* uint 16
|| | +--: (range- mat ch)

[ | | +--rw range-i pv6- payl oad-| engt h*
[start-ipv6-payl oad-1 ength end-i pv6- payl oad- | engt h]

|| | +--rw start-ipv6- payl oad-| engt h ui nt 16
| | | +--rw end-i pv6- payl oad- | ength ui nt 16
| | +--rw pkt-sec-ipv6-next-header* identityref

| | +--rw pkt-sec-ipv6-hop-limt

| | | +--rw (match-type)?

| | | +--: (exact - mat ch)

|| | | +--rwipv6-hop-limt?* ui nt 8

[ | | +--:(range- mat ch)

|| | +--rw range-i pv6-hop-limt*
[start-ipv6-hop-limt end-ipv6-hop-limt]

[ | | +--rw start-ipv6-hop-limt ui nt 8

| | | +--rw end-i pv6-hop-limt ui nt8

| | +--rw pkt-sec-ipv6-src

| | | +--rw (match-type)?

| | | +--: (exact - mat ch)

I | +--rwipvé

[ | | | +--rw i pv6- address* [ipv6]

| | | | +--rwipvé i net:ipv6-address
I | +--rw prefix-|ength? ui nt 8

[ | | +--:(range- mat ch)

| | | +--rw range-i pv6- addr ess*
[start-ipv6-address end-i pv6-address]

[ | | +--rw start-ipv6-address inet:ipv6-address
| | | +--rw end-i pv6- addr ess i net:ipv6-address
| | +--rw pkt-sec-ipv6-dest

|| +--rw (match-type)?

| +--: (exact - mat ch)

[ | +--rwipv6-address* [ipv6]

[ | +--rw ipvé6 i net:ipv6-address

| | | +--rw prefix-Ilength? ui nt8

[ +--:(range- mat ch)

| | +--rw range-i pv6- addr ess*
[start-ipv6-address end-i pv6-address]

I

I

|

|
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+--rw (match-type)?
+--: (exact - mat ch)
| +--rw port-nunf i net: port-nunber
+--: (range- mat ch)
+--rw range- port - nunt

start-port-num end-port-num
+--rw start-port-num i net: port-nunber
--rw pkt-sec-tcp-dest-port-num

+--rw (match-type)?
+--: (exact - mat ch)
| +--rw port-nunt I net: port-nunber
+--:(range- mat ch)
| +--rw range-port-nunt
start-port-num end-port-num
[ +--rw start-port-num i net: port-nunber
| | +--rw end- port-num i net: port-nunber
| +--rw pkt-sec-tcp-seq-num
| | +--rw (match-type)?
I
I
I
|

I
I
I
I
I
| +--rw end-port-num i net: port-nunber
+
I
|
|
I

| +--: (exact - mat ch)
| | +--rw tcp-seqg-nunt ui nt 32
| +--: (range- mat ch)
| +--rw range-tcp-seq- nunt
start-tcp-seq- num end-t cp-seq- nunj
| +--rw start-tcp-seg-num ui nt 32
| +--rw end-tcp-seq- num ui nt 32
+--rw pkt-sec-tcp-ack-num
|  +--rw (match-type)?
| +--: (exact - mat ch)
| | +--rw tcp-ack-nunt ui nt 32
| +--:(range- mat ch)
| +--rw range-tcp-ack- nunt
start-tcp-ack-num end-tcp-ack- nunj
| +--rw start-tcp-ack-num ui nt 32
| +--rw end-t cp-ack- num ui nt 32
+--rw pkt-sec-tcp-w ndowsi ze
| +--rw (match-type)?
| +--: (exact - mat ch)
| | +--rw tcp-w ndow si ze* uint 16
| +--: (range- mat ch)

I
|
|
I
I
I
I
| | +--rw range-tcp-w ndow si ze*
start-tcp-w ndow si ze end-tcp-w ndow- si ze]
| +--rw start-tcp-w ndowsi ze uint 16
| ] +--rw end-tcp-w ndow si ze ui nt 16
| +--rw pkt-sec-tcp-flags* identityref
+--rw packet -security-udp-condition
| +--rw pkt-sec-udp-src-port-num
| | +--rw (match-type)?

e e g S S S S S —
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+--: (exact - mat ch)
| +--rw port-nunt i net: port-nunber
+--: (range- mat ch)

+--rw range-port - nunt

|
|
|
.
start-port-num end- port-nunj
| ] +--rw start-port-num i net: port-nunber
| +--rw end-port-num I net: port-nunber
| +--rw pkt-sec-udp-dest-port-num
| | +--rw (match-type)?
[ +--: (exact - mat ch)
| | | +--rw port-nunt i net: port-nunber
[ +--:(range- mat ch)
| ] +--rw range- port-nunt
start-port-num end-port-num
[ +--rw start-port-num i net: port-nunber
[ +--rw end- port-num i net: port-nunber
| +--rw pkt-sec-udp-total-length
| +--rw (match-type)?
| +--: (exact - mat ch)
| | +--rw udp-total-Iength* ui nt 32
| +--: (range- mat ch)
| +--rw range- udp-total -1ength*
start-udp-total -1 ength end-udp-total -I ength]
| +--rw start-udp-total -1 ength ui nt 32
| +--rw end-udp-total -1 ength ui nt 32

+--rw packet-security-icnp-condition

| +--rw pkt-sec-icnp-type* identityref

+--rw packet-security-http-condition

| +--rw pkt-sec-uri-content?* string

| +--rw pkt-sec-url-content* string

+--rw packet-security-voice-condition

| +--rw pkt-sec-src-voice-id* string

| +--rw pkt-sec-dest-voice-id* string

| +--rw pkt-sec-user-agent* string

+--rw packet -security-ddos-condition
+--rw pkt-sec-alert-rate? ui nt 32

--rw action-cl ause-cont ai ner

I
I
I
I
[
I
I
I
I
I
I
I
I
[
I
I
I
I
I
I
I
I
[
I
I
I
I
I
I
I
I
I
I
I
I
|
+

Figure 3. YANG Tree Diagram for Network Security Policy

Thi s YANG tree di agram shows an condition clause of |2NSF security
policy rule for generic network security functions. A condition
clause is defined as a set of attributes, features, and/or val ues
that are to be conpared with a set of known attributes, features,
and/or values in order to determ ne whether or not the set of actions
in that (inperative) |I2NSF policy rule can be executed or not. The

Kim et al. Expi res Septenber 12, 2019 [ Page 11]



I nternet-Draft NSF- Faci ng I nterface YANG Dat a Model March 2019

condition clause is classified as conditions of generic network
security functions and advanced network security functions. The
condition clause of generic network security functions is defined as
packet security |IPv4 condition, packet security |IPv6 condition,
packet security tcp condition, and packet security icnp condition.
The condition clause of advanced network security functions is
defined as packet security http condition, packet security voice
condition, and packet security ddos condition. Note that this
docunent deals only with sinple conditions of advanced network
security functions. The condition clauses of advanced network
security functions are described in detail in

[1 2nsf-advanced-nsf-dm. The condition clause can be extended
according to specific vendor condition features. The condition
clause is described in detail in [i2nsf-nsf-cap-ing.

4.4. Action C ause

This section shows YANG tree diagram for an action clause of |2NSF
security policy rule.

nodul e: ietf-i2nsf-policy-rule-for-nsf
+--rw i 2nsf-security-policy

+--rw rul es* [rul e-nane]

+--rw event - cl ause- cont ai ner

+--rw condi ti on-cl ause-cont ai ner

| ...

+--rw acti on-cl ause-cont ai ner
+--rw action-cl ause-descri ption? string
+--rw packet-action

| +--rwingress-action? identityref
| +--rw egress-action? identityref
| +--rwlog-action? identityref
+--rw advanced- acti on
+--rw content-security-control* identityref
+--rw attack-m tigation-control* identityref

Figure 4. YANG Tree Diagram for Network Security Policy

Thi s YANG tree di agram shows an action cl ause of |2NSF security
policy rule for generic network security functions. An action is
used to control and nonitor aspects of flow based NSFs when the event
and condition clauses are satisfied. NSFs provide security services
by executing various actions. The action clause is defined as

i ngress action, egress action, |og action, and advanced action for
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addi tional inspection. The advanced action is described in detail in
[ RFC8329] and [i2nsf-nsf-cap-in]. The action clause can be extended

according to specific vendor action features.
described in detail in [i2nsf-nsf-cap-im.

5.  YANG Data Mdul e

5.1. 12NSF NSF-Facing Interface YANG Data Mdul e

The action clause is

This section introduces an YANG data nodul e for configuration of

security policy rules on network security functions.

<CODE BEA NS> file "ietf-i2nsf-policy-rule-for-nsf@019-03-11. yang"

nodul e ietf-i2nsf-policy-rule-for-nsf {
yang-version 1.1;
namespace

"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf";

prefix
iiprfn;

import ietf-inet-types{
prefix inet;
reference "RFC 6991";

}

i nport ietf-yang-types{
prefix yang;
reference "RFC 6991";

}

or gani zati on

"I ETF 1 2NSF (I nterface to Network Security Functions)

Wor ki ng Group”;

cont act

"W Web: <http://tools.ietf.org/wy/i2nsf>

WG List: <mailto:i2nsf@etf.org>

WG Chair: Adrian Farrel
<mai | t 0: Adr ai n@l| ddog. co. uk>

WG Chair: Linda Dunbar
<mai | t 0: Li nda. duhbar @uawei . com

Editor: Jingyong Tim Kim
<mai | to: tinki m&kku. edu>

Edi tor: Jaehoon Paul Jeong
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<mai | t 0: paul j eong@kku. edu>

Edi tor: Susan Hares
<mai | t 0: shares@dzh. conp";

descri ption
"This nmodul e defines a YANG data nodul e for network security
functions.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8341; see
the RFC itself for full legal notices.";

revision "2019-03-11"{
description "lInitial revision.";
reference
"RFC XXXX: 1 2NSF Network Security Function-Facing Interface
YANG Dat a Model "

}

/~k
* ldentities
*/

identity priority-usage-type {
descri ption
"Base identity for priority usage type.";

}

identity priority-by-order {
base priority-usage-type;
descri ption
“"ldentity for priority by order";
}

identity priority-by-nunber {
base priority-usage-type;
descri ption
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“"ldentity for priority by nunmber"”;
}

identity event {
description
"Base identity for event of policy.";

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- Bvent™;
}
identity systemevent {
base event;

descri ption
“"lIdentity for systemevent”;

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel - 06
- System event";

}

identity systemal arm {
base event;
description
“"ldentity for systemal arni;
reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt';

}

identity access-violation {

base system event;

descri ption
"lIdentity for access violation
anong system events",;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06

- System event",;

}

identity configuration-change {

base system event;

descri ption
“ldentity for configuration change
anong system events";

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System event",;
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identity menory-al arm {

base systemal arm

descri ption
“ldentity for nenory al arm
anong system al arns";

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt;

}

identity cpu-alarm{

base systemal arm

descri ption
“ldentity for cpu alarm
anong system al arns”;

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel - 06
- System al arnt;

}

identity disk-alarm/{

base systemal arm

description
"ldentity for disk alarm
anong system al arns”;

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt';

}

identity hardware-al arm {

base systemal arm

descri ption
“Identity for hardware al arm
anong system al arns";

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt;

}

identity interface-alarm/{

base systemal arm

descri ption
"ldentity for interface alarm
anong system al arns”;

ref erence
"draft-hong-i2nsf-nsf-nonitoring-data-nodel - 06
- System al arnt;
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}

identity type-of-service {
descri ption
"Base identity for type of service of |Pv4"
reference
"RFC 791: Internet Protocol - Type of Service";

}

identity traffic-class {
description
"Base identity for traffic-class of |Pv6";
reference
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Specification - Traffic O ass";

}

identity normal {

base type-of-service;

base traffic-cl ass;

descri ption
“"ldentity for normal";

reference
"RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic O ass";

}

identity mnimze-cost {

base type-of-service;

base traffic-cl ass;

descri ption
“ldentity for minimze cost";

reference
"RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic C ass";

}

identity maxim ze-reliability {

base type-of-service;

base traffic-class;

descri ption
"ldentity for maxim ze reliability";

reference
"RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (|Pv6)

Specification - Traffic O ass";
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}

identity maxim ze-throughput {

base type-of-service;

base traffic-cl ass;

descri ption
"ldentity for maxim ze throughput”;

ref erence
"RFC 791:. Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic d ass";

}

identity minimze-delay {

base type-of-service;

base traffic-class;

description
"ldentity for mnimze del ay";

reference
"RFC 791:. Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic O ass";

}

identity maxim ze-security {

base type-of-service;

base traffic-class;

descri ption
“ldentity for maxim ze security";

reference
"RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic O ass";

}

identity fragnmentation-flags-type {
descri ption
"Base identity for fragnentation flags type";
reference

"RFC 791: Internet Protocol - Fragnentation Flags";

}

identity fragment {
base fragnentation-fl ags-type;
descri ption
“ldentity for fragnent";
reference

"RFC 791: Internet Protocol - Fragnentation Fl ags";
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}

identity no-fragnent {
base fragnentation-fl ags-type;
description
"ldentity for no fragnent";
reference
"RFC 791: Internet Protocol - Fragnentation Fl ags";

}

identity reserved {
base fragnentation-fl ags-type;
descri ption
“ldentity for reserved";
reference
"RFC 791: Internet Protocol - Fragnentation Fl ags";

}

identity protocol {
descri ption
"Base identity for protocol of |Pv4";
ref erence
"RFC 790: Assigned nunbers - Assigned I|nternet
Prot ocol Nunber
RFC 791: Internet Protocol - Protocol™

}

identity next-header {
description
"Base identity for next header of |Pv6";
reference
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Specification - Next Header";

}

identity icnp {
base protocol
base next - header;
descri ption
“ldentity for icnp";
reference
"RFC 790: - Assigned nunbers - Assigned |nternet
Prot ocol Nunber
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Speci fication - Next Header";
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identity ignmp {
base protocol
base next - header;
descri ption
“ldentity for ignp";
reference
"RFC 790: - Assigned nunbers - Assigned Internet
Prot ocol Number
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";

}

identity tcp {
base protocol
base next - header;
description
"ldentity for tcp";
reference
"RFC 790: - Assigned nunbers - Assigned Internet
Prot ocol Number
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (|Pv6)
Speci fication - Next Header";

}

identity igrp {
base protocol
base next - header;
descri ption
“ldentity for igrp";
reference
"RFC 790: - Assigned nunbers - Assigned |nternet
Pr ot ocol Nunber
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";

}

identity udp {
base protocol
base next - header;
descri ption
“ldentity for udp”;
reference
"RFC 790: - Assigned nunbers - Assigned |nternet
Pr ot ocol Nunber
RFC 791:. Internet Protocol - Type of Service
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RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";

}

identity gre {
base protocol
base next - header;
descri ption
“ldentity for gre";
reference
"RFC 790: - Assigned nunbers - Assigned I|nternet
Prot ocol Nunber
RFC 791: Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";

}

identity esp {
base protocol
base next - header;
descri ption
“ldentity for esp”;
reference
"RFC 790: - Assigned nunbers - Assigned |nternet
Prot ocol Nunber
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Speci fication - Next Header";

}
identity ah {
base protocol
base next - header;
descri ption
“ldentity for ah";
ref erence
"RFC 790: - Assigned nunbers - Assigned Internet
Prot ocol Numnber
RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";
}

identity nobile {
base protocol
base next - header;
description
"ldentity for nobile";
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- Assigned I nternet

RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol,

Speci fication - Next Header";

}

identity tlsp {
base protocol
base next - header;
descri ption
"ldentity for tlsp";
reference
"RFC 790: - Assigned nunbers
Pr ot ocol Nunber

RFC 791: Internet Protocol -

RFC 2460: Internet Protocol,

Specification - Next Header";

}

identity skip {
base protocol
base next - header;
descri ption
“"ldentity for skip";
reference
"RFC 790: - Assigned nunbers
Pr ot ocol Nunber

RFC 791: Internet Protocol -

RFC 2460: Internet Protocol,
Specification - Next Header";

}

identity ipv6-icnp {
base protocol
base next - header;
descri ption
“ldentity for IPv6 icnp ";
reference
"RFC 790: - Assigned nunbers
Prot ocol Nunber

Version 6 (1Pv6)

- Assigned I nternet

Type of Service
Version 6 (1Pv6)

- Assigned I nternet

Type of Service
Version 6 (IPv6)

- Assigned Internet

RFC 791: Internet Protocol - Type of Service

RFC 2460: Internet Protocol,
Specification - Next Header";
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identity eigrp {
base protocol
base next - header;
descri ption
“ldentity for eigrp";
reference

"RFC 790: - Assigned nunbers - Assigned Internet

Pr ot ocol Nunber

RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)

Speci fication - Next Header",
}

identity ospf {
base protocol
base next - header;
description
"lIdentity for ospf";
reference

"RFC 790: - Assigned nunbers - Assigned Internet

Pr ot ocol Nunber

RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (|Pv6)

Specification - Next Header";
}

identity | 2tp {
base protocol
base next - header;
descri ption
“"ldentity for |2tp";
reference

"RFC 790: - Assigned nunbers - Assigned |nternet

Pr ot ocol Nunber

RFC 791:. Internet Protocol - Type of Service
RFC 2460: Internet Protocol, Version 6 (IPv6)

Speci fication - Next Header";

identity ipopts {
descri ption
"Base identity for |P options";
reference

"RFC 791: Internet Protocol - Options";

}

identity rr {
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base i popts;
descri ption

“ldentity for record route"”;
reference

"RFC 791: Internet Protocol

Opt i ons";
}

identity eol {
base i popts;
descri ption
“ldentity for end of list";
reference
"RFC 791: Internet Protocol

Opti ons™;
}

identity nop {
base i popts;
descri ption
“ldentity for no operation”;
ref erence
"RFC 791: Internet Protocol

Opti ons™;
}

identity ts {
base i popts;
descri ption
“ldentity for tinme stanmp”;
reference
"RFC 791: Internet Protocol

Opt i ons";
}

identity sec {
base i popts;
descri ption
“ldentity for |IP security";
reference
"RFC 791: Internet Protocol

Opti ons™;
}

identity esec {
base i popts;
descri ption
“ldentity for I P extended security"”;
ref erence
"RFC 791: Internet Protocol - Options";
}

identity Isrr {
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base i popts;
descri ption

“lIdentity for | oose source routing”;
ref erence
"RFC 791: Internet Protocol - Options";
}

identity ssrr {
base i popts;
descri ption

“ldentity for strict source routing”;

reference
"RFC 791: Internet Protocol - Options";
}
identity satid {
base i popts;
descri ption
"ldentity for streamidentifier”;
reference
"RFC 791: Internet Protocol - Options";
}

identity any {
base i popts;
descri ption

"ldentity for which any IP options are set";
ref erence

"RFC 791: Internet Protocol - Options";
}
identity tcp-flags {
descri ption
"Base identity for tcp flags";
reference
"RFC 793: Transm ssion Control Protocol - Flags";
}
identity cw {
base tcp-fl ags;
description
"ldentity for congestion w ndow reduced"”;
reference
"RFC 793: Transm ssion Control Protocol - Flags";
}

identity ecn {
base tcp-fl ags;
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descri ption
"ldentity for explicit congestion notification";
reference
"RFC 793: Transm ssion Control Protocol

Fl ags";
}

identity urg {
base tcp-fl ags;
descri ption
“ldentity for urgent";
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity ack {
base tcp-fl ags;
description
"ldentity for acknow edgenent";
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity psh {
base tcp-fl ags;
descri ption
"ldentity for push";
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity rst {
base tcp-fl ags;
descri ption
“lIdentity for reset”;
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity syn {
base tcp-fl ags;
description
"ldentity for synchronize";
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity fin {
base tcp-fl ags;
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descri ption
"ldentity for finish";
reference
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity icnp-type {
descri ption
"Base identity for icnp types";
ref erence
"RFC 792: Internet Control Message Protocol™

}

identity echo-reply {
base i cnp-type;
descri ption
“ldentity for echo reply";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity destination-unreachable {
base i cnp-type;
descri ption
"ldentity for destination unreachable";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity source-quench {
base i cnp-type;
descri ption
"lIdentity for source quench";
ref erence
"RFC 792: Internet Control Message Protocol"

}

identity redirect {
base i cnp-type;
descri ption
“ldentity for redirect"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity alternate-host-address {
base i cnp-type;
descri ption
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“"ldentity for alternate host address";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity echo {
base i cnp-type;
descri ption
"lIdentity for echo";
ref erence
"RFC 792: Internet Control Message Protocol™

}

identity router-advertisenent {
base i cnp-type;
descri ption
“ldentity for router advertisenent"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity router-solicitation {
base i cnp-type;
descri ption
"ldentity for router solicitation";
reference
"RFC 792: Internet Control Message Protocol”

}

identity tinme-exceeded {
base i cnp-type;
descri ption
"ldentity for tinme exceeded";
ref erence
"RFC 792: Internet Control Message Protocol"

}

identity paraneter-problem {
base i cnp-type;
descri ption
“ldentity for paraneter problent;
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity tinmestanp {
base i cnp-type;
descri ption
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"lIdentity for tinmestanp”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity tinmestanp-reply {
base i cnp-type;
descri ption
“ldentity for tinmestanp reply";
ref erence
"RFC 792: Internet Control Message Protocol™

}

identity information-request {
base i cnp-type;
descri ption
“ldentity for information request”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity information-reply {
base i cnp-type;
descri ption
“ldentity for information reply";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity address-mask-request {
base i cnp-type;
descri ption
"lIdentity for address mask request”;
ref erence
"RFC 792: Internet Control Message Protocol"

}

identity address-mask-reply {
base i cnp-type;
descri ption
“"ldentity for address nmask reply";
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity traceroute {
base i cnp-type;
descri ption
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"ldentity for traceroute";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity datagram conversion-error {
base i cnp-type;
descri ption
"ldentity for datagram conversion error”;
ref erence
"RFC 792: Internet Control Message Protocol™

}

identity nobile-host-redirect {
base i cnp-type;
descri ption
“ldentity for nobile host redirect"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity ipv6-where-are-you {
base i cnp-type;
descri ption
“ldentity for IPv6 where are you",;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity ipv6-i-amhere {
base i cnp-type
descri ption
"ldentity for IPv6 i am here";
ref erence
"RFC 792: Internet Control Message Protocol"

}

identity nobile-registration-request {
base i cnp-type;
descri ption
"ldentity for nobile registration request"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity nobile-registration-reply {
base i cnp-type;
descri ption
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“ldentity for nmobile registration reply";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity domai n- nane-request {
base i cnp-type;
descri ption
“lIdentity for domain nane request"”;
ref erence
"RFC 792: Internet Control Message Protocol™
}

identity domai n-nane-reply {
base i cnp-type;
descri ption
“ldentity for domain nane reply";
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity iskip {
base i cnp-type;
descri ption
“ldentity for icnp skip";
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity photuris {
base i cnp-type;
descri ption
"ldentity for photuris";
ref erence
"RFC 792: Internet Control Message Protocol"
}

identity experinmental -nobility-protocols {
base i cnp-type;
descri ption
"ldentity for experinental nobility protocol s";
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity extended-echo-request {
base i cnp-type;
descri ption
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"ldentity for extended echo request”;
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

}

identity extended-echo-reply {
base i cnp-type;
descri ption
“"ldentity for extended echo reply";
reference
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Utility for Probing Interfaces"”;

}

identity net-unreachable {
base i cnp-type;
descri ption
"ldentity for net unreachable
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity host-unreachabl e {
base i cnp-type;
descri ption
“lIdentity for host unreachabl e
in destination unreachable types”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity protocol -unreachabl e {
base i cnp-type;
descri ption
"ldentity for protocol unreachable
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity port-unreachable {
base i cnp-type;
descri ption
“ldentity for port unreachable
in destination unreachable types";
ref erence
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"RFC 792: Internet Control Message Protocol”
}

identity fragment-set {
base i cnp-type;
descri ption
"ldentity for fragnentation set
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity source-route-failed {
base i cnp-type;
descri ption
"lIdentity for source route failed
in destination unreachable types”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity destination-network-unknown {
base i cnp-type;
descri ption
"ldentity for destination network unknown
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity destination-host-unknown {
base i cnp-type;
descri ption
“Identity for destination host unknown
in destination unreachable types”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity source-host-isolated {
base i cnp-type;
descri ption
"ldentity for source host isolated
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

Kim et al. Expi res Septenber 12, 2019 [ Page 33]



I nternet-Draft NSF- Faci ng I nterface YANG Dat a Model March 2019

identity conmuni cation-prohibited-w th-destination-network {

base i cnp-type;

descri ption
"lIdentity for which communication with destination network
is adm nistratively prohibited in destination unreachabl e
types”;

reference
"RFC 792: Internet Control Message Protocol”

}

identity communi cation-prohibited-wth-destination-host {

base i cnp-type;

descri ption
"ldentity for which communication with destination host
is adm nistratively prohibited in destination unreachabl e
types”;

reference
"RFC 792: Internet Control Message Protocol”

}

identity destination-network-unreachabl e-for-tos {
base i cnp-type;
description
"ldentity for destination network unreachabl e
for type of service in destination unreachable types";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity destination-host-unreachable-for-tos {
base i cnp-type;
descri ption
"ldentity for destination host unreachable
for type of service in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

i dentity conmuni cation-prohibited {
base i cnp-type;
description
"ldentity for communication adm nistratively prohibited
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity host-precedence-viol ation {
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base i cnp-type;
descri ption
"lIdentity for host precedence violation
in destination unreachable types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity precedence-cutoff-in-effect {
base i cnp-type;
description
"ldentity for precedence cutoff in effect
in destination unreachable types";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity redirect-datagramfor-the-network {
base i cnp-type;
descri ption
“lIdentity for redirect datagramfor the network
(or subnet) in redirect types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity redirect-datagramfor-the-host {
base i cnp-type;
description
"ldentity for redirect datagram for the host
in redirect types";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity redirect-datagramfor-the-tos-and-network {
base i cnp-type;
descri ption
"lIdentity for redirect datagramfor the type of
service and network in redirect types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity redirect-datagramfor-the-tos-and-host {
base i cnp-type;
description
"ldentity for redirect datagramfor the type of
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service and host in redirect types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity normal -router-advertisenent {
base i cnp-type;
descri ption
"Identity for normal router advertisenent
in router advertisenment types"”;
reference
"RFC 792: Internet Control Message Protocol”

}

identity does-not-route-common-traffic {
base i cnp-type;
description
"lIdentity for does not route common traffic
in router advertisenent types"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity time-to-live-exceeded-in-transit {
base i cnp-type;
descri ption
“Identity for tinme to |live exceeded in transit
in time exceeded types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity fragment-reassenbly-tine-exceeded {
base i cnp-type;
description
"ldentity for fragnment reassenbly tine exceeded
in time exceeded types";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity pointer-indicates-the-error {
base i cnp-type;
descri ption
"ldentity for pointer indicates the error
i n paraneter problemtypes";
reference
"RFC 792: Internet Control Message Protocol”
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}

identity m ssing-a-required-option {
base i cnp-type;
description
"ldentity for mssing a required option
i n paraneter problemtypes”
ref erence
"RFC 792: Internet Control Message Protocol”
}

identity bad-length {
base i cnp-type;
descri ption
"lIdentity for bad | ength
i n paraneter problemtypes";
reference
"RFC 792: Internet Control Message Protocol”

}

identity bad-spi {
base i cnp-type;
description
"ldentity for bad spi
in photuris types"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity authentication-failed {
base i cnp-type;
descri ption
“ldentity for authentication failed
in photuris types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity deconpression-failed {
base i cnp-type;
description
"ldentity for deconpression failed
in photuris types"”;
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity decryption-failed {
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base i cnp-type;
descri ption
“lIdentity for decryption failed
in photuris types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity need-authentication {
base i cnp-type;
description
"lIdentity for need authentication
in photuris types";
ref erence
"RFC 792: Internet Control Message Protocol”

}

identity need-authorization {
base i cnp-type;
descri ption
"lIdentity for need authorization
in photuris types";
reference
"RFC 792: Internet Control Message Protocol”

}

identity reg-no-error {
base i cnp-type;
description
“ldentity for request with no error
i n extended echo request types";
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

}

identity rep-no-error {
base i cnp-type;
descri ption
“ldentity for reply with no error
in extended echo reply types";
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Utility for Probing Interfaces"”;

}

identity mal fornmed-query {
base i cnp-type;
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descri ption
“ldentity for mal formed query
in extended echo reply types”;
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

}

identity no-such-interface {
base i cnp-type;
description
"ldentity for no such interface
in extended echo reply types”;
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

}

identity no-such-table-entry {
base i cnp-type;
descri ption
"ldentity for no such table entry
in extended echo reply types";
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Utility for Probing Interfaces"”;

}

identity multiple-interfaces-satisfy-query {
base i cnp-type;
descri ption
"ldentity for nultiple interfaces satisfy query
in extended echo reply types”;
ref erence
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

}

identity content-security-control {

descri ption

"Base identity for content security control"
ref erence

"RFC 8329: Framework for Interface to

Net wor k Security Functions - Differences

from ACL Data Model s

draft-ietf-i2nsf-capability-04: Information Model

of NSFs Capabilities";
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identity antivirus {
base content-security-control
descri ption
“ldentity for antivirus";

}

identity ips {
base content-security-control
descri ption
“ldentity for ips";
}

identity ids {
base content-security-control
descri ption
“ldentity for ids";
}

identity url-filtering {
base content-security-control
descri ption
“ldentity for url filtering";
}

identity mail-filtering {
base content-security-control
descri ption
“Identity for mail filtering";
}

identity file-blocking {
base content-security-control
descri ption
“ldentity for file blocking";
}

identity file-isolate {
base content-security-control
descri ption
“Identity for file isolate";
}

identity pkt-capture {
base content-security-control
descri ption
"Identity for packet capture";
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identity application-control {
base content-security-control
descri ption
“lIdentity for application control”
}

identity voip-volte {
base content-security-control
descri ption
“Identity for voip and volte";
}

identity attack-m tigation-control ({
descri ption
"Base identity for attack mtigation control”
ref erence
"RFC 8329: Franmework for Interface to
Net work Security Functions - Differences
from ACL Data Model s
draft-ietf-i2nsf-capability-04: Information Model
of NSFs Capabilities";
}

identity syn-flood {
base attack-mtigation-control
descri ption
"ldentity for syn flood";
}

identity udp-flood {
base attack-mtigation-control
descri ption
"ldentity for udp flood";
}

identity icnp-flood {
base attack-mtigation-control
descri ption
“ldentity for icnp flood";
}

identity ip-frag-flood {
base attack-mtigation-control
descri ption
“ldentity for ip frag fl ood";
}

identity ipv6-related {
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base attack-mtigation-control
descri ption
“ldentity for ipv6 related”;
}

identity http-and-https-flood {
base attack-mtigation-control
descri ption
“ldentity for http and https flood";
}

identity dns-flood {
base attack-mtigation-control
descri ption
"ldentity for dns flood";
}

identity dns-anp-flood {
base attack-mtigation-control
descri ption
“lIdentity for dns anp flood";
}

identity ssl-ddos {
base attack-mtigation-control
descri ption
"ldentity for ssl ddos";
}

identity ip-sweep {
base attack-mtigation-control
descri ption
"ldentity for ip sweep";
}

identity port-scanning {
base attack-mtigation-control
descri ption
“ldentity for port scanning";
}

identity ping-of-death {
base attack-mtigation-control
descri ption
“ldentity for ping of death";
}

identity teardrop {
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base attack-mtigation-control
descri ption
"ldentity for teardrop”;

}

identity oversized-icnp {
base attack-mtigation-control
descri ption
"lIdentity for oversized icnmp";

}

identity tracert {
base attack-mtigation-control
descri ption
“"ldentity for tracert”;

}

identity ingress-action {
descri ption
"Base identity for action”;
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Ingress Action"

}

identity egress-action {
descri ption
"Base identity for egress action”
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Egress action"

}

identity default-action {
description
"Base identity for default action";
reference
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Default action”

}

identity pass {
base i ngress-action;
base egress-action;
base default-action;
descri ption
“ldentity for pass";
reference
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"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Actions and
default action";

}

identity drop {

base i ngress-action;

base egress-action;

base default-action;

descri ption
“ldentity for drop"”;

reference
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity reject {

base i ngress-action;

base egress-action;

base default-action;

descri ption
“ldentity for reject”;

reference
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity alert {

base i ngress-action;

base egress-action;

base default-action;

descri ption
“ldentity for alert"”;

reference
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity mrror {
base i ngress-action;
base egress-action;
base default-action;
descri ption
“ldentity for mrror";
reference
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"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Actions and
default action";

}

identity |log-action {
descri ption
"Base identity for |og action";

}

identity rule-log {
base | 0g-action;
descri ption
“"ldentity for rule | og";

}

identity session-1og {
base | 0g-action;
descri ption
"ldentity for session |og";

}

identity invoke-signaling {
base egress-action;
descri ption
“"ldentity for invoke signaling”;

}

identity tunnel -encapsul ation {
base egress-action;
descri ption
"ldentity for tunnel encapsul ation”;
}

identity forwarding {
base egress-action;
descri ption
“ldentity for forwarding”;
}

identity redirection {
base egress-action;
descri ption
"ldentity for redirection”;

}

identity resolution-strategy {
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descri ption
"Base identity for resolution strategy";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity frmr {
base resol ution-strategy;
descri ption
"ldentity for First Matching Rule (FMR";
ref erence
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity Inr {
base resol ution-strategy;
descri ption
“ldentity for Last Matching Rule (LMR)™
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity pmr {
base resol ution-strategy;
descri ption
“ldentity for Prioritized Matching Rule (PMR)";
ref erence
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity pnre {

base resol ution-strategy;

descri ption
“"ldentity for Prioritized Matching Rule
with Errors (PMRE)"

ref erence
"draft-ietf-i2nsf-capability-04: |Information Model

of NSFs Capabilities - Resolution Strategy";

}

identity pmn {
base resol ution-strategy;
description
"ldentity for Prioritized Matching Rul e
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with No Errors (PVRN)";
ref erence
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

/~k
* Typedefs
*/

typedef start-tinme-type {
type union {
type string {
pattern '\d{2}:\d{2}:\d{2}(\.\d+)?
+ 7 (Z[\+H\-]\d{2}:\d{2})";
}

type enuneration {
enum ri ght -anay {
descri ption
"I nredi ate rul e execution
in the system";

}
}
}

descri ption
"Start time when the rules are applied.”
}

typedef end-tinme-type {
type union {
type string {
pattern '\d{2}:\d{2}:\d{2}(\.\d+)?
+ 7 (Z[\+H-]\d{2}:\d{2})";
}

type enuneration {
enuminfinitely {
descri ption
“Infinite rule execution
in the system";

}
}
}
descri ption
"End tinme when the rules are applied."”;
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t ypedef day-type {
type enuneration {
enum sunday {
descri ption
"Sunday for periodic day";
}
enum nonday {
descri ption
"Monday for periodic day";

enum t uesday {
description
"Tuesday for periodic day";
}
enum wednesday {
descri ption
"Wednesday for periodic day";
}
enum t hur sday {
descri ption
"Thursday for periodic day";

enum friday {
descri ption
"Friday for periodic day";
}
enum sat ur day {
descri ption
"Saturday for periodic day";

}
}

descri ption
"This can be used for the rules to be applied
according to periodic day";

}

t ypedef nonth-type {
type enuneration {
enum j anuary {
descri ption
"January for periodic nonth";
}
enum f ebruary {
descri ption
"February for periodic nonth";

enum mar ch {
descri ption
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}

“"March for periodic nonth";
}
enum april {
descri ption
“"April for periodic nonth";
}
enum may {
descri ption
"May for periodic nonth";
}
enum j une {
descri ption
"June for periodic nonth";

enumjuly {
descri ption
“July for periodic nonth";
}
enum august {
descri ption
"August for periodic nonth";
}
enum sept enber {
descri ption
" Sept enber for periodic nonth";

enum oct ober {
descri ption
"Qct ober for periodic nonth";
}
enum novenber {
descri ption
"Novenber for periodic nonth";
}
enum decenber {
descri ption
"Decenber for periodic nonth";

}

descri ption

}
/*

"This can be used for the rules to be applied

according to periodic nonth";

* & oupi ngs

*/
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groupi ng ipvé {
list ipv4-address {
key "ipv4";
descri ption
"The list of |IPv4 address.";

| eaf ipvd {
type inet:ipv4-address;
descri ption
"The val ue of | Pv4 address.";

choi ce subnet {
descri ption
"The subnet can be specified as a prefix length or
net mask. ";
| eaf prefix-length {
type uint8 {
range "0..32";
}
descri ption
"The | ength of the subnet prefix.";
}
| eaf netmask {
t ype yang: dott ed- quad;
descri ption
"The subnet specified as a netmask."

}
}
}
descri ption
"Grouping for an | Pv4 address"

ref erence
"RFC 791: Internet Protocol - |Pv4 address
RFC 8344: A YANG Data Mdel for |P Managenent";

}

groupi ng ipv6 {
[ist ipv6-address {
key "ipv6e";
description
"The list of IPv6 address.";

| eaf ipv6 {
type inet:ipv6-address;
descri ption
"The val ue of I Pv6 address.";
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| eaf prefix-length {
type uint8 {
range "0..128",;
}

description
"The | ength of the subnet prefix.";
}
}

descri ption
"Grouping for an | Pv6 address";

reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - | Pv6 address
RFC 8344: A YANG Data Moddel for |P Managenent”;
}

groupi ng pkt-sec-ipv4 {
choi ce match-type {
descri ption
"There are two types to configure a security policy
for | Pv4 address, such as exact match and range match.";
case exact-match {
uses i pv4;
descri ption
"Exact match for an | Pv4 address.";
}

case range-match {
list range-ipv4-address {
key "start-ipv4-address end-ipv4-address”;
| eaf start-ipv4-address {
type inet:ipv4-address;
descri ption
"Start |1 Pv4 address for a range match.";
}

| eaf end-i pv4-address {
type inet:ipv4-address;
descri ption
"End | Pv4 address for a range match."
}

descri ption
"Range match for an |IPv4 address.";
}
}
}

description
"G ouping for an | Pv4 address.";
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ref erence
"RFC 791: Internet Protocol - |Pv4 address";
}

groupi ng pkt-sec-ipv6 {
choi ce match-type {
descri ption
"There are two types to configure a security policy
for I Pv6 address, such as exact match and range match.";
case exact-match {
uses i pv6;
descri ption
"Exact match for an | Pv6 address.";
}

case range-match {
| ist range-ipv6-address {
key "start-ipv6-address end-i pv6-address”;
| eaf start-ipv6-address {
type inet:ipv6-address;
descri ption
"Start |1 Pv6 address for a range match.";
}

| eaf end-ipv6-address {
type inet:ipv6-address;
descri ption
"End | Pv6 address for a range match."
}

description
"Range match for an | Pv6 address.";
}
}
}

descri ption
"G ouping for | Pv6 address.";

reference
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Specification - | Pv6 address”;

}

groupi ng pkt-sec-port-nunber {
choi ce match-type {
descri ption
"There are two types to configure a security policy
for a port nunber, such as exact match and range match.";
case exact-match {
leaf-1ist port-num {
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type inet:port-nunber;
descri ption
"Exact match for a port nunber.";

}
}

case range-match {
list range-port-num {
key "start-port-num end-port-nuni;
| eaf start-port-num{
type inet:port-nunber;
description
"Start port nunber for a range match.";

| eaf end-port-num {
type inet:port-nunber;
descri ption
"Start port nunber for a range match.";
}

descri ption
"Range match for a port nunber.";

}
}
}

descri ption
"Grouping for port nunber.";

ref erence
"RFC 793: Transm ssion Control Protocol - Port nunber
RFC 768: User Datagram Protocol - Port Nunber";

}

/*
* Dat a nodes
*

cont ai ner i2nsf-security-policy {
descri ption

"Container for security policy

including a set of security rules according to certain |ogic,
i.e., their simlarity or mutual relations, etc. The network
security policy is able to apply over both the unidirectional
and bidirectional traffic across the NSF.

The |1 2NSF security policies use the Event-Condition-Action
(ECA) policy nodel ";

reference
"RFC 8329: Franework for Interface to Network Security
Functions - |2NSF Flow Security Policy Structure
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draft-ietf-i2nsf-capability-04: Information Model
of NSFs Capabilities - Design Principles and ECA Policy Model
Overvi ew';

list systempolicy {
key "system policy-nane";
descri ption
"The systempolicy represents there could be nultiple system
policies in one NSF, and each systempolicy is used by
one virtual instance of the NSF/device."

| eaf system policy-nane {
type string;
mandat ory true;
descri ption
"The nane of the policy.
Thi s nust be unique.";

| eaf priority-usage {
type identityref {
base priority-usage-type;

default priority-by-order;
descri ption
"Priority usage type for security policy rule:
priority by order and priority by nunber";
}

| eaf resolution-strategy {
type identityref {
base resol ution-strategy;
}

default fnr;

descri ption
"The resolution strategies can be used to
specify how to resolve conflicts that occur between
the actions of the sane or different policy rules that
are matched and contained in this particular NSF";

ref erence

"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Resolution strategy";

}

| eaf default-action {

Kim et al. Expi res Septenber 12, 2019 [ Page 54]



I nternet-Draft NSF- Faci ng I nterface YANG Dat a Model March 2019

type identityref {
base defaul t-action;
}

default alert;
description
"This default action can be used to specify a predefined
action when no other alternative action was nmat ched
by the currently executing | 2NSF Policy Rule. An anal ogy
is the use of a default statenent in a C switch statenent.";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Default action”

list rules {
key "rul e- nane";
descri ption
"This is a rule for network security functions.";

| eaf rul e-name {
type string;
mandat ory true;
descri ption
"The nanme of the rule.
Thi s must be uni que.";

}
| eaf rul e-description {
type string;
descri ption
"This description gives nore information about
rules.”;
}
leaf rule-priority {
type uint8 {
range "1..255";
}
description
"The priority keyword comes with a mandatory
numeri c val ue which can range from1 till 255.";
}

| eaf rul e-enabl e {
t ype bool ean;
descri ption
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"True i s enabl e.
Fal se is not enbale."

}

container time-zone {
descri ption
"Time zone when the rules are applied”;
cont ai ner absol ute-tinme-zone {
descri ption
"Rul e execution according to absolute tine";

| eaf start-tine {
type start-tinme-type;
default right-away;
descri ption
"Start time when the rules are applied";
}

| eaf end-tinme {
type end-tinme-type;
default infinitely;
descri ption
"End tinme when the rules are applied";
}

}

contai ner periodic-tinme-zone {
descri ption
"Rul e execution according to periodic tine";

cont ai ner day {
descri ption
"Rul e execution according to day.";
| eaf every-day {
t ype bool ean;
default true;
descri ption
"Rul e execution every day";

}
| eaf-1ist specific-day {
when "../every-day = 'false "
type day-type;
descri ption
"Rul e execution according
to specific day";
}
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contai ner nmonth {
descri ption
"Rul e execution according to nonth."
| eaf every-nonth {
t ype bool ean;
defaul t true;
descri ption
"Rul e execution every day";
}

| eaf -1ist specific-nonth {
when "../every-nonth = "false "
type nont h-type
descri ption

"Rul e execution according
to nonth day";
}
}
}
}

cont ai ner event-cl ause-contai ner {
description
"An event is defined as any inportant
occurrence in tinme of a change in the system being
managed, and/or in the environnent of the system being
managed. \When used in the context of policy rules for
a flowbased NSF, it is used to determ ne whether the
Condition clause of the Policy Rule can be eval uated
or not. Exanples of an | 2NSF event include tine and
user actions (e.g., logon, logoff, and actions that
violate any ACL.).";

reference
"RFC 8329: Franework for Interface to Network Security
Functions - |2NSF Flow Security Policy Structure

draft-ietf-i2nsf-capability-04: Information Model

of NSFs Capabilities - Design Principles and ECA
Pol i cy Model Overview

draft-hong-i 2nsf-nsf-nonitoring-data-nodel -06: A YANG
Data Model for Monitoring | 2NSF Network Security
Functions - System Al arm and System Events";

| eaf event-cl ause-description {
type string;
descri ption
"Description for an event cl ause";
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cont ai ner event-cl auses {
descri ption
"It has two event types such as
system event and systemalarm";
reference
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-04: Information Model
of NSFs Capabilities - Design Principles and ECA Policy
Model Overvi ew
draft-hong-i 2nsf-nsf-nonitoring-data-nodel -06: A YANG
Data Model for Monitoring | 2NSF Network Security
Functions - System Al arm and System Events";

| eaf-1ist systemevent {
type identityref {
base system event;
}
descri ption
"The security policy rule according to
system events.";

}

| eaf-1ist systemal arm {
type identityref {
base systemal arm
}
descri ption
"The security policy rule according to
system al arns. ";

}
}
}

contai ner condition-clause-container {
descri ption

"A condition is defined as a set
of attributes, features, and/or values that are to be
conpared with a set of known attributes, features,
and/or values in order to determ ne whether or not the
set of Actions in that (inperative) |I2NSF Policy Rule
can be executed or not. Exanples of |2NSF Conditions
i nclude matching attri butes of a packet or flow, and
conparing the internal state of an NSF to a desired

state.",;
reference
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
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draft-ietf-i2nsf-capability-04: Information Model

of NSFs Capabilities - Design Principles and ECA Policy
Model Overview';

| eaf condition-clause-description {
type string;
descri ption
"Description for a condition clause.";

}

cont ai ner packet-security-ipv4-condition {
descri ption
"The purpose of this container is to represent |Pv4
packet header information to determne if the set

of policy actions in this ECA policy rule should be
executed or not.";
reference

"RFC 791: Internet Protocol"

cont ai ner pkt-sec-ipv4-header-length {
choi ce match-type {
descri ption
"There are two types to configure a security
policy for |IPv4d header |ength, such as exact natch
and range match.";
case exact-match {
| eaf-1ist ipva-header-length {
type uint8 {
range "5..15";
}
descri ption
"Exact match for an | Pv4 header |ength.";
}
}
case range-match {
list range-ipv4-header-1length {
key "start-ipv4-header-|ength
end-i pv4- header -l engt h";
| eaf start-ipv4-header-length {
type uint8 {
range "5..15";
}

descri ption
"Start |1 Pv4 header length for a range match.”
}

| eaf end-ipv4-header-length {
type uint8 {
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range "5..15";
}

descri ption
"End | Pv4 header length for a range match.";
}
descri ption
"Range match for an | Pv4 header |ength.”
}
}
oo
description
"The security policy rule according to

| Pv4 header length.";
ref erence

"RFC 791: Internet Protocol -

}

| eaf -1ist pkt-sec-ipv4d-tos {
type identityref {

base type-of-service;
}

descri ption

Header | ength”;

"The security policy rule according to
| Pv4 type of service.";
reference

"RFC 791: Internet Protocol

}

cont ai ner pkt-sec-ipv4-total-length {
choi ce match-type {
descri ption

"There are two types to configure a security
policy for I1Pv4 total Iength, such as exact match
and range match.";

case exact-match {
leaf-list ipvad-total-length {
type uint16;
descri ption

"Exact match for an | Pv4 total
}

}

case range-match {
list range-ipv4-total-length {
key "start-ipv4-total-length end-ipv4-total-Iength”;
| eaf start-ipv4-total-length {
type uint16;
description

"Start | Pv4 total

- Type of service";

| ength.";

l ength for a range match.";
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}
| eaf end-ipv4-total-length {
type uint16;
descri ption
"End I Pv4 total length for a range match.
}

descri ption
"Range match for an IPv4 total length."
}

}
}
descri ption
"The security policy rule according to
| Pv4 total length.";

reference
"RFC 791: Internet Protocol - Total |ength";
}

| eaf-1ist pkt-sec-ipv4-id {
type uint16;
descri ption
"The security policy rule according to
| Pv4 identification.";
reference
"RFC 791: Internet Protocol - Identification”
}

| eaf-1ist pkt-sec-ipv4-fragnent-flags {
type identityref {
base fragnentation-fl ags-type;
}

descri ption
"The security policy rule according to
| Pv4 fragnent flags.";
reference
"RFC 791: Internet Protocol - Fragnent flags";
}

cont ai ner pkt-sec-ipv4-fragnent-offset {
choi ce match-type {
description
"There are two types to configure a security
policy for IPv4 fragnent offset, such as exact
and range match.";
case exact-match {
| eaf-1ist ipva-fragment-offset {
type uintl6 {
range "0..16383";

mat ch
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}

descri ption
"Exact match for an |IPv4 fragnment offset."”;
}

}

case range-match {
list range-ipv4-fragnment-offset {
key "start-ipv4-fragnment-of fset
end-i pv4-fragment - of fset”;
| eaf start-ipv4-fragnent-offset {
type uintl6 {
range "0..16383";
}
descri ption
"Start |1 Pv4 fragnent offset for a range match.";
}
| eaf end-ipv4-fragnent-offset {
type uintl6 {
range "0..16383";
}
descri ption
"End I Pv4 fragnent offset for a range match.";
}
description
"Range match for an |IPv4 fragnment offset.";
}

}
}
description

"The security policy rule according to

| Pv4 fragnent offset.”;

reference

"RFC 791: Internet Protocol - Fragnent offset”;

}

cont ai ner pkt-sec-ipv4-ttl {
choi ce match-type {
descri ption
"There are two types to configure a security
policy for I Pv4 TTL, such as exact match
and range match.";
case exact-match {
leaf-list ipvd-ttl {
type uint8;
descri ption
"Exact match for an I Pv4 TTL."
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case range-match {
list range-ipv4-ttl {
key "start-ipv4-ttl end-ipv4-ttl";
| eaf start-ipvéd-ttl {
type uint8;
descri ption
“Start | Pv4 TTL for a range match.";

| eaf end-ipv4-ttl {

type uint8;

description

"End IPv4 TTL for a range match.";

}
descri ption

"Range match for an I Pv4 TTL.";

}

}
}
descri ption
"The security policy rule according to
IPv4 time-to-live (TTL).";
reference
"RFC 791: Internet Protocol - Tine to |live"

| eaf-1ist pkt-sec-ipv4-protocol {
type identityref {
base protocol
}

descri ption
"The security policy rule according to
| Pv4 protocol.";
reference
"RFC 791: Internet Protocol - Protocol”
}

cont ai ner pkt-sec-ipv4-src {
uses pkt-sec-ipv4,;
descri ption
"The security policy rule according to
| Pv4 source address.";
reference
"RFC 791: Internet Protocol - |Pv4 Address";
}

cont ai ner pkt-sec-ipv4-dest {
uses pkt-sec-ipv4,;
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descri ption
"The security policy rule according to
| Pv4 destination address.";
ref erence
"RFC 791: Internet Protocol - |Pv4 Address";
}

| eaf-1ist pkt-sec-ipv4-ipopts {
type identityref {
base i popts;
}
descri ption
"The security policy rule according to
| Pv4 options.";
reference
"RFC 791: Internet Protocol - Options";

}

| eaf pkt-sec-ipv4-saneip {
t ype bool ean;
descri ption
"Every packet has a source |P-address and
a destination | P-address. It can be that
the source IP is the sane as
t he destination IP.";

}

| eaf-1ist pkt-sec-ipv4-geoip {
type string;
descri ption
"The geoi p keyword enabl es you to match on
t he source, destination or source and destination
| P addresses of network traffic and to see to
whi ch country it belongs. To do this, Suricata
uses Geol P API with MaxM nd dat abase fornat."
}
}

cont ai ner packet-security-ipv6-condition {
descri ption
"The purpose of this container is to represent
| Pv6 packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";
ref erence
"RFC 2460: Internet Protocol, Version 6 (I|Pv6)
Speci fication";
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| eaf-1ist pkt-sec-ipv6e-traffic-class {
type identityref {
base traffic-class;
}

description
"The security policy rule according to

IPv6 traffic class.";

reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Traffic class";

}

cont ai ner pkt-sec-ipv6-flow | abel {
choi ce match-type {

descri ption
"There are two types to configure a security

policy for IPv6 flow | abel, such as exact natch
and range match.";
case exact-match {
leaf-1ist ipve-flowlabel {
type uint32 {
range "0..1048575",;
}

descri ption
"Exact match for an | Pv6e flow | abel .";
}
}

case range-match {
list range-ipv6-flowl abel {
key "start-ipv6-flow |l abel end-ipv6-flowl abel”

| eaf start-ipv6e-flowlabel {

type uint32 {
range "0..1048575",;

}

description
"Start IPv6 flow | abel for a range match.";

}
| eaf end-ipv6-flowl abel {

type uint32 {
range "0..1048575",;

}
descri ption
"End IPv6 flow | abel for a range match.";

}
descri ption
"Range match for an IPv6 flow | abel .";

Kim et al. Expi res Septenber 12, 2019 [ Page 65]



I nternet-Draft NSF- Faci ng I nterface YANG Dat a Model March 2019

}
descri ption
"The security policy rule according to
| Pv6 flow | abel . ";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Flow | abel";

}

cont ai ner pkt-sec-ipv6-payl oad-1ength {
choi ce match-type {
descri ption
"There are two types to configure a security
policy for 1Pv6 payload | ength, such as
exact match and range match."
case exact-match {
| eaf -1ist ipv6-payl oad-1ength {
type uint 16;
descri ption
"Exact match for an | Pv6 payl oad | ength.";
}

}

case range-match {
list range-ipv6-payl oad-length {
key "start-ipv6-payl oad-I|ength
end-i pv6- payl oad-1 engt h";
| eaf start-ipv6-payl oad-length {
type uint16;
description
"Start |1 Pv6 payload Iength for a range match.";

| eaf end-i pv6-payl oad-length {
type uint16;
descri ption

"End | Pv6 payload length for a range match.";
}

descri ption
"Range match for an | Pv6 payl oad | ength.”
}

}
}

descri ption
"The security policy rule according to
| Pv6 payl oad | ength.";
ref erence
"RFC 2460: Internet Protocol, Version 6 (I|Pv6)
Specification - Payload | ength";
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| eaf-1ist pkt-sec-ipv6-next-header {
type identityref {
base next - header;

}

description
"The security policy rule according to
| Pv6 next header.";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Speci fication - Next header";

}

cont ai ner pkt-sec-ipv6-hop-limt {
choi ce match-type {

descri ption
"There are two types to configure a security
policy for IPv6 hop limt, such as exact match
and range match.";

case exact-match {
leaf-list ipv6-hop-limt {

}
}

type uint8;

descri ption
"Exact match for an IPv6 hop limt.";

case range-match {
[ist range-ipv6-hop-limt {

}
}
}

key "start-ipv6-hop-limt end-ipv6-hop-limt";
| eaf start-ipv6-hop-limt {
type uint8;
descri ption
"Start I1Pv6 hop |imt for a range match."

| eaf end-ipv6-hop-limt {
type uint8;
descri ption
"End IPv6 hop Iimt for a range match.”
}
descri ption
"Range match for an IPv6 hop Iimt.";

descri ption
"The security policy rule according to
IPv6 hop limt.";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
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Specification - Hop limt";
}

cont ai ner pkt-sec-ipv6-src {
uses pkt-sec-ipv6;
descri ption
"The security policy rule according to
| Pv6 source address.";
reference
"RFC 2460: Internet Protocol, Version 6 (IlPv6)
Specification - | Pv6 address"”;

}

cont ai ner pkt-sec-ipv6-dest {
uses pkt-sec-ipvo6;
descri ption
"The security policy rule according to
| Pv6 destination address.";
reference
"RFC 2460: Internet Protocol, Version 6 (IlPv6)
Specification - | Pv6 address”;

}

cont ai ner packet-security-tcp-condition {
descri ption
"The purpose of this container is to represent
TCP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";
reference
"RFC 793: Transm ssion Control Protocol™

cont ai ner pkt-sec-tcp-src-port-num {
uses pkt-sec-port-nunber;
descri ption
"The security policy rule according to
tcp source port nunber.";

ref erence
"RFC 793: Transm ssion Control Protocol
- Port nunber";

cont ai ner pkt-sec-tcp-dest-port-num{
uses pkt-sec-port-nunber;
descri ption
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"The security policy rule according to
tcp destination port nunber."”;

ref erence
"RFC 793: Transm ssi on Control Protocol
- Port number":

}

cont ai ner pkt-sec-tcp-seq-num {
choi ce match-type {
descri ption
"There are two types to configure a security
policy for tcp sequence nunber,
such as exact match and range match."
case exact-match {
| eaf-1ist tcp-seq-num {
type uint32;
description
"Exact match for an tcp sequence nunber.";
}

}

case range-match {
list range-tcp-seqg-num {
key "start-tcp-seg-num end-tcp-seq- nuni;
| eaf start-tcp-seq-num {
type uint32;
descri ption
"Start tcp sequence nunber for a range match."

| eaf end-tcp-seqg-num {

type uint32;

descri ption

"End tcp sequence nunber for a range match.";

}
descri ption

"Range match for a tcp sequence nunber."

}

}
}
descri ption
"The security policy rule according to
tcp sequence nunber.";
reference
"RFC 793: Transm ssion Control Protocol
- Sequence nunber";

}

cont ai ner pkt-sec-tcp-ack-num {
choi ce match-type {
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descri ption
"There are two types to configure a security
policy for tcp acknow edgenent nunber,
such as exact match and range match.";
case exact-match {
| eaf-1ist tcp-ack-num {
type uint32;
descri ption
"Exact match for an tcp acknow edgenent nunber."
}

}

case range-match {
[ist range-tcp-ack-num {
key "start-tcp-ack-num end-tcp-ack-nunt;
| eaf start-tcp-ack-num {
type uint32;
description
"Start tcp acknow edgenent nunber
for a range match.";
}
| eaf end-tcp-ack-num {
type uint32;
description
"End tcp acknow edgenent nunber
for a range match.";
}
descri ption
"Range match for a tcp acknow edgenent nunber.";
}

}
oo
descri ption
"The security policy rule according to
tcp acknow edgenent nunber.";
reference
"RFC 793: Transm ssion Control Protocol
- Acknow edgenent nunber";

}

cont ai ner pkt-sec-tcp-w ndow size {
choi ce match-type {

descri ption
"There are two types to configure a security
policy for tcp w ndow size,
such as exact match and range match.";

case exact-match {
| eaf -1ist tcp-w ndow si ze {

type uint 16;
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descri ption
"Exact match for an tcp w ndow size.";
}
}

case range-match {
list range-tcp-w ndowsize {
key "start-tcp-w ndow size end-tcp-w ndow si ze";
| eaf start-tcp-w ndow size {
type uint16;
descri ption
"Start tcp wi ndow size for a range match."

| eaf end-tcp-w ndowsize {
type uint16;
descri ption
"End tcp window size for a range match.";
}

descri ption
"Range match for a tcp wi ndow size.";

}
}
}
description
"The security policy rule according to
tcp wi ndow size.";
reference

"RFC 793: Transm ssi on Control Protocol
- W ndow si ze";

| eaf-1ist pkt-sec-tcp-flags {
type identityref {
base tcp-fl ags;
}

descri ption
"The security policy rule according to
tcp flags.";

reference
"RFC 793: Transm ssion Control Protocol
- Flags";

}
}

cont ai ner packet-security-udp-condition {
descri ption
"The purpose of this container is to represent
UDP packet header information to determ ne
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if the set of policy actions in this ECA policy
rule should be executed or not.";
ref erence

"RFC 793: Transm ssion Control Protocol"

cont ai ner pkt-sec-udp-src-port-num {
uses pkt-sec-port-nunber;
descri ption

"The security policy rule according to
udp source port nunber.";

r ef erence
"RFC 793: Transm ssion Control Protocol
- Port nunber";

cont ai ner pkt-sec-udp-dest-port-num {
uses pkt-sec-port-nunber;
descri ption

"The security policy rule according to
udp destination port nunber.";
ref erence
"RFC 768: User Datagram Protocol

- Total Length";
}

cont ai ner pkt-sec-udp-total-length {
choi ce match-type {
description

"There are two types to configure a security
policy for udp sequence nunber,
such as exact match and range match.”
case exact-match {
| eaf-1ist udp-total -length {
type uint32;
descri ption
"Exact match for an udp-total -length.";
}

}

case range-match {
list range-udp-total-length {
key "start-udp-total -length end-udp-total-1ength";
| eaf start-udp-total-length {
type uint32;
descri ption
"Start udp total length for a range match.";

| eaf end-udp-total-length {
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type uint32;
descri ption
"End udp total length for a range match.";
}
descri ption
"Range match for a udp total length."
}

}
}
descri ption
"The security policy rule according to
udp total length.";
reference
"RFC 768: User Datagram Protocol
- Total Length";

cont ai ner packet-security-icnp-condition {
descri ption
"The purpose of this container is to represent
| CMP packet header information to determ ne
if the set of policy actions in this ECA policy
rul e shoul d be executed or not.";
reference
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”;

| eaf -1i st pkt-sec-icnp-type-and-code {
type identityref {
base i cnp-type;
}

descri ption
"The security policy rule according to
| CMP paraneters.";
reference
"RFC 792: Internet Control Message Protocol
RFC 8335: PROBE: A Uility for Probing Interfaces”

}
}

cont ai ner packet-security-http-condition {
descri ption
"Condition for http.";

| eaf -1ist pkt-sec-uri-content {
type string;
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descri ption
"The security policy rule according to
uri content.";

}

| eaf-1ist pkt-sec-url-content {
type string;
descri ption
"The security policy rule according to
url content.";

}
}

cont ai ner packet-security-voice-condition {
descri ption
"For the Vol P/ VOLTE security system a Vol P/
VOLTE security system can nonitor each
Vol P/ VOLTE fl ow and manage Vol P/ VOLTE
security rules controlled by a centralized
server for Vol P/ VOLTE security service
(called VolP IPS). The Vol P/ VOLTE security
system controls each switch for the
Vol P/ VOLTE cal | fl ow managenent by
mani pul ating the rules that can be added,
del eted, or nodified dynamcally.";
reference
"RFC 3261: SIP: Session Initiation Protocol";

| eaf -1ist pkt-sec-src-voice-id {
type string;
descri ption
"The security policy rule according to
a source voice ID for VolP and VOLTE."

}

| eaf-1ist pkt-sec-dest-voice-id {
type string;
descri ption
"The security policy rule according to
a destination voice ID for VolP and VOLTE. ";

}

| eaf-1ist pkt-sec-user-agent {
type string;
descri ption
"The security policy rule according to
an user agent for Vol P and VOLTE. ";
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}

cont ai ner packet-security-ddos-condition {
descri ption
"Condition for DDoS attack."

| eaf pkt-sec-alert-rate {
type uint32;
descri ption

"The alert rate of flood detect for
sane packets.";
}
}
}

cont ai ner action-cl ause-cont ai ner {
description
"An action is used to control and nonitor aspects of
fl ow- based NSFs when the event and condition cl auses
are satisfied. NSFs provide security functions by
executing various Actions. Exanples of |2NSF Actions
i ncl ude providing intrusion detection and/or protection,
web and flow filtering, and deep packet inspection
for packets and flows.";
reference
"RFC 8329: Franework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Design Principles and ECA Policy
Model Overvi ew'

| eaf action-clause-description {
type string;
descri ption
"Description for an action clause.";
}

cont ai ner packet-action {
descri ption
"Action for packets";
reference
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-04: Information Model
of NSFs Capabilities - Design Principles and ECA
Pol i cy Mbdel Overview!

| eaf ingress-action {
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type identityref {
base i ngress-action;
}
descri ption
“Action: pass, drop, reject, alert, and mrror.",;

}

| eaf egress-action {

type identityref {
base egress-action;

}

descri ption
"Egress action: pass, drop, reject, alert, mrror,

i nvoke-signaling, tunnel-encapsul ation,

forwardi ng, and redirection.”;

}

| eaf | og-action {
type identityref {
base | og-acti on;
}
descri ption
"Log action: rule |l og and session | og";

}

cont ai ner advanced-action {

description

"I f the packet need be additionally inspected,

t he packet are passed to advanced network

security functions according to the profile.”
reference

"RFC 8329: Franework for Interface to Network Security

Functions - Differences from ACL Data Model s";

| eaf-11st content-security-control ({
type identityref {
base content-security-control
}

description
"The Profile is divided into content security
control and attack-mtigation-control.
Content security control: antivirus, ips, ids,
url filtering, mail filtering, file blocking,
file isol ate, packet capture, application control,
voi p and volte.";

Kim et al. Expi res Septenber 12, 2019 [ Page 76]



I nternet-Draft NSF- Faci ng I nterface YANG Dat a Model March 2019

leaf-1i1st attack-mtigation-control {
type identityref {
base attack-mtigation-control
}
description
"The Profile is divided into content security
control and attack-mtigation-control.
Attack mtigation control: syn flood, udp fl ood,
icmp flood, ip frag flood, ipv6 related, http flood,
https flood, dns flood, dns anp flood, ssl ddos,
i p sweep, port scanning, ping of death, teardrop,
oversi zed icnp, tracert.";

}
}
}
}

}
<CODE ENDS>

Figure 5: YANG Data Modul e of | 2NSF NSF- Faci ng-1nterface
6. | ANA Consi derations

Thi s docunment requests IANA to register the following URI in the
"I ETF XML Regi stry" [ RFC3688]:

URI: urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf
Regi strant Contact: The | ESG

XM.: N A; the requested URI is an XM. namespace.

Thi s docunent requests IANA to register the follow ng YANG nodule in
t he "YANG Mbdul e Nanmes" registry [ RFC7950].

name: ietf-i2nsf-policy-rule-for-nsf

nanmespace: urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-policy-rule-for-
nsf

prefix: iiprfn

reference: RFC XXXX
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7.

8.

8.

Security Consi derations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network managenment protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |ayer, and the required transport secure
transport is Secure Shell (SSH) [ RFC6242]. The |owest RESTCONF | ayer
is HTTPS, and the required transport secure transport is TLS

[ RFC8446] .

The NETCONF access control nodel [RFC8341] provides a neans of
restricting access to specific NETCONF or RESTCONF users to a
preconfigured subset of all avail able NETCONF or RESTCONF pr ot ocol
operations and content.
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Appendi x A. Configuration Exanples

This section shows configuration exanples of "ietf-i2nsf-policy-rule-
for-nsf” nodule for security policy rules of network security

devi ces. For security requirenents, we assune that the NSFs (i.e.,
General firewall, Time based firewall, Wb filter, VolP/VoLTE filter
http and https flood mtigation ) described in Appendix A
Configuration Exanples of [i2nsf-nsf-cap-dn] are registered in | 2NSF
framework. Wth the regi sted NSFs, we show configuration exanpl es
for security policy rules of network security functions according to
the following three security requirenents: (i) Block SNS access
during business hours, (ii) Block malicious Vol P/VOLTE packets com ng
to the conpany, and (iii) Mtigate http and https flood attacks on
conpany web server

A.1l. Security Requirenent 1: Block SNS Access during Business Hours

This section shows a configuration exanple for blocking SNS access
during busi ness hours.
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<i 2nsf-security-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system pol i cy- name>sns_access</ system pol i cy- nane>
<rul es>
<rul e- nane>bl ock_sns_access_duri ng_operation_ti ne</rul e- nane>
<ti nme-zone>
<absol ut e-ti ne-zone>
<start-tinme>09: 00: 00Z</start-tinme>
<end-ti nme>18: 00: 00Z</ end-ti ne>
</ absol ute-ti ne-zone>
</time-zone>
<condi ti on-cl ause- cont ai ner>
<packet-security-ipv4-condition>
<pkt -sec-i pv4-src>
<range-i pv4- addr ess>
<start-ipv4-address>221.159.112. 1</start-i pv4- address>
<end-i pv4- address>221. 159. 112. 90</ end- i pv4- addr ess>
</range-i pv4- addr ess>
</ pkt-sec-i pv4-src>
</ packet - security-ipv4-condition>
</ condi ti on-cl ause- cont ai ner >
<acti on-cl ause- cont ai ner >
<advanced- acti on>
<content-security-control>url-filtering</content-security-control >
</ advanced- acti on>
</ action-cl ause- cont ai ner>
</rul es>
</system policy>
</i2nsf-security-policy>

Figure 6: Configuration XML for Tinme based Firewall to Bl ock SNS
Access during Business Hours
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system pol i cy- name>sns_access</ system pol i cy- nane>
<rul es>
<rul e- nane>bl ock_f acebook_and_i nst granx/rul e- nane>
<condi ti on-cl ause- cont ai ner >
<packet-security-http-condition>
<pkt - sec-url - cont ent >f acebook</ pkt - sec-url - cont ent >
<pkt - sec-url - cont ent >i nst agr anx/ pkt - sec-url - cont ent >
</ packet -security-http-condition>
</ condi ti on-cl ause-cont ai ner >
<acti on-cl ause- cont ai ner >
<packet -acti on>
<egress-acti on>dr op</ egress-acti on>
</ packet - acti on>
</ action-cl ause-cont ai ner>
</rul es>
</ system policy>
</i2nsf-security-policy>

Figure 7. Configuration XM. for Web Filter to Bl ock SNS Access during
Busi ness Hours

Figure 6 and Figure 7 show the configuration XM. docunents for tine
based firewall and web filter to block SNS access during business
hours. For the security requirenment, two NSFs (i.e., a tinme based
firewall and a web filter) were used because one NSF can not neet the
security requirenent. The instances of XM. docunents for the tine
based firewall and the web filter are as follows: Note that a
detail ed data nodel for the configuration of the advanced network
security function (i.e., web filter) is described in

[1 2nsf - advanced- nsf-dm .

Ti me based Firewal |
1. The name of the systempolicy is sns_access.
2. The nane of the rule is block _sns _access_during_operation_tinmne.

3. The rule is operated during the business hours (i.e., from9 a.m
to 6 p.m).

4. The rule inspects a source |IPv4 address (i.e., from221.159.112.1
to 221.159.112.90) to inspect the outgoing packets of enployees.
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If the outgoing packets match the rul es above, the tine based
firewal | sends the packets to url filtering for additional

i nspection because the tine based firewall can not inspect
contents of the packets for the SNS URL

Filter

The nane of the systempolicy is sns_access.

The nane of the rule is bl ock facebook and instagram

The rul e inspects URL address to bl ock the access packets to the
f acebook or the instagram

If the outgoing packets nmatch the rul es above, the packets are
bl ocked.

Security Requirenent 2: Block Mlicious Vol P/ VOLTE Packets Com ng
to the Conpany

s section shows a configuration exanple for blocking malicious
P/ VOLTE packets com ng to the conpany.
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system pol i cy- name>voi p_vol te_i nspecti on</ syst em pol i cy- nanme>
<rul es>
<rul e- nane>bl ock_mal i ci ous_voi p_vol te_packet s</rul e- nane>
<condi ti on-cl ause- cont ai ner >
<packet -security-ipv4-condition>
<pkt - sec-i pv4- dest>
<range-i pv4- addr ess>
<start-ipv4-address>221.159.112. 1</start-i pv4- address>
<end-i pv4- address>221. 159. 112. 90</ end- i pv4- addr ess>
</range-i pv4- addr ess>
</ pkt - sec-i pv4- dest >
</ packet - security-ipv4-condition>
<packet -security-tcp-condition>
<pkt -sec-tcp-dest-port-nunpr
<port - nun»5060</ port - nune
<port - numr5061</ port - nunr
</ pkt - sec-tcp-dest-port-nunmp
</ packet -security-tcp-condition>
</ condi tion-cl ause-cont ai ner >
<acti on-cl ause-cont ai ner >
<advanced- acti on>
<content-security-control >voi p-vol te</content-security-control >
</ advanced- acti on>
</ acti on-cl ause- cont ai ner >
</rul es>
</system policy>
</i2nsf-security-policy>

Figure 8. Configuration XML for CGeneral Firewall to Block Malicious
Vol P/ VOLTE Packets Coming to the Conpany
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system pol i cy- name>nal i ci ous_voi ce_i d</ system pol i cy- name>
<rul es>
<rul e- nane>bl ock_mal i ci ous_voi ce_i d</rul e- nane>
<condi ti on-cl ause- cont ai ner >
<packet -security-voi ce-condition>
<pkt-sec-src-voice-id>11111@oi p. bl ack. conx/ pkt - sec-src-voi ce-i d>
<pkt -sec-src-voi ce-id>22222@oi p. bl ack. conx/ pkt - sec-src-voi ce-i d>
</ packet -security-voi ce-condition>
</ condi ti on-cl ause-cont ai ner >
<acti on-cl ause- cont ai ner >
<packet -acti on>
<i ngress-acti on>drop</ingress-action>
</ packet - acti on>
</ action-cl ause-cont ai ner>
</rul es>
</ system policy>
</i2nsf-security-policy>

Figure 9: Configuration XM. for Vol P/VOLTE Filter to Bl ock Malicious
Vol P/ VOLTE Packets Com ng to the Conpany

Figure 8 and Figure 9 show the configuration XM. docunents for

general firewall and Vol P/ VOLTE filter to block malicious Vol P/ VOLTE
packets comng to the conpany. For the security requirenment, two
NSFs (i.e., a general firewall and a Vol P/VOLTE filter) were used
because one NSF can not neet the security requirenent. The instances
of XML docunents for the general firewall and the Vol P/ VOLTE filter
are as follows: Note that a detailed data nodel for the configuration
of the advanced network security function (i.e., VolP/VoLTE filter)
is described in [i2nsf-advanced-nsf-dn.

General Firewall

1. The name of the systempolicy is voip_volte_inspection.

2. The nane of the rule is block malicious _voip_volte packets.

3. The rule inspects a destination | Pv4 address (i.e., from
221.159.112.1 to 221.159.112.90) to inspect the packets com ng

into the conpany.

4. The rule inspects a port nunber (i.e., 5060 and 5061) to inspect
Vol P/ VOLTE packet.
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5. If the incom ng packets match the rul es above, the general
firewal | sends the packets to Vol P/ VOLTE filter for additional
i nspection because the general firewall can not inspect contents
of the Vol P/ VOLTE packets.

Vol P/ VOLTE Fil ter

1. The name of the systempolicy is malicious_voice_id.

2. The nane of the rule is block_malicious voice_id.

3. The rule inspects the voice id of the Vol P/VOLTE packets to bl ock
t he malicious Vol P/ VOLTE packets (i.e., 11111@oi p. bl ack. com and
22222@oi p. bl ack. com

4. |If the incom ng packets match the rul es above, the packets are
bl ocked.

A.3. Security Requirenent 3: Mtigate HITP and HTTPS Fl ood Attacks on a
Conpany Wb Server

This section shows a configuration exanple for mtigating http and
https flood attacks on a conpany web server.
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system pol i cy- name>f | ood_attack_mitigati on</system policy-name>
<rul es>
<rul e-name>mtigate_http_and_https_fl ood_attack</rul e- nane>
<condi ti on-cl ause- cont ai ner >
<packet -security-ipv4-condition>
<pkt - sec-i pv4- dest>
<i pv4- addr ess>
<i pv4>221.159. 112. 95</i pv4>
</i pv4- addr ess>
</ pkt - sec-i pv4- dest >
</ packet - security-ipv4-condition>
<packet -security-tcp-condition>
<pkt - sec-t cp-dest - port-nunp
<port - nun>80</ port - nune
<port - nunmr443</ port - nunp
</ pkt - sec-tcp-dest-port-nunp
</ packet -security-tcp-condition>
</ condi tion-cl ause-cont ai ner >
<acti on-cl ause- cont ai ner >
<advanced- acti on>
<attack-mtigation-control >htt p-and-https-fl ood
</attack-mtigation-control>
</ advanced- acti on>
</ acti on-cl ause- cont ai ner >
</rul es>
</system policy>
</i2nsf-security-policy>

Figure 10: Configuration XM. for General Firewall to Mtigate HITP
and HTTPS Fl ood Attacks on a Conpany Wb Server
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<i 2nsf-security-policy
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-policy-rule-for-nsf">
<system pol i cy>
<system policy-name>http_and https_flood attack_mtigation
</ system policy-nane>
<rul es>
<rul e- name>100_per _second</rul e- nane>
<condi ti on-cl ause- cont ai ner >
<packet - security-ddos-condition>
<pkt-sec-al ert-rate>100</ pkt-sec-alert-rate>
</ packet - security-ddos-condition>
</ condi ti on-cl ause-cont ai ner >
<acti on-cl ause- cont ai ner >
<packet -acti on>
<i ngress-acti on>drop</ingress-action>
</ packet - acti on>
</ action-cl ause-cont ai ner>
</rul es>
</ system policy>
</i2nsf-security-policy>

Figure 11: Configuration XM. for HITP and HTTPS Fl ood Attack
Mtigation to Mtigate HTTP and HTTPS Fl ood Attacks on a Conpany Wb
Server

Figure 10 and Figure 11 show the configurati on XM. docunents for
general firewall and http and https flood attack mtigation to
mtigate http and https flood attacks on a conpany web server. For
the security requirenment, two NSFs (i.e., a general firewall and a
http and https flood attack mitigation) were used because one NSF can
not nmeet the security requirenent. The instances of XM docunents
for the general firewall and http and https flood attack mtigation
are as follows: Note that a detail ed data nodel for the configuration
of the advanced network security function (i.e., http and https fl ood
attack mtigation) is described in [i2nsf-advanced-nsf-dn].

General Firewall

1. The nanme of the systempolicy is flood attack mtigation.

2. The nane of the rule is mtigate http and https flood attack.
3. The rule inspects a destination |Pv4 address (i.e.,

221.159.112.95) to inspect the access packets comng into the
conpany web server
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4. The rule inspects a port nunber (i.e., 80 and 443) to inspect
http and https packet.

5. If the packets match the rul es above, the general firewall sends
the packets to http and https flood attack mtigation for
addi tional inspection because the general firewall can not contrl
t he amount of packets for http and https packets.

HTTP and HTTPS Fl ood Attack Mtigation

1. The nane of the systempolicy is
http_and_https_flood_attack _mtigation.

2. The nane of the rule is 100 _per_second.

3. The rule controls the http and https packets according to the
anount of incom ng packets.

4. If the incom ng packets match the rul es above, the packets are
bl ocked.

Appendi x B. Changes fromdraft-ietf-i2nsf-nsf-facing-interface-dm 02

The foll ow ng changes are nade fromdraft-ietf-i2nsf-nsf-facing-
interface-dm 03:

o W revised this YANG data nodul e according to guidelines for
aut hors and revi ewers of YANG data nodel docunents [ RFC6087].

o W changed the structure of the overall YANG data nodel.

o W added exact-range type as well as range-based type for the
range policy rules.

o W changed enuneration type to identity type for scal able
conponent s.

o W added a description for the YANG tree di agram of the YANG data
nodul e.

o W revised overall sentences of this YANG data nodel docunent.

o W added configuration exanples to nake it easier for reviewers to
under st and.
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