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Abstract

Thi s docunent defines the requirenents for Distributed Mbility
Managenment (DMM) at the network layer. The hierarchical structure in
traditional wireless networks has led primarily to centrally depl oyed
nmobility anchors. As sone wireless networks are evol ving away from
the hierarchical structure, it can be useful to have a distributed
nodel for nobility managenent in which traffic does not need to
traverse centrally deployed nobility anchors far fromthe opti nal
route. The notivation and the probl ens addressed by each requirenent
are al so descri bed.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
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1

I nt roducti on

In the past decade a fair nunber of network-layer nobility protocols
have been standardi zed [ RFC6275] [ RFC5944] [ RFC5380] [ RFC6301]

[ RFC5213]. Al though these protocols differ in terns of functions and
associ ated nessage formats, they all enploy a nobility anchor to
allow a nobile node to remain reachable after it has noved to a

di fferent network. The anchor point, anong other tasks, ensures
connectivity by forwardi ng packets destined to, or sent from the
nobil e node. It is a centrally deployed nobility anchor in the sense
that the deployed architectures today have a small nunber of these
anchors and the traffic of mllions of nobile nodes in an operator
network are typically nmanaged by the sanme anchor. Such a nobility
anchor may still have to reside in the subscriber’s provider network
even when the subscriber is roamng to a visited network, in order
that certain functions such as charging and billing can be perforned
nore readily by the provider’s network. An exanple provider network
is a Third Generation Partnership Project (3GPP) network.

Distributed nobility managenent (DMM) is an alternative to the above
centralized deploynment. The background behind the interests to study
DW are primarily in the follow ng.

(1) Mbile users are, nore than ever, consum ng |Internet content
i ncluding that of |ocal Content Delivery Networks (CDNs). Such
traffic i nposes new requirenents on nobile core networks for
data traffic delivery. To prevent exceeding the avail able core
networ k capacity, service providers need to inplenent new
strategi es such as selective IPv4 traffic offload (e.qg.,
[ RFC6909], 3GPP work items Local I P Access (LIPA) and Sel ected
IP Traffic Ofload (SIPTO [TS.23.401]) through alternative
access networks such as Wreless Local Area Network (W.AN)
[ Paper-Mobil e. Data. O fl oading]. 1In addition, a gateway
sel ection nechanismtakes the user proximty into account within
t he Evol ved Packet Core (EPC) [TS.29303]. Yet these nechani sns

were not pursued in the past owng to charging and billing
consi derations which require solutions beyond the nobility
protocol. Consequently, assigning a gateway anchor node from a

visited network when roam ng to the visited network has only
recently been done and is limted to voice services.

Both traffic offloading and CDN nmechani sns could benefit from
t he devel opnent of nobile architectures with fewer hierarchical
| evel s introduced into the data path by the nobility nmanagenent
system This trend of "flattening"” the nobile networks works
best for direct conmunications anong peers in the same
geographical area. Distributed nobility managenent in the
flatteni ng nobil e networks woul d anchor the traffic closer to
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t he point of attachnment of the user.

(2) Today’ s nobile networks present service providers with new
chal l enges. Mobility patterns indicate that nobile nodes often
remain attached to the sane point of attachnent for considerable
periods of time [Paper-Locating.User]. Specific IP mobility
managenent support is not required for applications that |aunch
and conplete their sessions while the nobile node is connected
to the sanme point of attachment. However, currently, IP
nobi ity support is designed for always-on operation,
mai ntaining all paraneters of the context for each nobile
subscriber for as long as they are connected to the network.
This can result in a waste of resources and unnecessary costs
for the service provider. Infrequent node nobility coupled with
application intelligence suggest that nobility support could be
provi ded sel ectively such as in [I-D. bhandari-dhc-cl ass-based-
prefix] and [I|-D. korhonen-6man-prefi x-properties], thus reducing
t he amount of context maintained in the network.

DM may distribute the nobility anchors in the data-plane in
flattening the nobility network such that the nobility anchors are
positioned closer to the user; ideally, nobility agents could be
collocated with the first-hop router. Facilitated by the

di stribution of nobility anchors, it may be possible to selectively
use or not use nmobility protocol support depending on whet her such

support is needed or not. It can thus reduce the anount of state
information that nmust be maintained in various nobility agents of the
nobil e network. It can then avoid the unnecessary establishnment of

mechanisnms to forward traffic froman old to a new nobility anchor

Thi s docunent conpares distributed nobility managenent with
centralized nmobility managenent in Section 3. The problens that can
be addressed with DMM are summarized in Section 4. The mandatory
requi renents as well as the optional requirenents for network-I|ayer
distributed nobility managenent are given in Section 5. Finally,
security considerations are discussed in Section 6.

The probl em statenent and the use cases [I|-D.yokota-dmm scenari o] can
be found in [Paper-Distributed. Mobility. Review .

2. Conventions used in this docunent

2.1. Term nol ogy
Al'l the general nobility-related ternms and their acronyns used in

this docunent are to be interpreted as defined in the Mbile |IPv6
base specification [ RFC6275], in the Proxy nobile |IPv6 specification
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[ RFC5213], and in Mobility Related Term nol ogy [ RFC3753]. These
ternms include the follow ng: nobile node (MN), correspondent node
(CN), and honme agent (HA) as per [RFC6275]; local nobility anchor
(LMA) and nobil e access gateway (MAG as per [RFC5213], and context
as per [RFC3753].
In addition, this draft introduces the follow ng terns.
Centrally depl oyed nobility anchors
refer to the nobility managenent depl oynents in which there are
very few nobility anchors and the traffic of mllions of nobile
nodes in an operator network are managed by the sanme anchor.
Centralized nobility managenent
makes use of centrally deployed nobility anchors.
Distributed nobility managenent

is not centralized so that traffic does not need to traverse
centrally deployed mobility anchors far fromthe optinmal route.

Hi erarchi cal nobile network
has a hierarchy of network el enments arranged into nmultiple
hi erarchical |evels which are introduced into the data path by the
nmobi ity managenent system

Fl att eni ng nobi | e network

refers to the hierarchical nobile network which is going through
the trend of reducing its nunber of hierarchical |evels.

Fl atter npbil e network

has fewer hierarchical |levels conpared to a hierarchical nobile
net wor k.

Mobi ity context

is the collection of information required to provide nobility
managenent support for a given nobile node.
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3.

3.

Centralized versus distributed nobility managenent

Mobi I ity managenent is needed because the | P address of a nobile node
may change as the node noves. Mobility nanagenent functions may be
inpl emented at different |ayers of the protocol stack. At the IP
(network) layer, nobility managenment can be client-based or network-
based.

An | P-layer nobility managenent protocol is typically based on the
princi ple of distinguishing between a session identifier and a
forwardi ng address and nai ntai ning a mappi ng between the two. In
Mobile IP, the new | P address of the nobile node after the node has
noved is the forwardi ng address, whereas the original |IP address
before the nobil e node noves serves as the session identifier. The

| ocati on managenment (LM information is kept by associating the
forwardi ng address with the session identifier. Packets addressed to
the session identifier will first route to the original network which
re-directs themusing the forwardi ng address to deliver to the
session. Re-directing packets this way can result in |ong routes.

An existing optimzation routes directly using the forwardi ng address
of the host, and such is a host-based sol ution.

The next two subsections explain centralized and distributed nobility
managenent functions in the network.

1. Centralized nobility managenent

In centralized nobility nanagenent, the location information in termns
of a mappi ng between the session identifier and the forwarding
address is kept at a single nobility anchor, and packets destined to
the session identifier are forwarded via this anchor. In other

wor ds, such nobility managenent systens are centralized in both the
control plane and the data plane (nobile node IP traffic).

Many existing nobility managenent depl oynents nmake use of centralized
mobi ity anchoring in a hierarchical network architecture, as shown
in Figure 1. Exanples are the honme agent (HA) and | ocal nmobility
anchor (LMA) serving as the anchors for the nobile node (MN) and
Mobi | e Access Gateway (MAG in Mbile IPv6 [ RFC6275] and in Proxy
Mobil e I Pv6 [ RFC5213] respectively. Cellular networks such as the
3GPP CGeneral Packet Radio System (GPRS) networ ks and 3GPP Evol ved
Packet System (EPS) networks enploy centralized nobility managenent
too. In the 3GPP GPRS network, the Gateway GPRS Support Node (GGSN),
Serving GPRS Support Node (SGSN) and Radi o Network Controller (RNC)
constitute a hierarchy of anchors. In the 3GPP EPS network, the
Packet Data Network Gateway (P-GW and Serving Gateway (S-GWN
constitute another hierarchy of anchors.
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Figure 1. Centralized nobility managenent.
3.2. Distributed nobility managenent

Mobi lity managenment functions may al so be distributed in the data
plane to nultiple networks as shown in Figure 2, so that a nobile
node in any of these networks may be served by a nearby function with
appropriate forwardi ng managenent (FM capability.

Figure 2. Distributed nobility managenent.

DVW is distributed in the data pl ane, whereas the control plane may
either be centralized or distributed [I-D.yokota-dmscenario]. The
former case inplicitly assunmes separation of data and control planes
as described in [I-D.waki kawa- net ext - pm p-cp-up-separation]. Wile
nobi ity managenment can be distributed, it is not necessary for other
functions such as subscription managenent, subscription database, and
network access authentication to be simlarly distributed.
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A distributed nobility managenent schene for a flattening nobile
networ k consi sting of access nodes is proposed in [Paper-
Distributed. Dynamic.Mobility]. |Its benefits over centralized
nobi I ity managenent have been shown through simnul ations [ Paper-
Distributed.Centralized. Mobility]. Moreover, the (re)use and
extension of existing protocols in the design of both fully

di stributed nobility managenent [ Paper-M grating. Hone. Agents] [ Paper -
Distributed. Mbility. SAE] and partially distributed nobility
managenent [ Paper-Distributed. Mbility. PMP] [ Paper-

Distributed. Mobility. MP] have been reported in the literature.
Therefore, before designing new nobility managenent protocols for a
future distributed architecture, it is recommended to first consider
whet her existing nobility managenent protocols can be extended.

Pr obl em St at enent

The problens that can be addressed with DVM are sunmari zed in the
f ol | ow ng:

PS1: Non-optimal routes

Forwarding via a centralized anchor often results in non-
optimal routes, thereby increasing the end-to-end delay. The
problemis mani fested, for exanple, when accessing a nearby
server or servers of a Content Delivery Network (CDN), or when
receiving locally available IP nulticast or sending IP
mul ti cast packets. (Existing route optim zation is only a
host - based solution. On the other hand, localized routing with
PM Pv6 [ RFC6705] addresses only a part of the problem where
both the MN and the correspondent node (CN) are attached to the
same MAG and it is not applicable when the CN does not behave
i ke an MN.)

PS2: Divergence fromother evolutionary trends in network
architectures such as distribution of content delivery.

Mobi | e networ ks have generally been evolving towards a flatter
and flatter network. Centralized nobility managenent, which is
non-optimal with a flatter network architecture, does not
support this evol ution.

PS3: Lack of scalability of centralized tunnel managenent and
nobi l ity context maintenance

Setting up tunnels through a central anchor and mai nt ai ni ng
mobility context for each MN usually requires nore concentrated
resources in a centralized design, thus reducing scalability.
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PS4

PS5:

PS6:

PS7:

PS8:

Distributing the tunnel maintenance function and the nobility
context mai ntenance function anong different network entities
wi th proper signaling protocol design can avoid increasing the
concentrated resources with an increasing nunmber of M\s.

Single point of failure and attack

Centralized anchoring designs may be nore vul nerable to single
points of failures and attacks than a distributed system The
i mpact of a successful attack on a systemw th centralized
nmobi l ity managenent can be far greater as well.

Unnecessary nobility support to clients that do not need it

I P mobility support is usually provided to all MNs. Yet it is
not al ways required, and not every paranmeter of nobility
context is always used. For exanple, sone applications or
nodes do not need a stable I P address during a handover to

mai ntai n session continuity. Sonetinmes, the entire application
session runs while the MN does not change the point of
attachnment. Besides, sonme sessions, e.g., SlIP-based sessions,
can handle nobility at the application |layer and hence do not
need IP nobility support; it is then unnecessary to provide IP
mobility support for such sessions.

Mobility signaling overhead with peer-to-peer comunication

Wasting resources when nobility signaling (e.g., maintenance of
the tunnel, keep alive signaling, etc.) is not turned off for
peer -t o-peer conmuni cati on.

Depl oynment with nmultiple nobility solutions

There are already many variants and extensions of MP as well
mobility solutions at other |ayers. Deploynent of new nobility
managenent sol utions can be chal |l engi ng, and debuggi ng
difficult, when they co-exist with solutions already depl oyed
in the field.

Duplicate multicast traffic

IP nmulticast distribution over architectures using IP nobility
solutions (e.g., [RFC6224]) may | ead to convergence of
duplicated multicast subscriptions towards the downstream
tunnel entity (e.g., MAGin PMPv6). Concretely, when
mul ti cast subscription for individual nobile nodes is coupled
wth nobility tunnels (e.g., PMPv6 tunnel), duplicate

mul ticast subscription(s) is prone to be received through

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 10]



I nternet-Draft DMVt Regs June 2014

5.

di fferent upstream paths. This problem nmay al so exist or be
nore severe in a distributed nobility environment.

Requi renment s

After conparing distributed nobility nmanagenent agai nst centralized
depl oynment in Section 3 and describing the problens in Section 4,
this section identifies the foll ow ng requirenents:

REQL:

REQ2:

Di stributed nobility managenent

IP nmobility, network access and forwarding solutions provided
by DMM MUST enable traffic to avoid traversing single nobility
anchor far fromthe optimal route.

This requirenment on distribution is in the data plane only.

It does not inpose constraints on whether the control plane
shoul d be distributed or centralized. However, if the control
plane is centralized while the data plane is distributed, it
is inmplicit that the control plane and data plane need to
separate (Section 3.2).

Motivation: This requirenent is notivated by current trends in
network evolution: (a) it is cost- and resource-effective to
cache contents, and the caching (e.g., CDN) servers are

di stributed so that each user in any |location can be close to
one of the servers; (b) the significantly |arger nunber of
nmobi | e nodes and flows call for inproved scalability; (c)
single points of failure are avoided in a distributed system
(d) threats against centrally depl oyed anchors, e.g., hone
agent and local nobility anchor, are mtigated in a

di stributed system

This requirenment addresses the problens PS1, PS2, PS3, and P$4
descri bed in Section 4.

Bypassabl e network-1ayer nobility support for each application
sessi on

DW sol uti ons MJUST enabl e network-layer nobility but it MJST
be possible for any individual active application session
(flow) to not use it. Mbility support is needed, for
exanpl e, when a nobile host noves and an application cannot
cope with a change in the I P address. Mbility support is

al so needed when a nobile router changes its IP address as it
nmoves together with a host and, in the presence of ingress
filtering, an application in the host is interrupted. However
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nmobi lity support at the network-layer is not always needed; a
nobi | e node can often be stationary, and nobility support can
al so be provided at other layers. It is then not always
necessary to maintain a stable IP address or prefix for an
active application session.

Different active sessions can also differ in whether network-

| ayer nmobility support is needed. |IP mobility, network access
and forwardi ng solutions provided by DVMM MJST t hen enabl e the
possibility of independent handling for each application
session of a user or nobile device.

The handling of nmobility managenent to the granularity of an
i ndi vi dual session of a user/device SHOULD need proper session
identification in addition to user/device identification.

Motivation: The notivation of this requirenent is to enable
nore efficient forwarding and nore efficient use of network
resources by selecting an I P address or prefix according to
whet her nobility support is needed and by not naintaining
context at the nobility anchor when there is no such need.

This requirenment addresses the problens PS5 and PS6 descri bed
in Section 4.

REQB: | Pv6 depl oynment

DMM sol utions SHOULD target 1 Pv6 as the primary depl oynment

envi ronnent and SHOULD NOT be tailored specifically to support
I Pv4, in particular in situations where private |Pv4 addresses
and/ or NATs are used.

Motivation: This requirenent conforns to the general
orientation of I ETF work. DMM deploynment is foreseen in md-
to long-termhorizon, when IPv6 is expected to be far nore
common t han today.

This requi renment avoi ds the unnecessarily conplexity in
solving the problens in Section 4 for 1Pv4, which will not be
able to use sone of the |Pv6-specific features.

REQ4: Existing nobility protocols

A DW sol ution MIUST first consider reusing and extendi ng | ETF-
st andar di zed protocols before specifying new protocols.

Motivation: Reuse of existing |ETF work is nore efficient and
| ess error-prone.
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RECE:

REQS:

This requirenent attenpts to avoid the need of new protocols
devel opment and therefore their potential problens of being
ti me-consunm ng and error-prone.

Coexi stence wth depl oyed networks/ hosts and operability
across different networks

A DW solution may require | oose, tight or no integration into
existing nmobility protocols and host |IP stack. Regardless of
the integration level, DV inpl enentati ons MIST be able to
coexi st with existing network depl oynents, end hosts and
routers that may or may not inplenent existing nobility
protocols. Furthernore, a DWM sol uti on SHOULD work across

di fferent networks, possibly operated as separate

adm ni strative domai ns, when the needed nobility nmanagenent
signaling, forwarding, and network access are allowed by the
trust relationship between them

Motivation: (a) to preserve backwards conpatibility so that
exi sting networks and hosts are not affected and continue to
function as usual, and (b) enable inter-domain operation if
desired.

Thi s requirement addresses the problem PS7 described in
Section 4.

Operation and Managenent consi derati ons.

A DW sol ution needs to consider configuring a device,
nmonitoring the current operational state of a device,
respondi ng to events that inpact the device, possibly by
nodi fying the configuration and storing the data in a format
that can be analyzed |ater. Different nanagenment protocols
are avail able. For exanple:

(a) SNWP [RFC1157] with definition of standardi zed nmanagenent
i nformati on base M B objects for DM that all ows
nmonitoring traffic steering in a consistent manner across
di fferent devices,

(b) NETCONF [ RFC6241] with definition of standardi zed YANG
[ RFC6020] nodul es for DM to achi eve a standardi zed
configuration,

(c) syslog [RFC3164] which is a one-way protocol allow ng a
device to report significant events to a | og analyzer in
a network nmanagenent system
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(d) 1P Flow Information Export (I1PFIX) Protocol, which serves
as a neans for transmtting traffic flow information over
the network [RFC7011], with a formal description of |PFIX
Information El enents [RFC7012].

It is not the goal of the requirenents docunent to inpose

whi ch managenent protocol (s) should be used. An inventory of
t he managenent protocols and data nodels is covered in RFC
6632.

The followng lists the operation and managenent
considerations required for a DMM sol ution; the |list may not
be exhaustive and may be expanded according to the needs of
t he sol utions:

A DMM sol uti on MJST descri be in what environnent and how it
can be scal ably depl oyed and nanaged.

A DW sol uti on MUST support nechanisns to test if the DWW
solution is working properly. For exanple, when a DVM
solution enploys traffic indirection to support a nmobility
session, inplenentations MJST support nechanisns to test that
the appropriate traffic indirection operations are in place,
including the setup of traffic indirection and the subsequent
teardown of the indirection to release the associ ated network
resources when the nobility session has cl osed.

A DW sol uti on SHOULD expose the operational state of DM to
the adm nistrators of the DM entities. For exanple, when a
DWM sol ution enpl oys separation between session identifier and
forwardi ng address, it shoul d expose the associ ati on between

t hem

When flow nobility is supported by a DMM sol ution, the
sol uti on SHOULD support neans to correlate the flow routing
policies and the observed forwardi ng actions.

A DW sol uti on SHOULD support nechani snms to check the |iveness
of forwarding path. |[|f the DWM sol ution sends periodi c update
refresh nmessages to configure the forwardi ng path, the refresh
peri od SHOULD be configurable and a reasonabl e default
configuration value proposed. Information collected can be

| ogged or made avail able with protocols such as SNW

[ RFC1157], NETCONF [ RFC6241], |PFI X [RFC7011], or syslog

[ RFC3164] .

A DMM sol ution MJUST provide fault managenent and nonitoring
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mechani snms t o manage situations where update of the nmobility
session or the data path fails. The systemnust al so be able
to handl e situations where a nobility anchor with ongoing
nmobility sessions fails.

A DW sol ution SHOULD be able to nonitor usage of DWVM
protocol. Wen a DMM solution uses an existing protocol, the
techni ques already defined for that protocol SHOULD be used to
nonitor the DMM operation. Wen these techniques are

i nadequate, new techni ques MJUST be devel oped.

In particular, the DW sol uti on SHOULD

(a) be able to nonitor the nunber of nobility sessions per
user as well as their average duration.

(b) provide indication on DWM perfornmance such as

1 the handover delay which includes the tinme necessary
to re-establish the forwarding path when the point of
attachnment changes,

2 the protocol reactivity which is the tine between
handover events such as the attachnment to a new access
poi nt and the conpletion of the nobility session
updat e.

(c) provide neans to neasure the signaling cost of the DVM
pr ot ocol .

(d) if tunneling is used for traffic redirection, nonitor

1 the nunber of tunnels,

2 their transm ssion and reception information,

3 the used encapsul ati on nmet hod and over head

4 the security used at a node |evel.
DW sol uti ons SHOULD support standardi zed configuration with
NETCONF [ RFC6241], using YANG [ RFC6020] nodul es, whi ch SHOULD
be created for DVM when needed for such configuration.
However, if a DMM solution creates extensions to M Pv6 or
PM Pv6, the allowed addition of the definition of managemnent

i nformati on base (M B) objects to MPv6 MB [ RFC4295] or
PM Pv6 M B [ RFC6475] needed for the control and nonitoring of
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t he protocol extensions SHOULD be |imted to read-only
obj ect s.

Motivation: A DW solution that is designed fromthe begi nning
for operability and manageability can avoid difficulty or
inconpatibility to inplement efficient operations and
managenent sol utions.

These requirenments avoid DW desi gns that make operations and
managenent difficult or costly.

REQ7: Security considerations

A DW sol uti on MJUST support any security protocols and
mechani snms needed to secure the network and to nmake continuous
security inprovenents. |In addition, with security taken into
consideration early in the design, a DW sol uti on MJUST NOT

i ntroduce new security risks, or anplify existing security

ri sks, that cannot be mtigated by existing security protocols
and nechani sns.

Motivation: Various attacks such as inpersonation, denial of
service, man-in-the-m ddle attacks, and so on, nmay be | aunched
in a DMW depl oynent. For instance, an illegitinmte node nmay
attenpt to access a network providing DM  Anot her exanple is
that a malicious node can forge a nunber of signaling nessages
thus redirecting traffic fromits legitimte path.
Consequently, the specific node or nodes to which the traffic
is redirected may be under a denial of service attack, whereas
ot her nodes do not receive their traffic. Accordingly,
security mechani sns/ protocol s providing access control,
integrity, authentication, authorization, confidentiality,

etc. should be used to protect the DM entities as they are

al ready used to protect against existing networks and exi sting
mobility protocols defined in IETF. Yet if a candi date DV
solution is such that even the proper use of these existing
security mechani sns/ protocols are unable to provide sufficient
security protection, that candi date DVM sol ution i s causing
uncontrol | abl e security problens.

This requirenment prevents a DMM sol ution fromintroducing
uncontrol | abl e problenms of potentially insecure nobility
managenent protocols which make depl oyment i nfeasible because
platforns conformng to the protocols are at risk for data

| oss and nunerous ot her dangers, including financial harmto
t he users.
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6.

REQB: Multicast considerations

DMM SHOULD enabl e nmulticast solutions to be devel oped to avoid
network inefficiency in nmulticast traffic delivery.

Motivation: Existing nulticast deploynent have been introduced
after conpleting the design of the reference nobility
protocol, often |leading to network inefficiency and non-
optimal forwarding for the nulticast traffic. Instead DV
shoul d consider nulticast early so that the multicast

sol utions can better consider efficiency nature in the

mul ticast traffic delivery (such as duplicate nulticast
subscriptions towards the downstream tunnel entities). The
mul ti cast solutions should then avoid restricting the
managenent of all IP nmulticast traffic to a single host

t hrough a dedicated (tunnel) interface on mnulticast-capable
access routers.

Thi s requirenent addresses the problens PS1 and PS8 descri bed
in Section 4.

Security Considerations

Pl ease refer to the discussion under Security requirenent in Section
5.

| ANA Consi der ati ons

None

Contri butors

This requirenments docunent is a joint effort anong nunerous
participants working in a team Valuable comments and suggestions in
various reviews fromthe following area directors and | ESG nenbers
have al so contributed to nmuch inprovenents: Russ Housl ey, Catherine
Meadows, Adrian Farrel, Barry Leiba, Alissa Cooper, Ted Lenon, Brian
Haber man, Stephen Farrell, Joel Jaeggli, Alia Atlas, and Benoit
Claise. 1In addition to the authors, each of the foll owi ng has nmade
very significant and inportant contributions to the working group
draft in this work:

Charles E. Perkins
Huawei Technol ogi es
Emai | . charliep@onputer.org

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 17]



I nternet-Draft DMVt Regs June 2014

Melia Tel emaco
Al cat el -Lucent Bell Labs
Emai | : tel emaco. nel i a@oogl enmai | . com

El ena Denmari a

Telecomltalia

via G Reiss Ronoli, 274, TORINO, 10148, Italy
Enai | : el ena.denari a@el ecomtalia.it

Jong- Hyouk Lee
Sangmyung Uni versity, Korea
Emai | : j onghyouk@nu. ac. kr

Kost as Penti kousi s
El CT GnbH
Emai | : k. penti kousi s@i ct. de

Tricci So
ZTE
Email: tso@teusa.com

Carl os J. Bernardos

Uni versidad Carlos Il de Madrid
Av. Universidad, 30, Leganes, Madrid 28911, Spain
Email: cjbc@t.uc3mes

Pet er McCann
Huawei Technol ogi es
Email : Peter. McCann@uawei . com

Seok Joo Koh
Kyungpook National University, Korea
Emai | : sj koh@nu. ac. kr

VWn Luo

ZTE

No. 68, Zijinhua RD, Yuhuatai District, Nanjing, Jiangsu 210012, China
Enai | : | uo. wen@te.comcn

Sri GQundavel |i

Ci sco

sgundave@i sco. com

Hui Deng
Chi na Mobile
Emai | : denghui @hi nanobi | e. com

Marco Li ebsch

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 18]



I nternet-Draft DMVt Regs June 2014

NEC Labor at ori es Europe
Emai | : |iebsch@ecl ab. eu

Carl WIllians
MCSR Labs
Emai | . carlw@rcsr-1| abs. org

Seil Jeon
Instituto de Tel econmuni cacoes, Aveiro
Emai | : seiljeon@v.it.pt

Sergi o Figueiredo
Uni ver si dade de Aveiro
Emai |l : sfigueiredo@wv.it. pt

Stig Venaas
Emai | . stig@enaas. com

Luis Mguel Contreras Murillo
Tel efonica | +D
Email: I nmcm@i d. es

Juan Carl os Zuni ga
InterDigital
Emai | : JuanCarl os. Zuni ga@nterDigi tal . com

Al exandru Petrescu
Emai | : al exandru. petrescu@mai |l . com

Geor gi os Kar agi anni s
Uni versity of Twente
Emai | : g. karagi anni s@it went e. nl

Jul i en Lagani er
Juni per
Email: julien.ietf@mail.com

Wassi m M chel Haddad
Eri csson
Enmai | : Wassi m Haddad@ri csson. com

Dirk von Hugo
Deut sche Tel ekom Labor atori es
Emai | : Dirk.von- Hugo@ el ekom de

Ahmad Muhanna

Awar d Sol uti ons
Emai | . asnuhanna@ahoo. com

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 19]



I nternet-Draft DMVt Regs

Byoung-Jo Kim
ATT Labs
Emai | : macsbug@ esearch. att.com

Hassan Al i - Ahnad

Orange

Emai | : hassan. al i ahmad@r ange. com

Al per Yegin

Sanmsung

Emai | . al per.yegi n@artner.sansung. com

Davi d Harrington
Ef fecti ve Software
Email : i etfdbh@ontast. net

9. References
9.1. Normative References
[ RFC1157] Case, J., Fedor, M, Schoffstall, M, and J.

"Si npl e Networ k Managenent Protocol (SNWP)"
RFC 1157, May 1990.

June 2014

Davi n,
STD 15,

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC3164] Lonvick, C., "The BSD Sysl og Protocol", RFC 3164,

August 2001.

[ RFC3753] Manner, J. and M Kojo, "Mbility Rel ated Term nol ogy",

RFC 3753, June 2004.

[ RFC4295] Keeni, G, Koide, K, Nagam , K, and S. Qundavelli
"Mobile | Pv6 Managenent | nformation Base", RFC 4295,

April 2006.
[ RFC5213] @undavel li, S., Leung, K., Devarapalli, V., Chowdhury, K
and B. Patil, "Proxy Mbile IPv6", RFC 5213, August 2008.

[ RFC6020] Bjorklund, M, "YANG - A Data Mddeling Language for the
Net wor k Configuration Protocol (NETCONF)", RFC 6020,

Cct ober 2010.

[ RFC6241] Enns, R, Bjorklund, M, Schoenwael der, J.

and A

Bi erman, "Network Configuration Protocol (NETCONF)",

RFC 6241, June 2011.

Chan (Ed.), et al. Expi res Decenber 7, 2014

[ Page 20]



I nternet-Draft DMVt Regs June 2014

[ RFC6275] Perkins, C., Johnson, D., and J. Arkko, "Mobility Support
in IPv6", RFC 6275, July 2011

[ RFC6475] Keeni, G, Koide, K, @undavelli, S., and R Waki kawa,
"Proxy Mobile | Pv6 Managenent |nformation Base", RFC 6475,
May 2012.

[ RFC6632] Ersue, M and B. Claise, "An Overview of the |IETF Network
Managenent Standards”, RFC 6632, June 2012.

[RFC7011] daise, B., Tramell, B., and P. Aitken, "Specification of
the P Flow I nformati on Export (IPFIX) Protocol for the
Exchange of Flow Information", STD 77, RFC 7011,
Sept enber 2013.

[ RFC7012] daise, B. and B. Trammell, "Information Mdel for IP Flow
I nformati on Export (IPFIX)", RFC 7012, Septenber 2013.

9. 2. I nformati ve References

[1-D. bhandari - dhc-cl ass- based- prefi x]
Bhandari, S., Halwasia, G, Gundavelli, S., Deng, H
Thi ebaut, L., Korhonen, J., and |I. Farrer, "DHCPv6 cl ass
based prefix", draft-bhandari-dhc-cl ass-based-prefix-05
(work in progress), July 2013.

[1-D. kor honen- 6man- prefi x- properti es]
Kor honen, J., Patil, B., Qundavelli, S., Seite, P., and D
Liu, "IPv6 Prefix Properties",
dr af t - kor honen- 6man- prefi x- properties-02 (work in
progress), July 2013.

[1-D. waki kawa- net ext - pm p- cp- up- separati on]

Waki kawa, R., Pazhyannur, R, Qundavelli, S., and C
Perkins, "Separation of Control and User Plane for Proxy
Mobi |l e | Pv6",

dr af t - waki kawa- net ext - pm p- cp- up-separati on-03 (work in
progress), April 2014.

[1-D. yokot a-dmm scenari 0]
Yokota, H , Seite, P., Demaria, E., and Z. Cao, "Use case
scenarios for Distributed Mbility Managenent"
dr af t - yokot a- dnm scenari 0-00 (work in progress),
Cct ober 2010.

[ Paper-Di stributed. Centralized. Mobility]

Bertin, P., Bonjour, S., and J-M Bonnin, "A D stributed
or Centralized Mbility", Proceedings of G obal

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 21]



I nternet-Draft DMVt Regs June 2014

Communi cati ons Conference (d obeCom, Decenber 2009.

[ Paper-Di stribut ed. Dynam c. Mobi i ty]
Bertin, P., Bonjour, S., and J-M Bonnin, "A Distributed
Dynam ¢ Mobility Managenent Schene Designed for Flat IP

Architectures”, Proceedings of 3rd International
Conf erence on New Technol ogies, Mbility and Security
(NTMS), 2008.

[ Paper-Di stributed. Mobility. MP]
Chan, H, "Distributed Mbility Managenent with Mbile
I P", Proceedings of |EEE International Comrunication
Conference (I CC) Workshop on Tel ecommuni cati ons: from
Research to Standards, June 2012.

[ Paper-Di stributed. Mbility. PM P]
Chan, H., "Proxy Mbile IP wth Distributed Mbility
Anchors", Proceedi ngs of d obeCom Wrkshop on Seanl ess
Wreless Mbility, Decenber 2010.

[ Paper-Di stributed. Mbility. Revi ew
Chan, H., Yokota, H, Xe, J., Seite, P., and D. Liu,
"Distributed and Dynam c Mbility Managenent in Mbile
Internet: Current Approaches and |ssues", Journal of
Conmuni cations, vol. 6, no. 1, pp. 4-15, February 2011.

[ Paper-Di stributed. Mobility. SAE]
Fisher, M, Anderson, F., Kopsel, A, Schafer, G, and M
Schl ager, "A Distributed IP Mbility Approach for 3G SAE",
Proceedi ngs of the 19th International Synposium on
Personal , I ndoor and Mobil e Radi o Communi cati ons (Pl MRC),
2008.

[ Paper - Locat i ng. User ]
Kirby, G, "Locating the User", Conmmunication
I nternational, 1995.

[ Paper - M grati ng. Home. Agent s]
Waki kawa, R, Valadon, G, and J. Miurai, "Mgrating Home
Agents Towards Internet-scale Mbility Depl oynments",
Proceedi ngs of the ACM 2nd CoNEXT Conference on Future
Net wor ki ng Technol ogi es, Decenber 2006.

[ Paper - Mobi | e. Dat a. O f | oadi ng]
Lee, K, Lee, J., Yi, Y., Rhee, |I., and S. Chong, "Mbile
Data O fl oadi ng: How Much Can WFi Deliver?", Sl GCOW
2010, 2010.

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 22]



I nternet-Draft DMVt Regs June 2014

[ RFC5380] Soliman, H., Castelluccia, C, ElMalki, K, and L
Bellier, "Hi erarchical Mbile IPv6 (HM Pv6) Mbility
Managenent ", RFC 5380, Cctober 2008.

[ RFC5944] Perkins, C., "IP Mbility Support for |Pv4, Revised",
RFC 5944, Novenber 2010.

[ RFC6224] Schmidt, T., Waehlisch, M, and S. Krishnan, "Base
Depl oynment for Multicast Listener Support in Proxy Mbile
| Pv6 (PM Pv6) Domai ns", RFC 6224, April 2011.

[ RFC6301] Zhu, Z., Waki kawa, R, and L. Zhang, "A Survey of Mobility
Support in the Internet”, RFC 6301, July 2011

[ RFC6705] Krishnan, S., Koodli, R, Loureiro, P., Wi, Q, and A
Dutta, "Localized Routing for Proxy Mbile |IPv6",
RFC 6705, Septenber 2012.

[ RFC6909] @undavel li, S., Zhou, X., Korhonen, J., Feige, G, and R
Koodli, "IPv4 Traffic Ofload Selector Option for Proxy
Mobi I e | Pv6", RFC 6909, April 20183.

[ TS. 23.401]
3GPP, "General Packet Radio Service (GPRS) enhancenents
for Evolved Universal Terrestrial Radio Access Network
(E- UTRAN) access", 3GPP TR 23.401 10.10.0, March 2013.

[ TS. 29303]
3GPP, "Domain Nane System Procedures; Stage 3", 3GPP
TR 23.303 11.2.0, Septenber 2012.

Aut hor s’ Addresses

H Ant hony Chan (editor)

Huawei Technol ogi es

5340 Legacy Dr. Building 3, Plano, TX 75024, USA
Emai | : h.a.chan@ eee.org

Dapeng Liu

Chi na Mbile

Unit2, 28 Xuanwunenxi Ave, Xuanwu District, Beijing 100053, China
Emai | : | i udapeng@hi nanobi | e. com

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 23]



I nternet-Draft DMVt Regs June 2014

Pierrick Seite

Orange
4, rue du Cos Courtel, BP 91226, Cesson-Sevi gne 35512, France
Emai | : pierrick.seite@range. com

Hi det oshi Yokota

KDDI Lab

2-1-15 Onhara, Fujimno, Saitama, 356-8502 Japan
Emai | : yokot a@ddil abs. jp

Jouni Kor honen

Br oadcom Conmmuni cati ons

Por kkal ankatu 24, FI N 00180 Hel sinki, Finland
Emai | : jouni.nospam@nail . com

Chan (Ed.), et al. Expi res Decenber 7, 2014 [ Page 24]



