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Abstract

Thi s docunent descri bes how the Real Tine transport Protocol (RTP) is
used in the context of the CLUE protocol. It also describes the
mechani snms and recomended practice for mappi ng RTP nedia streans
defined in SDP to CLUE Medi a Captures.
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1. Introduction

Tel epresence systens can send and receive nmultiple nmedia streans.
The CLUE framework [I-D.ietf-clue-framework] defines Media Captures
(MC) as a source of Media, such as fromone or nore Capture Devices.
A Media Capture may al so be constructed fromother Media streans. A
m ddl e box can express conceptual Media Captures that it constructs
fromMedia streans it receives. A Miltiple Content Capture (MCC) is
a special Media Capture conposed of nultiple Media Captures.

SIP offer answer [ RFC3264] uses SDP [ RFC4566] to describe the

RTP[ RFC3550] nedia streans. Each RTP stream has a unique SSRC within
its RTP session. The content of the RTP streamis created by an
encoder in the endpoint. This may be an original content froma
camera or a content created by an internediary device |ike an MCU
(Multipoint Control Unit).

Thi s docunent nmakes reconmendations, for the CLUE architecture, about
how RTP and RTCP streans shoul d be encoded and transmtted, and how
their relation to CLUE Medi a Captures should be comruni cated. The
proposed sol ution supports nultiple RTP topol ogies.

Wth regards to the nedia (audio, video and tinmed text), systens that
support CLUE use RTP for the nedia, SDP for codec and nedia transport
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negoti ati on (CLUE individual encodings) and the CLUE protocol for
Medi a Capture description and selection. In order to associate the
nmedia in the different protocols there are three mapping that need to
be specifi ed:

1. CLUE individual encodings to SDP
2. RTP streans to SDP (this is not a CLUE specific mapping)

3. RTP streans to MCto nmap the received RTP steamto the current MC
in the MCC

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119[ RFC2119] and
i ndicate requirenent |levels for conpliant RTP inpl enentations.

The definitions fromthe CLUE framework docunent
[I-D.ietf-clue-framework] section 3 are used by this docunent as
wel | .

3. RITP topol ogies for CLUE

The typical RTP topol ogi es used by CLUE Tel epresence systens specify
di fferent behaviors for RTP and RTCP distribution. A nunber of RTP
t opol ogi es are described in [ RFC7667]. For tel epresence, the

rel evant topol ogies include Point-to-Point, as well as Mdia-M xi ng
m xers, Media- Switching m xers, and Sel ective Forwardi ng M ddl eboxs.

In the Point-to-Point topol ogy, one peer communicates directly with a
singl e peer over unicast. There can be one or nore RTP sessions,
each sent on a separate 5-tuple, and having a separate SSRC space,

Wi th each RTP session carrying nultiple RTP streans identified by
their SSRC. Al SSRCs will be recognized by the peers based on the
information in the RTCP SDES report that will include the CNAME and
SSRC of the sent RTP streanms. There are different Point-to-Point use
cases as specified in CLUE use case [ RFC7205]. There may be a

di fference between the synmetric and asynmetric use cases. Wile in
the symetric use case the typical mapping will be froma Media
Capture device to a render device (e.g. canmera to nonitor) in the
asymmetric case the render device may receive different capture
information (RTP streamfromdifferent canmeras) if it has fewer
renderi ng devices (nmonitors). In sone cases, a CLUE session which,

at a high-level, is point-to-point may nonet hel ess have an RTP stream
which is best described by one of the m xer topologies. For exanple,
a CLUE endpoi nt can produce conposite or switched captures for use by
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a receiving systemw th fewer displays than the sender has caneras.
The Media Capture may be descri bed using MCC

For the Media M xer topol ogy [ RFC7667], the peers communicate only
wth the mxer. The m xer provides m xed or conposited nedia
streans, using its own SSRC for the sent streans. There are two
cases here. In the first case the m xer may have separate RTP
sessions with each peer (simlar to the point to point topol ogy)

term nating the RTCP sessions on the mxer; this is known as Topo-
RTCP-Term nating MCU in [ RFC7667]. In the second case, the m xer can
use a conference-w de RTP session simlar to [ RFC7667] Topo-m xer or
Topo- Vi deo-switching. The major difference is that for the second
case, the m xer uses conference-w de RTP sessions, and forwards RTCP
reports to all the RTP session participants, enabling themto |earn
all the CNAMEs and SSRCs of the participants and know t he
contributing source or sources (CSRCs) of the original streans from
the RTP header. In the first case, the Mxer termnates the RTCP and
the participants cannot know all the avail able sources based on the
RTCP information. The conference roster information including
conference participants, endpoints, nedia and nedia-id (SSRC) can be
determ ned using the conference event package [ RFC4575] el enent.

In the Media-Swi tching M xer topology [RFC7667], the peer to m xer
communi cation is unicast with m xer RTCP feedback. It is
conceptually simlar to a conpositing m xer as described in the

previ ous paragraph, except that rather than conpositing or m Xxing
mul ti pl e sources, the m xer provides one or nore conceptual sources
sel ecting one source at a time fromthe original sources. The M xer
creates a conference-w de RTP session by sharing renote SSRC val ues
as CSRCs to all conference participants, and forwarding RTCP reports.

In the Sel ective Forwardi ng M ddl ebox (SFM [ RFC7667] topol ogy, the
peer to m ddl ebox conmunication is unicast with RTCP feedback. Every
potential sender in the conference has a source which may be
"projected" by the SFMinto every other RTP session in the
conference; thus, every original source is nmaintained with an

i ndependent RTP identity to every receiver, maintaining separate
decoding state and its original RTCP SDES information. However, RTCP
is termnated at the SFM which mght also performreliability,
repair, rate adaptation, or transcoding on the stream the SFM

synt hesi zes new RTCP for the projected sources, based on the origina
sources’ RTCP, possibly with changes. Senders’ SSRCs may be
renunbered by the SFM The sender may turn the projected sources on
and off at any tinme, depending on which sources it thinks are nost

rel evant for the receiver; this is the primary reason why this

t opol ogy nmust act as an RTP m xer rather than as a translator, as

ot herwi se these di sabl ed sources woul d appear to have enornous packet
| oss. Source switching is acconplished through this process of
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enabl i ng and di sabling projected sources, with the higher-Ievel
semantic assignnent of reason for the RTP streans assigned
externally.

The above topol ogi es denonstrate two maj or RTP/ RTCP behavi ors:

1. The m ddl ebox may either use the source SSRC when forwardi ng RTP
packets, or use its own created SSRC. Still the m ddl ebox w ||
distribute all RTCP information to all participants creating
conference-w de RTP session/s. This allows the participants to
| earn the avail able RTP sources in each RTP session. The
original source information will be the SSRC or in the CSRC
dependi ng on the topology. The point to point case behaves |ike
this.

2. The m ddl ebox term nates the RTCP fromthe source, creating
separate RTP sessions with the peers. 1In this case the
participants will not receive the source SSRC in the CSRC
Source information is often available fromthe SIP conference
event package [ RFC4575]. Subscribing to the conference event
package al |l ows each participant to know the SSRCs of all sources
in the conference.

4. Mappi ng CLUE Capture Encodings to RTP streans

The different topol ogies described in Section 3 create different SSRC
di stribution nodels and RTP stream mul ti pl exi ng points.

Most vi deo conferencing systens today can separate nultiple RTP
sources by placing theminto RTP sessions using, the SDP description.
For exanple, main and slides video sources are separated into
separate RTP sessions based on the content attribute [RFC4796]. This
solution is straightforward if the nmultiplexing point is at the UDP
transport |evel, where each RTP stream uses a separate RTP session
This wll also be true for mapping the RTP streans to Media Captures
Encodings if each Media Capture Encodi ngs uses a separate RTP
session, and the consuner can identify it based on the receiving RTP

port. In this case, SDP only needs to | abel the RTP session with an
identifier that can be used to identify the Media Capture in the CLUE
description. The SDP | abel attribute serves as this identifier. 1In

this case, the mappi ng does not change even if the RTP session is
switched using sane or different SSRC. (The nultiplexing is not at
the SSRC | evel).

Even though Session nultiplexing is supported by CLUE, for scaling

reasons, CLUE indicates that SSRC multiplexing in a single or
multiple sessions using [I-D.ietf-mmusic-sdp-bundl e-negoti ati on] may
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be used. Wien SSRC nmultiplexing is used, the mapping of RTP streans
to Captures Encodi ngs needs to be consi dered.

When | ooking at SSRC mul ti pl exing we can see that in various
t opol ogi es, the SSRC behavi or may be different:

1. The SSRCs are static (assigned by the MCU M xer), and there is an
SSRC for each Media Capture Encoding defined in the CLUE
protocol. Source information may be conveyed using CSRC, or, in
t he case of topo-RTCP-Term nating MCU, is not conveyed.

2. The SSRCs are dynam c, representing the original source and are
rel ayed by the Mxer/MCU to the participants.

In either of the above two cases, the MCU M xer nmay create an
advertisement with a virtual room capture scene (i.e., with Miultiple
Cont ent Captures).

isAlternately the MCU M xer can relay all the capture scenes from all
advertisenents to all consuners. This neans that the advertisenent
will include nultiple capture scenes, each representing a separate
Tel ePresence roomwith its own coordi nate system

MCCs bring another mapping issue, in that an MCC represents nultiple
Medi a Captures that can be sent as part of this MCC if configured by
t he consunmer. When receiving an RTP stream which is mapped to the
MCC, the consuner needs to know which original MCit is in order to
get the MC paranmeters fromthe advertisenent. |If a consumer
requested a MCC, the original MC does not have a capture encoding, so
it cannot be associated with an mline using a | abel as described in
CLUE signaling [I-D.ietf-clue-signaling]. This is inportant, for
exanple, to get correct scaling information for the original M

whi ch nay be different for the various MCs that are contributing to
t he MCC

4.1. Revi ew of RTP rel ated documents rel evant to CLUE wor k.

Thi s section provides an overview of the RFCs and drafts that can be
used in a CLUE system and as a base for a nmapping solution. This
section is for information only; the normative behavior is given in
the cited docunents. Tools for SSRC multipl exi ng support are defined
for general conferencing applications; CLUE systens use the sane

t ool s.

When | ooking at the avail able tools based on current work in MVMJUSI C

AVTcore and AVText Working G oups for supporting SSRC nulti pl exing
the foll owi ng docunents are considered to be rel evant.
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Negotiating Media Miultiplexing Using the Session Description Protocol
in [I-D.ietf-music-sdp-bundl e-negotiation] defines a "bundle" SDP
groupi ng extension that can be used with SDP O f er/ Answer nechani sm
to negotiate the usage of a single 5-tuple for sending and receiving
medi a associated with nultiple SDP nedia descriptions ("nme").
[1-D.ietf-mmusic-sdp-bundl e-negotiation] how to associate a received
RTP streamw th the mline describing it. The assunption in the work
is that each SDP mline represents a single nedia source.
[1-D.ietf-mrusic-sdp-bundl e-negoti ation] specifies using the SDP m d
val ue and sending it as RTCP SDES and an RTP header extension in
order to be able to map the RTP streamto the SDP mline. This is
rel evant when there are nultiple RTP streans with the sane payl oad
subt ype nunber.

SDP Source attribute [ RFC5576] mechani sms to describe specific
attri butes of RTP sources based on their SSRC

Negoti ation of generic inmage attributes in SDP [ RFC6236] provides the
means to negotiate the image size. The inmage attribute can be used
to offer different inmage paraneters |like size. Ofering nultiple RTP
streanms with different resolutions is done using separate RTP session
for each inage option. ([I-D.ietf-mrusic-sdp-bundl e-negoti ati on]
provi des the support of a single RTP session but each inmage option
will need a separate SDP mline).

The recommended support of the sinulcast case is to use
[1-D.ietf-mrusic-sdp-sinmulcast]

4.2. Requirenents of a solution

This section lists, nore briefly, the requirenents a nedia
architecture for Clue tel epresence needs to achi eve, summarizing the
di scussion of previous sections. In this section, RFC 2119 [ RFC2119]
| anguage refers to requirenments on a solution, not an inplenentation;
thus, requirenents keywords are not witten in capital letters.

Media-1: It nust not be necessary for a Clue session to use nore than
a single transport flow for transport of a given nedia type (video or
audi o).

Medi a-2: It nust, however, be possible for a Clue session to use
mul tiple transport flows for a given nedia type where it is
consi dered val uable (for exanple, for distributed nedia, or
differential quality-of-service).

Media-3: It nmust be possible for a Cue endpoint or MCU to

si mul taneously send sources corresponding to static captures and to
bot h conposited and switched nulti-content captures in the sane
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transport flow. (Any given device mght not necessarily be able send
all of these source types; but for those that can, it nust be
possible for themto be sent sinultaneously.)

Medi a-4: It nust be possible for an original source to nove anong
mul ti-content captures (i.e. at one tine be sent for one MCC, and at
a later tinme be sent for another one).

Medi a-5: It nust be possible for a source to be placed into a MCC
even if the source is a "late joiner", i.e. was added to the
conference after the receiver requested the MCC

Medi a- 6: \Whenever a given source is assigned to a switched capture,
it nmust be imredi ately possible for a receiver to determ ne the MCC
it corresponds to, and thus that any previous source is no |onger
bei ng mapped to that sw tched capture.

Media-7: It nmust be possible for a receiver to identify the original
capture(s) that are currently being mapped to an MCC, and correl ate
it with both the Cue advertisenent and out-of -band (non-C ue)

i nformati on such as rosters.

Medi a-8: It nust be possible for a source to nove anong MCCs wi t hout
requiring a refresh of decoder state (e.g., for video, a fresh
|-frane), when this is unnecessary. However, it nust also be
possible for a receiver to indicate when a refresh of decoder state
is in fact necessary.

Medi a-9: On the network, nedia flows should, as nmuch as possi bl e,
| ook and behave |ike currently-defined usages of existing protocols;
establ i shed semantics of existing protocols nmust not be redefined.

Medi a- 10: The sol ution should seek to mnimze the processing burden
for boxes that distribute nedia to decodi ng hardware.

Media-11: If nultiple sources froma single synchronizati on cont ext
are being sent sinmultaneously, it nust be possible for a receiver to
associ ate and synchroni ze them properly, even for sources that are
are mapped to switched captures.

4.3. Static Mapping

Static mapping is widely used in current MCU inplenentations. It is
al so common for a point to point symmetric use case when both

endpoi nts have the sane capabilities. For capture encodings with
static SSRCs, it is nost straightforward to indicate this mapping
outside the nedia stream in the CLUE or SDP signaling. Wen using
SSRC nul tiplexing [I-D.ietf-music-sdp-bundl e-negotiation] defines
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the use of the SDP md attribute value to associ ate between the

recei ved RTP streamand the SDP mline. The md is carried as an RTP
header extension and RTCP SDES nessage defined in
[1-D.ietf-mrusic-sdp-bundl e-negoti ati on]

4.4. Dynam c mappi ng

Dynami ¢ mappi ng i s achi eved by taggi ng each nedi a packet with the SDP
md value. This nmeans that a receiver inmediately knows how to
interpret received nmedia, even when an unknown SSRC is seen. As |ong
as the nedia carries a known md, it can be assuned that this nedia
streamw || replace the streamcurrently being received with the sane
m d.

This gives significant advantages to switching |atency, as a switch
bet ween sources can be achi eved wi thout any form of negotiation with
t he receiver

However, the disadvantage in using a md in the streamis that it

i ntroduces additional processing costs for every nedia packet, as md
are scoped only within one hop (i.e., within a cascaded conference a
md that is used fromthe source to the first MCU is not neani ngfu
bet ween two MCUs, or between an MCU and a receiver), and so they may
need to be added or nodified at every stage.

An additional issue with putting md in the RTP packets conmes from
cases where a non-bundl e aware endpoint is being switched by an MCU
to a bundle endpoint. In this case, it may require up to an
additional 12 bytes in the RTP header, which may push a nedi a packet
over the MIU. However, as the MIU on either side of the switch may
not match, it is possible that this could happen even w thout adding
extra data into the RTP packet.

4.5. Recommendat i ons

The recommendation is that CLUE endpoints using SSRC nmul tipl exing
MUST support [I-D.ietf-music-sdp-bundl e-negotiation] and use the SDP
md attribute for mapping.

5. Application to CLUE Medi a Requirenents

The requirenment Section 4.2 offers a nunber of requirenents that are
believed to be necessary for a CLUE RTP mapping. The sol utions
described in this docunent are believed to neet these requirenents,

t hough sonme of themare only possible for sonme of the topol ogies.
(Since the requirenents are generally of the form"it nust be

possi ble for a sender to do sonething", this is adequate; a sender
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whi ch wi shes to performthat action needs to choose a topol ogy which
all ows the behavior it wants.

In this section we address only those requirenments where the
t opol ogi es or the association nmechani sns treat the requirenents
differently.

Medi a-4: It nust be possible for an original source to nove anopng
switched captures (i.e. at one tinme be sent for one sw tched capture,
and at a later tinme be sent for another one).

This applies naturally for static sources wwth a Switched M xer. For
dynam c sources with a Sel ective Forwardi ng m ddl ebox, this just
requires the SDP md attribute in the header extension elenent to be
updat ed appropriately.

Medi a- 6: Whenever a given source is transmtted for a swtched
capture, it nust be imedi ately possible for a receiver to determ ne
the switched capture it corresponds to, and thus that any previous
source is no longer being mapped to that sw tched capture.

For a Switched M xer, this applies naturally. For a Selective
Forwar di ng m ddl ebox, this is done based on the SDP md attri bute.

Media-7:1t nust be possible for a receiver to identify the original
capture(s) that are currently being mapped to an MCC, and correl ate
it with both the Cue advertisenent and out-of -band (non-C ue)

i nformati on such as rosters. This is done using the Capture-1D SDES
i tem and header extension.

For a Switched M xer, this is done based on the CSRC, if the mxer is
provi ding CSRCs; For a Sel ective Forwarding m ddl ebox, this is done
based on the SSRC

Medi a-8: It nust be possible for a source to nove anong MCCs wi t hout
requiring a refresh of decoder state (e.g., for video, a fresh
|-frane), when this is unnecessary. However, it nust also be
possible for a receiver to indicate when a refresh of decoder state
is in fact necessary.

This can be done by a Sel ective Forwardi ng m ddl ebox, but not by a
Switching M xer. The last requirenent can be acconplished through an
FIR nmessage [ RFC5104]. However, this requires a round-trip tine. 1In
the future, if a faster nechanismis desired, an extension to the
CLUE protocol could be defined indicating that decoder refresh is
required on MCC swi tch.
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Media-11: If nultiple sources froma single synchronizati on cont ext
are being sent sinmultaneously, it nust be possible for a receiver to
associ ate and synchroni ze them properly, even for sources that are
mapped to swi tched captures.

For a M xed or Switched M xer topology, receivers will see only a
singl e synchroni zation context (CNAME), corresponding to the m xer.
For a Sel ective Forwardi ng m ddl ebox, separate projecting sources
keep separate synchronization contexts based on their original

CNAMEs, thus allowi ng i ndependent synchroni zati on of sources from

i ndependent roons w thout needi ng gl obal synchronization. 1In hybrid
cases, however (e.g. if audio is mxed), all sources which need to be
synchroni zed with the m xed audi o nust get the same CNAME (and thus a
m xer-provi ded ti nebase) as the m xed audi o.

6. CapturelD definition

For MCC which can represent nultiple swtched MCs there is a need to
know whi ch MC represents the current RTP stream This requires a
mappi ng froman RTP streamto an MC. In order to address this
mappi ng this docunent defines an RTP header extension that includes
the CapturelD in order to map to the original MC allow ng the
consuner to use the original source MC attributes |ike the spati al
information. The nedia provider MJST send for MCC Capture Encodi ng
the capturel D of the current MCin the RTP header and as a RTCP SDES
nmessage.

6.1. RTCP Captureld SDES Item
Thi s docunent specifies a new RTCP SDES nessage

0 1 2 3
01234567890123456789012345678901
B T I i T ST S T T a i S o R S T
| Captureld = XX | | ength | Captureld
i i T i i S St o S i E e
|

This CapturelDis the sanme as in the CLUE MC and is also used in the

RTP header extension.

Thi s SDES nessage MAY be sent in a conpound RTCP packet based on the
appl i cation need.
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6. 2. RTP Header Extensi on

The Captureld is carried within the RTP header extension field, using
[ RFC5285] two bytes header extension.

Support is negotiated within the SDP, i.e.
a=extmap: 1 urn:ietf:parans:rtp-hdrext: Captureld

Packets tagged by the sender with the Captureld then contain a header
extensi on as shown bel ow

0 1 2 3
01234567890123456789012345678901
T i o S T i S S i i S S e T 2
| 1D | Len-1 | Captureld
i T S i i S i S S e o T

R N

There is no need to send the Captureld header extension with all RTP
packets. Senders MAY choose to send it only when a new MC i s sent.
If such a node is being used, the header extension SHOULD be sent in
the first few RTP packets to reduce the risk of losing it due to
packet | oss.

7. Exanpl es
In this partial advertisenent the Media Provider advertises a
conposed capture VC7 nmade by a big picture representing the current

speaker (VC3) and two picture-in-picture boxes representing the
previ ous speakers (the previous one -VC5- and the ol dest one -VC6).
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<ns2: medi aCapture xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
Xxsi:type="ns2: vi deoCapt ureType" capturel D="VC7" nedi aType="vi deo">
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: nonSpati al | yDef i nabl e>t rue</ ns2: nonSpati al | yDefi nabl e>
<ns2: cont ent >
<ns2: capt ur el DREF>VC3</ ns2: capt ur el DREF>
<ns2: capt ur el DREF>VC5</ ns2: capt ur el DREF>
<ns2: capt ur el DREF>VC6</ ns2: capt ur el DREF>
</ ns2: cont ent >
<ns2: maxCapt ur es>3</ ns2: maxCapt ur es>
<ns2: al | owSubset Choi ce>f al se</ ns2: al | owSubset Choi ce>
<ns2: description |lang="en">big picture of the current speaker
pi ps about previous speakers</ns2:description>
<ns2:priority>l</ns2:priority>
<ns2: | ang>i t </ ns2: | ang>
<ns2: nobility>static</ns2: nmobility>
<ns2: vi ew>i ndi vi dual </ ns2: vi ew>
</ ns2: medi aCapt ur e>

In this case the nedia provider will send capture IDs VC3, VC5 or VC6
as an RTP header extension and RTCP SDES nessage for the RTP stream
associated wth the MC
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9. | ANA Consi derations
Thi s docunent defines a new extension URI in the RTP Conpact Header
Ext ensi ons subregistry of the Real -Tine Transport Protocol (RTP)
Paraneters registry, according to the foll ow ng data:
Extension URI: urn:ietf:parans:rtp-hdrext: Captureld
Description: CLUE Captureld
Contact: roni.even@mil 01. huawei . com

Ref erence: RFC XXXX

The 1ANA is requested to register one new RTCP SDES itens in the
"RTCP SDES Item Types" registry, as follows:

Val ue Abbr ev Nane Ref er ence
TBA CCl D CLUE Captureld [ RFCXXXX]
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10.

Security Consi derations

The security considerations of the RTP specification, the RTP/ SAVPF
profile, and the various RTP/ RTCP extensions and RTP payl oad fornats
that formthe conplete protocol suite described in this neno apply.
It is not believed there are any new security consi derations
resulting fromthe conbination of these various protocol extensions.

The Extended Secure RTP Profile for Real-tine Transport Contr ol

Prot ocol (RTCP)-Based Feedback [ RFC5124] (RTP/ SAVPF) provides
handl i ng of fundanental issues by offering confidentiality, integrity
and partial source authentication. A mandatory to support nedi a
security solution is created by conbining this secured RTP profile
and DTLS- SRTP keyi ng [ RFC5764]

RTCP packets convey a Canonical Name (CNAME) identifier that is used
to associ ate RTP packet streans that need to be synchroni sed across
rel ated RTP sessions. |nappropriate choice of CNAME val ues can be a
privacy concern, since |ong-term persistent CNAVE identifiers can be
used to track users across nultiple calls. This nenpo mandat es
generation of short-term persistent RTCP CNAMES, as specified in
RFC7022 [ RFC7022], resulting in untraceabl e CNAME val ues t hat
alleviate this risk.

Sonme potential denial of service attacks exist if the RTCP reporting

interval is configured to an inappropriate value. This could be done
by configuring the RTCP bandw dth fraction to an excessively |arge or
smal | value using the SDP "b=RR' " or "b=RS:" |ines [ RFC3556], or sone
simlar mechanism or by choosing an excessively large or small val ue
for the RTP/ AVPF m ni mal receiver report interval (if using SDP, this
is the "a=rtcp-fb:... trr-int" parameter) [RFC4585] The risks are as
foll ows:

1. the RTCP bandwi dth could be configured to nake the regul ar
reporting interval so large that effective congestion control
cannot be maintained, potentially |eading to denial of service
due to congestion caused by the nedia traffic;

2. the RTCP interval could be configured to a very small val ue,
causi ng endpoints to generate high rate RTCP traffic, potentially
| eading to denial of service due to the non-congestion controlled
RTCP traffic; and

3. RITCP paraneters could be configured differently for each
endpoint, with some of the endpoints using a |arge reporting
interval and sonme using a snaller interval, |eading to denial of
service due to premature participant tinmeouts due to m smatched
ti meout periods which are based on the reporting interval (this
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11.

11.

is a particular concern if endpoints use a small but non-zero
val ue for the RTP/AVPF mnimal receiver report interval (trr-int)
[ RFC4585], as discussed in [I-D.ietf-avtcore-rtp-nulti-streanj).

Premat ure participant tineout can be avoided by using the fixed (non-
reduced) m nimuminterval when cal culating the participant tinmeout
([I-D.ietf-avtcore-rtp-nulti-stream). To address the other
concerns, endpoints SHOULD i gnore paraneters that configure the RTCP
reporting interval to be significantly |longer than the default five
second interval specified in [ RFC3550] (unless the nedia data rate is
so low that the I onger reporting interval roughly corresponds to 5%
of the nedia data rate), or that configure the RTCP reporting
interval small enough that the RTCP bandw dth woul d exceed the nedia
bandw dt h.

The guidelines in [ RFC6562] apply when using variable bit rate (VBR)
audi o codecs such as Qpus. The use of the encryption of the header
ext ensi ons are RECOVMENDED, unl ess there are known reasons, |ike RTP
m ddl eboxes perform ng voice activity based source selection or third
party nmonitoring that wll greatly benefit fromthe information, and
this has been expressed using APl or signalling. |[|f further evidence
are produced to show that information | eakage is significant from
audi o level indications, then use of encryption needs to be nmandated
at that tine.

In multi-party conmuni cation scenarios using RTP M ddl eboxes, a | ot
of trust is placed on these m ddl eboxes to preserve the sessions
security. The m ddl ebox needs to maintain the confidentiality,
integrity and perform source authentication. The m ddl ebox can
perform checks that prevents any endpoint participating in a
conference to inpersonate another. Sone additional security

consi derations regarding nulti-party topol ogies can be found in

[ RFC7667]
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