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Abstract

Thi s docunent defines a sinplified nmechanismto use Bidirectional
Forwardi ng Detection (BFD) with | arge portions of negotiation aspects
el i m nated, thus providing benefits such as quick provisioning as
wel |l as inproved control and flexibility to network nodes initiating
t he path nonitoring.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 14, 2014.
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1. Introduction

Bi di rectional Forwarding Detection (BFD), [RFC5880] and rel ated
docunents, has efficiently generalized the failure detection
mechani smfor nultiple protocols and applications. There are sone
i nprovenents which can be nmade to better fit existing technol ogies.
There is a possibility of evolving BFD to better fit new

t echnol ogi es. This docunent focuses on several aspects of BFD in
order to further inprove efficiency, to expand failure detection
coverage and to all ow BFD usage for wi der scenarios. This docunent
extends BFD to provide solutions to use cases listed in
[I-D.ietf-bfd-seamnm ess-use-case]. Because defined nechani sm

el i m nates much of negotiation aspects of the BFD protocol, "Seanl ess
BFD' (S-BFD) has been chosen as the nane for this mechani sm

2. Seam ess BFD Overvi ew
Each protocol instance (e.g. OSPF/1S-1S) allocates one or nore BFD

discrimnators on its network node, ensuring that BFD di scrimnators
all ocated are unique within the network domain. Allocated BFD

di scrimnators may be advertised by the protocol. Required result is
that a protocol possess the know edge of mappi ng bet ween network
targets to BFD discrimnators. Each network nodes will also create a

BFD session instance that listens for incom ng BFD control packets
with "your discrimnator"” having protocol allocated values. The

i stener BFD session instance, upon receiving a BFD control packet
targeted to one of local S-BFD discrimnator values, will transmt a
response BFD control packet back to the sender.

Once above setup is conplete, any network node, understanding the
mappi ng between network targets to BFD di scrimnators, can quickly
performreachability check to these network targets by sinply sending
BFD control packets with known BFD di scrimnator value as "your

di scrim nator".
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For exanpl e:

<------- IS-1S Network ------- >
R +
| |
Ar--me - B--------- C-------- D
N N
I I
System D System D
XXX yyy
BFD Di scrim BFD Di scrim
123 456

Figure 1. S-BFD for IS 1S Network

IS-ISwth System D xxx all ocates BFD di scrimnator 123, and
advertises the BFD discrimnator 123 in IS IS TLV. 1S 1S wth
System D yyy al |l ocates BFD di scrimnator 456, and advertises the BFD
di scrimnator 456 1S-1S TLV. Both network nodes (node A and node D)
creates listener BFD session instance. Wen network node A wants to
check a reachability to network node D, node A can send a BFD control
packet, destined to node D, with "your discrimnator" set as 456. |If
|istener BFD on node D receives this BFD control packet, then
response BFD control packet is sent back to node A, which allows node
A to conplete the reachability test.

Note that a protocol may create an explicit mapping between a
protocol ID (e.g. System|ID, Router-ID) to a BFD discrimnator. A
protocol may al so create an explicit mappi ng between a network target

(e.g. |P address) to a BFD discrimnator. A protocol may even
function with inplicit mappi ng between a network target (e.g. [|Pv4
address) to a BFD discrimnator, i.e. |Pv4 address is used as BFD

di scrim nator value. Decisions and rules on how protocols allocate
and distribute BFD discrimnators are outside the scope of this
docunent .

3. Term nol ogy
The reader is expected to be famliar with the BFD, I P, MPLS and SR
term nol ogy and protocol constructs. This section describes several
new term nol ogy introduced by Seanl ess BFD.

o BFD Target Identifier: Network entity that is provisioned as a
target of Seam ess BFD

o BFD Target ldentifier Type: Type of network entity that is
provi sioned as a target of Seanl ess BFD.
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4.

o BFD Target ldentifier Table: A table containing BFD target
identifier type, BFD target identifier and correspondi ng BFD
di scri m nator.

0 Reflector BFD Session: A BFD session listening for incom ng BFD
control packets destined for |ocal BFD target identifier(s).

BFD Target Identifier Types

Thi s docunment defines a generic nechani sm where network nodes can
send BFD control packets to specific network targets to perform
various tasks. One task is to performa reachability check (i.e
requesting i mredi ate response back). Details of this task is further
defined in sections to follow. Further tasks (i.e. using BFD control
packet to request specific services fromspecific network nodes) may
be defined. Therefore, this docunent defines a code point for BFD
Target ldentifier. Each locally allocated S BFD di scrimnator MJST
be associated to BFD Target ldentifier type, to allow denultipl exing
to a specific task or service.

BFD Target Identifier types:

Val ue BFD Target ldentifier Type

0 Reser ved
1 Net wor k Target Discrimnator

Procedures defined in this docunent are to be associated with BFD
Target ldentifier Type 1 (Network Target Discrimnator).

Note that | P based BFD from [ RFC5885] is supported by this
speci fication, but non-1P based BFD is outside the scope of this
docunent .

Further identifier types are to be defined as needed basis.

UDP Port
S-BFD functions on a well-known UDP port: TBD1.

S-BFD Di scrim nators

Protocols (i.e. client of S-BFD) may request an arbitrary BFD
di scrim nator value, or protocols may request a specific BFD
di scrim nator value. Therefore, it is RECOMVENDED f or
i npl enentations to create a separate discrimnator pool for S-BFD

sessions to mnimze the collision between existing BFD sessions and
S-BFD sessions. In such case, incom ng BFD control packets MJST be
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demul tiplexed first wwth UDP port to identify the discrimnator table
to | ook up the session. Regardless of the approach, collision can
happen with foll owi ng scenari os.

o Existing BFD session already using a discrimnator val ue that
collides with specific discrimnator value requested for S BFD
sessi on.

* Inplenmentati on SHOULD al |l ow m grating existing BFD sessions to
free up the discrimnator to accommodate specific discrimnator
val ue requested for S-BFD session.

0 S-BFD session already using a discrimnator value, arbitrarily
all ocated, that collides with specific discrimnator val ue
requested for S-BFD session. The two S-BFD sessions are of
different BFD Target Identifier type.

* Protocol requesting arbitrary discrimnator val ue MJST support
mgrating to another discrimnator value, and inplenentations
MUST allow m grating existing S-BFD sessions to free up the
di scrim nator to accomodate specific discrimnator val ue
requested for S-BFD session.

0 S-BFD session already using a discrimnator value, arbitrary
all ocated, that collides with specific discrimnator val ue
requested for S-BFD session. The two S-BFD sessions are of sane
BFD Target Identifier type.

* No action is required, as the two can share the discrimnator.

One inportant characteristics of S-BFD discrimnator is that it MJST
be network wi de unique. If nultiple network nodes all ocated sanme
S-BFD di scrim nator value, then S-BFD control packets falsely

term nating on a wong network node can result in reflector BFD
session (described in Section 7) to generate a response back, due to
"your discrimnator” matching. This is clearly not desirable. |If
only I P based S-BFD is concerned, then it is possible for S-BFD

refl ector session to require demultiplexing of incomng S BFD control
packet with conbinati on of destination |IP address and "your
discrimnator”. Then S-BFD discrimnator only has to be unique
within a |ocal node. However, S-BFD is a generic nechani sm defined
to run on wide range of environnments: |IP, MPLS, Segnent Routing
([I-D.previdi-filsfils-isis-segnment-routing]), etc. For other
transports |ike MPLS, because of the need to use non-routable IP
destination address, it is not possible for S-BFD refl ector session
to demultiplex using | P destination address. Wth PHP, there may not
be any incom ng | abel stack to aid in denultiplexing either. Thus,
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S-BFD i nposes a requirenment that S-BFD discrimnators MJST be network
wi de uni que.

7. Ref | ect or BFD Sessi on

Each network node MUST create one or nore refl ector BFD sessions.
This reflector BFD session is a session which transmts BFD control
packets in response to received valid |locally destined BFD control
packets. Specifically, this reflector BFD session is to have
foll owi ng characteristics:

o MJUST NOT transmt any BFD control packets based on |ocal tiner
expiry.

o MIST transmt BFD control packet in response to a received valid
| ocal |y destined BFD control packet.

0 MJST be capable of sending only two states: UP and ADM NDOMN.

One refl ector BFD session MAY be responsible for handling received
BFD control packets targeted to all local BFD target identifiers, or
few refl ector BFD sessions MAY each be responsible for subset of

| ocal BFD target identifiers. This policy is a local matter, and is
out side the scope of this docunent.

Not e that incom ng BFD control packets destined to BFD target
identifier types may be |IPv4, |IPv6 or MPLS based. For those BFD
target identifier types, inplenentations MAY either allow the sane
reflector BFD session to handle all incom ng BFD control packets in
address fam |y agnostic fashion, or setup nmultiple reflector BFD
sessions to handle incom ng BFD control packets with different
address famlies. This policy is again a local matter, and is
out si de the scope of this docunent.

8. State Vari abl es

S-BFD i ntroduces sone new state variables, and nodifies the usage of
exi sting ones.

8. 1. New St ate Vari abl es

A new state variable is added to the base specification in support of
S- BFD.

o bfd. SessionType: The type of this session. Allowable val ues are:
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* SBFDInitiator: Any session on a network node that attenpts to
performa path nonitoring to any BFD target identifier on other
net wor kK nodes.

* SBFDRefl ector: Any session on a network node, which receives
BFD control packets transmtted by an initiator and responds
back to initiator is referred as responder.

This variable MIST be initialized to the appropriate type when the
session is created, according to the rules in section TBD

8. 2. State Variable Initialization and M nt enance

Sone state variables defined in section 6.8.1 of the BFD base
specification need to be initialized or mani pulated differently
dependi ng on the session type.

o bfd. DemandMbde: This variable MJST be initialized to 1 for session
type SBFDInitiator, and MJST be initialized to O for session type
SBFDRef | ect or .

9. Full Reachability Validations
9.1. Initiator Behavior

Any network node can attenpt to performa full reachability
validation to any BFD target identifier on other network nodes, as

| ong as destination BFD target identifier is provisioned to use this
mechani sm BFD control packets transmitted by the initiator is to
have "your discrimnator"” corresponding to destination BFD target
identifier.

A node that initiates a BFD control packet MAY create an active BFD
session to periodically send BFD control packets to a target, or a
BFD control packet MAY be crafted and sent out on "as needed basis"
(ex: BFD ping) w thout any session presence. |In both cases, a BFD

i nstance MJUST have a unique "ny discrimnator" value assigned. |If a
node is to create nultiple BFD instances to the sanme BFD tar get
identifier, then each instance MJST have separate "ny discrimnator”
val ues assigned. A BFD instance MUST NOT use a discrim nator
corresponding to one of local BFD target identifiers as "ny
discrimnator”. This is to prevent incom ng response BFD contr ol
packets ("pong" packets) having "your discrimnator" as a

di scrim nator corresponding to the | ocal BFD target identifier.

Bel ow ASCI| art describes high | evel concept of full reachability
validations using this nmechanism R2 reserves value XX as BFD
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9.
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1

discrimnator for its BFD target identifier. ASC I art shows that
and R4 performng full reachability validation to XX on R2.

-- md=50/ yd=XX (BFD pi ng) -->
<-- md=XX/yd=50 (BFD pong) - -

| N

|

| + - nmd=60/yd=XX (BFD ping) --
+ - - -md=XX/yd=60 (BFD pong) -->

[*] Reflector BFD session on R2.
Figure 2: S-BFD path nonitoring
If BFD control packet is to be sent via IP path, then

o Destination |IP address MJST be an | P address corresponding to
target identifier.

o Source | P address MJUST be a | ocal |P address.

o IP TTL MUST be 255 for full reachability validations. Partial
reachability validations MAY use smaller TTL val ue (see
Section 10).

o Well-known UDP destination port(s) for |IP based S-BFD

I f BFD control packet response is determned to explicitly be I abel
swi tched, then

o BFD control packet MJST get inposed with a |abel stack that is
expected to reach the target node.

o MPLS TTL MUST be 255 for full reachability validations. Parti al
reachability validati ons MAY use snmaller TTL val ue (see
Section 10).

0 Destination |IP address MJST be 127/8 for |1Pv4 and
0: 0: 0: 0: 0: FFFF: 7F00/ 104 for | Pv6.

0o Source |IP address MJST be a |local |P address.

o |P TTL=1.

o Well-known UDP destination port(s) for MPLS based S-BFD

1. Initiator State machi ne

The foll ow ng di agram provi des an overview of the initiator state

machi ne. The notation on each arc represents the state of the renote

system (as received in the State field in the BFD Control packet) or
indicates the expiration of the Detection Tiner.
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+- -+
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Figure 3: S-BFD Initiator FSM

Note that the above state machine is different fromthe base BFD
speci fication[ RFC5880]. This is because the Init state is no |onger
applicable for the initiator of the S-BFD session. Another inportant
difference is the transition of the state machine fromthe Down state
to the Up state when a packet with State Up is received by the
initiator. The definitions of the states and the events have the
same nmeaning as in the base BFD specification [ RFC5880].

9.2. Responder Behavi or

A networ k node which receives BFD control packets transmtted by an
initiator is referred as responder. Responder, upon reception of BFD
control packets, is to performnecessary rel evant validations

descri bed in [ RFC5880] /[ RFC5881] / [ RFC5883] / [ RFC5884] / [ RFC5885] .

9.2.1. Responder Denulti pl exing

When responder receives a BFD control packet, if "your discrimnator”
value is not one of local entries in the BFD target identifier table,
then this packet MJUST NOT be considered for this mechanism |If "your
di scrimnator” value is one of local entries in the BFD target
identifier table, then the packet is deternmined to be handl ed by a
refl ector BFD session responsi ble for specified BFD targeted
identifier. |If the packet was determ ned to be processed further for
t his mechani sm then chosen reflector BFD session is to transmt a
response BFD control packet using procedures described in

Section 9.2.2, unless prohibited by |ocal admnistrative or |ocal
policy reasons.

9.2.2. Refl ect or BFD Sessi on Procedures

BFD target identifier type MJUST be used to determ ne further
i nformati on on how to reach back to the initiator
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In addition, destination |IP address of received BFD control packet
MUST be exam ned to determ ne how to construct response BFD control
packet to send back to the initiator

If destination |IP address of received BFD control packet is not 127/8
for 1Pv4d or 0:0:0:0:0: FFFF: 7F00/ 104 for |1Pv6, then:

o Destination |IP address MJST be copied fromreceived source IP
addr ess.

o Source | P address MJUST be copied fromreceived destination IP
address if received destination |P address is a | ocal address.
O herwi se | ocal I P address MJST be used.

o |P TTL MJUST be 255.

Response BFD control packet SHOULD be |IP routed back, but NAY
explicitly be | abel sw tched.

If BFD control packet response is determned to be IP routed, then:

o Destination |IP address MJST be copied fromreceived source IP
addr ess.

o Source | P address MUST be a | ocal address.

o |IP TTL MJST be 255.

If BFD control packet response is determned to explicitly be | abel
swi t ched, then

o BFD control packet MJST get |abel switched back to the initiator
Determ ning the | abel stack to be inposed on a response BFD
control packet is outside the scope of this docunent.

o MPLS TTL MJST be 255.

o Destination |IP address MJST be 127/8 for |1Pv4 and
0: 0: 0: 0: 0: FFFF: 7F00/ 104 for | Pv6.

o Source | P address MJUST be a | ocal |P address.

o |IP TTL MJUST be 1.

Regardl ess of the response type, BFD control packet being sent by the
responder MUST perform foll ow ng procedures:

o Copy "nmy discrimnator” fromreceived "your discrimnator"”, and
"your discrimnator" fromreceived "ny discrimnator".

o UDP destination port MJST be sane as received UDP destination
port.
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9. 3.

Furt her Packet Detail s

Further details of BFD control packets sent by initiator (ex: active
BFD sessi on):

0]
0]

0]

Wl | - known UDP destination port assigned for S-BFD.

UDP source port as per described in

[ RFC5881] / [ RFC5883] / [ RFC5884] / [ RFC5885] .

"ny discrimnator" assigned by | ocal node.

"your discrimnator"” corresponding to an identifier of target
node.

"State" MJST be set to a value reflecting | ocal state.

"Desired Mn TX Interval"” MJST be set to a value reflecting |ocal
desired mnimumtransmt interval.

"Required Mn RX Interval"™ MJST be zero.

"Required Mn Echo RX Interval" SHOULD be zero.

"Detection Multiplier" MIUST be set to a value reflecting locally
used mul tiplier val ue.

"Demand bit (D)" MJIST be set by the initiator.

Further details of BFD control packets sent by responder (reflector
BFD sessi on):

0]
0]

0]

9. 4.

Wl | - known UDP destination port assigned for S-BFD.

UDP source port as described in

[ RFC5881] / [ RFC5883] / [ RFC5884] / [ RFC5885] .

"ny discrimnator” MJST be copied fromreceived "your

di scrim nator".

"your discrimnator" MJST be copied fromreceived "ny

di scrimnator".

"State" MJIST be UP or ADM NDOMN. C arification of reflector BFD
session state is described in Section 9. 8.

"Desired Mn TX Interval"™ MJST be copied fromreceived "Desired
Mn TX Interval ".

"Required Mn RX Interval" MJST be set to a value reflecting how
many i ncom ng control packets this reflector BFD session can
handl e.

"Required Mn Echo RX Interval" SHOULD be set to zero.

"Detection Miultiplier" MJUST be copied fromreceived "Detection
Mul tiplier".

"Demand bit (D)" MJST be cleared by the reflector.

Di agnosti c Val ues

Di agnostic value in both directions MAY be set to a certain value, to
attenpt to communicate further information to both ends. However,
details of such are outside the scope of this specification.
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9.

9.

9.

9.

5.

6.

7.

8.

The Pol |l Sequence
The Pol |l sequence MJST operate in accordance with [ RFC5880].
Control Plane |Independent (C)

Control plane independent (C) bit for BFD instances speaking to a
refl ector BFD session MJUST work according to [ RFC5880]. Reflector
BFD session al so MJUST work according to [ RFC5880]. Specifically, if
refl ector BFD session inplenentation does not share fate with contro
pl ane, then response BFD control packets transmtted MJST have
control plane independent (C) bit set. If reflector BFD session

i mpl ementation shares fate with control plane, then response BFD
control packets transmtted MJST NOT have control plane independent
(O bit set.

Addi tional Initiator Behavior

o If initiator receives valid BFD control packet in response to
transmtted BFD control packet, then initiator SHOULD concl ude
t hat packet reached intended target.

o Wen a sufficient nunber of BFD control packets have not arrived
as they should, the initiator could declare | oss of reachability.
The criteria for declaring |oss of reachability and the action
that would be triggered as a result are outside the scope of this
speci ficati on.

0 Relating to above bullet item it is critical for an
i npl enmentation to understand the |atency to/fromreflector BFD
session on target node. In other words, for very first BFD
control packet transmtted, an inplenentati on MJUST NOT expect
response BFD control packet to be received for tine equivalent to
sum of latencies: initiator node to target node and target node
back to initiator node.

o If initiator receives a packet with D bit set, the packet MJST be

di scar ded.

Addi ti onal Responder Behavi or

o BFD control packets transmtted by a reflector BFD session MJST

have "Required Mn RX Interval" set to a value which reflects how
many i ncom ng control packets this reflector BFD session can
handl e. Responder can control how fast initiators will be sending
BFD control packets to self by ensuring "Required Mn RX Interval"”
reflects a val ue based on current | oad.
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10.

11.

o If areflector BFD session w shes to communicate to sone or al
initiators that nonitored BFD target identifier is "tenporarily
out of service", then BFD control packets with "state" set to
ADM NDOWN are sent to those initiators. Initiators, upon
reception of such packets, MJST NOT conclude | oss of reachability
to corresponding BFD target identifier, and MJUST back off packet
transm ssion interval to corresponding BFD target identifier an
interval no faster than 1 second. |If a reflector BFD session is
generating a response BFD control packet for BFD target identifier
that is in service, then "state" in response BFD control packets
MUST be set to UP.

o If areflector receives a packet with D bit cleared, the packet
MUST be di scar ded.

Partial Reachability Validations

Same nechani sm as described in "Full Reachability Validations”
section will be applied with exception of follow ng differences on
initiator.

o Wen initiator wishes to performa partial reachability validation
towards identifier X upto identifier Y, nunber of hops to
identifier Y is calcul ated.

o TTL value based on this calculation is used as the IP TTL or MPLS
TTL on top nost |abel, and "your discrimnator"” of transmtted BFD
control packet will carry BFD discrimnator corresponding to
target transit identifier Y.

0 |Inposed | abel stack or |IP destination address will continue to be
of identifier X

Scal i ng Aspect

Thi s mechani sm brings forth one noticeable difference in terns of
scal i ng aspect: nunber of BFD sessions. This specification
elimnates the need for egress nodes to have fully active BFD
sessions when only one side desires to performreachability
validations. Wth introduction of reflector BFD concept, egress no
| onger is required to create any active BFD session per path/LSP
basis. Due to this, total nunber of BFD sessions in a network is
reduced.

If traditional BFD technol ogy was used on a network conprised of N
nodes, and each node nonitored M unidirectional paths/LSPs, then
total nunber of BFD sessions in such network will be:
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(((N-1) xM x 2)

Assum ng that each network node creates one refl ector BFD session to
handl e all local BFD target identifiers, then total nunber of BFD
sessions in sanme scenario wll be:

(((N-1) xM + N
12. Co-existence with Traditi onal BFD

Thi s nmechani sm has no i ssues being deployed with traditional BFDs

([ RFC5881] /[ RFC5883] / [ RFC5884] / [ RFC5885] ) because BFD di scrim nators
which allow this nechanismto function are explicitly reserved and
separate UDP port values are used with S-BFD

13. BFD Echo
BFD echo is outside the scope of this docunent.
14. Security Considerations

Same security considerations as [ RFC5880], [RFC5881], [ RFC5883],
[ RFC5884] and [ RFC5885] apply to this docunent.

Additionally, inplenmenting the foll ow ng nmeasures wll strengthen
security aspects of the nmechani sm described by this docunent.

o Inplenentations MJUST provide filtering capability based on source
| P addresses or source node segnment |Ds of received BFD control
packets: [RFC2827].

o |Inplenentations MJUST NOT act on received BFD control packets
contai ning Martian addresses as source | P addresses.

o Inplenentations MJST ensure response target |P addresses or node
segnment | Ds are reachabl e.

o Initiator MAY pick crypto sequence nunber based on authentication
node confi gured.

o The reflector MUST NOT | ook at the crypto sequence nunber before
accepting the packet.

0 Reflector MAY | ook at the Key ID
[I-D.ietf-bfd-generic-crypto-auth] in the incom ng packet and
verify the authentication data.

0 Reflector MIST accept the packet if authentication is successful.
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15.

16.

17.
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0 Reflector MJUST conmpute the Authentication data and MJUST use the
same sequence nunber that it received in the S-BFD packet that it
is responding to.

o Initiator MJST accept the S-BFD packet if it either comes with the

sane sequence nunber as it had sent or its within the w ndow that
it finds acceptable (described in detail in
[I-D.ietf-bfd-generic-crypto-auth])

Usi ng t he above nethod,

0 Reflectors continue to remain statel ess despite using security.
o0 Reflectors are not susceptible to replay attacks as they al ways
respond to S-BFD packets irrespective of the sequence nunber

carri ed.

0 An attacker cannot inpersonate the Reflector since the Initiator
will only accept S-BFD packets that cone with the sequence nunber
that it had originally used when sending the S-BFD packet.

| ANA Consi derati ons

BFD Target ldentifier types:

Val ue BFD Target Identifier Type

0 Reser ved
1 Net wor k Target Discrim nator

New UDP port nunber, TBD1, w || be requested for S-BFD
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Appendi x A.  Loop Probl em

Consi der a scenari o where we have two nodes and both are S-BFD
capabl e.

Node A (IP 1.1.1.1) -cccmmmmmmmnnnn- Node B (IP 2.2.2.2)

Man in the Mddle (MM

Assune node A reserved a discrimnator 0x01010101 for target
identifier 1.1.1.1 and has a reflector session in |listening node.
Simlarly node B reserved a discrimnator 0x02020202 for its target
identifier 2.2.2.2 and also has a reflector session in |istening
node.

Suppose M M sends a spoofed packet with MyDisc = 0x01010101, YourDi sc
= 0x02020202, source IP as 1.1.1.1 and dest IP as 2.2.2.2. Wen this
packet reaches Node B, the reflector session on Node B will swap the
di scrimnators and | P addresses of the received packet and reflect it
back, since YourDi sc of the received packet matched with reserved

di scrimnator of Node B. The reflected packet that reached Node A

wi |l have MyDdi sc=0x02020202 and Your Di sc=0x01010101. Si nce YourDi sc
of the received packet matched the reserved di scrimnator of Node A,
Node A will swap the discrimnators and reflects the packet back to
Node B. Since reflectors MIST set the TTL of the refl ected packets
to 255, the above scenario will result in an infinite |oop with just
one malicious packet injected fromMM

FYI: Packet fields do not carry any direction information, i.e., if
this is Ping packet or reply packet.
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Sol uti ons
The current proposals to avoid the | oop problem are:

o Overload "D' bit (Demand node bit): Initiator always sets the 'D
bit and reflector clears it. This way we can identify if a
recei ved packet was a reflected packet and avoid reflecting it
back. However this changes the interpretation of 'D bit.

0 Use of State field in the BFD control packets: Initiator wll
al ways send packets with State set to "DOM' and reflector wll
send back packets with state field set to "UP. Reflectors wll
never reflect any received packets with state as "UP'. However
the only issue is the use of state field differently i.e. state in
the S-BFD control packet frominitiator does not reflect the | oca
state which is anyway not significant at reflector.

0 Use of local discrimnator as My Disc at reflector: Reflector wll
always fill in My Discrimnator with a locally all ocated
di scri m nator value (not reserved discrimnators) and wll not
copy it fromthe received packet.
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