Net wor k Wor ki ng G oup M Jet hanandani

I nternet-Draft Ci sco Systens
I ntended status: Standards Track A. Mshra
Expires: August 18, 2016 A. Saxena
Ci ena Corporation

M Bhatia

| onos Net wor ks
February 15, 2016

Opti m zi ng BFD Aut henti cation
draft-ietf-bfd-optimzing-authentication-01

Abstract

Thi s docunent describes an optim zation to BFD Aut hentication as
described in Section 6.7 of BFD [ RFC5880].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 18, 2016.

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. | ntroducti on

Aut henticating every BFD [ RFC5880] packet with a Sinple Password, or
with a MD5 Message-Digest Algorithm[RFC1321] , or Secure Hash

Al gorithm (SHA-1) algorithns is conputationally intensive process,
making it difficult if not inpossible to authenticate every packet -
particularly at faster rates. Also, the recent escal ating series of
attacks on MD5 and SHA-1 [ SHA-1-attackl] [SHA-1-attack2] raise
concerns about their remaining useful lifetine as outlined in Updated
Security Considerations for the MD5 Message-Di gest and t he HMAC- MD5
Al gorithm [ RFC6151] and Security Considerations for the SHA-O and
SHA-1 Message-Di gest Algorithm |[RFC6194]. |If replaced by stronger
al gorithms, the conputational overhead, will nake the task of

aut henti cati ng every packet even nore difficult to achieve.

Thi s docunent proposes that only BFD frames that signal a state
change in BFD be authenticated. Rest of the franes can be
transmtted and received wthout authentication enabled. Mst franes
that are transmtted and received have no state change associ at ed
with them Limting authentication to frames that affect a BFD
session state allows nore sessions to be supported for

aut hentication. WMreover, nost BFD franmes that signal a state change
are generally transmtted at a slower interval of 1s |eaving enough
time to conpute the hash

Section 2 tal ks about the changes to authentication node as descri bed
in BFD [ RFC5880] .
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2. Authenticati on Mde

The cryptographi c authenticati on nmechani sns specified in BFD

[ RFC5880] describes enabling and di sabling of authentication as a one
time operation. As a security precaution, it nentions that
authentication state be allowed to change at nobst once. Once

enabl ed, every packet nust have Authentication Bit set and the

associ ated Aut hentication TLV appended. In addition, it states that
an i nplenmentati on SHOULD NOT all ow the authentication state to be
changed based on the receipt of a BFD Control packet.

Thi s docunent proposes that the authentication node be nodified to be
enabl ed on demand. Instead of authenticating every packet, BFD peers
deci de which frames need to be authenticated, and authenticate only

t hose frames. For exanple, the two ends can decide that BFD franes
that indicate a state change shoul d be authenticated and enabl e

aut hentication on those frames only. |[|f the two ends have not
previously negotiated which franes they will transmt or receive with
aut henti cati on enabl ed, then the BFD session will fail to cone up,
because at | east one end will expect every franme to be authenticated.
The state changes for which authentication is being suggested

i ncl ude:
Read . On state change from <colum> to <row>
Aut h : Authenticate frane
NULL : No Authentication. Use NULL AUTH TLV.
n/ a : Invalid state transition.

Sel ect : Most frames NULL AUTH. Sel ective (periodic)
frames aut henti cat ed.

e e e e e e +
| | DOMWN | INNT | UP | POLL | DEMAND |
oo oo oo oo oo oo +
| DOAMN | NULL | Auth | Auth | Auth | Auth

- - - - - R +
| INNT | Auth | NULL | Auth | Auth | Auth |
ey ey ey ey ey ey +
| UP | Auth | n/a | Select | Auth | Auth |
oo oo oo oo oo oo +
| POLL | Auth | n/a | Auth | Auth | Auth |
- - - - - R +
| DEMAND | Auth | Auth | Auth | Auth | Auth |
ey ey ey ey ey ey +

Optim zed Aut hentication Mp
Al frames already carry the sequence nunmber. The NULL AUTH framnes

MJST contain the TLV specified in Section 3. This enables a
nonot oni cal |y increasi ng sequence nunber to be carried in each frane,
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and prevents man-in-the-mddle from capturing and replaying the sane
frame again. Since all frames still carry a sequence nunber, the

| ogi c for sequence nunber mai ntenance renai ns unchanged from

[ RFC5880] .

Most frames transmtted on a BFD session are BFD CC UP franes.

Aut henticating a small subset of these franmes (one per configured
period) significantly reduces the conputational demand for the system
whi |l e maintai ning security of the session across the configured

aut henti cation periods. The configuration of the periodic
authentication interval for BFD CC UP franes is an open issue.

3. NULL Auth TLV
Thi s section describes a new Aut hentication TLV as:

0 1 2 3
01234567890123456789012345678901
B T e i e o S O I S I R il T s i S S S S Y S S
| Aut h Type | Aut h Len | Auth Key ID | Reser ved |
B il ais S I o T i ot S S I Y S S S S it o
| Sequence Nunber |
T R e i ol SIS R I S R S I S S R e e e et (NI R R R S R

NULL Auth TLV
wher e:

Aut h Type: The Authentication Type, which in this case is 0 (NULL
Aut h TL)

Auth Len: The length of the NULL Auth TLV, in bytes i.e. 8 bytes

Auth Key ID: The authentication key IDin use for this packet. Mist
be set to zero.

Reserved: The authentication key IDin use for this packet. This
allows nultiple keys to be active sinultaneously.

Sequence Nunber: The sequence nunber for this packet. This value is
incremented for each successive packet transmtted for a session.
This provides protection against replay attacks. Mist use the sane
sequence nunber counter as the authenticated franes.

The NULL Auth TLV nust be used for all frames that are not

aut henticated. This protects agai nst replay-attacks by allow ng the
session to maintain an increnenting sequence nunber for all franes
(aut henti cated and un-aut henti cated).
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4.

6.

6.

| ANA Consi derations
I ANA is requested to assign a new Auth Type for the NULL Auth TLV.

Note to RFC Editor: this section nay be renoved on publication as an
RFC.

Security Consi derations

The approach described in this docunment enhances the ability to

aut hentication a BFD session by taking away the onerous requirenent
that every frane be authenticated. By authenticating franmes that
affect the state of the session, the security of the BFD session is
mai nt ai ned. As such this docunent does not change the security
consi derations for BFD
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