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Abstract

Thi s docunment provides a general nmechanismto use the header
extension feature of RTP (the Real -Tinme Transport Protocol). It

provi des the option to use a small nunber of snmall extensions in each
RTP packet, where the universe of possible extensions is |arge and
registration is de-centralized. The actual extensions in use in a
session are signaled in the setup information for that session. The
docunent obsol etes RFC5285
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1. Introduction

The RTP specification [ RFC3550] provides a capability to extend the
RTP header. It defines the header extension format and rules for its
use in Section 5.3.1. The existing header extension nethod permts
at nost one extension per RTP packet, identified by a 16-bit
identifier and a 16-bit length field specifying the |l ength of the
header extension in 32-bit words.

Thi s mechani sm has two conspi cuous drawbacks. First, it permts only
one header extension in a single RTP packet. Second, the

speci fication gives no guidance as to how the 16-bit header extension
identifiers are allocated to avoid collisions.
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This specification renoves the first drawback by defining a backward-
conpati bl e and extensible neans to carry nmultiple header extension

el enents in a single RTP packet. It renoves the second drawback by
defining that these extension elenments are naned by URIs, defining an
| ANA registry for extension elenents defined in | ETF specifications,
and a Session Description Protocol (SDP) nethod for mapping between
the naming URIs and the identifier values carried in the RTP packets.

Thi s header extension applies to RTP/AVP (the Audi o/ Visual Profile)
and its extensions.

Thi s docunent obsol etes [ RFC5285] and renpves a limtation from
RFC5285 that did not all ow sending both one byte and two bytes header
extensions in the sanme RTP stream

2. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Design Coals

The goal of this design is to provide a sinple nechani sm whereby
multiple identified extensions can be used in RTP packets, w thout
the need for formal registration of those extensions but nonethel ess
avoi di ng col lision.

Thi s mechani sm provides an alternative to the practice of burying
associ ated netadata into the nedia format bit stream This has often
been done in nedia data sent over fixed-bandw dth channels. Once
this is done, a decoder for the specific nedia format needs to
extract the netadata. Also, depending on the nmedia format, the

net adata can be added at the tine of encoding the nmedia so that the
bit-rate used for the netadata is taken into account. But the

nmet adat a can be unknown at that tinme. Inserting netadata at a | ater
time can cause a decode and re-encode to neet bit-rate requirenents.

In some cases, a nore appropriate, higher-|level nechanism can be
avai l able, and if so, it can be used. For cases where a higher-Ievel
mechanismis not available, it is better to provide a nechanism at
the RTP | evel than have the netadata be tied to a specific form of
medi a dat a.
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4. Packet Design
4.1. Ceneral

The following design is fit into the "header extension" of the RTP
extensi on, as descri bed above.

The presence and format of this header extension and its contents are
negoti ated or defined out-of-band, such as through signaling (see
bel ow for SDP signaling). The value defined for an RTP extension
(defined bel ow for the one-byte and two-byte header forns) is only an
architectural constant (e.g., for use by network analyzers); it is

t he negotiation/definition (e.g., in SDP) that is the definitive

i ndication that this header extension is present.

This specification updates the requirenment fromthe RTP specification
that the header extension "is designed so that the header extension
MAY be ignored”. To be specific, header extensions using this

speci fication SHOULD be used for data that can safely be ignored by
the recipient without affecting interoperability, there can be
essential header extensions for interoperability and internediaries
SHOULD NOT renove such header extensions. Note that the support of
header extension as specified in this recommendation is negoti ated.
RTP Header extensions MJUST NOT be used when the presence of the

ext ensi on has changed the formor nature of the rest of the packet in
a way that is not conpatible with the way the streamis signal ed
(e.g., as defined by the payload type). Valid exanples m ght include
netadata that is additional to the usual RTP information, e.g. Audio
level fromddient to m xer [RFC6464]. Note that sone header
extensions, for exanple MD [I-D.ietf-nmusic-sdp-bundl e-negoti ati on]
m ght, if renoved, disrupt the behaviour of the higher-I|evel
application that builds on RTP, but are acceptable since they do not
affect interoperability of the RTP stack itself.

The RTP header extension is fornmed as a sequence of extension

el ements, with possible padding. Each extension elenent has a | ocal
identifier and a length. The local identifiers MAY be mapped to a

| arger nanespace in the negotiation (e.g., session signaling).

4.1.1. transmnm ssion considertions

As is good network practice, data SHOULD only be transmtted when
needed. The RTP header extension SHOULD only be present in a packet
if that packet al so contains one or nore extension elenments, as
defined here. An extension elenment SHOULD only be present in a
packet when needed; the signaling setup of extension el enents
indicates only that those el enents can be present in sone packets,
not that they are in fact present in all (or indeed, any) packets.

Even, et al. Expires May 18, 2017 [ Page 4]



| nt er net - Draf t RTP Header Extensi ons November 2016

Sonme general considerations for getting the header extensions
delivered to the receiver

1. The probability for packet |oss and burst | oss determ ne how many
repetitions of the header extensions will be required to reach a
targeted delivery probability, and if burst loss is |ikely, what
di stribution would be needed to avoid getting all repetitions of
t he header extensions lost in a single burst.

2. |If a set of packets are all needed to enabl e decoding, there is
comonly no reason for including the header extension in all of
t hese packets, as they share fate. Instead, at nbst one instance

of the header extension per independently decodable set of nedia
data would be a nore efficient use of the bandw dth.

3. How early the Header Extension iteminformation is needed, from
the first received RTP data or only after sone set of packets are
received, can guide if the header extension(s) should be in al
of the first N packets or be included only once per set of
packets, for exanple once per video frane.

4. The use of RTP level robustness nechani snms, such as RTP
retransm ssion [ RFC4588], or Forward Error Correction, e.g.,
[ RFC5109] may treat packets differently from a robustness
per spective, and header extensions should be added to packets
that get a treatnment corresponding to the relative inportance of
recei ving the information.

As a summary, the nunber of header extension transm ssions should be
tailored to a desired probability of delivery taking the receiver
popul ation size into account. For the very basic case, N repetitions
of the header extensions should be sufficient, but nay not be
optimal. N is selected so that the header extension target delivery
probability reaches 1-P*N, where P is the probability of packet | oss.
For point to point or small receiver populations, it mght also be
possi bl e to use feedback, such as RTCP, to determ ne when the
information in the header extensions has reached all receivers and
stop further repetitions. Feedback that can be used includes the
RTCP XR Loss RLE report block [RFC3611], which will indicate
successful delivery of particular packets. |f the RTP/AVPF Transport
Layer Feedback Messages for generic NACK [ RFC4585] is used, it can
indicate the failure to deliver an RTP packet with the header
extension, thus indicating the need for further repetitions. The
normal RTCP report bl ocks can al so provide an indicator of successful
delivery, if no |osses are indicated for a reporting interval
covering the RTP packets with the header extension. Note that |oss
of an RTCP packet reporting on an interval where RTP header extension
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packets were sent, does not necessarily nean that the RTP header
ext ensi on packets thensel ves were | ost.

4.1.2. Header Extension type consideration

Each extension elenent in a packet has a local identifier (1D and a
l ength. The local identifiers present in the stream MUST have been
negoti ated or defined out-of-band. There are no static allocations
of local identifiers. Each distinct extension MJST have a uni que |ID.
The value 0 is reserved for paddi ng and MJUST NOT be used as a | ocal
identifier.

There are two variants of the extension: one-byte and two-byte
headers. Since it is expected that (a) the nunber of extensions in
any given RTP session is small and (b) the extensions thenselves are
smal |, the one-byte header formis preferred and MJST be supported by
all receivers. A stream MJST contain only one-byte or two-byte
headers unless it is known that all recipients support m xing, either
by offer/answer negotiation (see section 6) or by out-of-band

knowl edge. Each RTP packet with an RTP header extension follow ng
this specification will indicate if it contains one or two byte
header extensions through the use of the "defined by profile” field.
Only the extension elenent types that match the header extension
format, i.e. one- or two-byte, MJIST be used in that RTP packet.
Transmtters SHOULD NOT use the two-byte formwhen all extensions are
smal | enough for the one-byte header form Transmtters that intend
to send the two-byte form SHOULD use | Ds above 14 if they want to |et
t he Receivers know that they intend to use two-byte form for exanple
if the RTP header extension is |longer than 16 bytes. A transmtter
MAY be aware that an internmediary may add RTP header extensions in
this case, the transmtter SHOULD use two-byte form

A sequence of extension elenents, possibly with padding, fornms the
header extension defined in the RTP specification. There are as many
extension elenents as fit into the length as indicated in the RTP
header extension length. Since this length is signaled in ful

32-bit words, padding bytes are used to pad to a 32-bit boundary.

The entire extension is parsed byte-by-byte to find each extension

el enent (no alignnment is needed), and parsing stops at the earlier of
the end of the entire header extension, or in one-byte headers only
case, on encountering an identifier wwth the reserved val ue of 15.

In both forns, padding bytes have the value of 0 (zero). They MAY be
pl aced between extension elenents, if desired for alignment, or after
the | ast extension elenent, if needed for padding. A padding byte
does not supply the ID of an elenent, nor the length field. Wen a
paddi ng byte is found, it is ignored and the parser noves on to
interpreting the next byte.
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Note carefully that the one-byte header formallows for data | engths
between 1 and 16 bytes, by adding 1 to the signal ed | ength val ue
(thus, O in the length field indicates 1 byte of data follows). This
allows for the inportant case of 16-byte payloads. This addition is
not perforned for the two-byte headers, where the length field
signals data | engths between 0 and 255 bytes.

Use of RTP header extensions will reduce the efficiency of RTP header

conpression, since the header extension will be sent unconpressed
unl ess the RTP header conpression nodule is updated to recognize the
extensi on header. |If header extensions are present in sone packets,

but not in others, this can also reduce conpression efficiency by
requiring an update to the fixed header to be conveyed when header
extensions start or stop being sent. The interactions of the RTP
header extension and header conpression is explored further in

[ RFC2508] and [ RFC3095].

4.2. (One-Byte Header

In the one-byte header form of extensions, the 16-bit val ue REQUI RED
by the RTP specification for a header extension, |abeled in the RTP
specification as "defined by profile”, MJST have the fixed bit
pattern OXBEDE (the first version of this specification was witten
on the feast day of the Venerabl e Bede).

Each extension el ement MJST starts with a byte containing an ID and a
| engt h:

0
01234567
e e s
| ID | len |
i S N N S

The 4-bit IDis the local identifier of this elenment in the range
1-14 inclusive. 1In the signaling section, this is referred to as the
val i d range.

The local identifier value 15 is reserved for future extension and
MJUST NOT be used as an identifier. |If the IDvalue 15 is
encountered, its length field MJST be ignored, processing of the
entire extension MJST term nate at that point, and only the extension
el enents present prior to the elenment with ID 15 SHOULD be
consi der ed.

The 4-bit length is the nunber m nus one of data bytes of this header
extension elenent follow ng the one-byte header. Therefore, the
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4.

3.

value zero in this field indicates that one byte of data follows, and
a value of 15 (the maxi mun) indicates elenment data of 16 bytes.

(This permts carriage of 16-byte values, which is a common | ength of
| abel s and identifiers, while losing the possibility of zero-length
val ues -- which would often be padded anyway.)

An exanpl e header extension, with three extension elenments, and sone
paddi ng foll ows:

0 1 2 3
01234567890123456789012345678901

i i S S i i e i S e i o S o N S
| OxBE | OxDE | | engt h=3 |
i S s S i S I S S S s SRR S S
| 1D | L=0 | dat a | 1D | L=1 | dat a. ..

B T e S S i T i i ST N e S T i ot SIS I S

. dat a | 0 (pad) | 0 (pad) | ID | L=3

i i S S s i T S i o S SR SR
| dat a |
i S e T S s S S S S S ek o

Two- Byt e Header

In the two-byte header form the 16-bit value defined by the RTP
specification for a header extension, |labeled in the RTP
specification as "defined by profile", is defined as shown bel ow.

0 1
0123456789012345
e T i I S S it R SR S S e e e
| 0x100 | appbi t s
B T i S g it S I S S

The appbits field is 4 bits that are application-dependent and MAY be
defined to be any value or neaning, and are outside the scope of this
specification. For the purposes of signaling, this field is treated
as a special extension value assigned to the |local identifier 256.

If no extension has been specified through configuration or signaling
for this local identifier value 256, the appbits field SHOULD be set
to all Os by the sender and MUST be ignored by the receiver.

Each extension elenent starts with a byte containing an ID and a byte
contai ning a | ength:
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0 1
0123456789012345
B T i S S i S o T
| I D | | engt h |
T S T S i st i S S

The 8-bit IDis the local identifier of this elenent in the range
1-255 inclusive. In the signaling section, the range 1-256 is
referred to as the valid range, with the values 1-255 referring to
extension elenments, and the value 256 referring to the 4-bit field
"appbits’ (above). Note that there is one ID space for both one-byte
and two-byte formthis neans that the | ower values (1-14) can be used
inthe 4-bit IDfield in the one-byte header format as well.

The 8-bit length field is the length of extension data in bytes not
including the ID and length fields. The value zero indicates there
is no data foll ow ng.

An exanpl e header extension, with three extension elenments, and sone
paddi ng foll ows:

0 1 2 3
01234567890123456789012345678901
R e i T e S S S il S SR N R e R S S et it S S S s
| 0x10 | 0x00 | | engt h=3 |
B T i S I T T s S S S I e Tl it s O
| I D | L=0 | I D | L=1 |
I ik aie: ST S S I I i o ST I I I I il sl e S
| dat a | 0 (pad) | I D | L=4 |
R e i T e S S S il S SR N R e R S S et it S S S s
| dat a |
B T i S I T T s S S S I e Tl it s O

5. SDP Signaling Design

The indication of the presence of this extension, and the mappi ng of
| ocal identifiers used in the header extension to a | arger namespace,
MUST be perfornmed out-of-band, for exanple, as part of a SIP offer/
answer exchange using SDP. This section defines such signaling in
SDP.

A usabl e mapping MJUST use IDs in the valid range, and each IDin this
range MJUST be used only once for each nedia (or only once if the
mappi ngs are session level). Mppings that do not conformto these
rul es MAY be presented, for instance, during offer/answer negotiation
as described in the next section, but remapping to conformant val ues
IS necessary before they can be applied.
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Each extension is naned by a URI. That URI MJST be absol ute, and
precisely identifies the format and neani ng of the extension. URIs

t hat contain a domain nanme SHOULD al so contain a nonth-date in the
form myyyy. The definition of the el enent and assignnent of the UR
MJUST have been authorized by the owner of the domain nane on or very
close to that date. (This avoids probl ens when domai n nanmes change
ownership.) |If the resource or docunent defines several extensions,
then the URI MJUST identify the actual extension in use, e.g., using a
fragnment or query identifier (characters after a’'# or "? in the
URI) .

Rational e: the use of URIs provides for a |arge, unall ocated space,
and gi ves docunmentation on the extension. The URIs do not have to be
de-referencable, in order to permt confidential or experinental use,
and to cover the case when extensions continue to be used after the
organi zation that defined them ceases to exist.

An extension URI with the sanme attributes MIUST NOT appear nore than
once applying to the sane stream i.e., at session level or in the
declarations for a single streamat nedia |level. (The sane extension
can, of course, be used for several streans, and can appear
differently paraneterized for the sane stream)

For extensions defined in RFCs, the URI used SHOULD be a URN starting
"urn:ietf:parans:rtp-hdrext:" and followed by a registered,
descriptive nane.

The registration requirenments are detailed in the | ANA Consi derations
section, bel ow.

An example (this is only an exanple), where ’'avt-exanple-netadata is
t he hypot hetical nane of a header extension, mght be:

urn:ietf:parans:rtp-hdrext:avt-exanpl e- et adat a
An exanple nane not fromthe IETF (this is only an exanple) m ght be:
http:// exanpl e. com 082005/ ext . ht mtexanpl e- net adat a

The mappi ng MAY be provided per nedia stream (in the nedia-1eve

section(s) of SDP, i.e., after an "nm=" line) or globally for al
streanms (i.e., before the first "m=" line, at session |level). The
definitions MJST be either all session level or all nedia level; it
is not permtted to mx the two styles. In addition, as noted above,

the I Ds used MJUST be unique for each streamtype for a given nedia,
or for the session for session-level declarations.
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Each local identifier potentially used in the streamis mapped to a
string using an attribute of the form

a=ext map: <val ue>["/"<direction>] <URI > <extensionattributes>

where <URI> is a URI, as above, <value> is the local identifier (1D)
of this extension and is an integer in the valid range inclusive (0
is reserved for padding in both fornms, and 15 is reserved in the one-
byt e header form as noted above), and <direction> is one of
"sendonly", "recvonly", "sendrecv", or "inactive" (wthout the
guotes) with relation to the device being configured.

The formal BNF syntax is presented in a later section of this
speci ficati on.

Exanpl e:
a=extmap: 1 http://exanpl e. conf 082005/ ext. ht n¥tti nme
a=ext map: 2/ sendrecv http://exanpl e.com 082005/ ext . ht m#xmeta short

When SDP signaling is used for the RTP session, it is the presence of
the "extmap’ attribute(s) that is diagnostic that this style of
header extensions is used, not the magi c nunber indicated above.

6. SDP Signaling for support of mxed one byte and two bytes header
ext ensi ons.

In order to allow for backward interoperability with systens that do
not support m xing of one byte and two bytes header extensions this
docunent defines the "a=extmap-all ow m xed" Session Description
Protocol (SDP) [ RFC4A566] attribute to indicate if the participant is
capabl e of supporting this new node. The attribute takes no val ue.
This attribute can be used at the session or nedia levels. A
participant that proposes the use of this node SHALL itself support
the reception of m xed one byte and two bytes header extensions.

The negotiation for m xed one byte and two bytes extensi on MIST be
negotiated in offer/answer [ RFC3264]. |In the absence of negotiation
usi ng of fer/answer, m xed headers MJUST NOT occur unless the
transmtter has sone (out of band) know edge that all potenti al
reci pients support this node.
The formal definition of this attribute is:

Nane: extmap-all ow m xed

Val ue:
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Usage Level: session, nedia
Char set Dependent: no
Exanpl e:

a=ext map- al | ow m xed

When doing SDP O fer/ Answer [ RFC3264] an offering client that w shes
to use both one and two bytes extensions MJST include the attribute
"a= extmap-allowmxed " in the SDP offer. [|f "a= extmap-all ow m xed

is present in the offer SDP, the answerer that supports this node
and wi shes to use it SHALL include the "a=extnmap-all ow m xed "
attribute in the answer. |In cases the answer has been excl uded,
neither clients SHALL use m xed one bytes and two bytes extensions in
t he sane RTP stream but MAY use one-byte or two-bytes form (see
section 4.1.2).

7. O fer/ Answer

The sinple signaling described above for the extmap attribute MAY be
enhanced in an offer/answer context, to permt:

o asymetric behavior (extensions sent in only one direction),
o the offer of nutually exclusive alternatives, or
o the offer of nore extensions than can be sent in a single session.

A direction attribute MAY be included in an extmap; without it, the
direction inplicitly inherits, of course, fromthe streamdirection,
or is "sendrecv" for session-level attributes or extensions of
"inactive" streans. The direction MJST be one of "sendonly",
"recvonly", "sendrecv", or "inactive" as specified in [ RFC3264]

Extensions, with their directions, MAY be signaled for an "inactive"
stream It is an error to use an extension direction inconpatible
with the streamdirection (e.g., a "sendonly" attribute for a
"recvonly" strean).

If an offer or answer contains session-|evel mappings (and hence no
medi a- | evel mappings), and different behavior is desired for each
stream then the entire set of extension map decl arati ons MAY be
noved into the nedi a-1evel section(s) of the SDP. (Note that this
speci fication does not permt mxing global and |ocal declarations,
to make identifier nanagenment easier.)
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If an extension map is offered as "sendrecv", explicitly or
inmplicitly, and asymetric behavior is desired, the SDP MAY be
nodi fied to nodify or add direction qualifiers for that extension.

If an extension is marked as "sendonly" and the answerer desires to
receive it, the extension MJST be marked as "recvonly" in the SDP
answer. An answerer that has no desire to receive the extension or
does not understand the extension SHOULD renove it fromthe SDP
answer .

If an extension is marked as "recvonly" and the answerer desires to
send it, the extension MJST be marked as "sendonly" in the SDP
answer. An answerer that has no desire to, or is unable to, send the
extensi on SHOULD renove it fromthe SDP answer.

Local identifiers in the valid range inclusive in an offer or answer
MJUST NOT be used nore than once per nedia section (including the
session-| evel section). A session update MAY change the direction
qualifiers of extensions under use. A session update MAY add or
renove extension(s). ldentifiers values in the valid range MJST NOT
be altered (remapped).

Note that, under this rule, the sane local identifier cannot be used
for two extensions for the sane nedia, even when one is "sendonly"
and the other "recvonly", as it would then be inpossible to nake
either of them sendrecv (since re-nunbering is not permtted either).

If a party wishes to offer nmutually exclusive alternatives, then
multiple extensions with the sane identifier in the (unusable) range
4096- 4351 MAY be offered; the answerer SHOULD sel ect at nost one of
the offered extensions with the sane identifier, and remap it to a
free identifier in the valid range, for that extension to be usable.

Simlarly, if nore extensions are offered than can be fit in the
valid range, identifiers in the range 4096-4351 MAY be offered; the
answer er SHOULD choose those that are desired, and remap themto a
free identifier in the valid range.

It is always allowed to place the offered identifier value "as is" in
the SDP answer (for exanple, due to lack of a free identifier value
inthe valid range). Extensions with an identifier outside the valid
range MJUST NOT, of course, be used. |If needed, the offerer or
answerer can update the session to nmake space for such an extension.

Rati onal e: the range 4096-4351 for these negotiation identifiers is

deliberately restricted to all ow expansion of the range of valid
identifiers in future.
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Ei ther party MAY include extensions in the stream other than those
negoti ated, or those negotiated as "inactive", for exanple, for the
benefit of internediate nodes. Only extensions that appeared with an
identifier in the valid range in SDP originated by the sender can be
sent.

Exanpl e (port nunbers, RTP profiles, payload IDs and rtpmaps, etc.
all omtted for brevity):

The of fer:

a=extmap: 1 URI -t of f set

a=ext map: 14 URI - obscure
a=ext map: 4096 URI - gps-string
a=ext map: 4096 URI - gps- bi nary
a=ext map: 4097 URI - franetype
mevi deo

a=sendr ecv

mFaudi o

a=sendr ecv

The answerer is interested in receiving GPS in string format only on

vi deo, but cannot send GPS at all. It is not interested in
transm ssion offsets on audi o, and does not understand the URI -
obscur e extensi on. It therefore noves the extensions from session

| evel to nedia |level, and adjusts the declarations:

mevi deo

a=sendrecv

a=extmap: 1 URI -t of f set
a=ext map: 2/ recvonly URI-gps-string
a=extmap: 3 URI -franetype

mFaudi o

a=sendr ecv

a=ext map: 1/ sendonly URI -t of f set

8. BNF Synt ax

The syntax definition bel ow uses ABNF according to [ RFC5234]. The
syntax elenent "URI’ is defined in [RFC3986] (only absolute URIs are
permtted here). The syntax elenment 'extmap’ is an attribute as
defined in [ RFC4566], i.e., "a=" precedes the extmap definition.
Specific extensionattributes are defined by the specification that
defines a specific extension name; there can be several.
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9.

10.

extmap = mapentry SP extensi onnane [ SP extensionattri butes]
ext ensi onnane = UR
direction = "sendonly" / "recvonly" / "sendrecv" / "inactive"
mapentry = "extmap:" 1*SDIG T ["/" direction]
extensionattri butes = byte-string
URI = <Defined in RFC 3986>
byte-string = <Defined in RFC 4566>
SP = <Defined in RFC 5234>
DG T = <Defined in RFC 5234>

Security Consi derations

Thi s docunent defines only a place to transmt information; the
security inplications of each of the extensions MJST be discussed
with those extensions.

Ext ensi ons usage i s negotiated using [ RFC3264] so integrity
protection and end-to-end authentication MJST be used. The security
consi derations of [RFC3264] MJUST be followed, to prevent, for
exanpl e, extension usage bl ocking.

Header extensions have the sane security coverage as the RTP header
itself. Wen Secure Real -tine Transport Protocol (SRTP) [RFC3711] is
used to protect RTP sessions, the RTP payl oad can be both encrypted
and integrity protected, while the RTP header is either unprotected
or integrity protected. |In order to prevent DOS attacks, for
exanpl e, by changing the header extension integrity protection SHOULD
be used. Lower |ayer security protection |ike DILS[ RFC6347] MAY be
used. RTP header extensions can carry sensitive information for

whi ch participants in nultinmedi a sessions want confidentiality.
RFC6904 [ RFC6904] provides a nmechanism extendi ng the nechani sns of
SRTP, to selectively encrypt RTP header extensions in SRTP

O her security options for securing RTP are discussed in [RFC7201].
| ANA Consi derations

Thi s docunment updates the | ANA consideration to reference this
docunent and adds a new SDP attribute in section 10.3
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10.

Note to I ANA : change RFCxxxx to this RFC nunber and renove the note.
1. ldentifier Space for | ANA to Manage

The mapping fromthe naming URI formto a reference to a
specification is managed by ANA. Insertion into this registry is
under the requirenments of "Expert Review' as defined in [RFC5226].

The 1ANA will also maintain a server that contains all of the
regi stered elenents in a publicly accessible space.

Here is the formal declaration to conply with the I ETF URN Sub-
namespace specification [ RFC3553].

0 Registry nane: RTP Conpact Header Extensions
o Specification: RFC 5285 and RFCs updating RFC 5285.
o Information required:

A. The desired extension nam ng UR

B. Aformal reference to the publicly avail able specification
C. A short phrase describing the function of the extension
D

Contact information for the organi zati on or person naking the
regi stration

For extensions defined in RFCs, the URI SHOULD be of the form
urn:ietf:params:rtp-hdrext:, and the formal reference is the RFC
nunber of the RFC docunenting the extension.

0 Review process: Expert review is REQJ RED. The expert review
SHOULD check the follow ng requirenents:

1. that the specification is publicly avail abl e;

2. that the extension conplies with the requirenents of RTP, and
this specification, for header extensions (specifically, that
t he header extension can be ignored or discarded w thout
breaki ng the RTP | ayer);

3. that the extension specification is technically consistent (in
itself and with RTP), conplete, and conprehensi bl e;
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0]

10. 2.

4. that the extension does not duplicate functionality in
exi sting | ETF specifications (including RTP itself), or other
extensi ons al ready registered;

5. that the specification contains a security analysis regarding
the content of the header extension;

6. that the extension is generally applicable, for exanple point-
to-mul ti point safe, and the specification correctly describes
limtations if they exist; and

7. that the suggested namng URI formis appropriately chosen and
uni que.

Size and format of entries: a mapping froma nanming URI string to
a formal reference to a publicly available specification, with a
descriptive phrase and contact information.

Initial assignnents: none.

Regi stration of the SDP extmap Attri bute

I ANA is requested to register the extmap SDP [ RFC4566] attri bute.

SDP Attribute ("att-field"):

Attribute name: ext map
Long form generic header extension nmap definition
Type of nane: att-field

Type of attribute: Media or session |evel
Subj ect to charset: No

Pur pose: defines the mapping fromthe extension nunbers
used in
packet headers into extension names.
Ref er ence: [ RFCXXXX]
Val ues: See [ RFCXXXX]
10.3. Registration of the SDP extmap-all ow m xed Attribute

The 1 ANA is requested to register one new SDP attri bute:
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SDP Attribute ("att-field"):

Attribute name: ext map-al | ow m xed
Long form One and Two bytes mi xed node
Type of nane: att-field

Type of attribute: Media or session |evel
Subj ect to charset: No

Pur pose: Negotiate the use of One and Two bytes
in the sane RTP stream

Ref er ence: [ RFCXXXX]

Val ues: None

11. Changes from RFC5285

The major notivation for updating [ RFC5285] was to al |l ow havi ng one
byte and two bytes RTP header extensions in the same RTP stream (but
not in the sane RTP packet). The support for this case is negotiated
using a new SDP attribute "extmap-all owed-m xed" specified in this
docunent .

The other nmmjor change is to update the requirenment fromthe RTP
speci fication and[ RFC5285] that the header extension "is designed so
that the header extension MAY be ignored”. This is described in
section 4.1.

The transm ssion consideration section (4.1.1) adds nore text to
clarify when and how many tinmes to send the RTP header extension to
provi de higher probability of delivery

>The security section was expanded
The rest of the changes are editorial.
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