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Abstract

Thi s docunment describes an YANG data nodel for |2NSF registration
interface between Security Controller and Devel oper’s Managenent
System The data nodel is required for NSF instance registration and
dynam c life cycle managenent of NSF instances.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Septenber 6, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1. I nt roducti on

Thi s docunent provides a YANG [ RFC6020] data nodel that defines the
required data for the registration interface between Security
Controll er and Devel oper’s Managenent Systemto dynam cally nanage a
pool of NSF instances. This docunent defines a YANG data nodel based
on the [i2nsf-reg-inf-inl. The terns used in this docunent are
defined in [i2nsf-term nol ogy].

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Hyun, et al. Expi res Septenber 6, 2018 [ Page 2]



I nternet-Draft Regi stration Interface YANG Data Mdel March 2018

3.
o]
o]
o]
o]
0
3. 1.
Hyun,

Ter m nol ogy

Thi s docunent uses the term nol ogy described in [i2nsf-term nol ogy],
[capability-in], [RFC8329], [nsf-triggered-steering],
[ supa- policy-data-nodel], and [supa-policy-info-nodel].

Net work Security Function (NSF): A function that is responsible
for specific treatnment of received packets. A Network Security
Function can act at various |layers of a protocol stack (e.g., at
the network |ayer or other OSI layers). Sanple Network Security
Service Functions are as follows: Firewall, Intrusion Prevention/
Detection System (I PS/IDS), Deep Packet I|nspection (DPl),
Application Visibility and Control (AVC), network virus and

mal war e scanni ng, sandbox, Data Loss Prevention (DLP), Distributed
Deni al of Service (DDoS) mitigation and TLS proxy.

[ nsf-triggered-steering]

Advanced I nspection/ Action: As like the |I2NSF infornmation nodel
for NSF facing interface [capability-im, Advanced | nspection/
Action nmeans that a security function calls another security
function for further inspection based on its own inspection
result. [nsf-triggered-steering]

Net work Security Function Profile (NSF Capability Information):
NSF Capability Information specifies the inspection capabilities
of the associated NSF instance. Each NSF instance has its own NSF
Capability Information to specify the type of security service it
provides and its resource capacity etc. [nsf-triggered-steering]

Data Model: A data nodel is a representation of concepts of
interest to an environnent in a formthat is dependent on data
repository, data definition |anguage, query |anguage,

i npl enent ati on | anguage, and protocol. [supa-policy-info-nodel]

I nformati on Model: An information nodel is a representation of
concepts of interest to an environnent in a formthat is

i ndependent of data repository, data definition |anguage, query
| anguage, inplenmentation | anguage, and protocol.

[ supa- pol i cy-i nf o- nodel ]

Tree Di agrans

A sinplified graphical representation of the data nodel is used in
this docunent. The nmeaning of the synbols in these diagrans

[12rs-rib-data-nodel] is as foll ows:

Brackets "[" and "]" enclose |list keys.
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4.

4.

4.

Hyun,

Abbrevi ations before data node nanes: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

Synbol s after data node nanmes: "?" nmeans an optional node and "*"
denotes a "list" and "leaf-list".

Par ent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

Ellipsis ("...") stands for contents of subtrees that are not
shown.

Hi gh- Level YANG

This section provides an overview of the high |evel YANG

Regi stration Interface

nodul e : ietf-i2nsf-regs-interface-nodel
+--rw regs-req

uses i2nsf-regs-req

+--rw i nstance-ngnt - r eq

uses i 2nsf-instance-ngnt-req

Figure 1. High-Level YANG of |2NSF Registration Interface

Each of these sections mrror sections of [i2nsf-reg-inf-im.

Regi strati on Request

This section expands the i2nsf-regs-req in Figure 1

Regi strati on Request
+--rwi2nsf-regs-req

+--rw nsf-capability-information

| uses i2nsf-nsf-capability-information
+--rw nsf-access-info

| uses i2nsf-nsf-access-info

Figure 2: Hi gh-Level YANG of |2NSF Regi strati on Request

Regi strati on Request contains the capability information of newy
created NSF to notify its capability to Security Controller. The
request al so contains Network Access Information so that the Security
Controll er can access the NSF
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4.3. Instance Managenent Request
This section expands the i2nsf-instance-ngnt-req in Figure 1

| nst ance Managenent Request
+--rw i 2nsf-instance-ngnt-req
+--rwreqg-level uintl6
+--rwreqg-id uint64
+--rw (reqg-type)?
+--rw (instanci ati on-request)
+--rw nsf-capability-information
| uses i2nsf-nsf-capability-information
+--rw (dei nstanci ati on-request)
+--rw nsf-access-info
| uses i2nsf-nsf-access-info

Figure 3: High-Level YANG of |2NSF |Instance Mgnt Request

I nstance managenent request consists of two types: instanciation-
request and dei nstanci ati on-request. The instanciation-request is
used to request generation of a new NSF instance with NSF Capability
I nformati on which specifies required NSF capability information. The
dei nstanci ati on-request is used to renpove an existing NSF w th NSF
Access | nformation.

4.4. NSF Capability Information

This section expands the i2nsf-nsf-capability-information in Figure 2
and Figure 3.

NSF Capability Information
+--rw i 2nsf-nsf-capability-information
+--rw i2nsf-capability
| uses ietf-i2nsf-capability
+--rw performance-capability
| uses i2nsf-nsf-performance-caps

Figure 4: High-Level YANG of |2NSF NSF Capability Information
In Figure 4, ietf-i2nsf-capability refers nodule ietf-i2nsf-
capability in [i2nsf-capability-dm. W add the perfornmance

capability because it is absent in [i2nsf-capability-dnmj and
[ net nod- acl - nodel |
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4.5, NSF Access | nformati on

This section expands the i2nsf-nsf-access-info in Figure 2 and
Fi gure 3.

NSF Access Information
+--rw i 2nsf-nsf-access-info
+--rw nsf-address inet:ipv4-address
+--rw nsf-port-address inet:port-nunber

Figure 5. Hi gh-Level YANG of |2NSF NSF Access | nformantion
This information is used by other conponents to access an NSF
4.6. NSF Performance Capability
This section expands the i2nsf-nsf-performance-caps in Figure 4.

NSF Performance Capability
+--rw i 2nsf - nsf - perfor mance-caps
+--rw processing
| +--rw processi ng-average uintl16
| +--rw processi ng-peak uintl6
+--rw bandw dth
| +--rw out bound
| | +--rw outbound-average uintl6
| | +--rw out bound-peak uintl16
| +--rw i nbound
| | +--rwinbound-average uintl6
| | +--rwinbound-peak uintl6

Figure 6: Hi gh-Level YANG of |2NSF NSF Performance Capability
When the Security Controller requests the Devel oper Managenment System
to create a new NSF i nstance, the performance capability is used to
speci fy the performance requirenents of the new instance.
4.7. Rol e-Based ACL(Access Control List)
This section expands the ietf-netnod-acl-nobdel in [netnod-acl-nodel].
Rol e- Based ACL
+--rw rol e- based- acl

uses i etf-net nod-acl - nodel

Figure 7. Rol e-Based ACL
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In [netnod-acl-nodel], ietf-netnod-acl-nmodel refers nodule ietf-
net nod- acl - nodel in [netnod-acl-nodel]. W add the rol e-based ACL
because it is absent in [i2nsf-capability-dm.

5.  YANG Modul es

This section introduces a YANG nodule for the information nodel of
the required data for the registration interface between Security
Controll er and Devel oper’ s Managenent System as defined in the
[12nsf-reg-inf-iny.

<CODE BEA NS> file "ietf-i2nsf-regs-interface@018-03-05.yang"
nodul e ietf-i2nsf-regs-interface {
nanespace
"urn:ietf:parans: xnm :ns:yang:ietf-i2nsf-regs-interface”;
prefix
regs-interface;

inmport ietf-inet-types{
prefix inet;

}

or gani zati on
"I ETF 12NSF (Interface to Network Security Functions)
Wor ki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

WG Chair: Adrian Farrel
<mai | t o: Adr ai n@l| ddog. co. uk>

WG Chair: Linda Dunbar
<mai | t 0: Li nda. duhbar @uawei . conp

Edi tor: Sangwon Hyun
<mai | t 0: swhyun77@kku. edu>

Edi tor: Taekyun Roh
<mai | to: tkroh0198@kku. edu>

Editor: Sarang W
<mai | t o: dnl 9795@kku. edu>

Edi t or: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>
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Edi tor: Jung- Soo Par k
<mai lto:pjs@tri.re. kr>";

descri ption
"It defines a YANG data nodule for Registration Interface.";
revision "2018-03-05"{
description "The second revision";
reference
"draft-hares-i2nsf-capability-data-nodel -03
draft-hyun-i2nsf-registration-interface-imO04";

}

groupi ng i 2nsf-nsf-performance-caps {
descri ption
"NSF performance capailities”;
cont ai ner processi ng{
description
"processing info";
| eaf processing-average{
type uint16;
descri ption
" processi ng- aver age";
}
| eaf processing- peak{
t ype uint 16;
descri ption
"processi ng peak";

}
}

cont ai ner bandw dt h{
descri ption
"bandw dt h i nfo"
cont ai ner i nbound{

description
"1 nbound";
| eaf inbound-average{
type uint16;
descri ption
"i nbound- aver age";
}
| eaf i nbound- peak{
type uint16;
descri ption
"i nbound- peak";
}
}
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cont ai ner out bound{
descri ption
" out bound";
| eaf out bound-aver age{
type uintl6;
descri ption
"out bound- aver age";

| eaf out bound- peak{
type uint16;
description

"out bound- peak";

}
}
}
}

groupi ng i 2nsf-nsf-capability-information {
descri ption
"Detail information of an NSF";
cont ai ner performance-capability {
uses i 2nsf-nsf-performance- caps;
description
"performance-capability";

}

cont ai ner i2nsf-capability {

descri ption

"It refers draft-hares-i2nsf-capability-data-nodel-04.txt
later”;

}
}

groupi ng ietf-netnod-acl - nodel {
description
"Detail information";
cont ai ner rol e-based-acl {
descri ption
"It refers draft-ietf-netnod-acl-nodel -15.txt
| ater™;

}
}

groupi ng i 2nsf-nsf-access-info {
descri ption
"NSF access information”
| eaf nsf-address {
type inet:ipv4-address;
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mandatory true;
descri ption
"nsf - address”;

}

| eaf nsf-port-address {
type inet:port-nunber;
descri ption
"nsf-port-address”;

}

groupi ng i2nsf-regs-req {

descri ption
"The capability information of newy
created NSF to notify its
capability to Security Controller";
cont ai ner nsf-capability-information {
descri ption
"nsf-capability-information";

uses i 2nsf-nsf-capability-information;

}

cont ai ner nsf-access-info {
descri ption
"nsf-access-info";

uses i 2nsf-nsf-access-info;

}

groupi ng i 2nsf-instance-nmgnt-req {

descri ption

"Required information for instanceiation-request and
dei nst anci ati on-request”;

| eaf req-Ilevel {

type uint16;

descri ption

"reqg-level";

}

leaf reqg-id {
type uint 64,
mandatory true;
descri ption
"reqg-id";

}

choice reg-type {

et al. Expi res Septenber 6, 2018
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descri ption

"req-type";

case instanci ation-request {

descri ption

"I nstanci ation-request”;

cont ai ner nsf-capability-information {
descri ption
"nsf-capability-information";
uses i 2nsf-nsf-capability-information;

}

}

case dei nstanci ati on-request {
descri ption
"dei nstanci ati on-request”;
cont ai ner nsf-access-info {
description
"nsf-access-info";
uses i 2nsf-nsf-access-info;

<CCDE ENDS>
Figure 8. Data Mdel of |2NSF Registration Interface
5.1. XM Exanple of Registration Interface Data Mdel

Requi rement: Registering the DS NSF with Vol P/ VOLTE security
capability using Registration interface.

Here is the configuration xm for this Registration Interface:

<?xm version="1.0" encodi ng="UTF-8"?>
<rpc xm ns="urn:ietf:parans: netconf: base: 1. 0" nessage-id="1">
<edi t-config>
<t arget >
<runni ng/ >
</target>
<confi g>
<i 2nsf-regs-reqg>
<i 2nsf-nsf-capability-informati on>
<ietf-i2nsf-capability>
<nsf-capabilities>
<nsf-capabilities-id>1l</nsf-capabilities-id>
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<con-sec-control -capabilities>
<content-security-control >
<i ds>
<i ds-support>true</ids-support>
<ids-fcn nc:operation="create">
<i ds-fcn- nane>i ds- servi ce</i ds-fcn- nane>
</ids-fcn>
</ids>
<voi p-vol te>
<voi p-vol t e- support >t rue</voi p-vol t e- support >
<voi p-volte-fcn nc: operation="create">
<voi p-vol t e-fcn- nane>
I ps-service
</ voi p-vol te-fcn-name>
</voi p-vol te-fcn>
</ voi p-vol te>
</ content-security-control >
</ con-sec-control -capabilities>
</nsf-capabilities>
</ietf-i2nsf-capability>
<i 2nsf - nsf - per f or mance- caps>
<pr ocessi ng>
<pr ocessi ng- aver age>1000</ pr ocessi ng- aver age>
<pr ocessi ng- peak>5000</ pr ocessi ng- peak>
</ processi ng>
<bandw dt h>
<out bound>
<out bound- aver age>1000</ out bound- aver age>
<out bound- peak>5000</ out bound- peak>
</ out bound>
<i nbound>
<i nbound- aver age>1000</ i nbound- aver age>
<i nbound- peak>5000</ i nbound- peak>
</ i nbound>
</ bandw dt h>
</i 2nsf - nsf - performance- caps>
</i2nsf-nsf-capability-information>
<nsf-access-i nfo>
<nsf-address>10. 0. 0. 1</ nsf - addr ess>
<nsf-port-address>145</ nsf - port - addr ess>
</ nsf-access-i nfo>
</i2nsf-regs-req>
</ config>
</edit-config>
</rpc>

Figure 9: Registration Interface exanple
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6. Security Considerations

The informati on nodel of the registration interface is based on the
| 2NSF franmewor k wi t hout any architectural changes. Thus, this
docunent shares the security considerations of the |2NSF framaork
architecture that are specified in [ RFC8329] for the purpose of

achi eving secure comruni cati on anong conponents in the proposed
architecture.
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Changes fromdraft-hyun-i2nsf-registration-interface-dm 02

The foll ow ng changes are made fromdraft-hyun-i2nsf-registration-

i nterface-dm 02:

o0 W updated the name of NSF profile to NSF capability information

and contents.

o We added rol e-based ACL.

o The description of a YANG data nodul e for

was updat ed.

Regi stration Interface

o The references were updated to reflect the | atest docunents.
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