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Abstract

Thi s docunment descri bes nechanismto enable nmedia stream
establishment for Real - Ti ne Comruni cation in WEB-browsers (WbRTC) in
t he presence of network address translators, firewalls and HTTP
proxies. HITP proxy and firewall deployed in many private network
domai ns i ntroduce obstacles to the successful establishnment of nedia
stream via WbRTC. This docunent exam nes sone of these depl oynent
scenari os and specifies requirenments on WbRTC enabl ed web browsers
designed to provide the best possible chance of nmedia connectivity
bet ween WbRTC peers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”
This Internet-Draft will expire on July 24, 2014.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

WebRTC i s a web-based technique for direct interactive rich
conmmuni cati on using audi o, video, and data between two peer browsers.

Many organi zations, e.g. an enterprise, a public service agency or a
uni versity, deploy Network Address Translators (NAT) and firewalls
(FW at the border to the public internet. WDRTC relies on |ICE

[ RFC5245] in order to establish a nedia path between two WbRTC peers
in the presence of such NATs/ FWs.
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When WbRTC i s deployed by the corporate I T departnent one can assune
that the corporate IT configures the corporate NATs, Firewalls, DP
units, TURN servers accordingly. |If so desired by the organi zation
WebRTC nedi a streanms can then be established to WbRTC peers out si de
of the organization subject to the applied policies. |In order to
cater for NAT/FW with address and port dependent mappi ng
characteristics [ RFC4787], the peers will introduce a TURN server

[ RFC5766] in the public internet as a nedia relay. Such a TURN
server could be deployed by the organi zation wanting to assert policy
on WbRTC traffic.

However, there are also environnments that are not prepared for WDbRTC
and have NAT/ FW depl oyed that prevent nedi a stream establishnment

al t hough such bl ocking is not intentional. These environnents
include e.g. internet cafes or hotels offering their custoners access
to the web and have opened the wel | -known HTTP(S) ports but nothing
else. In such an environnment ICE will fail to establish

connectivity. Re-configuration of the NAT/FWis also often

i mpracticable or not possible.

In such an environnent a WbRTC user nay easily reach its WbRTC
server possibly via an HITP proxy and start establishing a WbRTC
session, but will becone frustrated when a nedi a connection cannot be
established. A corresponding use case and its requirenents rel ating
to WebRTC NAT/ FWtraversal can be found in
[draft-ietf-rtcweb-use-cases-and-requirenents].

The TURN server in the public internet is not sufficient to establish
connectivity for RTP-based nedi a [ RFC3550] and the WbRTC data
channel [draft-ietf-rtcweb-data-channel] towards external WbRTC
peers since the FWpolicies include blocking of all UDP based traffic
and allowing only traffic to the TCP ports 80/443 with the intent to
support HITP(S) [ RFC2616].

We explicitly don’t address even nore restricted environnents, that
deploy HITP traffic validation. This could e.g. be done by neans of
DPI validation or traffic pattern analysis to determ ne the contents
of the packets that the traffic is, in fact, HITP or HITPS-1ooki ng or
by an HTTP proxy that breaks into the TLS exchange and | ooks for HTTP
inthe traffic. However we want to address the case when access to
the World Wde Wb frominside an organi zation is only possible via a
transparent HITP Proxy that just tunnels traffic after e.g. enforcing
an acceptabl e use policy.

Thi s docunment exam nes inpact of NAT/FWpolicies in Section 2.

Addi tional inpacts due to the presence of a HITP proxy are exam ned
in Section 3.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Considerations for NATs/Firewal | s i ndependent of HTTP proxies

This section covers aspects of how NAT/FWcharacteristic influence
t he establishment of a nedia stream Additional aspects introduced
by the presence of a HITP proxy are covered in Section 3.

If the NATs serving caller and call ee both show port and address
dependent mappi ng behavior the need for a TURN server arises in order
to establish connectivity for nedia streans. The TURN server w ||
relay the RTP packet to the WbRTC peer using UDP. How the RTP
packets can be transported fromthe WbRTC client within the private
network to the TURN server depends on what the firewall will |et pass
t hr ough.

O her types of NATs do not require using the TURN rel ay.
Nevert hel ess, the FWrules and policies still affect how nedia
streans can be establi shed.

2.1. NAT/Firewall open for outgoing UDP and TCP traffic

This scenario assunmes that the NAT/FWis transparent for all outgoing
traffic i ndependent of using UDP or TCP as the transport protocol.
This case is used as starting point for introduction of nore
restrictive firewall policies. It presents the least critical
exanple with respect to the establishnent of the nedia streans.

The TURN server can be reached directly fromwithin the private
network via the NAT/FWand the | CE procedures will reveal that nedia
can be sent via the TURN server. The TURN client will send its nedia
to the allocated resources at the TURN server via UDP

Dependent on the port range that is used for WbRTC nedi a streans,
the sane statenment would be true if the NAT/Firewall would all ow UDP
traffic for a restricted UDP port range only.

2.2. NAT/Firewall open only for TCP traffic
This scenario assunes that the NAT/FWis transparent for outgoing
traffic only using TCP as transport protocol. Theoretically, this

gives two options for media stream establishnment dependent on the
NAT' s mappi ng characteristics. Either transporting RTP over TCP
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directly to the peer or contacting a TURN server via TCP that then
rel ays RTP

In the first case the browser does not use any TURN server to get
through its NAT/FW However, the browser needs to use | CE-TCP

[ RFC6544] and provide active, passive and/or sinultaneous-open TCP
candi dates. Assumi ng the peer also provides TCP candi dates, a
connectivity check for a TCP connection between the two peers shoul d
be successful.

In the second case the browser contacts the TURN server via TCP for

al l ocation of an UDP-based relay address at the TURN server. The |ICE
procedures will reveal that RTP nedia can be sent via the TURN rel ay
using the TCP connection between TURN client and TURN server. The
TURN server would then relay the RTP packets using UDP, as well as

ot her UDP-based protocols. |ICE-TCP is not needed in this context.

Note that the second case is not to be confused with using TURN to
request a "TCP Allocation" as described in [RFC6062], which deals
with how to establish a TCP connection froma TURN server to the
peer. For this docunent we assunme that the TURN server can reach the
peer always via UDP, possibly via a second TURN server, in case the
WebRTC peer is located in a simlar environnment as described in this
section.

We don’t see a need to request TCP allocations at the TURN server
since it is preferable that WbRTC nedia is transported over UDP as
far as possible. For the sane reason we al so prefer using TCP just
as transport to the TURN server over using the ICE-TCP with an end-
t o-end TCP connection

2.3. NAT/Firewall open only for TCP on restricted ports

In this case the firewall blocks all outgoing traffic except for TCP
traffic to specific ports, for exanple port 80 (HTTP) for HITP or 443
for HTTPS(HTTPS). A TURN server listening to its default ports (3478
for TCP/UDP, 5349 for TLS) woul d not be reachable in this case.
However, the TURN server can still be reached when it is configured
tolisten to e.g. the HTTP(S) ports.

In addition the browser needs to be configured to contact the TURN

server over the HTTP(S) ports and/or the WbRTC client has to provide
this information to browser.
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3. Considerations for NATs/Firewalls in presence of HTTP proxies

This section considers a scenario where all HTTP(S) traffic is routed
via an HTTP proxy. W assune that the HITP proxy is tranparent and
just tunnels traffic after e.g. enforcing an acceptabl e use policy
Wth respect to domains that are allowed to be reached. W don’t
consi der cases where the HITP proxy is used to deploy HTITP traffic
validation. This includes DPlI validation that the traffic is, in
fact, HITP or HTTPS-1ooking or a HITP proxy that breaks into the TLS
exchange and | ooks for HITP in the traffic.

Note: If both WbRTC clients are | ocated behind the same HITP proxy,
we, of course, assune that |ICE would give us a direct nedia
connection within the private network. W don’t consider this case
in detail within this docunent.

3.1. HTTP proxy with NAT/Firewall open for outgoing UDP and TCP traffic

As in Section 2.1 we assune that the NAT/FWis transparent for al
outgoing traffic independent of using UDP or TCP as transport
protocol. The HTTP proxy has no inpact on the transport of nedia
streans in this case. Consequently, the sane considerations as in
Section 2.1 apply with respect to the traversal of the NAT/FW

3.2. HITP proxy with NAT/Firewall open only for TCP traffic

As in Section 2.2 we assune that the NAT/FWis transparent only for
outgoing TCP traffic. The HITP proxy has no inpact on the transport
of nmedia streans in this case. Consequently, the sane considerations
as in Section 2.2 apply with respect to the traversal of the NAT/FW

3.3. HITP proxy with NAT/Firewall open only to proxy routed traffic

Different fromthe previous scenarios, we assune that the NAT/FW
accepts outgoing traffic only via a TCP connection that is initiated
fromthe HTTP proxy. Currently only the case of an explicit proxy is
consi dered here.

This scenario is the nost conplex and controversial as it requires
the WebRTC nedia to be tunnel ed through the proxy. However such
techni ques are already specified in RFC s and depl oyed an exanpl e of
this is websockets [ RFC6455] which uses the HTTP CONNECT nechanismin
t he presense of HTTP Proxi es.

Thi s docunent di scusses sone alternative approaches to achieving

connectivity for WbRTC nedia in this environnent but does not
currently make any firmrecommendations as the alternatives are
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nostly work in progress in other areas of the IETF. Therefore it is
not possible to make such a recomendation at this tine.

4. Solutions for Further Study

The follow ng sections outline and provi de sonme anal ysis of various
solutions to the issues raised regarding WbRTC nedi a traversing
firewalls and proxies. Al of these potential solutions require
further analysis by the | ETF RTCWEB wor ki ng group and in sone cases
may require work in other |ETF working groups.

It is possible that due to different network environments that WeDbRTC
browsers may need to inplenment nore than one sol ution

NOTE - THI' S ANALYSIS | S NOT COVPLETE
4. 1. HTTP CONNECT based nechani sm

A WbRTC browser coul d make use of the HTTP CONNECT net hod [ RFC2817]
and request that the HTTP proxy establishes a tunnel connection on
its behalf in order to get access to the TURN server. The HTTP
CONNECT request needs to convey the TURN Server URI or transport
address. As a result the HITP Proxy wll establish a TCP connection
to the TURN server and when successful the HTTP Proxy will answer the
HTTP CONNECT request with a 2000K response. |In case of a transparent
proxy, the HITP proxy will now switch into tunneling node and w ||
transparently relay the traffic to the TURN server

By using the HTTP CONNECT net hod, the TURN server only has to handl e
a standard TCP connection. An update to the TURN protocol or the
TURN software i s not needed.

Afterwards, the browser could upgrade the connection to use TLS,
forward STUV TURN traffic via the HITP proxy and use the TURN server
as nedia relay. Note that upgrading in this case is not to be

m sunder st ood as usage of the HTTP UPGRADE net hod as specified in

[ RFC2817] as this would require the TURN server to support HTTP. The
followi ng is a possible sequence of events:

o the browser opens a TCP connection to the HITP proxy,

0 the browser issues a HITTP CONNECT request to the HTTP proxy wth
the TURN server address in the Request URI, for exanple

*  CONNECT turn_server. exanpl e.com 5349 HTTP/ 1.1 Host:
turn_server. exanpl e. com 5349
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o the HITP proxy opens a TCP connection to the TURN server and
"bridges" the incom ng and outgoing TCP connections together,
formng a virtual end-to-end TCP connecti on,

0o the browser can do a TLS handshake over the virtual end-to-end TCP
connection with the TURN server.

Strictly speaking the TLS upgrade is not necessary, but using TLS
woul d al so prevent the HTTP proxy fromsniffing into the data stream
and provides the same flow as HTTPS and mi ght i nprove
interoperability with proxy servers. The WDbRTC application has the
ability to control whether TLS is used by the paraneters it supplies
to the TURN URI (e.g. turns: vs. turn:), so the decision to access
the TURN server via TCP versus TLS could be left up to the
application or possibly the browser configuration script.

In contrast to using UDP or TCP for transporting the STUN nessages,
the browser would now need to first establish a HTTP over TCP
connection to the HITP proxy, upgrade to using TLS and then switch to
using this TLS connection for transport of STUN nessages.

Further considerations apply to the default connection tineout of the
HTTP proxy connection to the TURN server and the tineout of the TURN
server allocation. Wereas [RFC5766] specifies a 10 m nutes default
l[ifetime of the TURN allocation, typical proxy connection lifetines
are in the range of 60 seconds if no activity is detected. Thus, if
the WebRTC client wants to pre-allocate TURN ressources it needs to
refresh TURN al | ocations nore frequently in order to keep the TCP
connection to its TURN server alive.

4.2. ALPN - Use of Application Layer Protocol Negotiation

The application | ayer protocol negotiation (ALPN)
[draft-ietf-tls-applayerprotoneg] specifies a TLS extension which
permts the application [ayer to negotiate protocol selection within
t he TLS handshake. This provides an explicit and visable indication
of the application |ayer protocol associated wth the TLS connection
all owi ng the application protocol to be visable w thout relying on
the port nunber to identify the protocol.

[draft-ietf-tls-appl ayerprotoneg] could therefore be used to identify
that it is WbRTC nedia that is contained wthin the TLS connecti on.

ALPN is effectively an extension to the HTTP CONNECT mechani sm
decribed in Section 4.1 since the establishnment of the TLS connection
woul d require the use of this nmechanismin the presence of a proxy as
described in [draft-ietf-httpbis-http2].
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4.3. TURN server connection via WbSocket

The WebRTC client could connect to a TURN server via WbSocket

[ RFC6455] as described in [draft-chenxin-behave-turn-WbSocket].

This m ght have benefits in very restrictive environnents where HTTPS
is not permtted through the proxy. However, such environnents are
also likely to deploy DPI boxes which would eventually conplain

agai nst usage of WebSocket or bl ock WebRTC traffic based on ot her
heuristic nmeans. It is also to be expected that an environnent that
does not allow HTTPS will also forbid usage of WbSocket over TLS.

In addition, usage of TURN over WebSocket puts an additional burden
on existing TURN server inplenentation to support HTTP and WebSocket.

This is again effectively an extension to the HTTP CONNECT nechani sm
decribed in Section 4.1 since the establishnment of the webcoskets
connection would require the use of this nechanismin the presence of
a proxy as described in [draft-ietf-httpbis-http2]. Like the ALPN
approach the websockets approach al so includes that the purpose of

t he websockets connection is to transport WbRTC nedi a.

4. 4. HTTP Fal | back for RTP Media Streans

As an alternative to using a TURN server

[draft-m niero-rtcweb-http-fall back] proposed to send RTP directly
over HTTP. This approach bears sone simlarities with TURN as it

al so uses a RTP relay. However, it uses HITP GET and POST requests
to receive and send RTP packets.

Despite a nunber of open issues, the proposal addreses sone corner
cases. However, the expected benefit in formof an increased success
rate for establishnent of a nmedia stream seens rather snall

4.5. Port Control Protocol

As a further alternative, the Port Control Protocol (PCP) [RFC6887]
allows the client to communicate with the NAT/ FWand negoti ate how
incomng | Pv6 or | Pv4 packets are translated and forwarded. However,
to be successful such a solution would require the w despread

depl oyment and use of PCP enabled firewalls so this does not appear
to be a workabl e solution at |east for early deploynents of WbRTC

4.6. Network Specific TURN Server
If a network specific TURN server under adm nistrative control of the
organi zation is deployed it is desirable to reach this TURN server

via UDP. The TURN server could be specified in the proxy
configuration script, giving the browser the possibility to | earn how
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to access it. Then, when gathering candi dates, this TURN server
woul d al ways be used such that the WbRTC client application could
get UDP traffic out to the internet.

Since the TURN server is under the sane adm nistrative control as the
NAT/ FWthen it can be assuned that the NAT/FWall ows WbRTC nedi a
that traverses the TURN server to traverse the NAT/FW

The inplenmentation of this solution in WbRTC is actually a
requi renent specified in
[draft-ietf-rtcweb-use-cases-and-requirenents].

The inplenmentation of this solution in WebRTC does not renove the
need for other solutions for the case when there is no such network
speci fic TURN server

5. Requirenents for RTCWEB-enabl ed browsers
TH'S SECTION | S EVEN MORE WORK | N PROGRESS THAN PREVI QUS SECTI ONS.

For the purpose of relaying WbRTC nedia streans or data channels a
browser needs to be able to

0 connect to a TURN server via UDP, TCP and TLS,

0 support a mechanismfor connecting to a TURN server in the
presence of a firewall that only permts connections that orginate
froma HTTP Proxy. The nmechanismis for further study.

0 connect to the TURN server via application specified ports other
than the default STUN ports including the HTTP(s) ports,

0 use the same proxy selection procedure for TURN as currently done
for HTTP (e.g. Wb Proxy Autodi scovery Protocol (WPAD) and . pac-
files for Proxy-Auto-Config),

0 use a preconfigured or standardi zed port range for UDP-based nedi a
streans or data channel s,

o learn fromthe proxy configuration script about the presence of a
| ocal TURN server and use it for sending UDP traffic to the
i nt ernet,

o as an option and if needed, support |ICE-TCP for TCP-based direct
nmedi a connection to the WDbRTC peer.
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| ANA Consi derati ons
This meno i ncludes no request to | ANA
Security Consi derations

In case of using HTTP CONNECT to a TURN server the security
consideration of [[draft-ietf-httpbis-p2-semantics], Section-4. 3. 6]
apply. It states that there "are significant risks in establishing a
tunnel to arbitrary servers, particularly when the destination is a
wel | -known or reserved TCP port that is not intended for Wb traffic.

Proxi es that support CONNECT SHOULD restrict its use to a limted
set of known ports or a configurable whitelist of safe request
targets."

Consequent|ly when HTTP CONNECT is used to reach a TURN server, the
proxy adm ni strator SHOULD configure a whitelist of trusted TURN
servers and/or a blacklist of TURN server known to be subject to
fraud or other undesired behavior.

Wth respect to the other discussed alternatives the security
consi derations of the corresponding RFCs and Internet Drafts apply.
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