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Abstract

Thi s docunment proposes a YANG data nodel for nonitoring Network
Security Functions (NSFs) in the Interface to Network Security
Functions (I2NSF) system |If the nonitoring of NSFs is perforned in
a conrehensive way, it is possible to detect the indication of
mal i ci ous activity, anomal ous behavi or or the potential sign of
denial of service attacks in a tinely manner. This nonitoring
functionality is based on the nonitoring information that is
generated by NSFs. Thus, this docunment describes not only a data
tree to specify an information nodel for nonitoring NSFs, but also

t he correspondi ng YANG data nodel for nonitoring NSFs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2018.
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I nt roducti on

Thi s docunent defines a YANG [ RFC6020] data nodel for nonitoring

Net work Security Functions (NSFs). This nonitoring neans the
aquisition of vital information about NSFs via notifications, events,
records or counters. The data nodel for the nonitoring presented in
this docunent is derived fromthe information nodel for nonitoring
NSFs t hrough the NSF-Facing Interface specified in
[12nsf-nonitoring-im.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

.1

Ter m nol ogy

Thi s docunment uses the term nol ogy described in
[12nsf-term nol ogy][i2nsf-framework]. Especially, the follow ng
ternms are from/[i2nsf-nonitoring-im.

o Information Moddel: An information nodel is a representation of
concepts of interest to an environnent in a formthat is
i ndependent of data repository, data definition |anguage, query
| anguage, inplenentation | anguage, and protocol.

o Data Mdel: A data nodel is a representation of concepts of
interest to an environnent in a formthat is dependent on data
repository, data definition |anguage, query |anguage,

i npl enent ati on | anguage, and protocol .

Tree Di agrans

A sinplified graphical representation of the data nodel is used in
this docunent. The nmeaning of the synbols in these diagrans
[12rs-rib-data-nodel] is as foll ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanes: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

o Synbols after data node nanes: "?" neans an optional node and "*"
denotes a "list" and "leaf-list".

o Parent heses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

I nformati on Model Structure

Figure 1 shows the overview of a structure tree of nonitoring
i nformati on based on the [i2nsf-nonitoring-iny.

nodul e: ietf-i2nsf-nsf-nonitoring-dm
+--rw counters
+--rw systeminterface

| +--rwinterface-nanme? string
| +--rwin-total-traffic-pkts? ui nt 32
| +--rwout-total-traffic-pkts? ui nt 32
| +--rwin-total-traffic-bytes? ui nt 32
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rw out-total-traffic-bytes?

rwin-drop-traffic-pkts?
rw out-drop-traffic-pkts?
rwin-drop-traffic-bytes?
rw out-drop-traffic-bytes?
rwtotal-traffic?
rwin-traffic-ave-rate?
rwin-traffic-peak-rate?
rwin-traffic-ave-speed?
rwin-traffic-peak-speed?
rwout-traffic-ave-rate?
rw out-traffic-peak-rate?
rw out-traffic-ave-speed?
rw out-traffic-peak-speed?
nsf-firewall

rw src-ip?

rw dst-ip?

rw src-port?

rw dst-port?

ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32
ui nt 32

i net:ipv4-address
i net:ipv4-address
i net: port-nunber
I net: port-nunber

rw src-zone? string
rw dst-zone? string
rw src-region? string
rw dst-region? string
rw policy-id ui nt 8
rw policy-nanme string
rw src-user? string
rw protoco

+--rw tcp? bool ean

+--rw udp? bool ean

+--rwicnp? bool ean

+--rw icnpv6? bool ean

+--rwip? bool ean

+--rw http? bool ean

+--rw ftp? bool ean
rwtotal-traffic? ui nt 32
rwin-traffic-ave-rate? ui nt 32
rwin-traffic-peak-rate? ui nt 32
rwin-traffic-ave-speed? ui nt 32
rwin-traffic-peak-speed? ui nt 32
rwout-traffic-ave-rate? ui nt 32
rwout-traffic-peak-rate? ui nt 32
rwout-traffic-ave-speed? ui nt 32
rw out-traffic-peak-speed? ui nt 32
rw diretcions

+--rwin-interface? bool ean

+--rw out-interface? bool ean
+--rw nsf-policy-hits

rw src-ip?

i net:ipv4-address
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+--rw dst-ip? i net:ipv4-address
+--rw src-port? i net: port-nunber
+--rw dst-port? i net: port-nunber
+--rw src-zone? string

+--rw dst-zone? string

+--rw Src-region? string

+--rw dst-regi on? string

+--rw policy-id ui nt 8

+--rw policy-name string

+--rw src-user? string

+--rw protoco

| +--rwtcp? bool ean

| +--rw udp? bool ean

| +--rwicnp? bool ean

| +--rwicnpv6? bool ean

|  +--rwip? bool ean

|  +--rw http? bool ean

|  +--rwftp? bool ean

+--rw total-traffic? ui nt 32
+--rwin-traffic-ave-rate? ui nt 32
+--rwin-traffic-peak-rate? ui nt 32
+--rwin-traffic-ave-speed? ui nt 32
+--rwin-traffic-peak-speed? ui nt 32

+--rw out-traffic-ave-rate? ui nt 32

+--rw out-traffic-peak-rate? ui nt 32

+--rw out-traffic-ave-speed? ui nt 32

+--rw out-traffic-peak-speed? ui nt 32

+--rw hit-tinmes? ui nt 32

notifications:
+---n systemdetection-al arm

| +--ro alarmcatagory? identityref

| +--ro usage? ui nt 8

| +--ro threshol d? ui nt 8

| +--ro nessage string

| +--ro tinme-stanp yang: dat e-and-ti ne
| +--ro severity severity

+---n systemdetection-access-violation

| +--ro group string

| +--ro login-ip-addr i net:ipv4-address
| +--ro authentication? identityref

| +--ro nessage string

| +--ro tinme-stanp yang: date-and-ti nme
| +--ro severity severity

+---n systemdetection-config-change

| +--ro group string

| +--ro login-ip-addr i net:ipv4-address
| +--ro authentication? identityref

| +--ro nessage string
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+--ro tinme-stanp
+--ro0 severity

-n nsf-detection-flood
+--ro0 event-nessage?
+--ro0 src-ip?

+--ro dst-ip?

+--ro src-port?
+--ro dst-port?
+--ro0 src-zone?
+--ro dst-zone?
+--ro rule-id

+--ro rul e-nane
+--ro profile?

+--ro rawinfo?
+--ro flood-catagory?
+--ro start-tine
+--ro end-tine

+--ro attack-rate?
+--ro attack-speed?
+--ro vendor - nane?
+--ro nsf-nane?
+--ro0 nessage

+--ro tinme-stanp
+--ro severity

| 2NSF NSF Moni toring YANG Dat a Model

yang: dat e-and-ti nme
severity

string

i net:ipv4-address
i net:ipv4-address
I net: port-nunber

i net: port-nunber
string

string

ui nt8

string

string

string

identityref
yang: dat e-and-ti nme
yang: date-and-ti ne
ui nt 32

ui nt 32

string

string

string

yang: date-and-ti ne
severity

-n nsf-detection-session-table

+--ro0 current-session?
+--1r0 nmaxi num sessi on?
+--ro threshol d?

+--ro table-indentifier?

+--ro vendor-nanme?
+--ro nsf-nanme?
+--ro nessage

+--ro time-stanp
+--ro severity

-n nsf-detection-virus
+--ro event-nessage?
+--1r0 src-ip?

+--ro dst-ip?

+--ro0 src-port?
+--ro dst-port?
+--ro0 src-zone?
+--ro dst-zone?
+--ro rule-id

+--ro rul e- name
+--ro profile?

+--ro rawi nfo?
+--ro virus?

+--ro0 Vvirus-nanme?

al . Expi res

ui nt 8

ui nt 8

ui nt 8

string

string

string

string
yang: dat e-and-ti nme
severity

string

i net:ipv4-address
i net:ipv4-address
i net: port-nunber

i net: port-nunber
string

string

ui nt8

string

string

string
identityref
string
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+--ro file-type? string
+--ro fil e-nane? string
+--ro vendor - nane? string
+--ro nsf-nane? string
+--ro nessage string

+--ro tinme-stanp yang: date-and-ti nme
+--ro0 severity severity

-n nsf-detection-intrusion

+--ro event-nessage? string

+--ro0 src-ip? i net:ipv4-address

+--ro dst-ip?
+--ro src-port?
+--ro dst-port?

i net:ipv4-address
i net: port-nunber
I net: port-nunber

+--ro src-zone? string
+--ro dst-zone? string
+--ro rule-id ui nt 8
+--ro rul e-nane string
+--ro profile? string
+--1r0 rawinfo? string
+--ro0 protoco

| +--ro tcp? bool ean

| +--ro udp? bool ean

| +--ro icnmp? bool ean

| +--ro icnpv6? bool ean

| +--ro ip? bool ean

| +--ro http? bool ean

| +--ro ftp? bool ean

+--ro intrusion? identityref
+--ro vendor - nane? string
+--ro nsf-nane? string
+--ro nessage string
+--ro tinme-stanp yang: dat e-and-ti nme
+--ro0 severity severity

-n nsf-detection-bot net
+--ro0 event-nessage?
+--r0 src-ip?

+--ro dst-ip?

+--ro src-port?

+--ro dst-port?

string

i net:ipv4-address
i net:ipv4-address
i net: port-nunber

i net: port-nunber

+--1r0 Src-zone? string

+--ro dst-zone? string

+--ro rule-id ui nt 8

+--ro0 rul e-nane string

+--ro profile? string

+--ro rawinfo? string

+--ro attack-type? identityref

+--ro protoco

| +--ro tcp? bool ean
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| +--ro udp?

| +--ro icnp?

| +--ro icnpv6?

| +--ro ip?

| +--ro http?

| +--ro ftp?
+--ro botnet-nanme?
+--ro role?

+--ro vendor - nane?
+--ro nsf-nane?
+--ro nmessage
+--ro tinme-stanp
+--ro0 severity

-n nsf

+--ro0 event-nessage?

| 2NSF NSF Moni toring YANG Dat a Model

bool ean
bool ean
bool ean
bool ean
bool ean
bool ean
string
string
string
string
string

yang: date-and-ti nme

severity

-det ecti on-web- attack

string

+--ro0 src-ip?
+--ro dst-ip?
+--ro src-port?
+--ro dst-port?

i net:ipv4-address
i net:ipv4-address
i net: port-nunber
I net: port-nunber

+--ro src-zone?
+--ro dst-zone?
+--ro rule-id
+--ro rul e-nane
+--ro profile?
+--ro rawinfo?
+--ro web-attack?
+--ro0 protoco

| +--ro tcp?

| +--ro udp?

| +--ro icnp?

| +--ro icnpv6?
| +--ro ip?

| +--ro http?

| +--ro ftp?

string
string
ui nt 8
string
string
string

identityref

bool ean
bool ean
bool ean
bool ean
bool ean
bool ean
bool ean

+--ro request?
+--ro0 req-uri?

+--ro0 uri-category?

+--ro filter*
+--ro vendor-nane?
+--ro nsf-name?
+--ro0 nessage
+--ro tinme-stanp
+--ro0 severity

identityref

string

string

identityref

string

string

string

yang: date-and-ti nme
severity

-n system| og- access-event

+--ro login-ip

+--ro adm ni strator?

+--ro | ogi n- node?

+--ro operation-type?

i net:ipv4-address
string

| ogi n- node
operation-type
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+--ro result? string

+--ro content? string

+--ro vendor - nane? string

+--ro nsf-nane? string

-n system | og-res-util-report

+--ro systemstatus? string
+--ro cpu-usage? ui nt 8
+--ro nmenory-usage? ui nt 8
+--ro di sk-usage? ui nt 8
+--ro disk-left? ui nt 8
+--ro sessi on- nunf? ui nt8
+--ro process-nunf uint8
+--ro in-traffic-rate? ui nt 32
+--ro out-traffic-rate? ui nt 32
+--ro in-traffic-speed? ui nt 32
+--ro out-traffic-speed? ui nt 32
+--ro vendor - nane? string
+--ro nsf-nane? string

-n system| og-user-activity-event
+--ro user string
+--ro group string
+--ro login-ip i net:ipv4-address
+--ro authentication? identityref
+--ro0 accese”? identityref
+--ro online-duration? string
+--ro | ogout-duration? string
+--ro addtional -info? string
+--ro vendor - nanme? string
+--ro nsf-nane? string

-n nsf-1| og-ddos

+--ro attack-type? identityref
+--ro attack-ave-rate? ui nt 32
+--ro attack-ave-speed? ui nt 32
+--ro attack- pkt-nun? ui nt 32
+--ro attack-src-ip? i net:ipv4-address
+--ro action? | og-action
+--ro 0s? string
+--ro vendor - nane? string
+--ro nsf-nane? string
+--ro nmessage string
+--ro tinme-stanp yang: dat e-and-ti nme
+--ro severity severity
-n nsf-1og-virus

+--ro attack-type? identityref
+--ro action? | og-action
+--ro 0s? string

+--ro tine yang: dat e-and-ti ne
+--ro vendor - nane? string

al .
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+--ro nsf-nane?
+--ro nessage

+--ro time-stanp
+--ro0 severity

-n nsf-log-intrusion
+--ro attack-type?
+--ro action?

+--ro0 tine

+--ro attack-rate?
+--ro attack-speed?
+--ro vendor - nane?
+--ro nsf-nane?
+--ro nessage

+--ro tinme-stanp
+--ro0 severity

-n nsf -1 o0g-bot net
+--ro attack-type?
+--ro action?

+--ro bot net - pkt - nun?
+--ro 0s?

+--ro vendor - nane?
+--ro nsf-nane?
+--ro0 nessage

+--ro tinme-stanp
+--ro0 severity

-n nsf-1 og-dpi

+--ro attack-type?
+--ro0 src-ip?

+--ro dst-ip?

+--ro src-port?
+--ro dst-port?
+--ro src-zone?
+--ro dst-zone?
+--ro src-region?
+--ro dst-region?
+--ro policy-id
+--ro policy-nane
+--ro src-user?
+--ro vendor - nane?
+--ro nsf-nane?
+--ro0 nessage

+--ro tinme-stanp
+--ro0 severity

-n nsf-1og-vul n-scan
+--ro vulnerability-i
+--ro victimip?
+--ro protoco

| +--ro tcp? bo

al . Expire
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string

string
yang: dat e-and-ti nme
severity

identityref

| og-action
yang: dat e-and-ti nme
ui nt 32

ui nt 32

string

string

string
yang: dat e-and-ti nme
severity

identityref

| og-action

ui nt 8

string

string

string

string

yang: date-and-ti nme
severity

dpi -type

i net:ipv4-address
i net:ipv4-address
i net: port-nunber

I net: port-nunber
string

string

string

string

ui nt 8

string

string

string

string

string

yang: date-and-ti nme
severity

d? ui nt 8
i net:ipv4-address

ol ean
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| | +--ro udp? bool ean

| | +--ro icnmp? bool ean

| | +--ro icnpv6? bool ean

| | +--ro ip? bool ean

| | +--ro http? bool ean

| | +--ro ftp? bool ean

| +--ro port-nunf

| +--ro level?

| +--ro o0s?

| +--ro addtional-info?

| +--ro vendor-nane?

| +--ro nsf-name?

| +--ro nessage

| +--ro tinme-stanp

| +--ro severity

+---n nsf-1o0g-web-attack
+--ro attack-type?
+--ro rsp-code? string
+--ro0 reqg-clientapp? string
+--ro0 req-cookies? string
+--ro req-host? string
+--ro rawinfo? string
+--ro vendor - nane? string
+--ro nsf-nane? string
+--ro nessage string
+--ro tinme-stanp
+--ro0 severity severity

Figure 1: Information Model
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5. YANG Dat a Model

This section introduces a YANG data nodel
of nonitoring inforantion based on [i2nsf-nonitoring-im.

I net: port-nunber
severity

string

string

string

string

string
yang: dat e-and-ti nme
severity

identityref

yang: dat e-and-ti nme

NSF Moni toring

March 2018

for the informati on nodel

<CODE BEA NS> file "ietf-i2nsf-nsf-nonitoring-dma018-03-05. yang"

nodul e ietf-i2nsf-nsf-nonitoring-dm{

nanespace

"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-nsf-nonitoring-dni;

prefix

noni t ori ng-i nformation;
import ietf-inet-types{
prefix inet;

}

inport ietf-yang-types {

Hong, et al.
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prefix yang;

}

or gani zati on
"I ETF 1 2NSF (I nterface to Network Security Functions)
Wor ki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

WG Chai r: Li nda Dunbar
<mai | t 0: Li nda. duhbar @uawei . comp

Editor: Dongjin Hong
<mai | t 0: dong. j i n@kku. edu>

Editor: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>";

descri ption
"This nmodul e defines a YANG data nodul e for nonitoring NSFs.";

revision "2018-03-05" {
description "Third revision";
reference
“draft-zhang-i 2nsf-i nf o-nodel - noni t ori ng- 05";

}

t ypedef severity {
type enuneration {

enum hi gh {
descri ption
“hi gh-1evel ";

enum m ddl e {
descri ption
"m ddl e-1 evel ";
}

enum | ow {
descri ption
"l ow | evel ";

}

descri ption
"“An indicator representing severity";

t ypedef | og-action {
type enuneration {

et al. Expi res Septenber 6, 2018 [ Page 12]
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}

enum al | ow {
descri ption
“If action
}

enum alert {
descri ption
"If action

enum bl ock {
descri ption
“If action
}

enum di scard {
descri ption
“If action

}

enum decl are {
descri ption
"If action

enum bl ock-ip {

descri ption
“If action

NSF Monitoring YANG Data Model

is allow;

is alert";

is bl ock":

is discard";

is declare";

is block-ip";

enum bl ock- servi ce{

descri ption
“If action
}

descri ption
"This is used for protocol”

}

t ypedef dpi-type{
type enuneration {

enum fil e- bl ocki ng{

}

descri ption

is block-service";

"DPI for blocking file";

}

enum data-filtering{

descri ption

"DPlI for filtering data";

}

enum appl i cati on-behavi or-control {

descri ption

}

"DPI for controlling application behavior";

descri ption

et
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"This is used for dpi type";
}
t ypedef operation-type{
type enuneration {
enum | ogi n{
descri ption
"Logi n operation";

enum | ogout {
descri ption
"Logout operation”;
}

enum confi guration{
descri ption
"Configuration operation”;
}

}

descri ption
"An indicator representing operation-type";
}
t ypedef | ogi n- node{
type enuneration {
enum r oot {
descri ption
"Root | ogi n- node";
}

enum user {
descri ption
"User | ogi n-node";
}

enum guest {
descri ption
"Quest | ogi n-node"”;
}

}

descri ption
"An indicater representing |ogin-node";
}
identity authentication-node {
descri ption

March 2018

"User authentication node types: e.g., Local Authentication,

Third-Party Server Authentication,

Aut henticati on Exenption, or SSO Authentication."

identity | ocal -authentication {
base aut henti cati on- node;
description
"Aut henti cation-node : |ocal authentication."
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}

identity third-party-server-authentication {
base aut henti cati on- node;
descri ption
"If authentication-node is
third-part-server-authentication”;

identity exenption-authentication {
base aut henti cati on- node;
descri ption
"I f authentication-npde is
exenpti on-aut hentication";
}
identity sso-authentication {
base aut henti cati on- node;
descri ption
"I f authentication-npde is
sso- aut henti cation”;
}
identity alarmtype {
descri ption
"Base identity for detectable alarmtypes”;
}
identity menory-al arm{
base al armtype;
descri ption
"A nmenory alarmis alerted”;

identity cpu-alarm{
base al armtype;
descri ption
"A cpu alarmis alerted”;

identity disk-alarm/{
base al armtype;
descri ption
"A disk alarmis alerted";
}
identity hardware-al arm {
base al armtype;
description
"A hardware alarmis alerted"

identity interface-alarm{
base al armtype;
descri ption
“"An interface alarmis alerted";
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identity flood-type {
descri ption
"Base identity for detectable flood types"”;
}

identity syn-flood {
base fl ood-type;
descri ption
"A SYN flood is detected”;

identity ack-flood {
base fl ood-type;
descri ption
"An ACK flood is detected";
}

identity syn-ack-flood {
base fl ood-type;
description
"An SYN-ACK flood is detected";
}

identity fin-rst-flood {
base fl ood-type;
descri ption
"A FINRST flood is detected";
}

identity tcp-con-flood {
base fl ood-type;
descri ption
"A TCP connection flood is detected";

}
identity udp-flood {
base fl ood-type;
descri ption
“"A UDP flood is detected”;
}

identity icnp-flood {
base fl ood-type;
descri ption
“"An | CWP flood is detected”;
}

identity https-flood {
base fl ood-type;
descri ption
"A HTTPS flood is detected”;

}
identity http-flood {
base fl ood-type;
description
"A HTTP flood is detected";
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}
identity dns-reply-flood {
base fl ood-type;
descri ption
"A DNS reply flood is detected”;
}

identity dns-query-flood {
base fl ood-type;
descri ption
“A DNS query flood is detected”;
}

identity sip-flood {
base fl ood-type;
descri ption
"A SIP flood is detected”;
}

identity attack-type {
descri ption
"The root I D of attack based notification
in the notification taxonony";
}
identity systemattack-type {
base attack-type;
descri ption
"This IDis intended to be used
in the context of system events";

identity nsf-attack-type {
base attack-type;
descri ption
"This IDis intended to be used in the context of nsf event”;

identity botnet-attack-type {
base nsf-attack-type;
description
"This is a ID stub limted to indicating
that this attack type is botnet.
The usual semantic/taxonomy is m ssing
and nane is used.";
}
identity virus-type {
base nsf-attack-type;
descri ption
"The type of virus. Can be nultiple types at once. This attack
type is associated with a detected systemlog virus-attack";

identity trojan {
base virus-type;
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descri ption
"The detected virus type is trojan”;
}

identity worm/{
base virus-type;
descri ption
"The detected virus type is wornf

identity macro {
base virus-type;
description
"The detected virus type i s nacro”;
}

identity intrusion-attack-type {
base nsf-attack-type;
descri ption
"The attack type is associatied with
a detectedsystem|og intrusion”;
}
identity brute-force {
base i ntrusion-attack-type;
descri ption
"The intrusion type is brute-force";
}

identity buffer-overflow {
base i ntrusion-attack-type;
descri ption
"The intrusion type is buffer-overflow
}

identity web-attack-type {
base nsf-attack-type;
descri ption
"The attack type associated with
a detected system | og web-attack";
}
identity conmmand-injection {
base web-attack-type;
descri ption
"The detected web attack type is comand injection”
}

identity xss {
base web-attack-type;
descri ption
"The detected web attack type is XSS';

identity csrf {

base web-attack-type;
descri ption
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"The detected web attack type is CSRF";
}
identity ddos-attack-type {
base nsf-attack-type;
description

March 2018

"The attack type is associated with a detected nsf-1o0g event";

}

identity reqg-nethod {
descri ption
"A set of request types (if applicable).
For instance, PUT or CET in HITP";
}
identity put-req {
base reqg- net hod;
descri ption
"The detected request type is PUT";
}

identity get-req {
base reqg- net hod;
descri ption
"The detected request type is CET";
}

identity filter-type {
descri ption
"The type of filter used to detect, for exanple,
a web-attack. Can be applicable to nore than
web- attacks. Can be nore than one type."

identity whitelist {
base filter-type;
descri ption
"The applied filter type is whitelist";
}

identity blacklist {
base filter-type;
descri ption
"The applied filter type is blacklist";
}

identity user-defined {
base filter-type;
descri ption
"The applied filter type is user-defined";

identity balicious-category {

base filter-type;
descri ption
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"The applied filter is balicious category"”;
}
identity unknown-filter {
base filter-type;
description
"The applied filter is unknown";

}

identity access-node {
descri ption
"TBD';
}

identity ppp {
base access-node;

descri ption
"Access-node : ppp";
}
identity svn {
base access- node;
descri ption
"Access-npde : svn";
}
identity local {
base access- node;
descri ption
"Access-npde : local"

}

groupi ng protocol {
descri ption
"A set of protocols";
cont ai ner protocol {
descri ption
"Protocol types:

TCP, UDP, ICWP, | CWPv6, | P, HTTP, FTP and etc.";

| eaf tcp {
t ype bool ean;
descri ption
"TCP protocol type.";
}

| eaf udp {
t ype bool ean;
descri ption
"UDP protocol type.";

ieaf icmp {

t ype bool ean;
descri ption

et al. Expi res Septenber 6, 2018
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"I CVWP protocol type.";
}
| eaf icnpv6 {
t ype bool ean;
description
"I CMPv6 protocol type."

b
leaf ip {
t ype bool ean;
descri ption
"I P protocol type.";

}
leaf http {
t ype bool ean;
descri ption
"HTTP protocol type."
}

leaf ftp {
t ype bool ean;
descri ption
"ftp protocol type.";
}

}
}

groupi ng conmon-notification-content {
descri ption
"TBD';
| eaf nessage {
type string;
mandat ory true;
descri ption
"This is a freetext annotation of
nmonitoring notification content™;
}
| eaf tine-stanp {
type yang: date-and-ti ne;
mandatory true;
descri ption
"Indicates the tinme of nessage generation”
}
| eaf severity {
type severity;
mandatory true;
descri ption
"The severity of the al arm such
asvcritical, high, mddle, |ow";
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groupi ng conmmon-nsf-notification-content {
descri ption

"TBD';
| eaf vendor-nane {
type string;

descri ption
"The nane of the NSF vendor";

| eaf nsf-name {
type string;
description
"The name (or I P) of the NSF
generating the nessage";
}
}
groupi ng i 2nsf-systemal armtype-content {
descri ption
"A set of systemalarmtype contents"”;
| eaf usage {
type uint8;
descri ption
"specifies the anount of usage";
}

| eaf threshold {
type uint8;
descri ption
"The threshold triggering the alarmor the event”;
}
}

groupi ng i 2nsf-system event-type-content {
descri ption
"System event netadata associated with system events caused
by user activity.";
| eaf group {
type string;
mandat ory true;
descri ption
"Group to which a user belongs.";
}

| eaf | ogin-ip-addr {
type inet:ipv4-address;
mandat ory true;
descri ption
"Login I P address of a user.";

| eaf authentication {

type identityref {
base aut henti cati on- node;
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}

descri ption
" TBDI ’
}

}

groupi ng i 2nsf-nsf-event-type-content {
descri ption
"A set of common | Pv4-rel ated NSF event
content el enents”;
| eaf event-nessage {
type string;
descri ption
"The nmessage for nsf events";

| eaf src-ip {
type inet:ipv4-address;
descri ption
"The source | P address of the packet”;
}

| eaf dst-ip {
type inet:ipv4-address;
description
"The destination |IP address of the packet";
}

| eaf src-port {
type inet:port-nunber;
descri ption
"The source port of the packet”;

| eaf dst-port {
type inet:port-nunber;
descri ption
"The destination port of the packet";
}

| eaf src-zone {
type string;
descri ption
"The source security zone of the packet”;
}

| eaf dst-zone {
type string;
descri ption
"The destination security zone of the packet";

leaf rule-id {

type uint8;
mandat ory true;
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descri ption
"The ID of the rule being triggered”;
}
| eaf rul e-name {
type string;
mandat ory true;
descri ption
"The nanme of the rule being triggered”;

| eaf profile {

type string;

descri ption
"Security profile that traffic matches.";

}
| eaf rawinfo {
type string;
description
"The information describing the packet
triggering the event.";
}

}
grouping traffic-rates {
description
"A set of traffic rates
for statistics data";
| eaf total-traffic {
type uint32;
descri ption
"Total traffic";

}
| eaf in-traffic-ave-rate {
type uint32;
descri ption
"I nbound traffic average rate in pps";
}
| eaf in-traffic-peak-rate {
type uint32;
descri ption
"I nbound traffic peak rate in pps";
}
| eaf in-traffic-ave-speed {

type uint32;
descri ption
"I nbound traffic average speed in bps";

| eaf in-traffic-peak-speed {

type uint32;
descri ption
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"I nbound traffic peak speed in bps";
}
| eaf out-traffic-ave-rate {
type uint32;
description

"Qut bound traffic average rate in pps";

| eaf out-traffic-peak-rate {
type uint32;
descri ption
"Qut bound traffic peak rate in pps";

}
| eaf out-traffic-ave-speed {
type uint32;
descri ption
"Qut bound traffic average speed in bps";
}
| eaf out-traffic-peak-speed {
type uint32;
descri ption
"Qut bound traffic peak speed in bps";
}

}

groupi ng i 2nsf-system counter-type-content {
descri ption

"A set of systemcounter type contents";

| eaf interface-nanme {
type string;
description

"Network interface nanme configured in NSF";

}

leaf in-total-traffic-pkts {
type uint32;
descri ption
"Total inbound packets";
}
| eaf out-total-traffic-pkts {
type uint32;
descri ption
"Total outbound packets"”;
}
leaf in-total-traffic-bytes {
type uint32;
descri ption
"Total inbound bytes";

| eaf out-total-traffic-bytes {
type uint32;
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descri ption
"Total outbound bytes";
}
| eaf in-drop-traffic-pkts {
type uint32;
descri ption
"Total inbound drop packets";

| eaf out-drop-traffic-pkts {
type uint32;
description
"Total outbound drop packets";

| eaf in-drop-traffic-bytes {
type uint32;
descri ption
"Total inbound drop bytes";
}
| eaf out-drop-traffic-bytes {
type uint32;
descri ption
"Total outbound drop bytes";
}

uses traffic-rates;
}
groupi ng i 2nsf-nsf-counters-type-content{
descri ption
"A set of nsf counters type contents”;
| eaf src-ip {
type inet:ipv4-address;
descri ption
"The source | P address of the packet”;

}
| eaf dst-ip {
type inet:ipv4-address;
descri ption
"The destination |IP address of the packet”;
}
| eaf src-port {
type inet:port-nunber;
description
"The source port of the packet”;

| eaf dst-port {
type inet:port-nunber;
descri ption
"The destination port of the packet";
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| eaf src-zone {
type string;
descri ption
"The source security zone of the packet";
}
| eaf dst-zone {
type string;
descri ption
"The destination security zone of the packet";
}
| eaf src-region {
type string;
descri ption
"Source region of the traffic";

| eaf dst-region{
type string;
descri ption
"Destination region of the traffic";
}
| eaf policy-id {
type uint8;
description
"The I D of the policy being triggered";

| eaf policy-nanme {
type string;
descri ption
"The nane of the policy being triggered”;
}
| eaf src-user{
type string;
descri ption
"User who generates traffic";
}
uses protocol;
uses traffic-rates;

}

notification systemdetection-alarm/{
description
"TBD';
| eaf al arm catagory {
type identityref {
base al armtype;
}
description
"TBD";
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}

uses i2nsf-systemal armtype-content;
uses conmon-notification-content;
}
notification systemdetection-access-violation {
descri ption
"This notification is sent, when a security-sensitive
aut hentication action fails.";
uses i 2nsf-system event-type-content;
uses conmon-notification-content;
}
notification systemdetection-config-change {
descri ption
"This notification is sent,
when an unaut hori zed confi nguration
change action is detected.”
uses i 2nsf-system event-type-content;
uses conmmon-notification-content;
}
notification nsf-detection-flood {
descri ption
"This notification is sent,
when a specific flood type is detected";
uses i 2nsf-nsf-event-type-content;
| eaf fl ood-catagory {
type identityref {
base fl ood-type;
}

description
n TBDI ;
}

| eaf start-time {
type yang: dat e-and-ti ne;
mandat ory true;
description
"The time stanp indicating when the attack started”;
}

| eaf end-tinme {
type yang: dat e-and-ti ne;
mandat ory true;
description
"The time stanp indicating when the attack ended”;

| eaf attack-rate {
type uint32;
descri ption
"The PPS rate of attack traffic";
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| eaf attack-speed {
type uint32;
descri ption
"The BPS speed of attack traffic";
}

uses common-nsf-notification-content;
uses commpn-noti ficati on-content;

notification nsf-detection-session-table {
descri ption
"This notification is sent, when an a session table event
is deteced”;
| eaf current-session {
type uint8;
descri ption
"The nunber of concurrent sessions";
}

| eaf maxi num session {
type uint8;
descri ption
"The maxi mum nunber of sessions that the session
tabl e can support”;
}
| eaf threshold {
type uint8;
descri ption
"The threshold triggering the event”;

| eaf table-indentifier {
type string;
descri ption
"The nunber of session table exceeded the threshol d”;
}

uses common-nsf-notification-content;
uses conmonh-noti ficati on-content;
}
notification nsf-detection-virus {
descri ption
"This notification is sent, when a virus is detected";
uses i 2nsf-nsf-event-type-content;
| eaf virus {
type identityref {
base virus-type;
}

descri ption
"TBD';
}

| eaf virus-nane {
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type string;
descri ption
"The nane of the detected virus";
}
| eaf file-type {
type string;
descri ption
"The type of file virus code is found in (if appicable).";

| eaf file-name {
type string;
descri ption
"The name of file virus code is found in (if appicable).";
}

uses conmon-nsf-notification-content;
uses conmon-noti fication-content;
}
notification nsf-detection-intrusion {
descri ption
"This notification is send, when an intrusion event
is detected.";
uses i 2nsf-nsf-event-type-content;
uses protocol;
| eaf intrusion {
type identityref {
base i ntrusion-attack-type;
}
descri ption
"TBD';
}

uses common-nsf-notification-content;
uses common-noti fi cati on-content;
}
notification nsf-detection-botnet {
description
"This notification is send, when a botnet event is
det ect ed";
uses i 2nsf-nsf-event-type-content;
| eaf attack-type {
type identityref {
base botnet-attack-type;
}
descri ption
"TBD";
}
uses protocol;

| eaf bot net-nanme {
type string;
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descri ption
"The nane of the detected botnet";

}
| eaf role {
type string;
descri ption
"The role of the comunicating
parties within the botnet";
}

uses common-nsf-notification-content;
uses conmon-noti fication-content;
}
notification nsf-detection-web-attack {
descri ption
"This notification is send, when an attack event is
det ect ed";
uses i 2nsf-nsf-event-type-content;
| eaf web-attack {
type identityref {
base web-attack-type;
}
descri ption
"TBD";
}

uses protocol;
| eaf request {
type identityref {
base req- net hod;
}
descri ption
"TBD";
}

| eaf reqg-uri {
type string;
description
"Requested URI";
}
| eaf uri-category {
type string;
descri ption
“Mat ched URI category";
}
leaf-list filter {
type identityref {
base filter-type;
}
description
"TBD";
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}

uses conmmon-nsf-notification-content;
uses conmon-notification-content;
}
notification systeml og-access-event {
descri ption
"The notification is send, if there is
a new system |l og entry about
a system access event";
leaf login-ip {
type inet:ipv4-address;
mandat ory true;
descri ption
"Login I P address of a user";

| eaf adm nistrator {
type string;
descri ption
"Adm ni strator that maintains the device";
}

| eaf | ogi n-node {
t ype | ogi n- node;
description
"Specifies the adm nistrator | og-in node";
}

| eaf operation-type {
t ype operation-type;
descri ption
"The operation type that the adm nistrator execute";

| eaf result {
type string;
descri ption
"Command execution result”;
}

| eaf content {
type string;
descri ption

}

uses commobn-nsf-notification-content;

"The Operation perforned by an admi nistrator after |ogin";

}

notification systemlog-res-util-report {
descri ption
"This notification is send, if there is
a new | og entry representing ressource
utiliztation updates."”;
| eaf system status {

2018
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type string;

descri ption
"The current systens
runni ng status"”;

}
| eaf cpu-usage {
type uint8;
descri ption
"Specifies the relative anount of
cpu usage wt plattformressources”;
}
| eaf nmenory-usage {
type uint8;
descri ption
"Specifies the anbunt of nenory usage";
}
| eaf disk-usage {
type uint8;
descri ption
"Specifies the anbunt of disk usage";
}
| eaf disk-left {
type uint8;
descri ption
"Specifies the anount of disk left";
}
| eaf session-num {
type uint8;
description
"The total nunber of sessions";
}
| eaf process-num {
type uint8;
descri ption
"The total nunber of process"”;
}
leaf in-traffic-rate {
type uint32;
descri ption
"The total inbound traffic rate in pps";
}
| eaf out-traffic-rate {

type uint32;
descri ption
"The total outbount traffic rate in pps";

leaf in-traffic-speed {
type uint32;
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descri ption
"The total inbound traffic speed in bps";
}

| eaf out-traffic-speed {
type uint32;
descri ption
"The total outbound traffic speed in bps";
}

uses commpn-nsf-notificati on-content;

notification systemlog-user-activity-event {
descri ption
"This notification is send, if there is
a new user activity log entry";
| eaf user {
type string;
mandat ory true;
descri ption
"Nanme of a user";
}

| eaf group {
type string;
mandat ory true;
descri ption
"Group to which a user belongs.";

}
leaf login-ip {
type inet:ipv4-address;
mandat ory true;
descri ption
"Login I P address of a user.";

| eaf authentication {
type identityref {
base aut henti cati on- node;
}
descri ption
"TBD";
}

| eaf accese {
type identityref {
base access- node;
}
descri ption
"TBD';

| eaf online-duration {
type string;
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descri ption
"Online duration";
}

| eaf | ogout-duration {
type string;
descri ption

"Lockout duration";

| eaf addtional -info {

type string;

description
"User activities. e.g., Successful
User Login, Failed Login attenpts,
User Logout, Successful User
Password Change, Fail ed User
Password Change, User Lockout,
User Unl ocki ng, Unknown";

}

uses common-nsf-notification-content;
}
notification nsf-Iog-ddos {
descri ption
"This notification is send, if there is
a new DDoS event log entry in the nsf [og";
| eaf attack-type {
type identityref {
base ddos-attack-type;
}
description
"TBD";
}

| eaf attack-ave-rate {
type uint32;
descri ption
"The ave PPS of attack traffic";
}

| eaf attack-ave-speed {
type uint32;
descri ption
"the ave bps of attack traffic";
}

| eaf attack-pkt-num {
type uint32;
descri ption
"the nunber of attack packets";

| eaf attack-src-ip {
type inet:ipv4-address;
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descri ption
"The source | P addresses of attack
traffics. If there are a |arge
anount of | P addresses, then
pi ck a certain nunber of resources
according to different rules.";

| eaf action {
type | og-action;
descri ption
"Action type: allow, alert,
bl ock, discard, declare,
bl ock-ip, block-service";

| eaf os {
type string;
description
"sinple os information";
}

uses conmmon-nsf-notification-content;
uses conmon-notification-content;
}
notification nsf-1og-virus {
descri ption
"This notification is send, If there is
a new virus event log enry in the nsf [og";
| eaf attack-type {
type identityref {
base virus-type;
}
descri ption
"TBD';

| eaf action {
type | og-action;
descri ption
"Action type: allow, alert,
bl ock, discard, declare,
bl ock-i p, block-service";
}
| eaf o0s{
type string;
descri ption
"sinple os information";

leaf tinme {

type yang: date-and-ti ne;
mandat ory true;
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descri ption
"Indicate the tine when the nessage is generated”;
}

uses conmon-nsf-notification-content;
uses common-notification-content;
}
notification nsf-log-intrusion {
descri ption
"This notification is send, if there is
a new intrusion event log entry in the nsf |og";
| eaf attack-type {
type identityref {
base i ntrusion-attack-type;
}
descri ption
"TBD';
}

| eaf action {
type | og-action;
descri ption
"Action type: allow, alert,
bl ock, discard, declare,
bl ock-ip, bl ock-service";
}
leaf tinme {
t ype yang: date-and-ti ne;
mandat ory true;
descri ption
“I'ndicate the tinme when the nessage is generated”;
}

| eaf attack-rate {
type uint32;
descri ption
"The PPS of attack traffic";
}

| eaf attack-speed {
type uint32;
descri ption
"the bps of attack traffic";
}

uses commobn-nsf-notification-content;
uses conmmpn-noti ficati on-content;

notification nsf-1og-botnet {
descri ption
"This noticiation is send, if there is
a new botnet event log in the nsf |og";
| eaf attack-type {
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type identityref {
base botnet-attack-type;
}
descri ption
"TBD';
}
| eaf action {
type | og-action;
descri ption
"Action type: allow, alert,
bl ock, discard, declare,
bl ock-ip, bl ock-service";

| eaf bot net - pkt - nun{
type uint8;
descri ption
"The nunber of the packets sent to
or fromthe detected botnet";
}
| eaf o0s{
type string;
descri ption
"sinple os information";
}
uses common-nsf-notification-content;
uses common-noti fi cati on-content;

notification nsf-1og-dpi {
description
"This notification is send, if there is
a new dpi event in the nsf |og";
| eaf attack-type {
type dpi-type;
descri ption
"The type of the dpi"
}
| eaf src-ip {
type inet:ipv4-address;
descri ption
"The source | P address of the packet”;

}
| eaf dst-ip {
type inet:ipv4-address;
descri ption
"The destination |IP address of the packet”;
}

| eaf src-port {
type inet:port-nunber;
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descri ption
"The source port of the packet”;
}

| eaf dst-port {
type inet:port-nunber;
descri ption
"The destination port of the packet";
}

| eaf src-zone {
type string;
description
"The source security zone of the packet”;

| eaf dst-zone {
type string;
descri ption
"The destination security zone of the packet";
}

| eaf src-region {
type string;
descri ption
"Source region of the traffic";
}

| eaf dst-region{
type string;
descri ption
"Destination region of the traffic";

}
| eaf policy-id {
type uint8;
mandatory true;
descri ption
"The ID of the policy being triggered”;
}

| eaf policy-nanme {
type string;
mandatory true;
descri ption
"The nanme of the policy being triggered”;
}

| eaf src-user{
type string;
descri ption
"User who generates traffic";
}

uses commpn-nsf-notificati on-content;
uses conmobn-noti ficati on-content;
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notification nsf-Iog-vuln-scan {
descri ption
"This notification is send, if there is
a new vul nerability-scan report in the nsf |og";
| eaf vulnerability-id {
type uint8;
descri ption
"The vulnerability id";

leaf victimip {
type inet:ipv4-address;
descri ption
"I P address of the victimhost which has vul nerabilities";
}
uses protocol;
| eaf port-num{
type inet:port-nunber;
descri ption
"The port nunber";

| eaf |evel {
type severity;
description
"The vulnerability severity";

| eaf os {
type string;
descri ption
"sinple os information";

| eaf addtional-info {
type string;
descri ption
"TBD';
}
uses common-nsf-notification-content;
uses conmon-noti fication-content;
}
notification nsf-|og-web-attack {
descri ption
"This notificatio is send, if there is
a new web-attack event in the nsf |og";
| eaf attack-type {
type identityref {
base web-attack-type;
}
description
"TBD';
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}

| eaf rsp-code {
type string;
descri ption
"Response code";
}

| eaf reqg-clientapp {
type string;
descri ption
"The client application”;
}

| eaf req-cookies {
type string;
descri ption
" Cooki es";
}

| eaf req-host {
type string;
descri ption
"The domai n nane of the requested host";
}

| eaf rawinfo {
type string;
descri ption
"The information descri bing
t he packet triggering the event.";
}
uses conmon-nsf-notification-content;
uses conmmon-noti fication-content;
}
contai ner counters {
descri ption
"This is probably better covered by an inport
as this will not be notifications.
Counter are not very suitable as telenetry, maybe
via periodic subscriptions, which would still
violate principle of |east surprise.”;
contai ner systeminterface {
descri ption
"The system counter type is interface counter”;
uses i 2nsf-system counter-type-content;
}
container nsf-firewall {
descri ption
"The nsf counter type is firewall counter”;
uses i 2nsf-nsf-counters-type-content;
container diretcions {
descri ption
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"1l nbound or Qutbound";
leaf in-interface {
t ype bool ean;
descri ption
"I'f the bound is inbound";
}
| eaf out-interface {
t ype bool ean;
descri ption
“"If the bound is outbound”;
}
}
}

contai ner nsf-policy-hits {

descri ption

"The counters of policy hit";
uses i 2nsf-nsf-counters-type-content;
| eaf hit-tinmes {

type uint32;

descri ption

"The hit times for policy";

}
<CCDE ENDS>
Figure 2: Data Mdel of Mnitoring
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Appendi x A. draft-hong-i 2nsf-nsf-nonitoring-data-nodel -02

The foll ow ng changes are made fromdraft-hong-i 2nsf-nsf-nonitoring-
dat a- nodel - 01

1. The YANG data nodel is defined in nore detail based on the
i nformati on nodel for nonitoring NSFs.

2. Some of descriptions for YANG data nodel are revised.
3. Typos and grammatical errors are corrected.
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