Rout i ng area S. Hegde
I nternet-Draft C. Bowers
I nt ended status: |nformational Juni per Networks Inc.
Expires: April 20, 2019 S. Litkowski
Orange

X Xu

Al'i baba I nc.

F. Xu

Tencent

Oct ober 17, 2018

Node Protection for SR-TE Pat hs
draf t - hegde- spri ng- node- protection-for-sr-te-paths-04

Abstract

Segnent routing supports the creation of explicit paths using

adj acency-si ds, node-sids, and binding-sids. It is inportant to
provi de fast reroute (FRR) nechanisns to respond to failures of |inks
and nodes in the Segment-Routed Traffic-Engi neered(SR-TE) path. A
poi nt of l|ocal repair (PLR) can provide FRR protection against the
failure of alink in an SR TE path by exam ning only the first (top)

| abel in the SR | abel stack. |In order to protect against the failure
of a node, a PLR may need to exam ne the second | abel in the stack as
well in order to determ ne SR-TE path beyond the failed node. This
docunent specifies how a PLR can use the first and second | abel in
the | abel stack describing an SR-TE path to provide protection

agai nst node fail ures.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2019.
Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

It is possible for a routing device to conpletely go out of service
abruptly due to power failure, hardware failure or software crashes.
Node protection is an inportant property of the Fast Reroute
nmechanism |t provides protection against a node failure by
rerouting traffic around the failed node. For exanple, the

mechani snms described in Loop Free Alternates ([ RFC5286]), Renpte Loop
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2.

Free Alternates ([RFC8102]), and
[1-D. bashandy-rtgwg-segnent-routing-ti-lfa] can be used to provide
node protection to ensure mnimal traffic |oss after a node failure.

Section 2 describes problens with SR-TE paths and the need for a
speci al i zed nmechanismto provide node protection for SR-TE paths.
Section 3 describes the solution applied to paths built using

adj acency-si ds and node- si ds.

Node Failures Al ong SR-TE Pat hs

The topol ogy shown in Figure 1. illustrates a exanpl e network
t opol ogy with SPRI NG enabl ed on each node.
Node Node Node Node Node
sid:1l sid:2 sid:3 sid: 4 sid:5
+----+ 10 +----+ 10 +----+ 10 +----+ 10 +----+
I - | R [----e-- B | RS |
+----+ +----+ +----+ +----+ +----+
\ \ /
\ 10 \ 100 / 60
\ \ /
\ +----+ +----+
+--| RT |-----------mm-- - | R8
+----+ 30 +----+
/' Node Node Label stack:
[ sid:7 sid: 8 Fomm - +
+----+ SRGB: | 1008 (top)|
| R6 | 3000- 4000 SR +
+----+ | 3005 |
Node A +
sid: 6

Figure 1. Exanple topology. The segnment index for each node is shown
in the diagram Al nodes have SRG = [1000-2000], except for R8
whi ch has SRGB = [3000-4000]. A label stack that represents the path
R1- >R7- >R8- >R4->R5 i s shown as wel | .

1. Node protection for node-sid explicit paths

Consider an explicit path in the topology in Figure 1 fromR1l->R5 via
R1- >R7- >R8- >R4->R5. This path can be built using the shortest paths
fromRLl-to-R8 and R8-t0-R5. The label stack to instantiate this path
contains two node-sids 1008 and 3005. The 1008 | abel w Il take the
packet fromRlL to R8 via R7 and get popped. The next label in the
stack 3005 will take the packet fromR8 to the destination R5 via R4.
If the node R8 goes down, it is not possible for R7 to perform FRR
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wi t hout exam ning the second [ abel in the incom ng |abel stack
(3005) .

Note that in the absence of a failure, R7 does not need to understand
t he nmeani ng of the second | abel (3005) in order to perform nornma
forwardi ng. However, in order to support node protection, R7 wl
need to understand the neaning of |abel 3005 in order to determ ne
where the packet is headed after RS.

2.2. Node-Protection for Anycast- Sl Ds

A prefix segnent advertised as a node SID may only be advertised by
one node in the network. Instead, an anycast prefix segnent may be
advertised by nore than one node. |In sone situations, one can use
anycast SIDs to construct SR TE paths that are protected agai nst node
failure, without the need for the nechani smdescribed in this
docunent .

-+ 10 -+ 10 -+ 10 -+ 10 +--- -+

| RL|-------- | R |-------- | R3|-------- | R4 |---o---- | RS |
+----+ +----+ +----+ +----+ +----+
\ \ /
\ 10 \100 60/ |
\ \ / |
\ +----+ 30 +----+ |
+--| RT |------------------ | R8 | |
+----+ +----+ |
/ \ Anycast +
/ \ sid: 100 /
+----+ \ /
| R6 | \ 40 +----+4+ /60
+----+ e L | RO |+ Label stack:
+----+ Fomm e m e m oo ok +
Anycast | 1100 (top)|
sid: 100 S +
| 1005 |
S +
Figure 2: Topology illustrating use of anycast-sids to protect

agai nst node failures. All nodes have SRG = [1000-2000].

An exanple of this is showm in Figure 2. 1In this exanple, R38 and R9
advertise an anycast SID of 100. The |label stack in this exanple =

[1100, 1005];. The top label (1100) corresponds to the anycast SID
advertised by both R8 and R9. 1In the absence of a failure, the
packet sent by RL with this |abel stack will follow the path from

R1->R5 al ong R1->R7->R8- >R4- >R5.
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If R7 is performng a per-prefix LFA calcul ation [ RFC5286], then R7
will install a backup next-hop to RO for this anycast SID, protecting
agai nst the failure of the primary next-hop to R8. This backup path
does not pass through R8, so it is would not be affected by a
conplete failure of node R8. As illustrated by this exanple, for
sone topol ogi es node-protecting SR-TE paths can constructed through

t he use of anycast SIDs, as opposed to the nechani sm described in

t hi s docunent.

2.3. Node-protection for adj-sid explicit paths
Adj - si d:
R3- R8: 9044
Node Node Node Node Node
sid:1l sid:2 sid:3 sid: 4 sid:5
+--- -+ 10 +--- -+ 10 +--- -+ 10 +--- -+ 10 +--- -+
| RL|-------- | R |-------- | R3|-------- | R4 |- | RS |
+----+ +----+ +----+ +----+ +----+
\ \ / |
\ 10 \ 100 / 60 | 10
\ \ / |
\ +----4+ +----4+ +----4+
+--| RT |----------cmmm-- | RB |--------------- | RO
+----+ 30 +----+ 10 +----+
/' Node Node Node
[ sid:7 sid:8 sid:9
+----+ SRGB
| R6 | 3000- 4000 Label stack:
+--- -+ S +
Node Adj - si ds: | 1003 (top)|
sid:6 R8- R4: 9054 R +
| 9044 |
o e o +
| 9054 |
PR +
| 1005 |
S +

Hegde,

Figure 3. Explicit
= [ 1000- 20007,

Consi der an explicit
This path can be built

as shown in Fi

to instantiate this path,
advertised by nodes involved in this path.
with this | abel

stac

et al.

except for

pat h using an adj acency sid. Al
R8 whi ch has SRGB = [ 3000- 4000] .

nodes have SRGB

path from R1->R5 via Rl->R2->R3- >R8- >R4- >R5.

gure 3.
as wel |

k reaches R3, the

Expires Apri

as sever al
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adj acency si ds
When a packet
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t ake the packet to R8. The next-next-hop in the path is R4. To
provi de protection for the failure of node R8, R3 would need to send
the the packet to R4 without going through R8. However, the only way
R3 can learn that the packet needs to go to the RA is to exam ne the
next | abel in the stack, |abel 9054. Since R3 knows that R8 has
advertised | abel 9054 as the adjacency segnent for the Iink fromR38
to R4, R3 knows that a backup path can nerge back into the origina
explicit path at R4.

3. Detailed Solution using Context Tables

This section provides a detail ed description of how to construct
node- prot ecti ng backup paths for SR-TE paths using context tables.
The end result of this description is externally visible forwarding
behavi or that can be specified as a packet arriving at a PLRwith a
particul ar incom ng | abel stack and | eaving the PLR on a particul ar
outgoing interface with a particular outgoing | abel stack. There may
be other nethods of arriving at the sane externally visible

f orwar di ng behavi or as described in draft

[1-D. bashandy-rtgwg-segnent-routing-ti-lfa]. It is not the intent of
this docunment to exclude other nmethods, as long as the externally

vi si bl e forwardi ng behavior is the sane as produced by this method.

3.1. Building Context Tables

[ RFC5331] introduced the concept of Context Specific Label Spaces and
there are various applications maki ng use of this concept.A context

| abel table on a router represents the Label Forwarding |Information
Base (LFIB) fromthe point of view of a particular nei ghbor . Context
tables are built by constructing incom ng | abel mappi ngs adverti sed
by the nei ghbor and the actions corresponding to those | abels. The

| abel s advertised by each node are | ocal to the node and may not be
uni que across the segnment routing domain. The context tables are
separate tables built on a per-nei ghbor basis on every node to ensure
they represent LFIBs of a particul ar nei ghbor.

When a PLR needs to protect an SR TE path against the failure of a
nei ghbor N, it creates a context table associated with N. This
context table is populated with the follow ng segnent routing
forwardi ng entries:

- Al the Prefix-SIDs of the network. The progranmed i ncom ng

| abel map uses the SRGB of N to conpute the input |abel val ue.

The NHLFE (Next Hop Label Forwarding Entry) is then constructed by
| ooking into all the nexthops for the prefix-SID and choosing a

| oop-free path as explained in Section 3.2
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- Al the Adjacency SIDs advertised by N The NHLFE is
constructed as explained in Section 3.3

The follow ng section illustrates how the context table is
constructed to allow the PLR to provi de node-protecting paths for the
next - next hops in the topology shown in Figure 1 and Figure 3.

3.2. Node protection for node SIDs

Figure 4 shows the routing table entries on R7 corresponding to the
node SIDs to reach Rl and R8 for the topology in Figure 1. 1In the
absence of a failure, a packet with a | abel stack whose top [ abel is
1008 will have its top |abel popped by R7 (assum ng PHP behavi or),
and R7 will forward the packet to R3. Wen the interface to R8 is
down, the backup next-hop entry is used. R7 will pop the top | abel
of 1008, and use the context table that R7 conputed for R8 to

eval uate the next [ abel on the stack.

R7's Routing Table (partial)
Transits routes for Node SIDs for RL and R8

| I'n |abel | Qutgoing | abel action |
| 1001 | Primary: pop, fwd to Rl |
| | Backup: pop, |ookup context.rl |
S e +
| 1008 | Primary: pop, fwd to R8 |
| | Backup: pop, | ookup context.r8 |
SRR eSS +

R7's Context Table for R8 (context.r8, partial)

| I'n |abel | Qutgoing | abel action |
| 3004 | swap 1004, fwd to Rl |
R TN NS +
| 3005 | swap 1005, fwd to R1 |
S e +
| 3008 | drop |

o e e +

Figure 4: Buil ding node-protecting backup paths for SR-TE paths
i nvol vi ng node SI Ds

R7 builds context table for R8 using the follow ng process. R7

conmput es the mappi ng of incomng |abel to node-sid that R8 expects to
see based on the SRGB advertised by R8. In the exanple in Figure 1
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R7 can determne that R8 interprets in incomng | abel of 3005 as
mappi ng to the the node SID for R5.

R7 then conputes a | oop-free backup path to reach R5 which is node-
protecting with respect to the failure of R8. In this exanple, the
backup path conputed by R7 to reach R5 wi thout passing through R8 can
be achi eved forwardi ng the packet to RL with a top | abel of 1005,
corresponding to the node SID for R5 in the context of Rl’'s SRGB
The | oop-free path conputation may be based on a mechani sm such as
LFA, R-LFA, TI-LFA, or constraint based SPF avoiding failure. To
popul ate the context table for R8, R7 maps the out |abel actions
corresponding to the backup path to R5 to the incom ng | abel 3005.
This results in the entry for | abel 3005 shown in context.r8 in

Fi gure 4.

Therefore, when a packet arrives at R7 with |abel stack = [1008,
3005], and the link fromR7 to R8 has recently failed, R7 wll use
backup next-hop entry for label 1008 in its main routing table.
Based on this entry, R7 will pop | abel 1008, and use context.r8 to
| ookup the new top | abel = 3005. R7 will swap | abel 3005 for 1005
and forward the packet to RL. This will get the packet to R5 on a
node protecting backup path.

Note that R7 activates the node-protecting backup path when it
detects that the link to R8 has failed. R7 does not know that node
R8 has actually failed. However, the node-protecting backup path is
conput ed assum ng that the failure of the link to R3 inplies that R8
has fail ed.

3.3. Node protection for adjacency SIDs

This section gives an exanple of how to constuct node-protecting
backup paths when the SR-TE path uses adjacency SIDs. Figure 5 shows
some of the routing table entries for R3 corresponding to the sanple
network shown in Figure 3. Wen the top |abel of the | abel stack is
an adjacency SID, the PLR needs to recognize that in order to provide
a node-protecting backup path, it needs to pop the top |abel and
exam ne the next label in the context of the next-hop router
identified by the top | abel adjacency SID. In this exanple, when R3
is constructing its routing table, it recognizes that |abel 9044
corresponds to a next-hop of R8, so it installs a backup entry,
corresponding to the failure of the link to R8, when pops | abel 9044,
and then exam nes the new top |label in the context of RS.
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R3's Routing Table (partial)
Transit route for Adj SID

Primary: pop, fwd to R8 |
Backup: pop, | ookup context.r8 |

R3's Context Table for R8 (context.r8, partial)

F ey oo s o
| I'n |abel | Qutgoing |abel action |
| 3005 | swap 1005, fwd to R4 |
o e e +
| 9054 | pop, fwd to R4 |
R o m e e e e e e e e e e e e e e e e e e e e e +

Figure 5: Buil ding node-protecting backup paths for SR-TE paths
i nvol vi ng adj acency Sl Ds

R3 constructs its context table for R8 by determ ning which | abels R8
expects to receive to acconplish different forwarding actions. The
entry for incomng |abel 3005 in context.r8 in Figure 5 corresponds
to a node SID. This entry is conputed using the nmethods described in
Section 3.2

The entry for incomng | abel 9054 in context.r8 corresponds to an
adj acency SID. R3 recognizes that R8 has advertised this adjacency
SIDfor the link fromR8 to R4 in Figure 3. So R3 determ nes the
out goi ng | abel action needed to reach R4 wi thout passing through R8.
This can be acconplished by popping the |abel 9054, and forwarding

t he packet directly on the link fromR3 to R4.

3.4. Node protection for edge nodes

The node protection nechani sm described in the previous sections
depends on the assunption that the |abel imediately bel ow the top
| abel in the |label stack is understood in the | GP domain. Wen the
provi der edge routers exchange service |abels via BG or sone other
non-1 GP mechani smthe bottom | abel is not understood in the IGP
domai n.

The egress node protection nmechani sns described in the draft
[I-D.ietf-npls-egress-protection-framework] is applicable to this
usecase and no additional changes wll be required for SR based
net wor ks
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4. Security Considerations
TBD

5. | ANA Consi derations
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