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Abstract

Thi s docunent requests yang | anguage additions for the data nodels
that exist as part of the |I2RS control plane datastore. One of these
additions is the ability to mark a portion of the nodel as having
epheneral state.

Status of This Meno
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provi sions of BCP 78 and BCP 79.
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Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on Septenber 11, 2017.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Introduction

This a proposal for additions to yang 1.1 [RFC7950] to support the
| 2RS protocol .

The |1 2RS architecture [RFC7921] defines the I2RS interface "a
progranmatic interface for state transfer in and out of the Internet
routing systenf. The |I2RS protocol is a protocol designed to a

hi gher | evel protocol conprised of a set of |IETF existing protocols
(NETCONF [ RFC6241], RESTCONF [ RFC8044], and others) which have been
extended to work together to support a new interface to the routing
system The |2RS protocol is a "reuse" managenent protocol which
creat es new managenent protocols by reusing existing protocols and
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extendi ng these protocols for new uses, and has been designed to be
i mpl emented in phases [ RFC7921].

Thi s docunment suggests the follow ng additions to Yang to support the
| 2RS control plane datastore. [I-D.ietf-i2rs-epheneral-state]
specifies the I 2RS requirenents for the epheneral state.

Section 3 of this docunent defines optional additions to yang 1.1 to
support | 2RS epheneral control plane datastore. The main addition is
the datastore statenent with four new substatenents (dstype,
epheneral , protosup, validation). The protosup substatenent has two
val i d substatenents (protobase, protoadd). The validation
subst at enent has has three new substatenments: bul kchecks, cachi ng,
and nstransport.

Section 4 provides the augnmentation to RFC7950 tables for these
opti onal features.

2. Definitions
2.1. Requirenents | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. 12RS Definitions
The |1 2RS architecture [RFC7921] defines the follow ng terns:

epheneral data: is data which does not persist across a reboot
(software or hardware) or a power on/off condition. Epheneral
data can be configured data or data recorded from operations of
the router. Epheneral configuration data also has the property
that a system cannot roll back to a previous epheneral
configuration state. (See [RFC7921] for an architectural
overview, [I-D.ietf-i2rs-epheneral-state] for requirenents, and
[1-D.ietf-netnod-revised-datastores] for discussion of how the
epheneral datastore as a control plane datastore interacts with
i nt ended configuration datstore, the dynam c configuration
protocols, and control planes datastore to create the applied
dat astore and operational state datastore.

| ocal configuration: is the data on a routing system which does
persi st across a reboot (software or hardware) and a power on/off
condition. Local configuration is defined as the intended
datastore as defined in [I-D.ietf-netnod-revi sed-dat astores].
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3.

3.

dynam ¢ configuration protocols datastore are configuration
protocols such as DHCP that interact with the intended datastore
(whi ch does persist across a reboot (software or hardware) power
on/ of f condition), and the |I2RS epheneral state control plane
dat ast or e.

appl i ed datastore Read only datastore regardi ng configuration
state installed in the routing systemas defined in
[I-D.ietf-netnod-revised-datastores].

operational state Read only datastore that conbi nes applied
dat astore and operational state as defined in
[1-D.ietf-netnod-revi sed-dat astores].

oper at or - appl i ed policy: is a policy that an operator sets that
determ nes how the epheneral datastore as a control plane data
store interacts with intended configuration (see
[I-D.ietf-netnod-revi sed-datastores]). This operator policy
consi sts of setting a priority for each of the follow ng (per
[I-D.ietf-i2rs-epheneral -state]):

* intended configuration,
* any dynam c configuration protocols,
* any control plane datastores (one of which is epheneral.)
yang additions
1. datastore

The "dat astore" substatenent for the Yang Moddul e statenent provides
the ability to describe which datastore a nodul e or subnodul e may be
| oaded into. If no "datastore" statement exists, there is no
restriction on the datastores a nodul e or subnodul e can be | oaded

i nto.

The argunent the datastore is a datastore nane denoted as "dsnane".

The vai d substatenents are in Table 1. The "description®

subst atenent provides a description of the datastore. The "dstype"
provides information on the class (e.g., config or control plane) and
t he subcl ass of the datastore (e.g., 12rs). The epheneral indicates
that entire datastore is epheneral. The validation provides
alternate validation rules for the datastore. The syntax of these
substatenments are provided in sections x.x of thsi docunent
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Data store syntax:

dat ast ore <dsname> {
<sub- st at enent s>
3

dstype syntax:
dstype dscl ass dsnane

wher e:
dsclass: [config | control-plane ]
dssubclass [ i2rs | vendor ]

Figure 1

Yang

March 2017

The substatenents for the datastore substatenent are |isted bel ow

Table 1
N R Fome e oo
| | This |
| | docunment | RFC7960
| substatenent | section | section
I - Ry
| description | - | 7.21.3
| dstype | 3.2 | -
| epheneral | 3.3 | -
| protosup | 3.4 | -
| reference | - | 7.21.4
| revision | - | 7.1.9
| revision-date | - | 7.1.5.1
| validation | 3.5 | -
| version | | 7.1.9
o e e e - R R

Application Commrents:

A nodul e may be nounted into different
statenent indicates whi ch datastores a

the characteristics of each datastore.

3.2. dstype

dat ast or es.

The dat astore

nodul e may be nounted in, and

They substatenent dstype indicates the datastore class and subcl ass

of the datastore. A dstype substatenent

dat ast ore st atenent.

Hares & Dass Expi res Sept enber
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Syntax of the dstype datastore is:

dstype <dscl ass> <dsnane>;

wher e:
dsclass: ["config" | "control-plane ]
dssubclass [ "i2rs-v0" | "vendor" ]

3.3. epheneral

The epheneral indicates that an object is epheneral data which does
not survive a reboot (see [I-D.ietf-i2rs-epheneral-state]. The
definition of the object nmay be a datastore, a nodule, a subnodul e,
an action, a container, a grouping, a leaf, a leaf-list, alist, or
an rpc.

Syntax is the foll ow ng:
epheneral [yes | no];

The val ue "no" indicates the object is not epheneral.
The val ue "yes" indicates the value is epheneral.

Figure 2

3.4. protosup statenent
Thi s indicates which protocols support this datastore. The protocols
can be netconf, restconf, coap, gprc, and bgp. The substatenents for
prot osup are protocobase and protoadd
Syntax is the follow ng:

protosup {
<<pr ot osup subst at enent s>>

}
Table 2

S Fomm e e e o R Fom e +
| | docunment | RFC7960 | |
| substatement | section | section | cardinality |
o e e e - R R o e +
| description | - | 7.21.3 | 0..1 |
| protobase | 3.4.1 | - | 1..n |
| protoadd | 3.4.2 | - | 1..n |
Fom e e Fomm e m oo o R Fom e o +
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3.4.1. protobase

The protobase substatenent indicates the protocol a database can be
sent over. The syntax is bel ow

Syntax for protobase:

prot obase [netconf | restconf | coap
| bgp | isis | ospf | dots
| <protocol - nane> ]

Fi gure 3
3.4.2. protoadd

The protoadd specifies required optional additions to a protocol that
sends information to a datastore. One exanple of such an addition is
the additions to RESTCONF to support the | 2RS protocol denoted as
"i2rs".

Syntax for proto add:
protoadd [i2rs | i2nsf | <proto-add>]
Figure 4
3.5. validation

The validation keyword indicates that the object uses alternate

val i dation besides the nmechani sns defined by the configuration
datastore as defined in [RFC7950]. The validation subcommand is
invalid in any nodul e or subnmodul e which is only defined for the
configuration datastore. Unless the nodul e has a datastore statenent
whi ch includes a datastore other than config, all validation
statenments in the nodule are ignored. Unless the subnodul e has a

dat astore statenent which includes a datastore other than config, al
val i dation statenments are ignored.

The validation can be set on a datastore command in a a nodule, a
subnodul e, an action, a container, a grouping, a leaf, a leaf-list, a
list, or an rpc. The validation substatenents include nstransport
and bul k- checks as shown in table 3.
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Syntax of the validation is:
val i dation {
<<val i dati on- subst at enent s>>

b
Figure 5

Table 3

| | docunent | RFC7960 | |
| substatement | section | section | cardinality |

| description |
| bul kchecks |
| caching |
| nstransport |
| organi zation |
| reference |
| revision-date |
| version |

I I
I I
I I
I I
.7 | |
I I
I I
I I

3.6. bul kcheck

The bul kcheck flag indicates whether this object uses bul k-check

val idation instead of the normal configuration datastore validation.
The protocol updating the object rnust support bul k checking
mechani sm or indicate that this object is not supported.

This is a new feature for control plane protocols and control plane
datastores. In the configuration datastores, it is possible to
support this feature at the validation |evel for the rpc object.
Early inplenenenters of this feature for nodul e which may | oaded in
the configuration datastore are encouraged to place bul kcheck
features wthin "rpc" functionality.

bul kcheck synt ax:

bul kchecks [yes | no];

Figure 6

The val ue "no" indicates the object does not allows "bul kchecks" of
data, and uses the normal configuration datastore checking. The

val ue "yes" indicates the object does not allows "bul kchecks" of data
within this object.
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3.7. caching

The caching flag indicates whether the |I2RS support cachi ng of
multiple client information within |I2RS Agents.

Application note: This feature is not supported for the |I2RS protoco
version 0O

cachi ng synt ax:
caching [yes | no];
Fi gure 7
The val ue "no" indicates the object does not allows "bul kchecks" of
data, and uses the normal configuration datastore checking. The
val ue "yes" indicates the object does not allows "bul kchecks" of data
within this object.

3.8. nstransport
The nstransport indicates whether this object may be sent across a
non-secure transport. Sending data across a non-secure transport

shoul d be done only if the circunstances warrant it.

This is a new feature for the |I2RS control plane protocols and
control plane datastores.

Caution: For a description of when a on-secure transport is
appropriate for I12RS control plane protocol, please refer to the |I2RS
protocol security requirenents

[I-D.ietf-i2rs-protocol-security-requirenents]. Inplenenters of this
feature in an |I2RS i nplenmentation should al so review the | 2RS
security requirenents [I-D.ietf-i2rs-security-environnent-reqs]. No

data which reveals any identity for a person or confidential
i nformation should be sent via a non-secure transport.

Syntax is the foll ow ng:

nstransport [yes | no];

The val ue "no" indicates the object does not allows "bul kchecks" of
data, and uses the normal configuration datastore checking. The

val ue "yes" indicates the object does not allows "bul kchecks" of data
within this object.

Hares & Dass Expi res Septenber 11, 2017 [ Page 9]



I nternet-Draft | 2RS Prot ocol Yang March 2017

4. Change to RFC7950
The optional attributes add options to the tables for substatenents
for the nodule (section 7.1.1), subnodule table, action, container,
grouping, leaf, leaf-list, a list, and an rpc. This section provides
t he revised tables.

4.1. Additions to the Mddul e table

This is the additions to nodul e's substatnent table in section 7.1.1
of [ RFC7950].
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S U S SRS S U +
| | RFC7950 | |
| substatement | section | cardinality |
o e e e o - R o e +
| anydata | 7.10 | 0..n |
| anyxm | 7.11 | O0..n |
| augnent | 7.17 | 0..n |
| choice | 7.9 | O0..n |
| contact | 7.1.8 | 0..1 |
| container | 7.5 | 0..n |
| description | 7.21.3 | 0..1 |
| deviation | 7.20.3 | O0..n |
| extension | 7.19 | O0..n |
| feature | 7.20.1 | O0..n |
| grouping | 7.12 | 0..n |
| identity | 7.18 | 0..n |
| inport | 7.1.5 | 0..n |
| 1nclude | 7.1.6 | O0..n |
| | eaf | 7.6 | O0..n |
| leaf-1list | 7.7 | O0..n |
| 1ist | 7.8 | O0..n |
| nanespace | 7.1.3 | 1 |
| notification | 7.16 | 0..n |
| organization | 7.1.7 | 0..1 |
| prefix | 7.1.4 | 1 |
| reference | 7.21.4 | 0..1 |
| revision | 7.1.9 | 0..n |
| rpc | 7.14 | 0..n |
| typedef | 7.3 | 0..n |
| uses | 7.13 | O0..n |
| yang-version | 7.1.2 | 1 |
e R S +
| optional | This | |
| Yang 1.1 | document ’ s |
| substatenent | section | cardinality |
- - R +
| datastore | 3.2 | O0..n |
| epheneral | 3.3 | 0..n |
| validation | 3.5 | 0..n |
o e e e o - R o e +
Figure 2

4.2. Additions to the subnmodul e substatenment |i st

Bel ow woul d be the replacenent for the substatenment table in setion
7.2.1 of [RFC7950] which lists the valid subnodul e statenents.
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7.2.1. The subnodul e’ s Subst at enent s

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| anydata | 7.10 | 0..n |
| anyxm | 7.11 | O0..n |
| augnent | 7.17 | 0..n |
| belongs-to | 7.2.2 | 1 |
| choice | 7.9 | 0..n |
| contact | 7.1.8 | 0..1 |
| container | 7.5 | O0..n |
| description | 7.21.3 | 0..1 |
| deviation | 7.20.3 | 0..n |
| extension | 7.19 | 0..n |
| feature | 7.20.1 | 0..n |
| grouping | 7.12 | O0..n |
| identity | 7.18 | O0..n |
| 1 nport | 7.1.5 | O0..n |
| include | 7.1.6 | 0..n |
| | eaf | 7.6 | 0..n |
| leaf-1ist | 7.7 | 0..n |
| ist | 7.8 | O0..n |
| nanespace | 7.1.3 | 1 |
| notification | 7.16 | O0..n |
| organization | 7.1.7 | 0..1 |
| reference | 7.21.4 | 0..1 |
| revision | 7.1.9 | 0..n |
| rpc | 7.14 | O0..n |
| typedef | 7.3 | 0..n |
| uses | 7.13 | O0..n |
| yang-version | 7.1.2 | 1 |
o e e e o - R o e +
| optional | This | |
| Yang 1.1 | docunent’ s |
| substatenment | section | cardinality |
S R S +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | 0..n |
. Fommmmmaaa SRR +

Figure 2
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4.3. Additions to the container substatenent |ist
Bel ow woul d be the replacenent for the substatenent table in section

7.5.2 of [RFC7950] that lists the | egal container substatenents.

7.5.2. The contai ner Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| action | 7.15 | O0..n |
| anydata | 7.10 | 0..n |
| anyxm | 7.11 | 0..n |
| choice | 7.9 | 0..n |
| config | 7.21.1 | 0..1 |
| description | 7.21.3 | 0..1 |
| grouping | 7.12 | O0..n |
| if-feature | 7.20.2 | O0..n |
| | eaf | 7.6 | 0..n |
| leaf-1ist | 7.7 | 0..n |
| 1ist | 7.8 | O0..n |
| rust | 7.5.3 | O0..n |
| notification | 7.16 | O0..n |
| presennce | 7.5.5 | 0..1 |
| reference | 7.21.4 | 0..1 |
| status | 7.1.9 | 0..1 |
| typedef | 7.3 | 0..n |
| uses | 7.13 | O0..n |
| when | 7.21.5 | 0..1 |
S R S +
| optional | This | |
| Yang 1.1 | document ’ s |
| substatenent | section | cardinality |
- - R +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | O0..n |
o e a o - R o e - +
Figure 2

4.4, Additions to | eaf substatenent |i st

Bel ow woul d be replacenent for the substatenment table in section
7.6.2 of [RFC7950] which provides the |eaf’s substatenents.
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7.6.2 The | eaf’s Substatenents

| config

| default

| description
| if-feature
| mandatory
| rust

| reference
| status

| type

| units

| when

| optional

| Yang 1.1

| subst at ement
| ephenera

| validation

Figure 2

| section | cardinality |

| This | |
| docunent ’ s |
| section | cardinality |

4.5. Additions to leaf-list substatenent |i st

March 2017

Bel ow woul d be the replacenent for the substatenent table in section
7.7.2 in [RFC7950] which provides the list of the leaf-lists

subst at ement s.
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7.7.2 The | eaf’s Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| config | 7.21.1 | 0..1 |
| default | 7.6.4 | 0..1 |
| description | 7.21.3 | 0..1 |
| if-feature | 7.20.2 | 0..n |
| max-elenents | 7.7.6 | 0..1 |
| mn-elenments | 7.7.5 | 0..1 |
| rust | 7.5.3 | O0..n |
| ordered- by | 7.7.7 | 0..1 |
| reference | 7.21.4 | 0..1 |
| status | 7.21.2 | 0..1 |
| type | 7.6.3 | 1 |
| units | 7.3.3 | 0..1 |
| when | 7.21.5 | 0..1 |
S S SRR S +

| optional | This | |
| Yang 1.1 | docurnent ’ s |
| substatenent | section | cardinality |
- - R +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | O0..n |
o e a o - R o e - +

Figure 2
4.6. Additions to |list substatenent |i st

Bel ow woul d be the replacenent for the table in section 7.8.1 in
[ RFC7950] which provides the |ist’s substatenents.
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7.8.1 The list’'s Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| action | 7.15 | O0..n |
| anydata | 7.10 | 0..n |
| anyxm | 7.11 | 0..n |
| choice | 7.9 | 0..n |
| config | 7.21.1 | 0..1 |
| container | 7.5 | O0..n |
| description | 7.21.3 | 0..1 |
| grouping | 7.12 | O0..n |
| if-feature | 7.20.2 | 0..n |
| key | 7.8.2 | 0..n |
| | eaf | 7.6 | 0..n |
| leaf-1ist | 7.7 | O0..n |
| 1ist | 7.8 | 0..n |
| max-elenents | 7.7.6 | 0..1 |
| mn-elenents | 7.7.5 | 0..1 |
| nust | 7.5.3 | 0..n |
| notification | 7.16 | 0..n }
| ordered- by | 7.7.7 | 0..1 |
| reference | 7.21.4 | 0..1 |
| status | 7.21.2 | 0..1 |
| typedef | 7.3 | 0..n |
| uses | 7.13 | 0..n |
| when | 7.21.5 | 0..1 |
- - R +
| optional | This | |
| Yang 1.1 | document’ s |
| substatement | section | cardinality |
o e e e o - R o e +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | O0..n |
S S SRS S RS +
Fi gure 2

4.7. Additions to the grouping substatenent table

Bel ow woul d be the replacenent for the table 7.12.1 of [RFC7950] t hat
lists the vaid substatnents for the contai ner substat enments.
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7.5.2. The grouping’ s Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| action | 7.15 | O0..n |
| anydata | 7.10 | 0..n |
| anyxm | 7.11 | 0..n |
| choice | 7.9 | 0..n |
| description | 7.21.3 | 0..1 |
| grouping | 7.12 | O0..n |
| | eaf | 7.6 | O0..n |
| leaf-1list | 7.7 | O0..n |
| 1ist | 7.8 | O0..n |
| notification | 7.16 | 0..n |
| reference | 7.21.4 | 0..1 |
| status | 7.1.9 | 0..1 |
| typedef | 7.3 | 0..n |
| uses | 7.13 | O0..n |
o e a o - R o e - +
| optional | This | |
| Yang 1.1 | docunent’ s| |
| substatenment | section | cardinality |
S S SRS S RS +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | 0..n |
o e e e o - R o e +
Figure 2

4.8. Additions to the rpc substatenent Ii st

Bel ow woul d be the replacenent for the table in section 7.14.1 of
[ RFC7950] that lists the |legal rpc substatenents.
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7.5.2. The rpc Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| description | 7.21.3 | 0..1 |
| grouping | 7.12 | O0..n |
| if-feature | 7.20.2 | 0..n |
| input | 7.14.2 | 0..1 |
| out put | 7.14.3 | 0..1 |
| reference | 7.21.4 | 0..1 |
| status | 7.1.9 | 0..1 |
| typedef | 7.3 | 0..n |
o e a o - R o e - +
| optional | This | |
| Yang 1.1 | docunent’ s| |
| substatenment | section | cardinality |
S S SRS S RS +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | 0..n |
o e e e o - R o e +
Figure 2

4.9. Additions to the action substatenent |i st

Bel ow woul d be the replacenent for the table 7.15.1 of [RFC7950] t hat
lists the | egal action substatenents.
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7.5.2. The action Substatenents

o e a o - R o e - +
| | RFC7950 | |
| substatenent | section | cardinality |
- - R +
| description | 7.21.3 | 0..1 |
| grouping | 7.12 | O0..n |
| if-feature | 7.20.2 | 0..n |
| input | 7.14.2 | 0..1 |
| out put | 7.14.3 | 0..1 |
| reference | 7.21.4 | 0..1 |
| status | 7.1.9 | 0..1 |
| typedef | 7.3 | 0..n |
o e a o - R o e - +
| optional | This | |
| Yang 1.1 | docunent’ s| |
| substatenment | section | cardinality |
S S SRS S RS +
| epheneral | 3.3 | 0..n |
| validation | 3.5 | 0..n |
o e e e o - R o e +
Figure 2

5. | ANA Consi derations
The additions for registries go here.

6. Security Considerations
The security requirenents for the |I2RS protocol are covered in
[I-D.ietf-i2rs-protocol -security-requirenents]. The security
envi ronnent the | 2RS protocol is covered in
[I-D.ietf-i2rs-security-environnent-reqs]. Any person inplenenting
or deploying these yang additions for an |2RS protocol should
consi der both security requirenents.
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