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Abstract

Thi s docunent requests one yang nodel addition that will support
epheneral state and provides notes for the inplenmenters who wish to

i npl enent epheneral state for the I2RS Protocol. The purpose of this
docurment is to provide inplenmenters of epheneral state with
background and open issues that they shoul d consider when

i npl enmenti ng epheneral state that satifies the |2RS protocol

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 19, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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for yang additions to support the first version of

The |1 2RS architecture [RFC7921] defines the I12RS interface "a
programmatic interface for state transfer in and out of the Internet

routing systenf. The |I2RS protocol is a protocol

designed to a

hi gher | evel protocol conprised of a set of existing protocols which
have been extended to work together to support a new interface to the

routing system The |2RS protocol is a "reuse"
whi ch creat es new managenent
and extendi ng these protocols for new uses,

be inplenmented in phases [ RFC7921].
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The first version of the |I2RS protocol is conmprised of extensions to
exi sting features of NETCONF [ RFC6241] and RESTCONF
[I-D.ietf-netconf-restconf]. The data nodeling | anguage for the |I2RS
protocol will be Yang [ RFC7950] with features and extensions proposed
in this draft.

The structure of this docunent is:
Section 2 provides definitions for terns in this docunent.

Section 3 summari zes the changes to configuration data store,
NETCONF, RESTCONF, and YANG

[I-D.ietf-i2rs-epheneral -state] specifies the |I2RS requirenents
for the epheneral state. Section 4 discusses how these
requi renents mght be inplenented in a control plane datastore.

Section 5 describes the one required Yang nodel addition for |2RS
(epheneral key word). This section also describes el enents of
information in the NETCONF/ RESTCONF i npl enent ati ons that nust be
gueryabl e by the | 2RS protocol inplenentations.

2. Definitions Related to Epheneral Configuration

This section reviews definitions froml2RS architecture [ RFC7921] and
NETCONF oper ational state definitions

[1-D. nmdsdt - net nod-r evi sed- dat ast ores] before using these to
construct a definition of the epheneral data store.

2.1. Requirenents | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. 12RS Definitions
The | 2RS architecture [RFC7921] defines the follow ng ternmns:

epheneral data: is data which does not persist across a reboot
(software or hardware) or a power on/off condition. Epheneral
data can be configured data or data recorded from operations of
the router. Epheneral configuration data also has the property
that a system cannot roll back to a previous epheneral
configuration state. (See [RFC7921] for an architectural
overview, [I-D.ietf-i2rs-epheneral-state] for requirenents, and
[I-D. nndsdt - net nod-revi sed-datastores] for discussion of how the
epheneral datastore as a control plane datastore interacts with
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i nt ended datstore and dynam c configuration protocols to formthe
appl i ed datastore".

| ocal configuration: is the data on a routing system which does
persi st across a reboot (software or hardware) and a power on/off
condition. Local configuration has the ability to roll back to a
pervi ous configuration state. Local configuration is defined as
the intended datastore [I-D. nnmdsdt-net nod-revi sed- dat ast or es]
which is nodified by dynam c configuration protocols (such as
DHCP) and the | 2RS epheneral data store

dynam c configuration protocols datastore are configuration
protocols such as DHCP that interact with the intended datastore
(whi ch does persist across a reboot (software or hardware) power
on/ of f condition), and the |I2RS epheneral state control plane
dat ast or e.

oper ator-applied policy: is a policy that an operator sets that
determ nes how t he epheneral datastore as a control plane data
store interacts with applied datastore (as defined in
[1-D. nmdsdt - net nod-r evi sed-datastores]). This operator policy
consi sts of policy knobs that the operator sets to deternm ne how
the |1 2RS agent control plane epheneral state datastore wll
interact with the intended configuration datastor and the dynam c
configuration protocol datastore. Three policy knobs could be
used to inplenment this policy:

* policy knob 1: |12RS Epheneral control-plane datastore takes
t akes precedence over the intended datastore in the routing
pr ot ocol s.
* policy knob 2: Updated intended configuration datastore takes
precedence over the |I2RS epheneral control-plane data store in
the routing protocols
* policy knob 3: Epheneral control plane datastore takes
precedence over any other dynam c configuration protocols
dat ast ore.
An practical exanple for three states of the operator-applied policy
may hel p the reader understand the concept. Consider the follow ng
three desired outconmes with their policy knob states:
Monitoring Features only The policy knob settings are:

Pol i cy knob 1=fal se,

policy knob 2=true,
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Pol i cy knob 3=fal se,

Action: 12RS protocol software feature is installed, but the
operat or does not want the |I2RS ephenarl datastore to take
precedence (that is be used) on any variables in the applied
configuration datastore. This policy set mght be valid if |I2RS
is only suppose to nonitor data on this node through newly defined
par anet ers.

| 2RS Agent Changes win the policy knob settings would be:
Policy knob 1=true,
policy knob 2=fal se,
Pol i cy knob 3=fal se,

Action: This is the nornmal case for the | 2RS Agent where the
epheneral control -pl ane datastore takes precedence over the

i nt ended configuration datastore and dynam c configuration
datastores. The values fromthe |2RS ephenear|l datastore are used
rat her than the intended configuration datastore and the dynam c
configuration protocol datastore. Wen the epheneral data is
removed by the |2RS agent, the dyanm c configuration datastore and
the intended configuration datastore state is restored, conbined
and passed to the routing protocols for application.

Just change until next configuration update the policy knob settings
woul d be:

Pol i cy knob 1=true,
policy knob 2=true,
Pol i cy knob 3=fal se,

Action: This case can occur if the I2RS Cient wite to the
epheneral control plane data store is only suppose to take
precedence until the next configuration cycle froma centralized
system Suppose the local configuration is get by the centralized
system at 11:00pm each night. The I2RS Cient wites tenporary
changes to the routing systemvia the | 2RS agent epheneral wite.
At 11: 00pm the local configuration update overwite the
epheneral. The |12RS Agent notifies the 12RS Client which is
tracki ng which of the epheneral changes are being overwitten.
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3. Overview of Changes
This oveview reviews the foll ow ng:
o What NETCONF [ RFC6241] protocol existing features required for
| 2RS protocol and what extension for these extension features that
are needed for the I2RS protocol version 1,
o Wat RESTCONF [I-D.ietf-netconf-restconf] protocol existing
features are required for the |I2RS protocol and what extensions
are needed for |2RS protocol version 1.
o An overview of the Yang 1.1 data nodeling | anguage[ RFC7950]
features are needed for |2RS protocol version 1
o An overview of the extensions to Yang 1.1 data nodel i ng | anguage
[ RFC7950] that are needed for the |2RS protocol version 1
3.1 | 2RS protocol requirenents
The requirenments for the |12RS protocol are defined in the follow ng
docunent s:
o |2RS Problem Statenent [ RFC7920],
0 |2RS Architecture [RFC7921],
o |2RS Traceability [ RFC7922],
o Publication and Subscription [ RFC7923],
0 |2RS Epheneral State Requrenents, ,
[I-D.ietf-i2rs-epheneral -stat €]
o0 |2RS Protocol Security Requirenents,
[I-D.ietf-i2rs-protocol -security-requirenents]
The Interface to the routing System (I 2RS) creates a new capability
for the routing systens, and with greater capaiblities conme a greater
need for security. The requirenents for a secure environnent for
I2RS is described in [I-D.ietf-i2rs-security-environnent-reqgs].
3.2. NETCONF Features and Extensions

The features the | 2RS protocol requires are:

0]

NETCONF [ RFC6241] with its updates [ RFC7803],
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0 Network Access Control Mdel [RFC6536] with update (draft-biermn-
net conf -rf 6536bi s)

0 Running NETCONF over TLS with mutually X 509 authentication
[ RFC7589]

0 Keystore Mddel [I-D.ietf-netconf-keystore],

0 Subscribing to Yang Dat astore updates
[I-D.ietf-netconf-yang-push],

0 NETCONF support for Event Notifications
[1-D.ietf-netconf-netconf-event-notifications],

0 Subscribing to NETCONF Events (updat ed)
[I-D.ietf-netconf-rfc5277bi s]

o Yang Patch Media type [I-D.ietf-netconf-yang-patch],

0 NETCONF/ RESTCONF Zer o Touch provi sioni ng
[I-D.ietf-netconf-zerotouch],

o TLS Cdient and Server Models
[I-D.ietf-netconf-restconf-client-server]

o Call Hone [I-D.ietf-netconf-call-hone],
o Mdule library [RFC7895],

0 NETCONF/ RESTCONF Zer o Touch provi sioning
[1-D.ietf-netconf-zerotouch],

3. 3. RESTCONF f eatures and Extensions

This protocol strawran utilizes the follow ng existing proposed
features for NETCONF and RESTCONF

0 RESTCONF [I-D.ietf-netconf-restconf]

o Mdule library [RFC7895],

0o Publication/Subscription via Push [I-D.ietf-netconf-yang-push],
o Patch [I-D.ietf-netconf-yang-patch],

o syslog yang nodul e (both [RFC5424] and
[I-D.ietf-netnod-sysl og-nodel ]
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3.4. Assunptions on Data Store Mdel Ml ee

The NETMOD Wor ki ng Group has been working to create new definitions
of datastores based on feedback from operators on desiring a split
bet ween operational state and configuration state.

Thi s docunent takes [I|-D. nndsdt-net nod-revi sed-datastores] as the
current status of the datastore discussion on configuration state,
operational state, epheneral state changes (via |I2RS), and routing
protocol state. The followi ng things need to be carefully defined in
this work:

What is a dynam c configuration protocol (is it |I2RS or DHCP)

What is a control-plane datastore - (epheneral state only or
ot hers? )

How t o express the policy knobs that provide preference between
i ntended configuration, control plane datstore, and dynamc
configuration protocols

How does operational state allow for operational state to be
defi ned by epheneral -only data nodels, and m xed (epheneral +
i ntended configuration)

[1-D. nndsdt - net nod-r evi sed- dat astores] i s nmaking good progress, but
these additional details need to be tied down.

4. Epheneral Data

Thi s section provides an overview of the epheneral data store as a
control plane datastore and di scusses several concepts that

i npl enenters need to consider and provi de feedback on. The concepts
i ncl ude basi c epheneral datastore concepts, |12RS caching of epheneral
data, issues for nassive data flow, error handling (normal and
reduced), use of IPFIX or Binary for carrying |2RS epheneral data,
and epheneral state.

This section augnments [1-D. nndsdt - net nod-revi sed-datastores] to begin
to di scuss how the epheneral state control -plane datastore m ght be
i npl enent ed.

The purpose of this section is to gather inplenmenter wi sdomon the
epheneral datastore into one place. This section discusses:

Epheneral state as a control plane data store

Qualities of epheneral datastores
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Need to support Massive anmounts of configuration data,
Two types of Error handling (regular, reduced)

Shoul d we support link to IPFIX in |2RS protocol and epheneral
state?

Bi nary encodi ng for RESTCONF/ NETCONF
Epheneral state in DDoS environnents.

[I-D.ietf-i2rs-epheneral -state] describes the requirenents for |2RS
epheneral state.

This section augnments [1-D. nndsdt-net nod-revi sed-datastores] to begin
to di scuss how the epheneral state control -plane datastore m ght be
inplemented. This initial draft refines the general description so
that early | 2RS epheneral state inplenentations may progress.

4.1. Epheneral Control Plane Datastore

[1-D. nmdsdt - net nod-r evi sed- dat astores] architecture suggests that the
applied configuration is the conbination of intended datastore, the
dynam c configuration protocols, and the control-pl ane dat astores.

As described above, there are policy knobs which allow the | 2RS Agent
to handl e deci di ng what specific configuration variables is installed
in protocols (E.g BGP) or protocol independent functions (RIB or
Filters). In addition, the control-plane datastore nmay store the
paraneters need to provide publication of events, statistics,
telementry wthin the epheneral control -pl ane datastore.

The epheneral data-store nmay have nodels which | earn operationa
state and augnent it by configuration. For exanple
[I-D.ietf-i2rs-yang-| 3-topol ogy] upl oads ospf and isis topol ogy
information fromthe routing systemand all ows configuration of
addi tional |inks or nodes.

This new architecture is a nmultiple panes-of-glass nodel where the
deci sion on what value is chosen is based on policy. The extension
of this nodel is that it is possible for two or nore of the control -
pl ane datastores to be epheneral. |f this occurs, then the policy
knobs nust define the how the 2+ epheneral datastores interact wth
each other and the configuration state.
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4.2. Qualities of Epheneral Datastore

Not e: The requirenments for epheneral state are in:
[I-D.ietf-i2rs-epheneral -state]).

This section provides a discussion so that inplenmenters witing code
for these datastores can di scuss what needs to be standardi zed and
what does not need to be standardi zed.

The epheneral data store has the foll ow ng general qualities:
1. Epheneral state is not unique to |I2RS work.
2. The epheneral datastore is never | ocked.

3. The epheneral portion of the intended configuration, applied
state, and derived state does not persist over a reboot,

4. an epheneral node cannot roll-back to its previous val ue,

5. Since epheneral data store is just data that does not presist
over a reboot, then in theory any node or group of nodes in a
YANG dat a nodel could be epheneral. The YANG data nodul e nust
i ndi cate what portion of the data nodel (if any) is epheneral.

* A YANG data nodul e could be all epheneral (e.g.
[I-D.ietf-i2rs-rib-data-nodel]) with no directly associ at ed
configuration nodel s,

* A YANG nodel could be all epheneral but associated with a
configuration nodel

* or a single data node or data tree could be nade epheneral.

6. The managenent protocol (NETCONF/ RESTCONF) needs to signal which
poritons of a data nodel (node, tree, or data nodel) are epheneral
in the nodule library [RFC7895].

4.3. |12RS Agent Caching of Epheneral Data

The multiple control -plane datastore nodel

[I-D. nndsdt - net nod-revi sed-datastores] architecture allows nultiple
dat ast ores which could allow an inplementati on of cachi ng of
epheneral data in the |12RS Agent by having a main and a backup | 2RS
agent. Early inplenmentations should at | east support the single
epheneral data nodel, but MAY support the nultiple datastore node.

It is inportant that these early inplenentations provide feedback for
st andardi zati on on the foll ow ng:
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4.

4.

t he policy knobs needed to make single epheneral control planes
dat ast ores functi on,

t he policy knobs neeed to make multiple ephenmeral control plane
dat ast ores whi ch support cachi ng work.

Massi ve Anounts of Configuration Data

Large anmounts of data can flow fromthe | 2RS agent to the | 2RS
client, or fromthe I12RS client to the I12RS Agent. The |I2RS client
may set or query epheneral configuration in the routing systemvia
the | 2RS agent and receive operational state, notifications, or

| ogging fromthe |1 2RS Agent on behalf of the |I2RS routing system

I 2RS Cients can send | arge anount of epheneral configuration data to
the 1 2RS Agent. The wites may be done via NETCONF (<edit-config> or
an rpc function), or via RESTCONF (PUT, PATCH, PCST). Reads can be
done via NETCONF <get-config> or RESTCONF GET or query.

The 12RS RIB Data Model [I-D.ietf-i2rs-rib-data-nodel] also supports
the use of rpc to add/del ete RIBs, add/del ete/update routes, and add/
del ete nexthops. If the I2RS client does a small to nmedi um nunber of
wites to the | 2RS epheneral state in the I2RS Agent in a routing
system the full validation that NETCONF or RESTCONF does wi Il be
able to be done without any reduction in speed to the |2RS hi gh-
performance system For exanple, if the 12RS RIB Data Mdel has adds
a 1000 routes, the I12RS RIB use of rpc to add/ del ete/ update routes
shoul d be able to provide a high-performance system Alternatively

t he NETCONF <edit-config> could update these 1000 routes with a
wite, or the RESTCONF POST, PUT or PATCH should be able to add the
1000 routes.

If a | arge nunber of epheneral routes or filters are witten (updates
or new by the I12RS Cient to the epheneral state in the |I2RS agent,
one of the key issues for a high performance interface is the tine it
takes to validate routes. Due to this concern, the I2RS architecture
was design to allow less than the full NETCONF or RESTCONF
validation. The concept is that the |I2RS routes woul d be vali dated
within the I2RS client and sent via a 99.999%reliabl e connecti on.

In this scenario, the |I2RS Agent would trust the validation that the
I2RS Cdient did, and the comunication of the route additions via the
net wor kK connecti on.

An experinment regarding this has been done with the ODL code base
updat e of epheneral routes, but additional experinentation needs to
be done prior to finalizing this design. Section 3.4.2 reviews how
this process m ght be done, but nany open issues exist in
inplementing this "lowvalidation" interface. Wthout additional
experinmentation and prototype code, this type of "lowvalidation"
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4.5. Wite Error handling

This section reviews |2RS normal error handling and error handling
for rpc with no validation checks.

4.5.1. Nor mal vali dati on checks

An | 2RS agent validates an I2RS client’s information by exam ning the
fol | ow ng:

0 nessage syntax validation,
o syntax validation for nodes of data nodel,

o referential checks (leafref checks MJST cl auses, and instance
i ndentifier),

0 checks groups of data within a data nodel or groups of data across
dat a nodel s,

O wite access to data,

o if wite access and values already exist, if 12RS client wite
access is higher than existing priority.

4.5.1.1. Reduced Validation (Experinental)

Can the | 2RS protocol allow for reduced error checking? The need for
speed in the I2RS protocol insertions in to the |I2RS Rl B suggest t hat
it is worth experinenting for reduced validation in order to obtain
hi gh I evels of throughput. |If NETCONF or RESTCONf streans pre-
checked routes to the datastore, what happens? |nplenentation
experience is needed to determne the feasibility of this approach.

This feature may require a operator-applied policy knob swith a "no

val i dation" feature

o operator-applied policy knob enabling this feature;

O rpc in a data nodel with the yang "epheneral -validati on no-check;"
4.6. IPFIX for traffic nonitoring

Due to the potentially large data flow the traffic nmeasurnent

statistics generate, these statistics are best handl ed by publication

techni ques within NETCONF or a separate protocol such as IPFIX. In
the future version of the |I2RS protocol nmay desire to support a data
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stream out bound fromthe |I2RS Agent to an I2RS client via the | PFI X
pr ot ocol .

4.7. Binary encodi ng of RESTCONF/ NETCONF
The binary encodi ng of JSON or XM. encodnig i n RESTCONF or NETCONF
may provide a better throughput. Research needs to be done on what
is the appropriate binary encodi ng.

4.8. Epheneral state in DDoS environnents

| 2RS epheneral state nmay operate in places where there is a DDoS

attacks where the network devices are attacked. |s one attack plane
the ability to renove all tracing if the |I2RS reboots an attack
vector?

5. Yang Changes

The data nodul es supporting the ephenmeral datastore can use the Yang
nodul e library to describe their datastore.

The foll owi ng key word nust be able to specify epheneral

epheneral true;
Ni ce to have features:
It would be hel pful for inplenmentation of |2RS epheneral data nodel s
to determne if the | 2RS protocol feature set can support the |2RS
data nodel needs. For this reason, it is helpful to group protocol
features into "versions"” and to put flags in the data nodel. At this
poi nt, the best place to put the summary of features is in an data
nodel which defines these features. The discussion between
i npl enenters should be whether it is useful to have this features in
sone general yang location. An exanple of features that m ght be
needed are:
O i2rs version indicator;
O i2rs transport-nonsecure "ok-to-use";
0 i2rs epheneral -validation nocheck

o |2rs caching
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6. | ANA Consi derations
This is a protocol strawran - nothing is going to | ANA

7. Security Considerations
The security requirenments for the |I2RS protocol are covered in
[I-D.ietf-i2rs-protocol -security-requirenents]. The security
envi ronnent the | 2RS protocol is covered in
[I-D.ietf-i2rs-security-environnent-reqs]. Any person inplenenting
or deploying the | 2RS protocol should consider both security
requirenents.
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