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Abstract

BGP fl ow specification (RFC5575) describes the distribution policy
that contains filters and actions that apply when packets are
received on a router with the flow specification function turned on.
The popularity of these flow specification filters in deploynent for
DoS and SDN NFV has led to the requirenment for nore BGP fl ow
specification match filters in the NLRI and nore BGP fl ow
specification actions. Two solutions exist for adding new filters:

1) expanding the BGP Fl ow Specification version 1 (NLRI match filters
and extended comunities actions) to included |limted nunber of
filters and actions, and 2) creating a BG Flow Specification version
2 that allows for ordering filters and actions (using new NLRI and

W de-communities for actions). The two solutions can exist in
paral | el

Thi s docunent contains an overvi ew exi sting proposals for expansion
of BGP flow specification policy, proposals for BGP Fl ow
Specification vl and a new BGP Fl ow specification version 2 that
supports order of filters and actions plus allow ng nore actions.
Thi s docunent al so provides rules for the interaction of |DR Fl ow
Speci fication policy (session epheneral policy) with policy found in
| 2RS (reboot epheneral policy), and policy found in ACLs and Policy
routing (configuration policy). This docunent does not contain the
i ndi vi dual definitions of policy rule conditions or actions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
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1. Introduction

BGP fl ow specification (RFC5575) describes the distribution of
filters and actions that apply when packets are received on a router
with the flow specification function turned on. |[|f one considers the
reception of the packet as an event, then BGP flow specification
describes a set of mnimalistic Event-MatchCondition-Action (ECA)
policies. The initial set of policy (RFC5575 and RFC7674) for this
policy includes 12 types of match filters encoded in the NLRI for two
types of SAFls (IP-only SAFI, 133; VPN SAFl, 134) for IPv4. The
popul arity of these flow specification filters in deploynent for DoS
and SDN/NFV has led to the requirenent for nore BGP fl ow
specification match filters in the NLRI and nore BGP fl ow
specification actions.

Two solutions exist for adding new filters: 1) expanding the BGP Fl ow
Specification (NLRI match filters and extended conmunities actions)
for alimted nunber of filters and actions, and 2) creating a BGP

Fl ow Specification version 2 that allows for ordering filters and
actions (using new NLRI and w de-comrunities

[I-D.ietf-idr-w de-bgp-communities] for actions). The two solutions
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can exist in parallel. This docunent contains an overview of both
solutions, rules for combining new fl ow specification policies which
support IPv6, L2, nvo03 and MPLS match filters and new actions, and
suggestions on how to expand yang nodules to nonitor both types.
Thi s docunent al so provides rules for the interaction of |IDR Fl ow
Specification policy (session epheneral policy) wth policy found in
| 2RS (reboot epheneral policy), and policy found in ACLs and Policy
routing (configuration policy). This docunent does not contain the
i ndi vi dual definitions of policies whcih are contained in the other
speci fications.

Section 1 of this draft contains an introduction to BGP fl ow

speci fication [ RFC5575] and drafts expandi ng the RFC5575 state.
Section 2 contains the definitions related to this draft. Section 3
provi des an overvi ew of existing and proposed flow specification
policy rules decribed in ternms of packet event, packet match

condi tions, and actions (packet forwardi ng or packet match). The

fl ow specification policies reviewed include policy in RFCs

([ RFC5575], [RFC7674]), IDR WG docunents

([I-D.ietf-idr-fl owspec-v6], [I-D.ietf-idr-flowspec-I|2vpn]), and the
foll ow ng proposed | DR WG docunent s

o [I-D. eddy-idr-flowspec-packet-rate] (traffic limting by packet
rate),

o [I-D.eddy-idr-fl owspec-exp] (Extensions for BGP security and
ot hers),

o [I-D. hao-idr-flowspec-nvo3] (flow specification for inner/outer
nv03 forwardi ng),

o [I-D.hao-idr-flowspec-redirect-tunnel] (redirect to tunnel),

o [I-D.liang-idr-bgp-flowspec-label] MPLS | abel related filters and
actions,

o [I-D.liang-idr-bgp-flowspec-tine] Filters by tine,

o [I-D.litkowski-idr-flowspec-interfaceset]Filters applied by order
for Interface group, and

0 [I-D.vandevel de-idr-fl owspec-path-redirect]Filters applied to
packet identifier,

Section 4 describes a proposal for an enhancenent of BGP Fl ow

specification security for both proosal. This security enhancenent
suggests using BG ROA and allows the addition of BGP security to
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val i date the AS Path or AS Extended Communities and AS W de
Communi ti es.

Section 5 describes the mniml subset solution wth:

o summary of NLRI and extended community formats (xection 5.1)

0 security addition of ROA (section 5.2),

o match filter list and precedence of match filters (section 5.3),

o action |ist and precedence of actions(section 5.4),

o conflict with other Packet-reception Event-MtchCondition-Action
(ECA) policy (I2RS Filter-Based RIB and Policy-Based Routi ng
(n-tuple forwarding)) (section 5.9),

0 pros-cons of this approach (section 5.10)

Section 6 contains the BGP Flow specification with the sub-sections

as section 4 except that section one sumari zes the new NRLI with

ordering of filters, and wi de community atons.

Section 7 proposes changes to the proposed Fl ow Specification Yang

Modul e ([I-D.wu-idr-fl owspec-yang-cfg]. yang nodules in order to

provi de comon nonitoring of BGP Fl ow Specification version 1 and

version 2. The changes suggest include changes to:

o local configuration of BG Flow Specification to be distributed to
renote peers,

o storage of bgp policy received fromrenote BGP peers [operational
state],

0 statistics on use of locally configured BGP Fl ow Specification and
remotely configured BGP Fl ow specification [operational state].

In addition, this section suggests ways to store BGP Fl ow
Specification that will aid in conmparing the BG Fl ow Specification
wi th ot her packet-reception ECA policy.

Section 9 discusses the security considerations for all the BGP Fl ow
Speci fications.
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1.1. Overvi ew of RFCH575

[ RFC5575] describes the dissemination of flow specification rules via
groups BGP Multi-Protocol NLRIs and BGP communities. A flow
specification operates on packets received in a router when the fl ow
specification feature is configured. The flow specification

speci fies match conditions for filters for packets received by a
router and actions to do based on a match of those filters. |If one
considers the reception of a packet as an event, then a BGP fl ow
speci fications can be considered a set of mnimalistic Event-Match
Condi tion-Action policies (ECA policies). This set is mnimalistic
because there is only one event - the reception of a packet. BGP

Fl ow specifications are BGP policy passed between peers.

The BGP fl ow specification policy is specified in filters contained
in the MP-BGP NLRI's and actions contained within BG Extended
comunities. The BGP peer propagates the flow specifications between
domains in order to automate inter-domain coordination of traffic
filtering. Two applications that are using this are: distributed
deni al of service attack suppression and traffic filtering in BGP/
MPLS VPN service. BGP. BGP flow specifications use SAFI 133 non- VPN
fl ow specifications, and SAFlI 134 for BGP VPN fl ow specificatinos.

BGP Fl ow specification are validated based on:

a) originator of flow specification nmatching the originator of the
best-match unicast route for the destination prefix enbedded in
the fl ow specification, and

b) no nore specific unicast routes, when conpared with fl ow
destination prefix, that have been received fromdifferenting
nei ghboring AS than the best-match unicast route

Oiginator is specified by BGP originator path attribute or transport
address of the BGP peer sending the BGP Fl ow specification. To
support BGP flow specification, inplenentations are required to
enforce the neighbor AS in the AS PATH attribute is in the |eft-nost
position of AS PATH
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*1 match operator for Types 3-12. Match operator supports
pai rs of matching operators.

Figure 1. BGP Flow Specification Policy

Mat ch operators includes a sequence of nmatch operations each with the
form[op, value] where match can match val ues greater, |essthan, or
equal to teh value. The sequence of match operators can be conbi ned
as |l ogical AND or ORs.

1.2. Flow Specifications: Epheneral or not?

BGP Fl ow specification does not indicate what happens to the flow
specifications if a BGP peering session closes. [RFC5575] specifies
a link to received "best-match" unicast routes, but does not provide
any standard way of determ ning whether the flow specification sent
by the BGP peer is kept after the BGP session closes. It is unclear
whet her BGP Fl ow specifications di sappear when a BGP session cl oses
(denoted as BGP session epheneral), or disapppear when the BGP
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nodul e’ s hardware or software reboots (reboot epheneral), or it is
kept |i ke configuration state that survives a reboot.

Thi s docunent specifies that the default policy is that the BGP Fl ow
Specification received fromrenote peers |ike other BGP peer state
received fromrenote peers di sappears when the BGP peer session

cl oses. Local BGP Peer configuration is like all |ocal configuration
and persists while the BGP Peer is configured.

If an inplenentation decides to inplenent operator-applied policy
that retains renotely received BG® Fl ow Specification policy after
the BGP Peer closes, this action nust be treated as if these BGP Fl ow
Specification policy was locally configured. Therefore, these two
actions are out of scope of this docunent.

1.3. Precedence between BGP Fl ow Specification and ot her packet-ECA
policies

Wiy is this precedence bewteen BGP Fl ow Specification and ot her
packet - ECA polici es needed?

[ RFC5575] states that Flow specification takes advantage of the "ACL"
feature (section 1), but it does not state how BGP Fl ow specification
interacts with ACL features. NETCONF [ RFC6241] or RESTCONF
[I-D.ietf-netconf-restconf] can be used to set ACL configuration
state using the [I-D.ietf-netnod-acl-nodel] yang data nodul e.

One of the proposals for a new BGP Fl ow specification action
([1-D.I'itkowski-idr-flowspec-interfaceset]) proposes an action which
defines that a specific ordering of BGP flow specifications and ACLs
interaction for a set of interfaces for the drop/forward actions (see
section 3 for details). This action proposals suggests a precedence
bet ween these two filter actions.

ACL is not the only packet-ECA policy used as an alternative to
destination based routing. Two other n-tuple packet-reception ECA
nodul es exist: n-tuple policy-based RIB/FIB (aka policy routing) and
| 2RS Filter-based RIB. The n-tuple policy based forwarding Rl B/ FIB
configured on specific interfaces, and forward based on the nmatch of
an n-tuple filter that nodifies, forwards, or drop n-tuples. If no
mat ch exists, this packet-reception ECA RIB forward this to a default
RIB. A proposal for standardi zed yang nodel for this is in (draft-
rtgwg- hares-rtgwg-fb-rib-00.txt).

The I2RS Filter-Based RIB (FB-RI B) al so specifies another way to do
flow filtering per packet/frame being received (n-tuple packet ECA
policy) ([I-D. kini-i2rs-fb-rib-info-nodel],

[1-D. hares-i2rs-fb-rib-data-nodel]) using a packet filter event-
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mat ch_condi tion-action policy [I-D. hares-i2rs-pkt-eca-data-nodel ].
The 1 2RS protocol allows a I12RS Cient to talk to an |12RS Agent
within a routing device ([I-D.ietf-i2rs-architecture]) to set
ephermermal policy which is nodul e epheneral and box epheneral. The

| 2RS mat ch_condi ti ons exam ne frane/ packet information (L1-L4, NVOS3,
and SFC), and I 2RS match_actions that nodify packet/frame
information. Figure 2 shows the structure of packet filtering ECA
rules from[I-D. hares-i2rs-fb-rib-data-nodel] which used by |2RS
Filter-Based RIB (FB-RIB). Note that these I2RS Filters have each
rule has policy rule name, policy rule order nunber, and rule status.

Section 5 conpares the filters and actions between BGP Fl ow
Specification, I2RS Filter-Based RIB, Filter-RI B (aka Policy-Based
Routing), and the ACL. The |I2RS packet filter rules also allow the
rule to be ordered and naned. |2RS flow based filters are ephenera
state [I-D.ietf-i2rs-epheneral -state] are stored as epheneral state
which is | ost upon a reboot.

Fomm e + Fomm e m oo ok +
| Rule Goup | | Rule G oup |
o e e e o - + Fom e e o +
N N
| |
I I
S ZA YR + S R N e a oo ot +
Rul e | | Rul e |
o e e m + o e e e e e e +
[ ...
+--V--+ +--V--+
| nane| |order| .......... ...
+o---- + +o---- +
U VS + TN +
| Rule Match condition | | Rule Action |
o e e e e e e e e e e oo + Fom e e +
A T e T VAU upy i U VAR R U Y AR ++--V----- +4+--V---+
| Match | | match | |match | | Action || action |]action
| Operator| |variable| |Value | | Operator|| Variable|| Val ue|
I + - ---- + H------ + - e - s SIS ++------ +

Figure 2. I12RS Filter-Based RI B Policy
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BGP Fl ow Specification and | oggi ng

[ RFC5575] specifies the Traffic Action Extended Community which
specifies a Terminal (T) action flag and Sanpling (S) flag. The
sanple flag indicates that "traffic sanpling and | oggi ng" [is

enabl ed] for a set of flow specifications in a BG packet. the
details of traffic sanmpling and | ogging are not specified in this
standard. Logging and sanpling provide valuable information to
establish the inpact of BGP Fl ow specification in order to automatic
i ntra-AS DoS prevention or inter-AS autonmation of DOS or VPN traffic
filters. [RFC5575] was witten before the advent of yang nodul es
that specify operational state [I-D.ietf-netnod-opstate-reqgs].
[1-D.wu-idr-fl owspec-yang-cfg] proposes a BGP Fl ow Specification Yang
Data nodel with BGP Fl ow Specification configuration, operationa
state for BGP Flow specifications received from peers (BGP Session
Epheneral state), and statistics on the use of filters, actions, and
dr opped packets. Section 7 describes how the | ogging and
notifications for BGP Fl ow specifications can be added to this yang
nodul e.

BGP Fl ow Specification and BGPSEC

[ RFC5575] does not require BGP Fl ow specifications to be passed
BGPSEC [I-D.ietf-sidr-bgpsec-protocol]. [RFC5575] states "as |long as
traffic filtering rules are restricted to match the correspondi ng

uni cast routing paths for relevant prefixes, the security
characteristics of this protocol are equivalent to existing security
properties of BGP unicast properties", and "where this is not the
case, this would open the door to further denial of service attack"
(section 10). [I-D.eddy-idr-flowspec-exp] suggests passing BGP Fl ow
Specification in BGPSEC. Section 10 summari zes the security issues
with the current [ RFC5575] and the enhancenents described in this
draft, and di scusses the proposed fixes that that

[1-D. eddy-idr-fl owspec-exp] provides.

Definitions
Definitions and Acronyns
NETCONF: The Network Configuration Protocol [RFC6241].

RESTconf - http programmatic protocol to access yang nodul es
[I-D.ietf-netconf-restconf]

BGPSEC - secure BGP [I-D.ietf-sidr-bgpsec-protocol].

I2RS - Interface to Routing System [I-D.ietf-i2rs-architecture].
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epheneral - state which does not survive a particular event.

BGP Sessi on epheneral state - state which does not survive the
| oss of BGP peer,

Reboot epheneral state - state which does not survive the reboot
of a software nodule, or a hardware reboot.

configuration state - state which persist across a reboot of
software nodule within a routing systsemor a reboot of a hardware
routing device.

2.2. RFC 2119 | anguage

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. BGP Flow Specification Policy - Oiginal and Expansi ons
3.1. Packet Reception Event

The reception of a packet is the event that causes the BGP policy to
enact. By default the BGP Fl ow specification applies to al
interfaces. This can be restricted by a BG Fl ow Specification
Action or policy local to a node running the BGP peer session.

The definition of a packet is not Iimted to a |IP packet (IPv4 or
| Pv6) but al so includes npls packets, L2 frames (802.1Q,
encapsul at ed packets (NVGRE or VXLAN or any other NV0O3

encapsul ation).

The sane definition of the event is utilized by the I2RS Filter-based
RIBs ([I-D.kini-i2rs-fb-rib-info-nodel] and

[I-D. hares-i2rs-fb-rib-data-nodel] and the Filter-Based RIBs (draft-
hares-rtgwg-fb-ri b-data-nodel ), and ACL filters
[1-D.ietf-netnod-acl-nodel].

These packet events are the standardi zed packet events. Additional
packet events for vendors may augnent these standards events.

3.2. BGP Flow Specification Match Filters

[ RFC5575] defines match conditions for IPv4 to be carried with the
NLRI format for 12 types of packet match events (see figure 3), and
that all filters specified nmust be conbined by a "AND'. The proposed
expansions to this filter list utilizing the Fl ow Specification NLRI
are listed in figure 4. [I-D.li-idr-flowspec-rpd] proposed a BGP
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Attribute which contains additional flow specification filters, and
actions. Figure 5 contains the match filters fromthis draft.

The proposals to expand fl ow specification beyond [ RFC5575] filter
speci fications include:

Mat ches for the inner-outer header for encapsulated traffic for
bei ng specified for the NVO3 networks (M1, M2, MF3) in
[1-D. hao-idr-fl owspec-nvo3],

extended match filters carried in BGP attribute which includes
time (MF-5) for enacting flow specification filter rules
([I-D.li-idr-flowspec-rpd], [I-D.liang-idr-bgp-flowspec-tine]).

One filter that seens obvious is the filter for the MPLS | abel s.
However, no proposal includes this Match filter for MPLS.

The precedence order for the match filter rules was specified in

[ RFC5575] and expanded in [I-D.ietf-idr-flowspec-1|2vpn]. The
conbi ned precedence is shown in figure 4.
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Table 1: 1 DR W& BGP Fl ow Specification Match Filter

S s S g +
|type# | Type Nane | Match | Ref er ence |
[ el ey —————— e —————— g = ———————————————p——_—_ =}
| 1 | Destination Prefix | IPv4d Prefix | RFC5575 |
| | | 1Pv6 Prefix | ietf-idr-flow spec-v6 |
| 2 | Source Prefix | IPv4 Prefix | RFC5575 |
| | | 1Pv6 Prefix | ietf-idr-flow spec-v6 |
| 3 | IP protocol | 1 Pv4 Protocol | RFC5575 |
I I | nunmber I I
| 3 | Next Header | 1 Pv6 protocol| ietf-idr-flow spec-v6

| 4 | Port (source or | Port nunber | RFC5575 |
| | destination port) | | RFC5575 |
| 5 | Source port | Port nunber | RFC5575 |
| 6 | Destination port | Port nunber | RFC5575 |
| 7 | 1CWP type | ICVWP type | RFC5575 |
| 8 | ICGW code | 1CVMP code | RFC5575 |
| 9 | TCP Fl ags | 1 or 2 byte | RFC5575 |
| | | bitmask for | RFC5575 |
I I | TCP flags | I
| 10 | Packet |ength | # of bytes | RFC5575 |
| | (for IP packet) | | |
| 11 | DSCP | IPv4d DSCP | RFC5575 |
| | | (6 bit mask)| RFC5575 |
| 11 | Traffic class | IPv6 traffic| ietf-idr-flow spec-v6

I I | (8 bit mask)| I
| 12 | I Pv4 Fragnent | 4 bit mask | RFC5575 |
| 13 | IPv6 Flow | 20 bit flow | ietf-idr-flow spec-v6

| 14 | Ethernet type | 2 bytes |ietf-idr-flowspec-I2vpn|
| 15 | Source MAC | MAC address |ietf-idr-flowspec-I2vpn|
| 16 | Destination MAC | MAC Address |ietf-idr-flowspec-I|2vpn|
| 17 | DSAP in LLC | 1 octet |ietf-idr-flowspec-I|2vpn|
| 18 | SSAP in LLC | 1 octet |ietf-idr-flowspec-I2vpn|
| 19 | LLC Control field | 1 octet |[ietf-idr-flowspec-I|2vpn|
| 20 | SNAP | 5 octets |[ietf-idr-fl owspec-12vpn
| 21 | VLANID | 1 or 2 bytes|ietf-idr-flowspec-I|2vpn|
| 22 | VLAN CCS | 3 bit COS |ietf-idr-flowspec-I|2vpn
| 23 | Inner VLAN ID | 1 or 2 bytes|ietf-idr-flowspec-I|2vpn|
| 24 | Inner VLAN COS | 1 or 2 bytes|ietf-idr-flowspec-I2vpn|
[ el ey —————— e —————— g = ———————————————p——_—_ =}
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Tabl e 2: Proposed BGP Fl ow Specification Match Condition Filters

|type# | Type Nane | Match | Ref er ence |
[ el ey —————— e —————— g = ———————————————p——_—_ =}
| M=-1 | Delimter type | 2 bytes | hao-idr-fl owspec-nv03

| | (Encapsul ation type| | |
| | VXLAN or NVCGRE) | | |
I I I I I
| M2 | VN D | 24 bit VN | hao-idr-flowspec-nv03

| | (virtual network ID)] | |
| | | | |
| M3 | Flow ID | 8 bit flow I D hoa-idr-flowspec-nv03 |
| | (NVGRE Flow I D) | | |
I I I I I
| M4 | MPLS LSP | TBD | not specified |
| | (I abel 20 bits, | Label stack | |
| | EXP (3 bits), S Bit| | |
| | TTL (8 bits) | | |
I I I I I
| M5 | Interface | TBD | not specified |
| | (Goup ID, intf id) | | |
[ el ey —————— e —————— g = ———————————————p——_—_ =}

Figure 4

Tabl e 3: Proposed BGP Fl ow Specifications Match in BGP Attribute

B o e e e e e e e e o - o e o +
| type# | Type Nane | Match | Ref erence |
[ St S el el el
| MF-6 | Tine | ?7? | liang-idr-bgp-flowspec

| | | | -time |

Figure 5

3.2.1. Current Precedence |ogic
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Precedence | ogic for BGP Fl ow Specifications
(RFC5575, draft-idr-bgp-flowspec-I| 2vpn)

flowrule-cnp (a,b)
{
conpl next conponent (a);
conp2 = next_conponent (b);
while (compl || conmp2) {
/'l conmponent type returns infinity on end of Iist
i f (component type(conpl) < conponent type(conp2)) {
return A HAS PRECEDENCE

}

i f (conmponent type(conpl) > conponent type(conp2)) {
return B HAS PRECEDENCE

}

[l 1P val ues)
i f (conmponent type(conpl) == | P_DESTINATION || | P_SOURCE) {
common = M N(prefix_| ength(conpl), prefix_|ength(conp2));
cnp = prefix_conpare (conpl, conp2, conmon);
/'l not equal, |owest val ue has precedence
/'l equal, |ongest match has precedence;
} else if (conponent _type (conpl) == MAC _DESTI NATI ON |
MAC_SOURCE)
common = M N( MAC address_| engt h(conpl),
MAC address_I| engt h(conmp2));
cnp = MAC Address_conpare(conpl, conp2, conmon) ;
/I not equal, |owest value has precedence
/I equal, |ongest match has precedence
} else {
common = M N(conponent _I engt h(conpl),
conmponent _| engt h(conp?2));
cnp = nmencnp(data(conpl), data(conmp2), comon);
/I not equal, |owest value has precedence
/I equal , |ongest string has precedence

Figure 6
3.2.2. Wiy Current Match precedence Logic a problem
The current precedence logic requires the follow ng:

0 destination address (0/0 is fine for destination match,
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0 conponents to go in nunerical order
o and the matches to be an "AND of all conponent matches.
Thi s does not allow matching MPLS before |IP address, or MAC Addresses
before I P addresses. This nmay nmake sonme n-tuple filter policies nore
difficult or even inpossible to express in this fasion.

3.3. BGP Flow Specification Actions
[ RFC5575] al so defines four actions which would be carried in BGP

extended communities: traffic rate (in bytes), traffic action,
redirect to IPv4 VPAN, and traffic marking. Traffic action has two

bits Termnal bit (T) and Sanple (S) bit. |If the Terminal Bit is
set, the the node apply all filter rules based as defined by "AND
and precedence. |If the terminal bit is clear, then the flow

specification process is to stop. The Sanple bit inplies that the
fl ow specification enables sanpling and | ogging for this event.

Unfortunately, [RFC5575] was unclear about the "redirect to I P VPN
action" and did not handle IPv6. [RFC7674] was witten to clarify

[ RFC5575] by clearly specifying the 3 extended conmunities that "I Pv4
VPN' needed to support AS 4 byte, and | Pv4 address Routi ng

Di stinguishers (RDs). [I-D.ietf-idr-flow spec-v6] was witten to
extend this work to IPv6 filters, and to include the IPv6 flowin the
filter set as figure 5 shows.
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Tabl e 4: BGP Fl ow Specifications in RFC5575 and RFC7674

------- T
|type# | Action name | action | Ref er ence |
| Ox8006 | Traffic Rate | 2 octet AS | RFC5575 |
| (in bytes ) | 4 octet float| |
I I I I
0x8007 | Traffic Action | 6 octet bit | RFC5575 |
| (S: Sanpl e and | og, |mask:S, T bits| |
| T:last flowspec | | |

Ox8008 | Redirect (IP VPN |Route Target | RFC5575 and RFC7674
| (RD: 2 octet AS, | (6 octet) | |
| 4 octet val ue) | | |
0x8108 | Redirect (IP VPN) | Route Target | RFC7674 |
| (RD: 4 octet IPv4 | (6 octet) | |
| address, 2 byte | | |
| value) | | |
x8208 | Redirect (IP VPN) |Route Target | RFC7674 |
| (RC 4 byte AS, | | |
| 2 byte value ) | | |

Figure 7

3.3. 1.

Proposal s to extend these standardi zed acti ons

Proposal s to extend the actions take upon a match incl ude:

0]

Har es

(FAL) [I-D. eddy-idr-fl owspec-packet-rate] specifies a traffic rate
limt by packets the nunber of packets forwarded,

(FA2)[I-D.1i-idr-fl owspec-rpd] specifies an "R' bit for traffic
action that allows a BGP Attribute to pass additional BGP
Fl owspecification match filters and acti ons,

(FA3) [I-D. hao-idr-flowspec-redirect-tunnel] specifies a
redirection to a tunnel specified in
[I-D.rosen-idr-tunnel -encaps],

(FAA)[1-D.ietf-idr-fl owspec-12vpn] specifie push, pop, or swap
VLANs before forwarding,

(FA5) [I-D.ietf-idr-flowspec-12vpn] specifies the ability to
repl ace TPI Ds val ues wi th new val ues before forwarding,

(FA6) [I-D.liang-idr-bgp-fl owspec-1|abel] specifies push/pop/swap
on MPLS | abel s before forwarding,
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o (FA7)[I1-D.litkowski-idr-flowspec-interfaceset] which specifies
that ACL filters plus BGP flow specification filters wll
determ ne the acceptance/drop of inbound packet, and the
f orwar di ng/ drop of out bound packets.

Figure 8 shows these flow specifications.

Tabl e 5: Proposed Fl ow Specification Actions

|type# | Action name | action | Ref er ence |
| FAl | Traffic Rate | 2 octet AS | eddy-idr-flowspec- |
| | (in packets) | 4 octet float| packet-rate |
I I I I I
| FA2 | Extended Traffic | Rbit | Ii-idr-flowspec-rpd |
| | Extension for R | P bit | Alternate action |
| | to take additional | | procedures(this draft)|
| | Flow specifications] | |
| | from BGP Fl ow spec | | |
| | Policy attribute | | |
I I I I I
| FA3 | Redirect to tunnel |6 octets | hao-idr-fl owspec- |
| | (tunnel in |1 bit flag | redi rect-to-tunnel |
| | BGP Attribute) | (C=applies to| |
| | | copies only)| |
I I I I
| FA4 | VLAN-acti on | bitmask | i dr-bgp-fl owspec-12vpn

I I(push, pop, swap) I I I
| FAS5 | TPID Action | 6 octets | i dr-bgp-fl owspec-12vpn

| | (NVGRE Flow I D) | | |
I I I I I
| FA6 | Label Action | MPLS Tag, | I'i ang-idr-bgp-fl owspec-
| | (push/ pop/ swap MPLS | TTL(1 octet) | |abel-01 |
| | 1 abel uses Exp flag,| S bit | |
| | TTL, Stack flag (9))| | |
I I I I I
| FA7 | Alternate NLRI | validation |eddy-idr-flowspec-exp

| | Validation | bit mask | (sone functions) |
| | (mask for support | | |
| | of RFC5755, ROA | | |
| | and bgpsec- protocol | | |
| | AS path) and L2MAC | | |
| | NRLI for |IP Address] | |
I I I I I
| FA8 | for Interface set | 4 Byte AS | 1itkowski-idr-flowspec-|
| | filter ACL + Flow | 2 byte | interfaceset |
| | specification rules| interface | |
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| | | group ID | |

Note: FAB8 is really a filer plus an action:

FAB-filter: Restrict processing for filters to set of interfaces

FA8- Action: Forward only if: ACL + Flow Specification filters
suggest forwarding.

Figure 8
3.3.2. Wy ordering is needed

One the probens with adding the actions is that precedence has not
been set for the actions, and sonme actions can conflict. (see
section

[ RFC5575] indicates that the actions specified in the docunent
represent only the "subset of filtering actions that can be
interpreted across the network”. As additional standardized actions
occur, the non-standard action will need to have a precedence bel ow
t he standardi zed acti ons.

To all ow better security for Flow Specification NLR's, the BGP
val i dation of prefixes using the Route Origination (ROAs) technol ogy
([ RFC6483]) should be placed as the first action for a prefix. |If
the path needs to be validated The bgp-sec protocol
[I-D.ietf-sidr-bgpsec-protocol] can be used to validate the AS path
and actions. These validations nust be first, and this is not
allowed with the current actions.

One the probens with adding the actions is that precedence has not
been set for the actions, and sone actions may conflict. Table 6
suggests an order with the fewest conflicts, but even there proposal
wll need to be updated to handle these conflicts.

Table 6 - Action Precedence and Conflicts between Actions

| order| Action Possi bl e Conflicting Actions |

+
I
I
I
I
1
+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1
+

FA7 | Alternate NLR

| Validation

| (mask for support

| of RFC5755, ROA

| and bgpsec- protocol
|

|

|

AS pat h)

I A o
>
@)
>
D

Traffic Rate(0x8006)| Traffic rate in packets (FAl) |
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in bytes
Default Conflict action:
Allow traffic nonitoring by bytes
and packets, but process byte
rate limt checks first

0x8008: 2 byte AS RD| VLAN action (FA4),

0x8108: 4 byte IP RD| TPI D action (FA5)

0x8208: 4 byte AS RD| Label -action (FA6)
interface set (FA7)

Default Conflict action:
Process forward to I P-VPN first
and ignore other conflicting

I I
I I
I I
I I
| |

3 Traffic Rate (FAl) | traffic rate in bytes (0x8006)
i n packets | |

| Default Conflict action: sane

| as in Traffic Rate action |
| conflict |
| |
4 Traffic Action | Extended Traffic action with |
(0x8007) | "R-Policy" bit(FA2), "TN-P" bit, |
| Rintf bit |
I I
| Default conflict action: Process |
| Traffic Action, then Extended |
| traffic action |
I I
5 Ext ended Traffic | Traffic Action (0x8007) |
Action (FA2) |"R" bit(FA2), "TN-P" bit (above) |
| RIntf bit |
| |
| Default conflict action: Process |
| Traffic action, then extended |
| traffic action |
I I
6 Redirect to IP-VPN | Redirect to |I P Tunnel (FA3) |
|
I
I
I
I
I
|
I
I

I
I
I
I
| actions unless TN-Mbd bit set in
| Extended action.

| I'f TN-Mod set then process the

| conflict actions which change

| the packet prior to forwarding

| the packet via tunnel to |IP-VPN
I

I

I

I

|

If I bit set, process interface
restriction’s narraow ng of scope
to certain interfaces before
processi ng ot her options, and
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process interface restrictions
inmplied in outboudn direction
bef ore sendi ng packet.

out bound policy before any other
If "R' bit set use version 2 of
BGP Fl ow Speci fication handling

Redirect to IP
Tunnel (FA3)

Redirect to I P VPN (0x8008,
0x8108, 0x8208)

VLAN- action (FA4),

TPI D-action (FAS),

Label action (FA6),
interface set (FA7)

Default Conflict actions:

Refer to processing in redirect
| P- VPN t unnel

VLAN action (FM) Redirect to I P-VPN (0x8008,
0x8108, 0x8208),

Redirect to tunnel (FA3),
VLAN- action (FA4),

TPI D-acti on (FAS),

Label action (FA6),
interface set (FA7)

Default Conflict actions:

Refer to processing in redirect
| P- VPN t unnel

TPI D acti on ( FMb) Redirect to I P-VPN (0x8008,
0x8108, 0x8208),

Redirect to tunnel (FA3),
VLAN- action (FA4),

TPI D-action (FAS),

Label action (FA6),
interface set (FA7)

Default Conflict actions:

Refer to processing in redirect
| P- VPN t unnel

10 Label Action (FM) Redirect to I P-VPN (0x8008,
0x8108, 0x8208),

Redirect to tunnel (FA3),
VLAN- action (FA4),

TPI D-action (FAS),

Label action (FA6),
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interface set (FA7)

Default Conflict actions:

Refer to processing in redirect
| P- VPN t unnel

interface Set (FMBa)| Redirect to | P-VPN (0x8008,
0x8108, 0x8208),

Redirect to tunnel (FA3),
VLAN- action (FA4),

TPI D-action (FAS),

Label action (FA6),

I

I

I

I

I

|

I

I

I

I

I

I

Default Conflict actions: |
Refer to processing in redirect

| P- VPN t unnel |

I

eorder default filter precedence|

BGP Fl ow Spec only |

ACL + BGP Fl ow Spec |

| 2RS FB-RI B + BGP FS |

ACL + | 2RS FB-FIB + BGP FS |

Config FB-RIB + BGP FS |

ACL + config FB-RIB + BGP FS |

Config FB-RIB + |1 2RS FB-RI B +|

BGP FS |

ACL + config FB-FIB + | 2RS |

I

I

|

I

I

( FMBD)
[ proposed]

r
0
1
2
3
4
5
6

v

Reserved for ot her standards
actions

I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
Filter precedence
I
I
I
I
I
|
I
I
I
I
I
|
| FCFS Actions
+

Figure 9

Conflict process may have an ordering of the conflict processes or
paral | el processes. Due to this conflict processing also needs to
have conmon di agrans or a | anguage for precedence that is conmmon
across all rules. An exanple of a conflict diagramis bel ow.
Conflict 1 and Conflict 2 are parallel conflict resolutions that are
run prior to conflict 3.

Har es Expi res Septenber 6, 2016 [ Page 22]



I nternet-Draft BNP Generic Policy/Filter I M March 2016

4.

action precedence 1 precedence 2
Fomm e m oo o + Fomm e +

| action 1 |------- |conflict 1 |----]

| | o e e e o - + | R +

| | | ---|conflict 3

| | Fommmmen e + | S NN +

| | ------- |conflict 2 |----]

Fomm e m oo o + Fomm e +

precedence of conflicts for action 1 {}
precedence(1l) = conflict 1 | conflict 2;
precedence(2) = conflict 3;

If precedence (1) found; continue

if precedence (3) found; exit;

}
Fi gure 10

Proposal to Expand BGP Fl ow Specification Security

[ RFC5575] does not require BGP ROA [ RFC6483] as the BGP ROA was not
standardi zed until after [RFC5575]. [RFC5575] states "as |ong as
traffic filtering rules are restricted to match the correspondi ng
uni cast routing paths for relevant prefixes, the security
characteristics of this protocol are equivalent to existing security
properties of BGP unicast properties”, and "where this is not the
case, this would open the door to further denial of service attack"
(section 10).

[ RFC5575] requires an extension of the BGP route sel ection procedures
[ RFC4271] in section 9.1.2 in order to validate the BGP fl ow
specification NLRI. The BGP Fl ow Specification NLRI is valid if and
only if:

o "the originator of the flow specification matches the orgi nator of
the the best-match unicast route for the destination prefix
enbedded in the flow specification”

0 "no nore specific unicast routes” exist "when conpared with the
fl ow destination prefix", that have been received froma different
nei ghboring AS than the best-match unicast route, which has been
determined in step A"

This set of validation requirenents also require that BGP
i npl enentations are required to enforce the AS PATH attri bute having
t he nei ghbor AS in the | eft-nobst position.
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4.1. Validation for NLRI with L2VPN vali dati on

These validation steps required a unicast 1Pv4 or |Pv6 route be
transmtted with L2VPN ([I-D.ietf-idr-flowspec-I2vpn]) and the NV0O3
fl ow specifications [|-D. hao-idr-fl owspec-nvo3] to validate the path
These specifications do not provide additional details on any

addi tional validation needed for the L2VPN or NVO3 Case.

4.2. Using ROA to validate BGP Fl ow Specification

Since [ RFC5575] BGP Route Origin validation [ RFC6482] has been

st andardi zed, and the BGPSEC protocol [I-D.ietf-sidr-bgpsec-protocol]
has been devel oped. This docunent proposes that an action be created
in both the proposals that has precedence over all other actions.

[1-D. eddy-idr-fl owspec-exp] specifies cryptographi c enhancenents that
i ncl ude:

0O creating a BGP identifier (in BGP attribute or in BGPSEC
signature),

o Expandi ng BGPSEC coverage for Route Orgination Authorization (RGOA)
to cover the orignator of the BG Fl ow specification for the BGP
Fl ow speci fication SAFIs.

o Covering the BGP Extended Communities with BGP signature.

While this work is interesting, the authors of

[I-D. eddy-idr-fl owspec-exp] consider it research into the use of BGP
security. Therefore, this proposal suggest this addition be covered
as an expansion to the ROA process. As this solitifies the ROA-
action should be updated to include this functionality.

4.3. Using BGPSec to validate AS Path

The use of bgpsec protocol to validate the AS Path is orthongonal to
the validation of the prefix to origin AS. Therefore, | ocal
configuration can determine if the bgpsec protocol is supported and
required to validate the AS Path checked for the set of peers using
BGP Fl ow Specification. |f bgpsec is configured to be used, the BGP
FLOW Speci fication SHOULD use the secured AS Path for its validation
checks.

5. Mnimal BGP-FS Additions (Option 1)
This section on m ni mal subset sol ution has:

summary of NLRI and extended comunity formats (xection 5.1)
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security addition of ROA (section 5.2),
match filter Iist and precedence of match filters (section 5.3),
action |ist and precedence of actions(section 5.4),

conflict with other Packet-reception Event-MtchCondition-Action
(ECA) policy (I2RS Filter-Based RIB and Policy-Based Routi ng
(n-tuple forwarding)) (section 5.9),

pros-cons of this approach (section 5.10)

It is inportant to note that BGP Fl ow Specification is not the only
packet reception ECA policy in a system BGP Flow specification is
session epheneral state which is not guaranteed to persist when the
BGP peer session closes. 12RS Filter-Based RIB is reboot epheneral
state which will not persist when the routing entity reboots. Policy
RIB (aka Filter Forwarding RIB) and ACLs are configuration state

whi ch can persist over the reboot of a system In many systens,
operator-applied policy may set the priority between these systens.
In order to provide interoperability between BGP Fl ow Specificastion
and current | ETF managenent systens using yang-nodel s accessed by
netconf, restconf, and | 2RS protocols, it inportant to define the
default precedence between these different packet reception ECA
policies. Section 5.9 provides the details on this proposals.

5.1. Summary of Existing Flow Specification Formats

The existing BGP Fl ow Specification is contained wwth the the BGP

Fl ow Speci fication NLRI encoded usi ng MP_REACH NLRI and the
MP_UNREACH NLRI as defined in [RFC4760]. |If the application does not
require the next-hop field, it will be encoded as 0 |length. The BGP
FLow Specification NLRI is encoded as shown in figure 11. [RFC5575]
speci fies SAFlI 133 for "dissem nation of |Pv4 flow specification”,
and SAFI 134 for "dissem nation of VPNv4 Fl ow Specification”
[I-D.ietf-idr-fl owspec-v6] expands the use of these SAFI to the |Pv6
AFl. [I-D.ietf-idr-flowspec-I2vpn] expands this use to L2VPN for the
VPLS [ RFC4761], EVPN and LDP-Based VPLS [ RFC4762] with BGP auto-

di scovery [ RFC6074].
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o e e e e e e e +
| length (Oxnn or Oxfn nn)| (1 or 2 octets dependi ng on encodi ng)
o e e e e e e e e +
| NLRI Val ue (vari abl e)
o m e e e e e e e +
SAFI AFIl s
133 | Pv4 (AFI =1),
| Pv6 (AFI =2)
134 | Pv4 VPNs (AFI=1),

| Pv6 VPNs( AFI =2),
L2VPN ( AFl =25)

Figure 11

The actions for the BG Fl ow Specification are carried in 6 bytes of
t he BGP Extended Community.

5.2. New Validation Rules for BGP Fl ow Specification: Precedence with
ROA

Thi s precedence within BGP Session Epheneral state depends on the
preference associated with valid BG Session flow specification NLR
received wwthin a BGP State. Since [RFC5575] was published,
addi ti onal nechanisns to validate originating prefixes with an AS
with Prefix Orgin Validation (ROA), and the BGPSEC Secure Path have
been standardi zed. The precedence of these nechani snms should be from
BGP Security to ROA to [RFC5575]. The BGP peers determ ne that a BGP
Fl ow specification is valid if and only if one of the foll ow ng

cases:

o If the BGP Flow Specification NLRI has a IPv4 or I Pv6 address in
destination address match filter and the following is true:

* A BGP ROA has been received to validate the originator, and

* the route is the best-match unicast route for the destination
prefi x enbedded in the match filter; or

o I|If a BG ROA has not been received that matches the | Pv4 or | Pv6
desti nati on address in the destination filter, the match filter
must abi de by the [ RFC5575] validation rules of:

* The originator match of the flow specification matches the

originator of the best-match unicast route for the destination
prefix filter enbedded in the flow specification”, and
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* No nore specific unicast routes exi st when conpared with the
fl ow destination prefix that have been received froma
di fferent nei ghboring AS than the best-match unicast route,
whi ch has been determined in step A

The best match is defined to be the | ongest-match NLRI with the
hi ghest preference.

5.3. Match Condition Filters with Precedence Ordering
Mat ch conditions depends on an "AND' of all rules wthin a Fl ow
Specification policy. A Flow specification policy is defined by a
sequence of BGP Flow specification NLRIs with filter-match rul es.
The sequence of Flow Specification rules are termnate Traffic Action
with a T-Bit flag set to zero.

Mat ch condition processing occurs in the follow ng overall precedence
ordered from I P protocol to

1. 1P Protocol (1-13),

2. NVO3-matches (M1 to M- 3),

3. Oher overlay matches (spring, SFC
4. L2VPN matches (14-24),

5. MPLS nmat ches (M--4),

6. L2VPN matches (currently 14-24),

7. interfaces matches (M--5),

8. time matches (M~-6), and

9. Non-Standardi zed (First-Cone-First Serve(FCFS)) match conditions
(see [ RFC5575] section 11)

Editorial note: This list is longer than many, and will be discussed
on the IDR mail |ist.

Table 6 in figure 9 shows the filter by filter precedence order. All
flow specification filters conbine as an "AND' of all filters. Are-
ordering of match filters is only possible in the the proposed
version 2 of BGP Fl ow specification.
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Tabl e 8: Flow Specification Match Filter

(virtual

(1 abel

Destination Prefix

Source Prefix
| P protocol

Next Header

Port (source or
destination port)
Source port
Destination port
| CMP type

| CMP code

TCP Fl ags

Packet
(for
DSCP

| ength
| P packet)

Traffic cl ass
| Pv4 Fragnent

| Pv6 Fl ow
Delimter type

(Encapsul ation type

VXLAN or NVGRE)

VNI D

Flow I D
(NVGRE Flow I D )

Segnent I D
O her packet
above MPLS
MPLS LSP

20 bits,
EXP (3 bits),
TTL (8 bits)

i ds
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networ k | D)

S Bit

| Pv4 Prefix
| Pv6 Prefix
| Pv4 Prefix
| Pv6 Prefix
| Pv4 Protoco
nunber
| Pv6 protoco
Port nunber

nunber
nunber

I
+
I
I
I
I
I
|
I
I
I
Por t |
Por t |
| CMP type |
| CMP code |
1 or 2 byte |
bi t mask for |
TCP fl ags |
# of bytes |
|
I
I
I
I
I
|
I
I
I
I
I
|
I

| Pv4 DSCP
(6 bit mask)
I Pv6 traffic
(8 bit nmask)
|4 bit mask
| 20 bit fl ow
2 bytes

Label stack

I
I
I
I
I
TBD |
I
I
I
|

M March 2016

Precedence O der

RFC5575
ietf-idr-fl ow spec-v6
RFC5575
ietf-idr-fl ow spec-v6
RFC5575

ietf-idr-fl ow spec-v6
RFC5575
RFC5575
RFC5575
RFC5575
RFC5575
RFC5575
RFC5575
RFC5575

I

I

I

I

I

I

I

I

I

I

I

I

I

I

|

RFC5575 |

I

RFC5575 |

RFC5575 |
ietf-idr-fl ow spec-v6

I

RFC5575 |

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

ietf-idr-fl ow spec-v6
hao-i dr-fl owspec-nv03

hao-i dr-fl owspec-nv03

hoa-i dr-fl owspec- nv03

not specified
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I I I I

| 30 | Ethernet type | 2 bytes |[ietf-idr-flowspec-I|2vpn|
| 31 | Source MAC | MAC address |ietf-idr-flowspec-I2vpn|
| 32 | Destination MAC | MAC Address |ietf-idr-flowspec-I2vpn

| 33 | DSAP in LLC | 1 octet |ietf-idr-flowspec-I2vpn|
| 34 | SSAP in LLC | 1 octet |[ietf-idr-flowspec-I2vpn|
| 35 | Control in LLC | 1 octet |ietf-idr-flowspec-I|2vpn|
| 36 | SNAP | 5 octet |ietf-idr-flowspec-I|2vpn

| 37 | VLANID |1 or 2 bytes |ietf-idr-flowspec-I2vpn|
| 38 | VLAN COs | 3 bit COS Jietf-idr-flowspec-I2vpn|
| 39 | Inner VLANID |1 or 2 bytes |ietf-idr-flowspec-I|2vpn|
| 40 | Inner VLAN COS |1 or 2 bytes |[ietf-idr-flowspec-I|2vpn]|
| 41 | Interface | TBD | not specified |
| | (Goup ID, intf id) | | |
| 42 |Tine I I I
| 65 | FCFS natches | | non-standard actions |
[ Rl S el el el

Figure 12

5.3.2. FCFS Fl ow Specification Match Condition Filter Interaction

[ RFC5575] all owed for non-1ETF standardi zed Fl ow Specification
filters and extended conmunity actions. The begi nning order of
precedence for non-1ETF standardi zed FCFS BGP Fl ow specification
match filters is 65. The network managenent yang nodul es SHOULD
store the BGP Fl ow Specification match type byte for both | ETF

St andar di zed BGP Fl ow Specification Match Filters, FCFS BGP BGP Fl ow
Specification Match filters.

5.4. Flow Specification Actions and Action Precedence

Some BGP Fl ow Specification actions can conflict with other BGP Fl ow
specification Actions. It will be the duty of each action
specification to indicate howit interacts with the deafult
precedence in Table 9 in figure 13 and the potential conflicts (shown
intable 6 figure 9).

Tabl e 9 provides the default precedence for actions for the mninm

subset. All Standards actions have precedence overall FCFS actions
i ncoded in BGP Extended Conmunities.
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Table 9 - Action Precedence and Conflicts between Actions
+----- ot o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ememeaon +
| order| Action |

1 Alternate NLRI Validation (ROA and future ROA) (FA7)
2 Traffic Rate in bytes (0x8006)

3 Traffic Rate in packets (FAl)

4 Traffic Action (0x8007) (T or S bit)

5 Redirect to I P-VPN (0x8008, 0x8108, 0x8208)

PO OO~NO®

e

0x8008: 2 byte AS RD|
0x8108: 4 byte I P RO
0x8208: 4 byte AS RD|
Redirect to I P Tunnel (FA3)
VLAN action (FM)
TPI D acti on (FMb)
Label Action (FM)
Interface set (FMBa)
packet - ECA policy interaction
0 = BGP Flow Specification (BGP FS) only
ACL + BGP FS
| 2RS FB-RIB + BGP FS
ACL + I 2RS FB-FIB + BGP FS
Config FB-RIB + BGP FS
ACL + config FB-RIB + BGP FS
Config FB-RIB + I 2RS FB-RI B + BGP FS
ACL + config FB-FIB + | 2RS
Reserved for other standards actions

1
2
3
4
5
6
7

FCFS acti ons

Fi gure 13

5.4.1. FCFS Extended Communities with BGP Fl ow Specification Actions

[ RFC7153] al | ows for
transitive types.

FCFS (First Conme First Serve) allocation of BGP
If an action is specified in the FCFS registry,
the default precedence is after all standardized BGP Fl ow

Specification actions(action 65+). The BGP Fl ow Specification Yang

nodel s should store the Extended Community value for the FCFS based

Fl ow Speci fication action
changed by the FCFS,

5.5. Precedence with other packet ECA policies

If the precedence ordering has been
this should be stored in the configuration of
BGP Fl ow Specification and in the operational state.

The BGP Fl ow Specification policy is currently handl ed as part of the

route selection process within BGP.
packet ECA poli cies,

Har es
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Bet ween BGP and ot her
t he precedence policies is handl ed by the

n-tuple
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operator-applied policies (which often have operator default) which
assign order and preference of filters within within an order. The
default assunption for BGP-FS is to assunme the worst possible valid
order if none is specified (e.g. 254 out of 255 ), and to assune the
priority wwthin that order as shown in table 10. BGP Fl ow
Specification (BGP-FS) Flow Specification for 128.2/16 destination
port 20 may conflict with the foll ow ng:

a) |I2RS Fl ow Specification for destination address 128.2/16 with
destination port 12, and

b) ACL filter for 128.2/16 destination address 128.2/16 with
destination port 12.

In summmary, the precedence is |east dynamc in configuration to nost
dynam c received. However, a BGP-FS action may signal a renote
operator applied priority for a set of routes that allows the filters
to conbine certain filters (see table 11).

Table 10 - Precedence within a single order
| priority| Filter source |

|
BGP Fl ow Specification received from peer

| | |
| 9 | BGP Flow Specification fromPeer + BGP-FS action |
| 8 | BGP Flow Specification configured on | ocal peer |
| | that is installed and distributed |
| | |
| 7 | 12RS Fl ow Speci fication |
| 5 | policy routing packet ECA filters configured |
| 4 | ACLS confi gured |
| 3 | policy configured in general routing table |
| | (netnod-routing-cfg) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
Figure 14
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Tabl e 11 - actions that conbi ne packet ECA policy

Reserved for other standards actions

S oo m e e e oo aaaoooo-- +
| order| Action |
| 11 | packet-ECA policy interaction action based |
| | O = BGP Flow Specification (BG FS) only |
| | 1 = ACL + BGP FS |
| | 2 =12RS FB-RIB + BGP FS |
| | 3 =ACL + 12RS FB-FIB + BGP FS |
| | 4 = Config FB-RIB + BGP FS |
| | 5 = ACL + config FB-RIB + BGP FS |
| | 6 = Config FB-RIB + 12RS FB-RIB + BGP FS |
| | 7 = ACL + config FB-FIB + | 2RS |
I I I
I I I
| | |

Fi gure 15
5.6. pros and cons of Mnimal subset BGP-FS Additions (Option 1)
Pro - for Mnimal subset (Option 1)

Version 1's basic nechanismfor BG Fl ow Specification has been
tested. Additions can be added increnmentally.

Con - for Mninmal Subset (Option 1)
The current version 1 of the Flow Specification does not have
ordering of packet ECA policy rules, flow specification filters, or
fl ow specification actions other than the default precedence.
Current inplenentations of BGP flow specification are finding this
| ack of ordering to cause operational difficulties.
6. BGP-FS-v2 (New NLRI and Wde Communities Approach) (option 2)
This section on mniml subset solution has:
summary of NLRI and extended comunity formats (xection 6.1)
security addition of ROA (section 6.2),

match filter list and precedence of match filters (section 6.3),

action list and precedence of actions(section 6.4),
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conflict with other Packet-reception Event-MtchCondition-Action
(ECA) policy (I2RS Filter-Based RIB and Policy-Based Routi ng
(n-tuple forwarding)) (section 6.5),
pros-cons of this approach (section 6.6)

6.1. Format of New NLRI and Wde Conmunities

The format of the NLRI TLVs woul d be replaced with:

| val ue (variable) |
[ [mul tiples of |
| 2 octets] |

o e eao o +
| 1ength (2 octets) |
o e e e aaoo +
| sub-TLVs (vari abl e)

| B e feeffeefefeefefeefeett |
| | order (2 octets) | |
| +-------mm e - + |
| | type (2 octets) | |
[ + |
| | length (2 octets) | |
[ + |
I I
I I
I I
I I

Figure 16 - NRLI revision

The Actions for BGP Fl ow Specification will be defined as an BGP Fl ow
Specification Action atomw thin BG® Wde communities where the atom
is defined as shown in figure 17.

o m e e e e e e e e e oo +
| order (2 octets) |
o e e e e e e e e i e i aaa o +
| Action type (2 octets) |
o e e e e e e e e e e o - +
| Action length (2 octets) |
o m e e e e e e e e e oo +

| Action Values (variable) |
| (rmultiples of 2 octets) |

W de Comrunity Atom
figure 17
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The BGP Fl ow Specification (BGP-FS) atom can be part of the Wde
Community container (type 1) or the BGP Fl ow Specification Atom can
be part of the BGP Fl ow Specification container (type 2) which wll

have:
TS +
| Source AS Nunber (4 octets)]
oo e e oo +
| list of atons (vari able) |
o e e e e e e e e e e e e - +
figure 18

6.2. security addition of ROA
The security for the ROAis required to be the first action (action
order 1) for all actions. Al additional BGP Security precede al
ot her security additions in the ordering.

6.3. Match Filters and precedence
The precedence of the match filters is determ ned by the order. |If
two orders are the sane, the precedence is dependent on the order
specified in the table bel ow

6.3.1. Precedence in case of ties in order

Table 9: Flow Specification Match Filter Precedence O der

B o e e e e e e e e o - o e o +
| type# | Type Nane | Match | Ref erence |
[ St S el el el
| 1 | Destination Prefix | IPv4d Prefix | RFC5575 |
| | | 1Pv6 Prefix | ietf-idr-flow spec-v6 |
| 2 | Source Prefix | IPvd Prefix | RFC5575 |
| | | IPv6 Prefix | ietf-idr-flow spec-v6 |
| 3 | I P protocol | 1 Pv4 Protocol | RFC5575 |
I I | nunmber I I
| 3 | Next Header | 1 Pv6 protocol| ietf-idr-flow spec-v6

| | Port (source or | Port nunber | RFC5575 |
| | destination port) | | RFC5575 |
| 5 | Source port | Port nunber | RFC5575 |
| 6 | Destination port | Port nunber | RFC5575 |
| 7 | 1CWP type | ICVWP type | RFC5575 |
| 8 | ICW code | ICVP code | RFC5575 |
| 9 | TCP Flags | 1 or 2 byte | RFC5575 |
| | | bitmask for | RFC5575 |
I I | TCP flags | I
| 10 | Packet length | # of bytes | RFC5575 |
| | | | |

(for I P packet)
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| 11 | DSCP | I'Pv4 DSCP | RFC5575 |
| | | (6 bit mask)| RFC5575 |
| 11 | Traffic class | IPv6 traffic| ietf-idr-flow spec-v6
| | | (8 bit mask) | |
| 12 | |Pv4 Fragnent | 4 bit mask | RFC5575 |
| 13 | IPv6 Flow | 20 bit flow | ietf-idr-flow spec-v6
| 14 | Delimter type | 2 bytes | hao-idr-flowspec-nv03
| M1 | (Encapsul ation type]| | |
| | VXLAN or NVCGRE) | | |
| | | | |
| 15 | VNID | 24 bit VN | hao-idr-flowspec-nv03
| MF-2 | (virtual network 1D)]| | |
I I I I I
| 16 | Flow ID | 8 bit flow I D hoa-idr-flowspec-nv03 |
| MF-3 | (NVGRE Flow I D) | | |
| | | | |
| 17 | Segnment 1D | | |
| 18-25 | Ot her packet ids | | |
| | above MPLS | | |
| 29 | MPLS LSP | TBD | not specified |
| MF-4 | (label 20 bits, | Label stack | |
| | EXP (3 bits), S Bit| | |
| | TTL (8 bits) | | |
o | | |
| 30 | Ethernet type | 2 bytes |[ietf-idr-flowspec-I2vpn|
| 31 | Source MAC | MAC address |ietf-idr-flowspec-I2vpn|
| 32 | Destination MAC | MAC Address |ietf-idr-flowspec-I2vpn
| 33 | DSAP in LLC | 1 octet |ietf-idr-flowspec-I2vpn|
| 34 | SSAP in LLC | 1 octet |[ietf-idr-flowspec-I2vpn|
| 35 | Control filed in |
| | LLC | 1 octet |ietf-idr-flowspec-I|2vpn
| 36 | SNAP | 5 octet |ietf-idr-flowspec-I2vpn
| 37 | VLANID |1 or 2 bytes |ietf-idr-flowspec-I2vpn|
| 38 | VLAN COs | 3 bit COS |ietf-idr-flowspec-I12vpn|
| 39 | Inner VLANID |1 or 2 bytes |ietf-idr-flowspec-I|2vpn|
| 40 | Inner VLAN COS |1 or 2 bytes |[ietf-idr-flowspec-I|2vpn]|
| 41 | Interface | TBD | not specified |
| | (Goup ID, intf id) | | |
| 42 |Tine | | |
| 65 | FCFS matches | | non-standard actions |
B ety Sleesjesfs e, *l ety Tl —————— ]
Fi gure 19
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6.3.2. Precedence of filters anmong Routing Functions

As discussed in the m ninum sub-set (Option 1 for BGP-FS), there
needs to be a precedence between n-tuple packet ECA policies. This
precedence is determ ned by policy rule order and a preference anong
policy rules with the same order. Match Condition order is defined
by the BGP-FS Filter order, and within the match the action order is
defined by the BGP-FS.

Precedence anong policy rules fromdifference sources with the sane
order is comonly specified by operator-applied policies (which may
be supplied by vendor defaults) where lower priority inplies a better
route. For exanple, a BGP Fl ow Specification Policy rule can be set
to a priority of 150 where an static ACL policy m ght be set to a

priority of 40. |If the same two n-tuple packet ECA policies exist,
then the lower priority rule within the the same order is selected to
be acti ve.

The operator-applied policy can change these priorities globally or
for a specific route.

I f any packet ECA rel ated policy changes, then the BGP Fl ow
specification nust be re-eval uated per policy rule per order and
priority.

6.3.3. Precedence for re-ordering Match Policy

Actions that change interact between |evels of policy need to be
defined in terns of policy actions in BG Flow Specification. For
exanple [I-D.litkowski-idr-flowspec-interfaceset] provides a
definition of the follow ng conbination of filter rules between ACLs
and BGP fl ow Specifications:

1. Forward if both ACL forward and BGP Fl ow Specification Forward
2. Drop if either ACL drops or BGP Fl ow Specification drops.

6.4. Actions and precedence of actions
The actions allowed for BGP are listed in Table 12 provides the
default precedence for actions for the mninmal subset. Al Standards
actions have precedence overall FCFS actions incoded in BGP Extended
Communities. The default order for these actions are |isted bel ow

Al'l drafts defining actions nust deal with the conflicts between
actions and the ordering (see section 4).
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Tabl e 10 - Action Precedence and Conflicts between Actions

| 1 | Alternate NLRI Validation (ROA and future ROA) (FA7)|
| 2 | Alternate bgpsec validation |
| 5 | Traffic Rate in bytes (0x8006) |
| 6 | Traffic Rate in packets (FAl) |
| 7 | Traffic Action (0x8007) (T or S bit) |
| 8 | Extension to Traffic Actions |
| -10 | |
| 11 | Redirect to IP-VPN (0x8008, 0x8108, 0x8208) |
| | 0x8008: 2 byte AS RO |
| | 0x8108: 4 byte |IP RD| |
| | 0x8208: 4 byte AS RD| |
| 12 | Redirect to IP Tunnel (FA3) |
| 13- 20} redirect actions (other) |
| 21 | VLAN action (FM4) |
| 22 | TPID action (FM) |
| 23 | Label Action (FM) |
| 30 | Interface set (FMBa) |
| 40 | packet-ECA policy interaction |
| | O BGP Fl ow Specification (BGP FS) only |
| | 1 = ACL + BGP FS |
| | 2 =12RS FB-RIB + BGP FS |
| | 3 =ACL + 12RS FB-FIB + BGP FS |
| | 4 = Config FB-RIB + BGP FS |
| | 5 = ACL + config FB-RIB + BGP FS |
| | 6 = Config FB-RIB + 12RS FB-RIB + BGP FS |
| | 7 = ACL + config FB-FIB + | 2RS |
| 50 | Tine |
| 51- 64| Reserved for other standards actions |
I I I
| 65+ | FCFS actions |
Fi gure 20

6.5. Pro-Con of BGP-FS-v2 (option 2}
Pro - for version 2
The current version 1 of the Flow Specification does not have
ordering of packet ECA policy rules, flow specification filters, or
fl ow specification actions other than the default precedence.
Current inplenmentations of BGP flow specification are finding this
| ack of ordering to cause operational difficulties.

Con - for version 2
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Version 2 nust be coded. It can either be a BGP attribute with the
policy rules (NLRI filters and actions) inside such as described in
[I-D.li-idr-fl owspec-rpd] or it can be a conbination of a new BGP
Fl ow Specification version 2 NLRI + Wde Community actions (with
ordering).

(Additional comments will be added here)
7. Flow Specification Yang nodel s

The Fl ow Specification Yang nodel s have configuration and operationa
state. BGP Flow Specification (BGP-FS) configuration have |oca
configuration for BGP-FS and | ocally configured BGP-FS policy rules.
Operational state has three conponents:

1. Local node’s BGP-FS Operational Configuration installed (if
support ed)

2. BGP Flow specification rules received from peers,
3. BGP Fl ow Specfication match statistics

Conparison of the the BGP | ocal configuration for BGP-FS policy rules
wth the BGP-FS policy rules, is aided by common yang definitions

bet ween these two functions. Conparison of the BGP-FS Policy rules
(locally configured or received) with I2RS Filter-Based R B ( FB-RI B)
packet - ECA policy, ACL policy rules, and routing table policy rules
requires is aided by comon yang definitions between packet-ECA
filtesr.

This section conpares BGP Fl ow Specification yang nodel in
[1-D.wu-idr-flowspec-yang-cfg] and the |I2RS FB-RI B data nodel is
described in [I-D. hares-i2rs-fb-rib-data-nodel] which uses the packet
recepti on ECA policy data nodel found in

[I-D. hares-i2rs-pkt-eca-data-nodel]. A conparison of the policy
structures is given in table 8, and the operation status nodel is
given in table 9. These nodels are simlar. It would be helpful to
use a common yang definitions found in

[1-D. hares-i 2rs- pkt - eca- dat a- nodel | .

The packet reception ECA policy data nodel is also used to describe

configured packet reception filter RIBs which (aka Policy Routing)
described in (draft-hares-rtgwg-fb-rib-00.txt).
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Tabl e 11 - conparison Yang Model Local Confi guraoin

| conponent | BGP Fl ow Spec I2RS FB-RIB + |
| | Yang Packet - ECA Yang |
Pol i cy | fI owspec- policy* group* [ group-nane]
+- namne | [policy-nane]
+-vrf | +-rw vrf-nane +-rw vrf-nane
+- AFI | +-rw address-famly +-rw address-fam|l

I I
I I
I I
I I
I I
| [ [rul e-nane] | [rul e-nane] |
| +-rule-nane ||+-rw rul e-nanme | +-rw rul e- nane |
| +-rule-order||+-rwtraffic-filters| |+-rw rule-order |
| || +-rw traffic-actions| +-rw eca-rules |
| | [order-id rule-nane]|
| | +-rwinstaller |
| | +-rw eca-nmatches |
| | +-rw eca-qos-actions|
| |

I
I
+
I
I
I
I
+-rul es | +-rw fl owspec-rule* | +-rw group-rule-1list
I
I
I
I
I
I
I
I
| +-rw eca-fwd-acti ons|

figure 21 - Conparison of Yang nodul es (Config state)

Not e: The Yang "traffic-filters" found are the sane as eca- mat ches
found in [I-D wi-idr-flowspec-yang-cfg] are the sane filters found in
[1-D. hares-i 2rs-pkt-eca-data-nodel]. The "traffic actions” found in
[1-D.wu-idr-fl owspec-yang-cfg] can be broken into nodify actions and
forwardi ng actions as [|-D. hares-i2rs-pkt-eca-data-nodel] does.

Har es Expi res Septenber 6, 2016 [ Page 39]



I nternet-Draft BNP Generic Policy/Filter I M March 2016

Tabl e 12 - conparison of Yang operational state

Fomm e m oo ok o e e e e e e e e e e oo o e e e e e e oo +
| conponent BGP Fl ow Spec | 2RS FB-RI B |
| Yang Packet - ECA Yang |
[ et C e ———_————————————— e ———
| opst at e fl owspec-state ietf-fb-ribs-oper-status
+-rib +-ro flowspec-rib +-ro fb-rib-oper-status*

+-ro fb-rib-nane

+-r0 group-status

+-ro rul es_opstate

[rul e-order, rule-nane]
|

statistics |

I I
I I
+ +
I I
I I
I I
+-groups | I
I I
I I
I I
I I
+-rul es | +-ro flowspec-stats* | +-ro rules_opstats
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

+-rul es
[ ndex]

[rul e-order, rul e-nane]
+-ro vrf-nane
+-ro address-famly
+-ro fl owspec-rul e-
| stats
I
| +-ro traffic-filters
| +-ro traffic-action
| +-ro cl assified-pkts +--ro pkts-match
+--ro pkts-nodified
| +-ro drop- pkts
| +-ro drop-bytes

|

| +--ro pkts-dropped

| +--ro bytes-dropped

| +--ro pkts-forwarded
| +--ro bytes-forwarded

|
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
| |
+

figure 22 - Conparison of Yang Models (Operation State)
8. | ANA Consi derations
This section conplies with [ RFC7153]

TBD. There are a lot of assignnments which will be filled in after
the initial review of the technol ogy.

9. Security Considerations

The new BGP Val i dation described in section 4.1 with the ROA inproves
on [ RFC5575] security by inproving the validation of the originating
AS having perm ssions to send Fl ow specifcation for a prefix. The
val idation of the path attributes and/or path requires the BGPSEC
[I-D.ietf-sidr-bgpsec-protocol]. [I-D. eddy-idr-flowspec-exp]
contai ns suggestions on howto inplenent this with fl ow
specification, but at this time the authors consider the technol ogy

Har es Expi res Septenber 6, 2016 [ Page 40]



I nternet-Draft BNP Generic Policy/Filter I M March 2016

10.

10.

described in [I-D. eddy-idr-fl owspec-exp] so this draft does not
suggest mandating it. However, it encourages the devel op of such
work that pairs BGP Fl ow Specification with BGPSEC protocol. Wen
this work nmatures, this specification or BGP Fl ow Specification
version 2 should inplenent it.
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