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Abstract

This draft describes problenms with | GP convergence tine in sone | PRAN
net wor ks that use a physical topology of grid backbones that connect
rings of routers. Part of these | PRAN network topol ogies exist in
data centers with sufficient power and interconnections, but sone
network equi pnment sits in renote sites inpacted by power loss. In
sone geographic areas these renote sites nay be subject to rolling

bl ackouts. These rolling power blackouts could cause nmultiple

si mul t aneous node and link failures. 1In these renpte networks with

bl ackouts, it is often critical that the | PRAN phone network re-
converge qui ckly.

The 1GP running in these networks may run in a single |level of the

| GP. This docunent seeks to briefly describe these problens to
determne if the energing | GP technol ogies (flexible algorithns,
dynam c flooding, |ayers of hierarchy in IGPs) can be applied to help
reduce convergence tinmes. It also seeks to determne if the

i mprovenents of these algorithnms or the I P-Fast re-route al gorithmns
are thwarted by the failure of nmultiple |ink and nodes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 15, 2021.
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| nt roducti on

Thi s docunent anal yzes three solutions for using a BGP based approach
on SDWAN edge nodes to establish secure I PSec tunnels for the overlay
routes distribution. The solutions are:

0 [I-D. hujun-idr-bgp-ipsec]
o [I-D. dunbar-idr-sdwan-edge-di scovery]
o [I-D.sajassi-bess-secure-evpn]

These three drafts propose an | Psec related tunnel type for an
augnentation of [I-D.ietf-idr-tunnel-encaps] to support |Psec
tunnels. At |ETF 105, IDR and BESS WG hel d a session to discuss the
security issues in these energing drafts with security directorate
people. The security people provided excellent feedback on on how to
approach security, privacy, and scaling. The |DR/ BESS wor ki ng
menbers provided provided feedback on the scaling and concepts. As a
result of this session, it becane evident that each proposal has
started with a uni que user scenario.

Therefore, this draft sinply reviews the technical qualities in terns
of : 1) the security and privacy of each technol ogy, and 2) how the
technol ogy i s managed (nanageability) and how the technol ogy scal es.

The purpose of this draft to grow our joint understanding of each
proposed | PSec tunnel type so that |IDR and BESS can nake i nforned
decisions. It is non-goal to determ ne which pf these 3 solutions
fits a particular use case using VPN using BGP to pass |Psec tunnel
end points.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

| PSEC depl oynent s

Secure VPNs based on | Psec tunnel s began appearing around 2000.

| Psec tunnels were used for secure link transport. The | PSEC VPNs
utilized I Psec tunnels over physical links or underlay networks to
virtual links for these VPNs. These |IPsec tunnels can be created by
configuring routers with tunnel endpoints and setting up security
associ ations for these tunnels. Automated processes can use | ETF
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net wor k managenent protocols (NETCONF and RESTCONF) to configure Yang
nodul es in the routers to set up these tunnels.

Enterprise VPNs were created fromthese secure tunnels. EVPNs and
SDWANs have al so depl oyed VPNs using | PSEC

The BGP client routes which use the tunnel as a pathway al so

di stribute pathway information (endpoint, inner encapsul ation, outer
encapsul ation) via BGP with tunnel attribute

[I-D.ietf-idr-tunnel -encaps] For |IPsec tunnels, there are three
approaches to what security association information is included with
the tunnel attribute. (See [I-D. hujun-idr-bgp-ipsec],

[1-D. dunbar-idr-sdwan- edge-di scovery] and

[1-D. saj assi - bess-secure-evpn].

One of the newy defined user scenarios for the secure VPN is the
SDWAN. [ [I-D.ietf-rtgwg-net2cl oud-probl em statenent] describes the
probl ens faced by SDMN. [I-D.ietf-rtgwg-net2cl oud-gap-anal ysi s]
descri bes the gaps in | ETF technol ogy for this use case.

[1-D. dunbar - bess- bgp- sdwan- usage] descri bes how BGP is used as
control plane to setup the SDWAN networ ks for various SDWAN use
cases. SDWAN overlay networks can run over physical forwarding by a
w de variety of underlay networks. SDWAN is one of the nore recent
devel opnments in | Psec based VPNS created by an SDN controller.

The aut hor wel comes additional information on other use cases.

1.3. History of BGP passing Tunnel Endpoints
[ RFC5512] defined SAFI to pass tunnel endpoint encapsul ation
i nformati on. However, many operators and vendors preferred to pass
this information in a BGP attribute. [I-D.ietf-idr-tunnel-encaps]
defines a BGP attribute for tunnels to replace [ RFC5512]
functionality, but does not address how to use RFC5566 w thout the
encapsul ati on SAFI. EVPN [ RFC8365] al so defined tunnel types for
encapsul ation. The tunnel types registered with | ANA (wwv. | ANA. or Q)
list the follow ng tunnel types from|[RFC5512], [RFC5566], and
[ RFC8365] :
o L2TPv3 over | P [RFC5512] [value 1],
0 GRE [RFC5512] [value 2]
o Transmt tunnel endpoint [RFC5566]][val ue 3]
o IPsec in tunnel node [ RFC5566] [val ue 4]

o IPin IP tunnel with |IPsec Transport node [ RFC5566][val ue 5]
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0 MLS-in-1P tunnel with I Psec Transport node [ RFC5566][ val ue 6]
o IPin IP [RFC5566] [value 7]

0 VXLAN encapsul ati on [ RFC8365] [ val ue 8]

0 NVGRE encapsul ation [ RFC8365] [ val ue 9]

o MPLS Encapsul ati on [ RFC8365] [ val ue 10]

o MLS in GPE encapsul ati on [ RFC8365] [val ue 11]

0 VXLAN GPE encapsul ati on [ RFC8365] [val ue 12]

[I-D.ietf-idr-tunnel -encaps] has been created to address deficiencies
in RFC5512 [ RFC5512]. These deficiencies include: operational costs
of using SAFI for tunnel identifiers, inability to specify egress
endpoi nt of tunnel, unclear prefix-tunnel association, and inability
to specify inner/outer encapsulation. [I-D.ietf-idr-tunnel-encaps]
defines new Sub-TLVs to support inner and outer encapsul ation for

t hese encapsul ation types, and will beconme the main reference for

t hese tunnel types.

RFC5566 [ RFC5566] defined the I P Tunnel Authenticator Sub-TLV for use
in the SAFlI, but these recent proposals have suggested different
alternatives for replacing the Tunnel Authenticator function.

1.4. Overview of proposals

This section provides a technical overview of the 3 proposals
[1-D. hujun-idr-bgp-ipsec], [|-D. dunbar-idr-sdwan-edge-di scovery], and
[1-D. saj assi - bess-secure-evpn].

[1-D. hujun-idr-bgp-ipsec] proposes 3 new Sub-TLVs: |ocal/renote
Prefix Sub-TLV, Public Routing Instance Sub-TLV, and | PSec
Configuration Sub-TLV (I Psec-Config). The |ocal/renote prefix Sub-
TLV will not be discussed here as it does not clearly align to
[I-D.ietf-idr-tunnel-encaps]. The optional Public Routing Instance
(PRI') is used instead of a route target conmunity so that |oca
policy can filter routes for a specific conmunity. This feature
provides the sane feature as a Route target for a pre-configured set
of PRIs.

The | Psec Configuration Sub-TLV contains 4 octet opaque value to link
the tunnel to the Tunnel Authentication entry found in a security
associ ation table on the |local node. This table will need to include
whi ch tunnel endpoints this security association is valid for. This
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anal ysis assunmes the | ETF protocols NETCONF RESTCONF configure a YANG
nodul e that has these security associ ations.

[1-D. dunbar-idr-sdwan- edge-di scovery] proposes UPDATEs from cli ent
routers to include the IPsec SAidentifiers (ID) to reference the

| Psec SA attributes being advertised by separate Underlay Property
BGP UPDATE nessages. The security association table is built

dynami cally fromthe informati on passed in these Underlay Property
BGP Updates plus some |ocal configuration. |If a client route can be
encrypted by multiple IPsec SAs, then nultiple IPsec SA IDs are

i ncluded in the Tunnel - Encaps Path attribute for the client route.
This draft proposes two new Sub-TLVs: | Psec-SA-1D and | Psec- SA- G oup.
The I Psec-SA-IDis simlar to [I-D. hujun-idr-bgp-ipsec] |IPSec Config
Sub- TLV passing a 2 octet pointer to into a security association
table. |Psec-SA-G oup Sub-TLV optim zes passing the sanme infornmation
when multiple I Psec SAs with the sane i nner encapsul ati on header.

[I-D. dunbar-idr-sdwan- edge-di scovery] proposes underl ay tunnel

t opol ogy information for SDWAN i n BGP UPDATEs. The information is
passed in a conbination of NLRI with an SAFI =74 (SDWAN SAFlI) and a
Tunnel Encapsul ation attribute with tunnel type bei ng SDWAN- Under | ay.

Security association information for the tunnels in this underlay
will be passed in the Tunnel Attribute using in the SDWAN Under | ay
tunnel type. This new tunnel type which will support the current
tunnel Sub-TLV plus the newy proposed | PSec SA Sub-TLV(s). There
are two types of |Psec SA Sub-TLVs proposed by

[1-D. dunbar-idr-sdwan- edge-di scovery], one is for general purpose
depl oynent which requires a full-set of Security Associ ation,

i ncl udi ng Nonce, Public Key, Proposal and Transform Sub-TLVs in the
SDWAN SAFI NLRI (SA-TYPE =2). Another type is for sinple depl oynment
whi ch only needs one sinple I Psec SA Sub-TLV included (SA-TYPE=1).
In addition, it can also include other optional Sub-TLVs |ike NAT,
WAN Port, Geo-location with the SDWAN SAFI route.

[1-D. saj assi - bess-secure-evpn] proposes defines 2 new tunnel types
(ESP- Transport and ESP-in- UDP-Transport) and 3 new Sub-TLVS (DI M Sub-
TLV, Key-Exchange Sub-TLV, and proposal Sub-TLV) for these new tunnel
types. The new Sub-TLVs pass information regarding security
associations. The DIM Sub-TLV is required to be supported for the
two new tunnel types. As noted above, the SDWAN- WAN- Under | ay tunnel
type from|[I-D. dunbar-idr-sdwan-edge-di scovery] supports equival ent
features to | Psec-SA, Public-key, and SA-Transforns.

| - D. dunbar - i dr - sdwan- edge- di scovery] and

| - D. saj assi - bess-secure-evpn] differ in the information included in
he client routes. [I-D.sajassi-bess-secure-evpn] attaches all the
Psec SA information to the actual client routes, whereas the

[
[
t
|

Har es Expi res January 15, 2021 [ Page 6]



I nternet-Draft BGP- | PSEC- ANALYSI S July 2020

1

5.

[1-D. dunbar-idr-sdwan- edge-di scovery] only includes the |IPsec SA | Ds
for the client routes. The IPsec SA | Ds used by

[1-D. dunbar-idr-sdwan- edge-di scovery] reference (point) to the SA-
Informati on which is advertised separately. Al the SA-Infornmation
are attached to routes which describe the SDWAN underl ay, such as WAN
Ports or Node address.

[1-D. saj assi - bess-secure-evpn] supports tunnel types of ESP-Transport
and ESP-in-UDP transport, but not traditional |Psec tunnel types

(I Psec in tunnel node, IPin IP tunnel with IPsec transport, MPLS-i n-
P tunnel with transport node). The use of the new tunnel type could
be used in a simlar fashion to [|-D.dunbar-idr-sdwan-edge-di scovery]
to pass SA-information regarding the underl ay.

[1-D. saj assi - bess-secure-evpn] seens to point to passing client
routes upon a rekeying request. This nethod will increase the anount
of BGP traffic passed in the crash or initial start-up in the tunnel
encapsul ation attribute.

Since [I1-D.sajassi-bess-secure-evpn] draft has not recently been
updated, it is not clear if the recent changes to
[I-D.ietf-idr-tunnel -encaps] are reflected in this draft.

[1-D. saj assi - bess-secure-evpn] depends on
[I-D.carrel -i psecne-control l er-ike] which received many security
comments at | ETF 105. Therefore, the author has anal yzed

[1-D. saj assi - bess-secure-evpn] solutions based on the follow ng
assunpti ons:

o ESP-Transport and ESP-in-UDP woul d have been aligned with the
| atest version of the [I-D.ietf-idr-tunnel-encaps],

0 Only the DIM Sub-TLV is required to be sent during initialization,
PE rekey requests, routing periodic updates, and node restarts
(crash/load) for shared security controller policies.

o The multiple policy environnents may i ncrease the size of Tunnel
Encapsul ation attribute as transforns and transformattributes are
sent .

Met hod of anal ysis

The things matter to the network operator of |P-SEC VPN in SDWAN
security, manageability, scaling, and privacy. Each deploynent of an
| PSec VPN may conbine different underlay networks with different
chal l enges to security, manageability, scaling and privacy. This
anal ysi s conpares the basic technol ogies of these proposals in terns
of two groups of features: 1) security and privacy, and 2)

manageabi ity and scaling. This analysis drafts |ooks at each

sol uti on based on the strengths are weaknesses of each type.

Har es Expi res January 15, 2021 [ Page 7]



I nternet-Draft BGP- | PSEC- ANALYSI S July 2020

Anal yzi ng scaling can either be done at the 50,000 foot level or in
excruciating detail. This analysis will be at the 50,000 foot |evel
usi ng two exanpl e scenarios (small and very | arge)

Scenario 1: The 3 Route Reflectors (RR) each have 5 client routers
per router reflector. The client routers have a potential of 5
tunnels with 1 security association per tunnel. Each client router
has 200 routes. The total nunber of configured tunnels is 20 tunnels
per RR cluster and the total nunber of client routes is 3000.
Diagram 1l in section 1.3 showed this sinple topology for these route
refl ectors.

Scenario 2: The 3 Route Reflectors (RR) each have 10,000 client
routers. Each client router supports 100 tunnels, 10K routes, and 10

security associations per tunnel. Each Route Reflectors will receive
fromits client routers a total of 100 million client routes with 1
mllion tunnels client tunnels (100*10K client routers), and 10

mllion security associations. The totals for all 3 RR may be up to
3 times this level (300 MIlion client routes, 3 mllion tunnels, and
10 million security associations), but it is likely the RRw I
contai n sone redundancy. Qur scenario focuses on the chall enges
within a single RR clustr.

The BGP scaling in these two scenarios contrast small | Psec VPNs and
very large I Psec VPNs. BGP routing products handle route

di stribution of over 100 MIlion routes so this scaling is well

wi thin the range of the BGP products.

2. Security and Privacy

During an initial security review of this information, Ben Kaduk made
the follow ng comments:

"First off, when we start to get |IPsec configuration via BGP, it’s
hel pful to think of what other information we get in the sane way,
and to anal yze the effects of m sconfiguration or malicious
configuration both on |IPsec and the broader system For exanpl e,
if we are getting NLRI from BGP, then a m sconfiguration that
gives us paraneters that are inconpatible with a peer’s is not
causing particularly new harm since we could just as easily be
told that peer is unreachable and we wouldn’t try to talk to them
anyway. On the other hand, we could be given configuration to use
conput ational |y expensive al gorithns which would increase the DOS
risk in a way that may not (or nmay!) be already possible. " (enmi
to DR and BESS W&s after | ETF 105)."

The security analysis in this draft assunmes that the route
distribution for BGP routes is done via a nesh of Route Reflectors
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whi ch have route reflector clients associated. The |IBGP nesh of
route reflectors within a domain is assuned to run over secure
transport links (such as TLS). |If privacy is an issue for BGP route
di stribution, the TLS encrypts/decrypts the data in the | BG nesh.

If a single AS I BGP nesh of Route Reflectors connects to another AS,
t he EBGP connection is al so over a secure transport (such as TLS).

[Full mesh topology within a | BGP cl oud
LAN used to sinply draw ng)

TLS
| | |
RRL- - - -~~~ RR2 ~---mmmmmmm- RR3
LS/ |\ /N I\
CL &2 & Cl & On ClL C2 Cn

Rout e Refl ector Topol ogy
This security topol ogy has the sanme transport |ink secure topol ogy as
t he NETCONF/ RESTCONF security of set of NETCONF/ RESTCONF servers.
The exanpl e NETCONF t opol ogy i s bel ow.

Back-end configuration database

TLS
I I I
Net conf Net conf Net conf
Clientl ------- Cient2 ------- Client 3
LS /| \ / | \ / | \
NS1 NS2 NSn NS1 NS2 NSn NS1 NS2 NSn

NETCONF Topol ogy

The security aspects of using network managenent protocols NETCONF or
RESTCONF servers to control IPsec SA distribution has been consi dered
as part of SDN based | PSEC fl ow consideration (see [RFC8192]). The
user data traffic runs over secure |IP tunnels whether the
configuration is via NETCONF or BGP RR nmesh. Figure 3 bel ow shows a
Rout e Refl ector topology with BGP sessions in a RR mesh and client
traffic over | PSEC tunnels.

Figure 3 - pending [Editor’s note: Large scal e topol ogy needs svg
dr awi ngs]

Figure 4 shows an equi val ent topol ogy can be used with NETCONF

client-servers. Notice that the NETCONF topol ogy requires a conmmon
dat abase behind the network clients to provide the correct
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configurations. |If the NETCONF servers work across adm nistrative
domai ns, a shared dat abase nust be devel oped to provide the
appropriate information given the correct policy filters and access
( NETCONF NACM .

Diagram 4 - pending [Editor’s note: Large scal e BGP topol ogi es need
.svg ]

There are two parts of the security for control plane traffic: |ink
security and data security. Link security entails making sure the
data is secure as the data is transmtted across the |ink.

Li nk security in the NETCONF configuration cloud shown in diagram?2
entails maki ng sure the configuration data passes across each of the
links. The links fromthe configuration database (DB in diagram to
each client server nust be secured via TLS. The links fromthe
netconf client to the netconf server on the node nust be secured via
TLS. Data security in the NETCONF configuration cloud entails making
sure the data fromthe configuration data base (DB) travels through
the netconf clients (e.g. netconf clientl) to the node’ s netconf
server (e.g. NS1) without change. Data privacy for configuration
pat hways traffic entails maki ng sure no other party snoops on the
data while it travels fromconfiguration database (DB) to the netconf
client to the server

NETCONF client/servers are designed to operate in a single

adm ni strative domain. NETCONF client/servers require additional
policy filters and checks to run between nmultiple adm nistrative
domai ns. The Dat abase to NETCONF client link is not standardized by
| ETF.

Correspondingly, the Iink security in a BG® RR nesh requires that the
data is secure across any link in the BG RR nesh (RR to/fromany RR
client or within the RR mesh). Data security for control plane
traffic entails ensuring that the data placed into the BGP nesh (from
RR clients or RR) arrives at the appropriate destination w thout
change. BGP does not provide data security on control plane traffic
as the data may be nodified via policy at each node. SBGP does
provi de data security.

For nost networ ks, physical security of each node and |ink security
i's considered sufficient.

The data witten into a node using configuration data wites (NETCONF
edit-config or RESTCONF PUT/ POST) uses the NETCONF client to wite to
t he network server on the client router. The data which is sent from
the route-reflector to the RRclient routers is sent via B&, saved
in the BG® RIBs, and installed in the router.
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The networ k managenent protocols (NETCONF/ RESTCONF) and BGP both have
access policy that controls the data is witten into the router. The
error handling for incorrect data is different between these two

net wor k managenent protocols (NETCONF/ RESTCONF) and BGP. |f netconf
tries save data with the wong format, it will provide an error
information in the response (rpc-error). The BGP error handling of a
mal f ormed Tunnel Attribute in the TLV sinply ignores the tunnel
attribute while accepting the route.

The conmon resolution is that NETCONF, RESTCONF, and BGP wite error
information to a local log. Error reports can be tracked in a Yang

nodul e which can be automatically streamed to central controller via
an al ternate channel NETCONF/ RESTCONF | oggi ng channel .

[Editorial note: Should I give the details of the NETCONF/ RESTCONF
| oggi ng channel ?]

The SDWAN environnent or any VPN that uses BGP to transfer tunnel
configuration and security association information SHOULD consi der
augnenting the base BGP Yang nodel with BGP tunnel encapsul ation Yang
nodel for all tunnel types including IPSEC. The |ogging features or
the reporting of the BGP errors can be conbined with any error
reporting on NETCONF/ RESTCONF configuration or any operational state
fromthe tunnel interface. The NETCONF/ RESTCONF | oggi ng feature
providing throttling so any type of error reporting can be configured
to be manageable within a | arge network.

This inplies the SDWAN envi ronnent shoul d desi gn a BGP Yang nodel
augnenting the BGP base nodel for the BGP tunnel encapsul ation
functionality for all tunnel types including | PSEC AND provi des

| oggi ng features the reporting can be the sane as NETCONF/ RESTCONF
G ven Ben's rule of thunmb, the transm ssion of the routes, the tunne
end points, and the Iink to the security association information via
the BGP protocol does not cause extra security risks.

The next 3 sections summarize the security and privacy of each
technology in terns of:

0 what is distributed via netconf,
o what is distributed via BGP,

o |link security provided,

o data security provided,

0 suggested Yang nodels that wll augnent error handling,
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0O privacy issues.

2.1. Option 1 - Configuration Plus BGP Routes with Tunnel SA IDs
Docunent: draft-hujun-idr-bgp-ipsec-02.txt [I-D. hujun-idr-bgp-ipsec]
What is distributed via NETCONF: Tunnel Configuration, Security
associ ations, and the mappi ng of the security association to a tunnel
end point (identified y IPsec tunnel identifier), and SA (security
associ ation) for the each | PSec tunnel.

What is distributed via BGP: Cient Routes with | Psec Sub-TLV per

tunnel attribute with IP-SEC tunnel. Optionally, the Public Instance
Sub- TLV may augnent the BGP tunnel attributes Sub-TLV for tunnel
endpoi nt .

Sub- TLVs added:

| Psec SUB-TLV in I P-Sec Tunnel Attribute (proposed): 4 octet
opaque tag.

Public I nstance Sub-TLV: identifies the renote i nstance the Sub-
TLV for Tunnel End-Point ldentifier takes its address from

NETCONF Link Security: Distribution is secured by Cient-server TLS

Configuration Data security: Configuration clients SHOULD have host
and data security. This is beyond NETCONF/ RESTCONF security. dient
synchroni zation of data with other clients nust have security |inks
and security nmechani sns.

Suggested Yang Model s for Configuration and Reporting
o Tunnels configuration and operational state
o0 SA configuration and operational state,

o BGP Tunnel Attribute Yang nodel augnenting base BGP nodel with
tunnel attributes data and error log. (Tunnel attribute
i nformation includes the tunnel attributes plus the mappi ng of
routes to tuples of [tunnel endpoint, security association, and
encryption].)

Privacy: Link privacy assunes the ability to encrypt the link data to
provi de privacy. Node Privacy requires software secure containers

wi thin the NETCONF/ RESTCONF clients/servers and BGP nodul es for each
of these nodel s.
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2.2. Option 2- BCP passes client routes with SA-1D plus NLRI passes
under| ay SAs

Docunent: [I-D. dunbar-idr-sdwan-edge-di scovery]

VWhat is distributed via NETCONF/ RESTCONF or | ocally configured:
Policy and/or tenplates so that automation may use NLRI w th SDWAN
SAFI to configure tunnels. This policy may be expressed in as little
as 1 line of local configuration.

What is distributed via BG:. Cient Routes with tunnel attribute with
| Psec Tunnel type, IPSec SA I D(s) which reference Security

Associ ation attributes being advertised by SDWAN- Under| ay UPDATE

The Sub- TLVs added i ncl ude:

| PSec- SA-1 D SUB-TLV (proposed): 2 octet pointer into SA table

| Psec- SA-Goup SUB-TLV: |ist of pointers into SA table grouped by
i nner encapsul ati on type

The Underlay property is NLRI attached to port addresses or node
address with SDWAN SAFI: Includes Site Type, |PSEC SA-Type, Port-
Local -1 D, SDWAN-Site-I1D, SDWAN Node ID. Depending on the SITE-Type
and | PSec- SA-type, this SAFI carries either tenplate references for
pre-configured security association (SAs) or full SA information.

Note: Since the Security association information is carried in a
different AFI/SAFI pair, this information may be transmtted in a
different BGP update than the client routes with the Tunnel
attribute.

Li nk Security: Distribution is secured between RRto RR clients and
between RR in the RR nmesh is secured with Transport |ayer security.

If the RR mesh with underlay information is conprom sed, it does not
nmean the route with tunnel attributes will be conprom sed.

Data Security: Data distribution security of tunnel endpoints, SA
(security association), routes and mappi ng (tunnel endpoint, SA,
routes) SHOULD have RR and RR Client security on nodul es processing
the data. Full data security (with certificates that the data
originated is what arrives at the final destination) for the BGP
routes and attributes is beyond the normal nechani smof BGP. These
features may be available in SBGP. SBGP signature processing is
conmput ational l y expensive and requires additional nmenory space.
Synchroni zation of the routing information on RR (routes, tunnel
endpoi nts, SA-links) and underlay security association infornmation
(from AFI / SAFI SDWAN) may be inpacted policy that distributes the
dat a.
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Techni cal Note: Many | SPs have chosen to only validate the route
origin attribute of the BG route to insure reduction of "human
errors” and some cl asses of attacks.

Suggested Yang Model s for Reporting Errors

0]

0]

0]

0]

Tunnel s configuration and operational state of tunnels,
SA configuration and operational state of SA information,

BGP Tunnel Attribute Yang nodel augnenting base BGP nodel with
tunnel attributes data and error log. (Tunnel attribute
informati on includes the tunnel attributes plus the mapping of
routes to tuples of [tunnel endpoint, security association, and
encryption].

Augnent ation to base BGP Mddel to display information passed in
NLRI with SDWAN SAFI

Privacy: (Same as option 1)

0]

0]

2. 3.

Li nk privacy assunes the ability to encrypt the link data to
provi de privacy.

Node Privacy requires secure containers within the netconf/
restconf clients/servers and BGP nodul es for the BGP control plane
dat a.

Option 3: Secure EVPN (client routes + SA information)

Docunent: draft-ietf-sajassi-bess-secure-evpn
[1-D. saj assi - bess-secur e-evpn]

What is distributed: Client routes with tunnel attribute with ESP-
Transport and ESP-in-UDP-Transport tunnel types.

Har es

SUB- TLVs in ESP-Transport and ESP-in-UDP-Transport Attribute
(proposed): BASE DIM Key- Exchange, ESP SA, and Transform Sub-
Structure.

This solution would require the Tunnel TLV for the |IPsec to
contain: Tunnel Endpoint TLV and the DI M TLV.

The DI M SUB-TLV has the follow ng fields:
* 1D length

* Nonce | ength,

Expi res January 15, 2021 [ Page 14]



I nternet-Draft BGP- | PSEC- ANALYSI S July 2020

* |-flag

*  Fl ags

* Re-key counter

* Oiginator ID + (Tenant ID) + (Subnet ID) + (Tenant Address
*  Nonce data

Techni cal Note: The data rate for retransmtting the client routes
with the DIM Sub-TLV nust be done at the rekeying rate. This
automatic re-key counter is distributed with the data.

Link Security: Distribution is secured between RRto RR clients and
the RR mesh is secured with transport link security. The regular
data distribution of the SA nonce and the rekeying counter provides a
potential attack vector for man-in-the mddle attacks if the link
security is conprom sed.

Data Security: Data distribution security of tunnel endpoints, SA
(security association), routes and mappi ng (tunnel endpoint, SA,
routes) SHOULD have RR and RR Client security on nodul es processing
the data. |In addition the processes handling SA information
[1-D.carrel -i psecne-control |l er-ike] should exist in a protected
process.

Ful | data security for the BGP routes and attributes is beyond the
normal nechani sm of BGP, but may be avail able in SBGP. SBGP
signature processing is conputationally expensive and requires

addi tional nmenory space. Synchronization of the routing information
on RR (routes, tunnel endpoints, SA-links) and underlay security
association information (from AFl/ SAFI SDWAN) may be inpacted policy
that distributes the data

Yang Models for Reporting Errors

o Tunnels configuration and operational state,

o configuration and operational state,

o0 BGP Tunnel Attribute Yang nodel augnenting base BGP nodel with
tunnel attributes data and error log. (Tunnel attribute
i nformati on includes the tunnel attributes plus the mappi ng of

routes to tuples of [tunnel endpoint, security association, and
encryption].)
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o Yang nodels for the operational state in
[I-D.carrel-ipsecne-controller-ike].

Privacy: Sane as option 1 and 2.
2.4. conparison of security issues

The security of each of these solutions utilizes simlar distribution
and error reporting. Man in the Mddle attacks based on snoopi ng,
woul d need to break the TLS security and encryption for privacy. The
[I-D. saj assi - bess-secure-evpn] provides nore data directly linked to
t he routes which could allow an attack vector.

[1-D. hujun-idr-bgp-ipsec] and [|-D.dunbar-idr-sdwan-edge-di scovery]
provide the route, tunnel information, and link to the SA
information. This indirect access to SA information could | essen the
attack vector for the tunnel.

[1-D. dunbar-idr-sdwan- edge-di scovery] and

[1-D. saj assi - bess-secure-evpn] have options send the SA information
on uni que tunnel types. [I-D.dunbar-idr-sdwan-edge-discovery]

pl acenent of the SA data in a NLRI can allow a separate encryption
bet ween the SA data and the route/tunnel information.

Wiile all 3 solutions can be used with automated tools (SDN based on
sinmply configuration based), the each solution has benefits and
deficits.

3. Manageability and Scal i ng

Manageabi l ity invol ves how nmuch manual effort is involved to set up

| PSec tunnel s using each of the three options. The manageability
nmust handle the following: initial set-up of nodes, reporting of
status or errors, and rekeying efforts. BGP data distribution and
processing of routes to set-up forwarding is stressed during: initial
start-up, crash of a RR, and start-up of RR

The scaling of the system should handl e the data distribution and the
manageabi | ity shoul d handl e both the network scenario 1 and network
scenario 2. Scenario 1 and scenario 2 both consider one security
associ ation per tunnel and 10 security associations per 10. This
conparison is given to hel p understand the inpact of rekeying the
security associations. [I1-D.hujun-idr-bgp-ipsec] would need to send
rekeyi ng via NETCONF/ RESTCONF, but the rekeying that causes a tunnel
to switch security associations can be sent via BGP.

[1-D. hujun-idr-bgp-ipsec] use of the NETCONF/ RETCONF to send a
configuration becones a bottleneck if the network sizes reach
scenario 2. [1-D.dunbar-idr-sdwan-edge-di scovery] uses two parall el
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BGP NLRI processes where one passes routes and security association
identifiers, and the second process sends rekeying based on topol ogy
information. Rekeying information is transmtted prior to BGP passes
the rekeying of the tunnel. [I-D.sajassi-bess-secure-evpn] passes
the rekeying information with the client routes. During initial
start-up or RR crash, this rekeying data substantially increases the
menory footprint. A continual rekeying process in

[1-D. saj assi - bess-secure-evpn] could al so cause periodi c BGP updat es
to continue to use bandwi dth in the network.

One alternative to the periodic rekeying is to allow the association
of nore than 1 security association (SA) per tunnel, and allow a

| ocal mechanismto switch security associations are a particul ar
time. This analysis |ooks at the scaling issues of 10 SAs per tunnel
allows this analysis to |l ook at the scaling in ternms of nenory
required for this nechani smof rekeying.

The estimate of 10 security associations is admttedly inperfect, but
it may help to start the discussion on the nenory usage during
rekeyi ng.

NETCONF/ RESTCONF data distribution scales when the client to netconf/
restconf server ratiois low. 1 client per server is best, but 5
servers per client is alowlevel. 1 client configuring 10K servers
on network nodes is beyond nost NETCONF/ RESTCONF servers. Pushing
multiple types of data may al so cause stress on the client ability to
pull data fromthe back-end configuration database.

The difference between NETCONF/ RESTCONF and BGP nechanisns matter in
for SDWAN depl oynments. NETCONF/ RESTCONF is optim zed for a single
adm ni strative domain and BGP is optimzed for inter-domain policy.
In SDWAN the nodes are distributed across nultiple adm nistrative
domai ns. BGP i npl enentati ons have many | evels of policy. Using BGP
each node can be under different RR  Each node can have default SA
attributes such as supported encryption algorithns, the nonce, and
the public key. The SAIDis only locally significant to the node
(or to the port), which is less prone to m sconfiguration. BGP also
has policy at the route level. Using BGP built-in RT constraint

di stribution, BGP inplenentations distribute the SA information to

t he nodes specified as authorized peers.

3.1. Configuration sizes - used for theoretical conparison

To provide a sinple estimate, it is assunmed that 100 itens needed to
be configured in the Yang nodules prior to starting the I Psec VPN

o0 BGP peer itens per node: 20
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o Tunnel configuration itens node: 20
o SA Configuration itens per node: 40
o Monitoring configuration per node: 20
3.2. BGP Route sizes for theoretical conparison

The follow ng estimates are for route and the tunnel Attribute are
used for this conparison:

o average of 4 bytes for |Pv4d prefix
o average of 8 bytes for |Pv6 prefix.

3.2.1. Size of Tunnel encapsulation attribute with 1 SA per tunnel
endpoi nt

The space required in the BGP packet for the tunnel attribute per 1
tunnel with 1 Security association (SA) for each of the options is as
fol | ows:
0 Tunnel TLV header [4 bytes]
0 Sub-TLV for tunnel endpoint for IPv4 [12 bytes]
o IP-Sec Sub-TLVs (required) with 1 SA per tunnel endpoint:

* Option 1 [I-D. hujun-idr-bgp-ipsec]: 6 octets

* Option 2 [I-D.dunbar-idr-sdwan-edge-di scovery] 4 octets

* (Option 3 [I-D.saj assi -bess-secure-evpn] : 35 octets

+ Sub-TLV header: 3 octets

+ Dim 32 octets (header (4), rekey (8), address (8), Nonce
(12))

The total space in the tunnel attribute for each type per tunnel
endpoint wth one security association is the foll ow ng:

Option 1 [I-D. hujun-idr-bgp-ipsec]: 22 octets
Option 2 [I-D. dunbar-idr-sdwan- edge-di scovery]: 20 octets

Option 3 [I-D. saj assi -bess-secure-evpn] : 52 octets
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4.

Encapsul ati on nmechani sms such as GRE and VXLAN may add 6-16 octets
per tunnel to the Tunnel attribute per tunnel. This addition is due
to addi ng encodi ngs for inner nechanisns (4-12), and outer encodi ngs
(2-4)
The total space with encapsul ati ons woul d t hen be:

Option 1 [I-D. hujun-idr-bgp-ipsec]: 28-38 octets

Option 2: [1-D. dunbar-idr-sdwan-edge-di scovery]:: 26-36 octets

Option 3 [I-D. saj assi -bess-secure-evpn] : 56-68 octets

.2.2. Size of Tunnel encapsulation attribute with 10 SAs per tunnel

This will be conpleted in version -01

. 3. Net wor k Scenario 1

This will be conpleted in version -01

4. Net wor k scenario 2

This will be conpleted in version -01.txt

.5. Scaling Menory sizes

This section includes scaling for network scenario 1 and 2.
Key differences between the options
(to be conpleted in version -01)
Processi ng of BGP routes
(to be conpleted in version -01)
Future Issues - SBGP and Secure | PSEC VPNs
(to be conpleted in version -01)
Security Considerations
This draft is analysis that includes security and privacy. The draft

does not cause any further security issues, but hopes to enhance the
security considerations in other drafts.
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8. | ANA consi der ati ons

This draft does not make any requests to | ANA for allocations. It is
an analysis for review of future allocations in the BGP registry.
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