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Abstract

Thi s docunent covers requests to the netnod and netconf WrKki ng
Groups for functionality to support the data flows described in the
| 2RS architecture and the | 2RS use cases requirenents sumary.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. I nt roducti on

The Interface to the Routing System (I 2RS) Wrking Goup is chartered
Wi th providing architecture and nechanisns to inject into and
retrieve information fromthe routing system The |I2RS Architecture
docunent [I-D.ietf-i2rs-architecture] abstractly docunents a nunber
of requirenments for inplenenting the |I2RS requirenents.

The | 2RS Working Group has chosen to use the YANG data nodel i ng
| anguage [ RFC6020] as the basis to inplenent its nechani sns.

Addi tionally, the |2RS Wrking group has chosen to use the NETCONF

[ RFC6241] and its simlar but lighter-weight relative RESTCONF
[I-D.ietf-netconf-restconf] as the protocols for carrying | 2RS
NETCONF and RESTCONF are suitable for handling the configuration
portion of the |I2RS protocol, but need extensions to handle the |2RS
use cases described in [I-D.ietf-i2rs-usecase-reqs-sunmary]. The
requi renments for these functionalities have been specified:

o epheneral state - as defined in [I-D.ietf-i2rs-epheneral -state]

o notifications and events - as defined in
[I-D.ietf-i2rs-pub-sub-requirenents]
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o traceability - as defined in [I-D.ietf-i2rs-traceability]

0 protocol security - as defined in
[I-D.ietf-i2rs-protocol -security-requirenents]

The requirenents for the data flows in the follow ng use cases have
not been specified:

Ceneric interfaces to Protocol Local-RIBs or Policy Data bases,
Large data fl ows,

Traffic nonitoring data,

Data flows for action sequences, and

data flows during network outages or attacks

Thi s docunent describes the protocol requirenents for these last five
types of requirements. The first summarizes the data fl ow

requi renents for the | 2RS protocol version 1, and data fl ow

requi renents that may occur in future |I2RS protocol versions.

Section 3 provides details on the data flow requirenents for the
generic interfaces. Section 4 considers |arge data flows and traffic
nonitoring data flows. Section 5 considers data flows and
constraints during action and attacks.

1.1. Requirenents | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Summary of |2RS Data Fl ow Requirenents

The followng are the data flow related requirenents for |2RS
protocol version 1:

| 2RS- DF- REQ 01: No Val i dati on RPCs | 2RS generic interfaces in | 2RS
prot ocol independent nodul es or |2RS protocol dependent nodul es
shoul d be able to optionally create rpcs which store configuration
data in the | 2RS epheneral data store w thout the norma
configuration checking. The only thing check will be the syntax
wi thin the protocol packets. The data nodels allow ng nust
provi de a "no-checking flag" at the |level the rpc stores the data.
For exanple, the 12RS RIB could create a rpc for a route-add that
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allowed a flag that indicates validation status ("full or no-
checks")

| 2RS- DF- REQ 02: XM. and JSON: encodi ng formats SHOULD be supported
in RESTCONF and NETCONF

| 2RS- DF- REQ 03: Transport Protocols: MAY be negoti ated between
I 2RS client and | 2RS agent froma list of mandatory transports and
optional transports.

| 2RS- DF- REQ- 04: | nsecure Transport: For a few sel ect data nodel s,
t he communi cati on between the I2RS client and | 2RS agent MAY run
over an insecure transports. The I2RS client and | 2RS agent
shoul d negotiate this insecure protocol, and the portion of the
dat a nodel which can be sent via the insecure transport SHOULD be
mar ked in YANG data nodel with "i2rs-insecure-transport ok"

| 2RS- DF- REQ- 05: Resource Contraints on the |2RS Agent: shoul d have
the ability to constraints for OAM functions operating to limt
CPU processing, data rate across a transport, the rate of
publication of data in a subscription, and |ogging rates.

| 2RS- DF- REQ- 06: Al ternative Transport protocols or ports: The 1 2RS
shoul d be able to support an OAM actions that select alternate
transports fromavailable list of transports, and to support
sel ection of alternate ports for these protocols. The alternate
transports may have constraints specified for security |evels,
si zes of messages, or data flow priorities.

| 2RS- DF- REQ-07: Priorization of Data Fl ows: The |1 2RS Agent shoul d
be able to prioritize sonme of the managenent data flows in the
| 2RS Agent-12RS Client data flows. This prioriziation can for
data schedul e for publication, data flows within a single
transport, or data flows flows within a single transport, or
between nmultiple data flow streans an | 2RS Agent is sending. This
priorization may be for the data flows the | 2RS Agent is
recei vi ng.

DF- REQ 08: Yang indicates rpc with no validation: Yang MJST have a
way to indicate rpc can wite wthout validating data except for
syntax of data because |2RS client has validated data.

epheneral -val i dati on nocheck”

DF- REQ 09: Yang for Data sent over insecure transport : Yang MJST

have a way to indicate in a data nodel that insecure transm ssion
i s ok.
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i 2rs-transport-insecure ok"
Requi rement for Future versions of |2RS Protocol:

SHOULD be supported as an optional conponent protocol by the |I2RS
pr ot ocol .

3. Ceneric Interfaces to Routing Functions

The generic interfaces to the routing systemincludes generic
interface to the RIB, forwarding policies, and an interface to the
topol ogy information. The existing |I2RS protocol independent data
nodel s have provi ded these generic nodels in the 2RS RIB
([I-D.ietf-i2rs-rib-info-nodel], [I-D.ietf-i2rs-rib-data-nodel]), the
I2RS Filter-Based RIB ([I-D. kini-i2rs-fb-rib-info-nodel],

[1-D. hares-i2rs-fb-rib-data-nodel]), and the topol ogy genetric nodel
([1-D.ietf-i2rs-yang-network-topo]) and plus |ayer nodels
([1-D.ietf-i2rs-yang-12-network-topol ogy],
[I-D.ietf-i2rs-yang-I| 3-topol ogy].

The only addition to the generic nodel is the ability for the I2RS
client to be able to do all of the data val ue checking, and sinply
downl oad the data to the |I2RS Agent. The |I2RS RI B updates are done
with rpcs (rib-add, rib-delete, route-add, route-delete, route-
updat e, nh-add, nh-delete). The |I2RS FB-RI B updates are done with
rpcs (fset-add, fs-dete, fpolicy-add, fpolicy-delete, fpolicy-update,
f group- add, fgoup-delete, fgroup-update). The requirenent is to

all ow create rpcs that do not require validation, but sinply input
synt ax.

3.1. 12RS Data Fl ow Requirenents

[ DF- REQ 01: No Validation RPCs |2RS generic interfaces in |I2RS
prot ocol independent nodul es or |2RS protocol dependent nodul es
shoul d be able to optionally create rpcs which store configuration
data in the |2RS epheneral data store w thout the normal
configuration checking. The only thing check will be the syntax
wi thin the protocol packets. The data nodels allow ng nust
provi de a "no-checking flag" at the |level the rpc stores the data.
For exanple, the 12RS RIB could create a rpc for a route-add that
allowed a flag that indicates no validation checks.

4. Large Data Fl ow Requirenents
This section decribes the | 2RS managenent data fl ow requirenents for

data transfers for large data flows, traffic neasurnents, and non-
secure data fl ows.
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Large data transfers to/fromthe |I2RS Agent can be fromtables
relating to generic interfaces (RIB, FIB, Filter-Based R B policy,
generic connectivity topol ogies), protocol state, traffic
nmeasurenents or user state. The generic interfaces were described in
t he section above.

The I 2RS interaction with the protocol are to configure the
protocols, and retrieve general state information (RI B, FIB,

t opol ogi es and policy). The data flow for the managenent of protocol
state has the sane type of flows.

The uni que type of data flows are managenent flows based on traffic
fl ow measurenent or |2RS data traveling across insecure connections.
These requirenents are described in this section.

Traffic nonitoring can occur in a network under DDoS with high | evels
of congestion and | oss the use of these protocols which rely on
transport-|level retransm ssion may not be as resilient as needed.

The data flow problens involved in sending nonitoring data during
networ k congestion or outage are considered in section 5 on
operations during network outages or congestoin.

4.1. Use Case Requirenents for Traffic Fl ow Measurenents

The | 2RS requirenments for the Protocol independent use cases requires
t he support of traffic flow neasurenents protocols (requirenments PI-
REQ 05, PI-REQO6 in [I-D.ietf-i2rs-usecase-regs-sunmary]), and
operational state regarding flow filtering.

The follow ng | ETF protocol pass traffic flow nmeasurenents:

o IPFIX - IP Flow Information ([ RFC7011]) that reports on a w de
variety of routing systemstatistics, and

o IPPM- IP Performance nmangenent ([RFC2330], [RFC7312]) that
reports on one-way or two-way end-to-end network perfornmance
statistics,

In addition the SFLON[ RFC3176]) of layer 2 devices is supported by
many routers. Oher traffic flows nmay be neasured in support of |DS/
I PS, but these will be covered in the section on security flows.

Flow Filtering data nodels with policy rules (BG Flow Specification
| 2RS Filter-Based RIB, and n-tuple policy routing RIB) often save
operational state on how often these policies are match.

Traffic flow data can provide large streans of traffic. The |I2RS
mechani sm for handling the data bursts in these protocols is to
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utilize a traffic nonitoring protocol, IPFIX) or to utilize a
publ i cati on/subscription service in order to send just what clients
want .

4.2. Protocol Requirenents based on Traffic Measurenent Data Fl ows

Due to the potentially large data flow the traffic nmeasurnent
statistics generate, these statistics are best handl ed by publication
techni ques within NETCONF or a separate protocol such as |PFI X  The
publ i cati on/ subscription nodel within NETCONF coul d use either push
pub-sub nodel or a pull pub-sub nodel. Thresholds for reporting can
be set per data nodels or per client so the pub-sub nodel allows the
I 2RS client-12RS Agent to neter the anpbunt of data flow these
statistics carry. The push portion of the pub-sub nodel is supported
by [I-D.ietf-netconf-yang-push], but the pull portion of the pub-sub
nodel is not defined.

The support of |PFI X protocol ([RFC7011]) as a conponent protocol in
I 2RS requires the | 2RS Agent supports an | PFI X exporting process
sending data to a |I2RS client running an |IPFI X col | ector process.
The | PFI X tenpl ates could be stored as epheneral state or reference
configured state. The IPFIX data flows may run over SCTP, UDP, or
TCP utilizing the congestion services at each tinme. The |IPFIX
connections assunes that: a) congestion is an tenporary anonmaly, b)
droppi ng data during a congestion is reported, and c) for sone
exporiting process it is acceptable to have drop data in a reliable
protocol. The |I2RS protocol nust support the establishnment of an

| PFI X connecti on.

4.3. Publication/ Subscription Service

Al'l use case requirenents for the publication/subscription service
for the push service fromlarge data requirenments 01-04 and 6-12 is
found in [I-D.ietf-i2rs-pub-sub-requirenents], and an exanple
protocol addition to netconf is include in
[I-D.ietf-netconf-yang-push].

The requirenments for the publication/subscription service for the
pul | nodel are not specified in the
[I-D.ietf-i2rs-pub-sub-requirenments], but a ngjority of the pub-sub
requi renents and nmechani sns can be reused. In a pull, the publisher
prepares the data that is pulled by a few receivers who then
distribute it to the receivers. The pull nmechani smwould have a
different "pull [atency" versus the push | atencey, and a set of

par anmeters which indicate the anobunt of data stored if receivers did
not pull the data within a certain tine.
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At this time, the pull-nodel of the publication/subscription nodel is
not bei ng requested by vendors or operators.

4.4. Data Flow Requirenents for Transports

The use case requirenents ([I-D.ietf-i2rs-usecase-reqs-summary]) for
| arge data flows al so include support for data flows via any
transport (L-Dat-REQ 04) and any data format (L-Data-REQ 05).

One of the requirenents is to be able to support an insecure
transport for a small set of data. Exanples of this type of data may
be outage/restoration information the operator w shes to nake public.

4.5. 12RS Requirements for Large Data Fl ow
Current Data Fl ow Requirenents:

| 2RS- DF- REQ- 02: XML and JSON: encodi ng formats SHOULD be supported
i n RESTCONF and NETCONF

| 2RS- DF- REQ 03: Transport Protocols: MAY be negoti ated between
| 2RS client and | 2RS agent froma list of mandatory transports and
optional transports.

| 2RS- DF- REQ 04: | nsecure Transport: For a few sel ect data nodel s,
t he conmuni cati on between the |12RS client and | 2RS agent MAY run
over an insecure transports. The I2RS client and | 2RS agent
shoul d negotiate this insecure protocol, and the portion of the
data nodel which can be sent via the insecure transport SHOULD be
mar ked in YANG data nodel with "i2rs-insecure-transport ok".

Future Data Fl ow Requirenents:

Fut ure- DF- REQ- 01: | PFI X Protocol and tenplates: SHOULD be supported
as an optional conponent protocol by the |2RS protocol.

5. 12RS Data Flow during OAM or Qut ages

The data flow requirenents for Operations and Managenent (OAM
actions nust be able to be constrained in order not to inpact the
routing system During periods of normal connectivity, it is

i nportant that any OAM function not inpact the the routing systens
function. During periods of outage, the |I2RS protocol nust operate
when data bandwi dth is reduced and network connectivity fluctuates.
The constraints on the |I2RS client-agent conmunication may be

i ncreased or decreased fromthe normal state dependi ng on what
managenent traffic needs to flowin order to hel p detect outages or
resi st attacks.
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| 2RS agents nust be able to adjust operation of event notifications,

| oggi ng, or data traffic during these outage periods. Data Mdels
and | 2RS agent configuration nust allow operator-applied policy to
prioritize data during this period. The |I2RS Agent should be able to
signal the I2RS Cient that such a tinme period is occuring.

A quick list of some of the types of outages may illustrate why the
| 2RS agent need the ability to bal ance internal processing and the
rate of communication with the I12RS client. Network Qutages may
occur due connectivity failures or security attacks. Security
attacks can be distributed or target incidents that exploit

vul nerabilities in software, network devices, protocols using

bot nets, malware attacks, identity theft, port spans, icnp bl asts,
and other attacks. Sonme outages are caused by Distributed Denial of
Service (DDoS) attacks may inpact nultiple routing systens so the
constraints on managenent data flow nay be required even when the
routing systemis not the specific device under attack.

5.1. 12RS Data Fl ow Requirenments during OAM or Qutages

| 2RS- DF- REQ 05: Resource Contraints on the |2RS Agent: shoul d have
the ability to constraints for OAM functions operating to |imt
CPU processing, data rate across a transport, the rate of
publication of data in a subscription, and |ogging rates.

| 2RS- DF- REQ 06: Alternative Transport protocols or ports: The | 2RS
shoul d be able to support an OAM actions that select alternate
transports fromavailable list of transports, and to support
sel ection of alternate ports for these protocols. The alternate
transports may have constraints specified for security |evels,
si zes of nmessages, or priority

| 2RS- DF- REQ 07: Priorization of Data Fl ows: The | 2RS Agent shoul d
be able to prioritize sone of the managenent data flows in the
| 2RS Agent-12RS Cient data flows. This prioriziation can for
data schedule for publication, data flows within a single
transport, or data flows flows within a single transport, or
between multiple data flow streans an | 2RS Agent is sending.

6. Changes to YANG

To support the above requirenents, the yang nodules will need to
support the follow ng features:

DF- REQ 08: Yang indicates rpc with no validation: Yang MJST have a

way to indicate rpc can wite wthout validating data except for
syntax of data because |2RS client has validated data.
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10.

10.

10.

epheneral -val i dati on nocheck”

DF- REQ 09: Yang for Data sent over insecure transport : Yang MJST
have a way to indicate in a data nodel that insecure transm ssion
i s ok.

i 2rs-transport-insecure ok"
| ANA Consi derati ons
There are no | ANA requirenents for this docunent.
Security Consi derations

The security requirenments for the |I2RS protocol are covered in
[I-D.ietf-i2rs-protocol -security-requirenents] docunent.
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