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Abstract
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control various network security functions in Network security
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1. Introduction

[I-D.ietf-i2nsf-problem and-use-cases] proposes two different types
of interfaces:

0 North-bound interface (NBlI) provided by the network security
functions (NSFs)

0 Interface between | 2NSF user/client with network controll er:

Thi s docunent provides a yang nodels that define the capabilities for
security devices that can be utilized by | 2NSF NBlI between the | 2RS
network controller and the NSF devices to express the NSF devices
capabilities. It can also be used by the I N2SF user application (or

| 2NSF client) to network controller to provide a conplete list of the
| 2NSF capabilities the Network controller can control.

Thi s docunent defines a yang data nodel s based on the

[1-D. xia-i2nsf-capability-interface-in], and initial work done in
[1-D. xia-i2nsf-service-interface-dmj. Terns used in docunent are
defined in [I-D.ietf-i2nsf-term nol ogy].

[I-D. xia-i2nsf-capability-interface-in] defines the follow ng type of
functionality in NSFs.

0 network security control
0 content security control, and

o attack mtigation contro
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Thi s docunent contains high-level yang for each type of control. The
features in each section have been built up fromthe foll ow ng
sour ces:

open- sour ce: firewalls, IDS, IPS. This includes ECA policy for
basic-firewal | s: in router, switches, firewalls,
firewal | products conmercial |evel
speci ali zed devices |IDS, |IPS
2. High-level Yang
This section provides an overview of the high |evel yang.
2.1. capability per NSF

The high | evel yang capabilities per NSF device, controller, or
application is the foll ow ng:

ietf-i2nsf-capability
+--rw nsf-capabilities
+--rw capabi lity* [nane]
+--rw nsf-name string
+--rw cfg-net-secctl-capabilities
| uses pkt-eca-policy: pkt-eca-policy-set
+--rw cfg-net-sec-content-capabilities
| uses i2nsf-content-caps
| uses i2nsf-content-sec-actions
+--rw cfg-attack-mtigate-capabilities*
| uses i2nsf-mtigate-caps
+--rw | TResource [I| Tresour ce- nane]
| uses cfg-ITResources

Each of these section mrror sections in:

[1-D. xia-i2nsf-capability-interface-in]. The high |evel yang for
cfg-net-secctl-capabilities, cfg-net-sec-content-capabilities, and
cfg-attack-mtigate-capabilities. This draft is also utilizes the
concepts originated in Basile, Lioy,Pitscheider, and Zhao[ 2015]
concerning conflict resolution, use of external data, and

| TResources. The authors are grateful to Catal do for pointing out
this excell ent work.
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2.2. Network Security Control

This section defines the network security control capabilites for
each NSF entity (device, controller, APP). The portion of the top
| evel nodel that this explains is the follow ng:

+--rw cfg-net-secctl-capabilities
| uses pkt-eca-policy: pkt-eca-policy-set

Note that yang sinply uses the ietf-pkt-eca-policy-cfg from
[I-D.ietf-i2rs-pkt-eca-data-nodel].

Network Security Control Filter rules

nodul e ietf-pkt-eca-policy
+--rw pkt-eca-policy-cfg
| +--rw pkt-eca-policy-set
+--rw groups* [ group-nane]
| +--rw group-nane string
| +--rwvrf-name string
| +--rw address-famly
| +--rw group-rule-list* [rul e-namne]
| | +--rwrule-nane
| | +--rwrule-order-id
| | +--rwdefault-action-id integer
| | +--rwdefault-resolution-strategy-id integer
+--rw rul es* [order-id rul e-nane]
+--rw order-id
+--rw rul e- nane
+--rw cfg-rule-conditions [cfgr-cnd-id]
| +--rwcfgr-cnd-id integer
| +--rw eca-event-match
| | +--rwtime-event-match*
A I I
| | +--rw user-event-nmatch*
I N R
| +--rw eca-condition-match
| | +--rw eca-pkt-nmatches*
| | | ... (L1-L4 matches)
| | +--rw eca-user-natches*
| | | ... (user, schedule, region, target,
[ state, direction)
+--rw cfg-rule-actions [cfgr-action-id]
| +--rwecfgr-action-id
| +--rw eca-actions* [action-id]
| | +--rwaction-id uint32
| | +--rweca-ingress-act*
| | | ... (permt, deny, mrror)
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| +--rw eca-fwd-actions*

| | ... (invoke, tunnel encap, fwd)

| +--rw eca-egress-act*

[ ] .. .

| +--rw eca-qgos-actions*

I

| +--rw eca-security-actions*

+--rw pc-resol ution-strategi es* [strategy-id]
+--rw strategy-id integer
+--rwfilter-strategy identityref
| .. FMR, ADTP, Longest-match
+--rw gl obal -strategy identityref
+--rw mandat ory-strategy identityref
+--rw local -strategy identityref
+--rw resol ution-fcn uint32
+--rw resol uti on-val ue uint 32
+--rwresolution-info string
+--rw associ at ed- ext - dat a*
| +--rwext-data-id integer

--rw cfg-external -data* [cfg-ext-data-id]
+--rw cfg-ext-data-id integer
+--rw data-type integer
+--rwpriority uint64
| uses external -data-forns

(ot her external data)

—_—_

+--rw pkt-eca-policy-opstate

+--rw pkt-eca-opstate

+--rw groups* [ group-naneg]
| +--rwrules-installed;
| +--rwrules_status* [rul e-nane]
| +--rw strategy-used [strategy-id]
|  +--rw
+--rw rul e-group-1ink* [rul e-nane]
| +--rw group-nane
+--rw rules_opstate* [rul e-order rul e-nang]
| +--rw status
| +--rwrule-inactive-reason
| +--rwrule-install-reason
| +--rwrule-installer
| +--rwrefcnt
+--rw rules_op-stats* [rul e-order rul e-nane]
| +--rw pkts-matched
| +--rw pkts-nodified
| +--rw pkts-forward
+--rw op-external -data [op-ext-data-id]
| +--rw op-ext-data-id integer
| +--rwtype identityref
| +--rwinstalled-priority integer
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| | (other details on external

Thi s section expands the

+--rw cf g-net-sec
| uses i2nsf

| uses i2nsf

Content Security Control
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Security Content Capabilities

-content-capabilities

-content - caps
-content-sec-actions
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+--rw cf g-net sec- cont ent - caps*
+--rw cf g-groups* [group-nane]
| +--rw group-nane string
| +--rw group-rule-list* [rul e-namne]
| | +--rwrule-nane string
| | +--rwrule-order-id integer
| | +--rwdefault-action-id integer
| | +--rwdefault-resolution-strategy-id integer
+--rw cfg-netsec-content-rul es* [rul e-order-id rul e-nane]
+--rw cfg-netsec-content-rul e
| +--rwrule-order-id integer
| +--rwrule-nane string
| +--rwecfg-filter-rules
| | +--rwcfg-anti-virus-rule
| | | +--rwsource string //std or vendor nane
| | | ... description
| +--rwecfg-1PS-rule
| | +--rwsource string //std or vendor nanme
| | | ... description
| +--rwecfg-1DS-rule
| | +--rwsource string //std or vendor name
| | | ... description
| +--rwecfg-url-filter-rule
| | +--rwsource string //std or vendor nanme
| | | ... description
| +--rwcfg-file-block-rule
| | +--rwsource string //std or vendor name
| | | ... description
| +--rwcfg-data-filter-rule
| | +--rwsource string //std or vendor nanme
| | | ... description
| +--rw cfg- APP-behave-rul e
| | +--rwsource string //std or vendor name
| | | ... description
| +--rwecfg-mail-filter-rule
| | +--rwsource string //std or vendor nanme
| | | ... description
| +--rw cfg-pkt-capture-rule
| | +--rwsource string //std or vendor namne
| | | ... description
| +--rwcfg-file-isolate-rule
| | +--rwsource string //std or vendor nanme
| | | ... description
+--rw cf g-sec-content-actions
(need input on the actions )

Hares & Moskowi t z Expi res January 2, 2017 [ Page 7]



I nternet-Draft | 2NSF Ter m nol ogy July 2016

2.4. Attack Mtigation Capabilities

The high | evel yang bel ow expands the follow ng section of the top-
| evel nodel :

+--rw cfg-attack-mtigate-capabilities
| uses cfg-attack-mtigate-caps

Attack mtigation

+--rw cfg-attack-mtigate-caps
+--rw cf g-groups* [group-nane]
| +--rw group-nane string
| +--rw group-rule-list* [rul e-nane]
| | +--rwrule-name string
| | +--rwrule-order-id integer
| | +--rwdefault-action-id integer
| | +--rwdefault-resolution-strategy-id integer
+--rw cfg-netsec-content-rul es* [rul e-order-id rul e-nane]
+--rw rule-order-id integer
+--rw rul e-name string
| +--rw cfg-sync-flood* [sync-fl ood-fcn]
| | +--rwudp-flood-fcn string //std or vendor nane
| | +--rw udp-flood-supported bool ean
| +--rw cfg-udp-flood* [udp-flood-fcn]
| | +--rwudp-flood-fcn string //std or vendor nane
| | +--rw udp-flood-fcn-supported bool ean
| +--rwcfg-icnp-flood* [icnp-flood-fcn]
| | +--rwicnp-flood-fcn string //std/vendor nane
| | +--rwicnp-flood-supported bool ean
| +--rwcfg-ip-frag-flood* [ipfrag-flood-fcn]
| | +--rwipfrag-flood-fcn string //std/vendor nane
| | +--rwipfrag-flood-fcn-supported bool ean
| +--rwcfg-http-flood* [http-flood-fcn]
| | +--rwhttp-flood-fcn string //std or vendor nane
| | +--rw http-flood-fcn-supported bool ean
| +--rw cfg-dns-flood* [dns-fl ood-fcn]
| | +--rwdns-flood-fcn string //std or vendor name
| | +--rw dns-flood-fcn-supported bool ean
| +--rw cfg-dns-anplify* [dns-anp-fcn]
| | +--rwdns-anp-fcn string //std or vendor nane
| | +--rw dns-anp-fcn-supported bool ean
| +--rw cfg-SSL-DDoS-rul e
| | +--rwssl-dos-fcn string //std or vendor nane
| | +--rw ssl-ddos-fcn-support bool ean
| +--rw cfg-1P-Sweep* [ipsweep-fcn]
| | +--rwipsweep-fcn string //std or vendor nane
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2.

5.

| | +--rwipsweep-fcn-supported bool ean

| +--rw cfg-Port-scanning [port-scan-fcn]

| | +--rwport-scan-fcn string //std or vendor namne
| | +--rw port-scan-fcn-supported bool ean

| +--rw cfg-ping-of-death* [pingd-function]

| | +--rwpingd-fcn string //std or vendor nane

| | +--rw pingd-fcn-supported bool ean

| +--rw cfg-oversize-1CVWP* [o0-icnp-fcn]

| | +--rwo-icnp-fcn string //std or vendor nane

| | +--rwo-icnp-fcn-supported bool ean

I T Resources |inked to Capabilities

Tis section provides a |ink between capabilities and I T resources.
This section has a Isit of IT Resources by nane. Additional input is
needed.

+--rw cfg-1 TResources
| +--1TResources* [ Tresource-nane]
| | +--rw I Tresource-name string

|
Use of filter-based Rl BS

The packet-eca policy is kept for configuration, |I2RS epheneral
state, and BGP stored policy state in filter-based RIBS. These RIBS
have the high-level yang structures bel ow and are described in
[I-D.ietf-i2rs-fb-rib-data-nodel]. These filter-ribs nmay be

| everaged in | 2NSF storage devices for the policy storage.
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+--rw fb-ribs
+--rw fb-rib* [rib-nane]
+--rw rib-nane string
| rwfb-type identityref /config, i2rs, bgp
+--rwrib-afi rt:address-famly
+--rw fb-rib-intf* [ nane]
| +--rw nanme string
| +--rwintf if:interface
+--rw default-ribs

| +--rwrt-rib string /1l routing kernel rib
| +--rwconfig-rib string; /]l static rt-rib

| +--rwi2rs-rib string; /'l epheneral rt-rib

| +--rw bgp-instance-nane string // bgp instance

| +--rw bgp-rib string /'l bgp rib

+--rw fb-rib-refs

| +--rw fb-rib-update-ref uint32 //count of wites
+--rw nount s- usi ng*

| +--rw nount-nane string I

+--use pkt-eca: pkt-eca-policy-set

4. YANG Mbdul es

<CODE BEA NS> file "ietf-i2nsf-capability@016-06-26.yang"
nodul e ietf-i2nsf-capability {
namespace "urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-capability";
/'l replace with iana namespace when assi gned
prefix "i2nsf-capability";
i mport ietf-pkt-eca-policy {
prefix pkt-eca-policy;

/] neta

organi zation "I ETF | 2NSF WG’

cont act
"emai | : Susan Hares: shares@dzh. com
emai | : Robert Mskowitz rgm@htt-consult.com
emai |l : Frank Xi a
emai |l : Aldo Basile catal do. basile@olito.it";

descri ption
"This nmodul e describes a capability nodel
for | 2NSF devices .";

revision "2016-06-26" {

description "initial revision";
reference "draft-hares-i2nsf-capability-dm 00.txt";
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}

groupi ng | TResources {
list | TResource {
key | TResource-id;
| eaf | TResource-id {
type uint 64,
description "ID for | TResource";

| eaf | TResource-nane {
type string;
description "I TResource nane.";

}
description "list of IT Resources.";
}
description "I T Resource grouping.";
}
groupi ng cfg-sec-content-caps {
list cfg-fcn-groups { /1 functions in 2 lists:
key "group-nane"; /1l group and functions
| eaf group-nane {
type string;
description " nane of function
group”;

list group-fnc-list {
key "fcn-nane";
| eaf fcn-nanme {
type string;
description "security content
function nane";
}

| eaf fcn-order-id {
type uint 64,
description "function order
inlist of functions.";
}
| eaf default-action-id {
type uint 64;
description "default
extended action id";

| eaf default-cr-resolve-id {
type uint32;

description "default

policy conflict resolution
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policy identifier.";
}
description "list of
functions per group.
e.g. group A has
5 functions.";

}

description "list of
groups with associ at ed
security content functions.";

list cfg-sec-content-fcns {

key "fcn-order-id function-nane";
| eaf fcn-order-id {

type uint 64;

description "order id for rule";
}
| eaf function-nane {

type string;

description "rul e nane";

}

list anti-virus {
key "anti-virus-nane";
| eaf anti-virus-nane {
type string;
description "name of
anti-virtus functionalty";

| eaf anti-virus-supported {
t ype bool ean;
description "anti-virus
feature supported”

}

description "anti-virus functions";
}
[ist IPS{
key "I PS-nane";
| eaf | PS-nanme {
type string;
description "nanme of
anti-virtus functionalty"”;

| eaf | PS-supported {
t ype bool ean;
description "IPS
capability
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supported”;
}
description "IPS capability";
}

list IDS ({
key "I DS-nane";
| eaf | DS-nanme {
type string;
description "name of |DS";

| eaf | DS-supported {

t ype bool ean;
description "anti-virus
feature supported”

}

description "I1DS
capabilities";

list url-filter {
key "url-filter-nane";
| eaf url-filter-nanme {
type string;
description "nanme of |DS";

| eaf url-filter-supported {
t ype bool ean;

description "url filter
feature supported”;

}

description "URL filter

capabilities";

}

list file-block {
key "fbl ock-nane";
| eaf fbl ock-nane {
type string;
description "nanme of
file block function";

}

| eaf fbl ock-supported {
t ype bool ean;
description "anti-virus
feature supported"

}
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description "file bl ock
capabilities";

}

list data-filter {
key "dfilter-nanme";
| eaf dfilter-name {
type string;
description "nanme of
data filer";

| eaf dfilter-supported {
t ype bool ean;
description "anti-virus
feature supported”

}

description "data filter
capabilities";

}

i st app-behave {
key "app-behave-nane";
| eaf app- behave-nane {
type string;
description "nanme of
appl i cati on behavi or
control function.";

| eaf app- behave-supported {
t ype bool ean;
description "application
behavi or contr ol
security capability
supported.”;
}
description "Application
behavi or control security
capabilities";

}

list mail-filter {
key "nfilter-nanme";
| eaf nfilter-name {
type string;
description "nanme of
data filer";

}
| eaf nfilter-supported {

Expi res January 2, 2017
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t ype bool ean;
description "mail filter
supported”;

}

description "mail filter";

}

list pkt-capture {
key "pkt-capture-nanme";
| eaf pkt-capture-nane {
type string;
description "nanme of
data filer";

| eaf pkt-capture-supported {
t ype bool ean;
description "pkt capture
facility supported”;
}

description "packet capture

facility supported ";
}

list file-isolate {
key "f-isol at e- nanme"
| eaf f-isolate-name {
type string;
description "nanme of
file isolate capability";

| eaf f-isolate-supported {
t ype bool ean;
description "file isolate
capability supported ";

}

description "file isolate

capability ";

}

description "list of
security content capabilities.";
}

description "configured
security content capabilities”;

groupi ng cfg-content-sec-actions {
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list content-sec-actions {
key "action-nane";
| eaf action-nane {
type string;
description "nanme of extra
content security action
beyond function policy";

description "list
of content security actions";

description "configure
content security actions
configured beyond capability
function exi stance";

groupi ng cfg-attack-mtigate-caps {

/'l group and then rules

list cfg-mtigate-fncs-groups {

key "group-namne"
| eaf group-nanme {
type string;
description " nane of function
group”;

list group-mtigate-fncs-list {
key "fcn-nane"
| eaf fcn-nanme {
type string;
description "security content
function nanme";

| eaf fcn-order-id {

type uint 64;

description "function order
inlist of functions.";
}

| eaf default-action-id {
type uint64;

description "default
extended action id";

| eaf default-cr-resolve-id {
type uint32;

description "default

policy conflict resolution
policy identifier.";
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}

description "list of
functions per group.
e.g. group A has

5 functions.";

}

description "list of
groups with associ at ed
attack mtigate functions.";

list cfg-attack-mtigate-rule {
key "rul e-order-id rul e-nanme";
| eaf rule-order-id {
type uint 64;
description "order id for
configured mtigate

function”;
}
| eaf rul e-name {
type string;
description "mtigate
rul e nane";

list cfg-sync-flood {
key sync-fl ood-fcn;
| eaf sync-flood-fcn {
type string;
description "nanme of
sync flood functionalty";

| eaf sync-fl ood-fcn-supported {

t ype bool ean;

description "sync-fl ood
mtigation fcn supported”;

}

description "list of
sync flood mtigation
functions ";

}
[ist cfg-udp-flood {
key "udp-flood-fcn";
| eaf udp-flood-fcn {
type string;
description "nanme of
udp flood mtigation function ";
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}
| eaf udp-flood-fcn-supported {

t ype bool ean;

description "udp fl ood
prevent function
capability supported”;
}

description "list of
udp-flood mtigation
functions node
(configured capability).";

list cfg-icnp-flood {

key "icnp-flood-fcn"

| eaf icnp-flood-fcn {
type string;
description "name of
icnp flood prevention
function";

}

| eaf icnp-flood-fcn-supported {
t ype bool ean;
description "icnp
flood mtigation
feature supported”;

}

description "list for

icnp flood prevention

functions part of

attack mtigation
capabilities.";

list cfg-http-flood {
key "http-flood-fcn";
| eaf http-flood-fcn {
type string;
description "name of
http fl ood
mtigation function”

| eaf http-flood-fcn-supported {
t ype bool ean;

description "support

for http flood function
capability is active.";
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}
description "list of
http fl ood

mtigation functions
configured ";

}

list cfg-dns-flood {
key "dns-fl ood-fcn";
| eaf dns-flood-fcn {
type string;
description "name of
dns flood mtigation
function";

| eaf dns-flood-fcn-supported {
t ype bool ean;
description "dns fl ood
mtigation support is
active.";

}

description "list of

dns fl ood

mtigation functions

configured.";

}

list cfg-dns-anplify {
key "dns-anplify-fcn";
| eaf dns-anplify-fcn {
type string;
description "nanme of
dns anplify mtigation
function.";

| eaf dfilter-supported {
t ype bool ean;
description "dns
anplification mtigation
function is active.";

}

description "list of

dns anplification
mtigation functions
configured.";

}
list SSL-DoS {
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key "ssl-dos-fcn";

| eaf ssl-dos-fcn {
type string;
description "name of
SSL DoS mtigation
function”;

| eaf ssl-dos-supported {
t ype bool ean;
description "SSL DoS
mtigation function is
active.";
b
description "List of
SSL DoS functions configured.™

}

list cfg-1P-Sweep {
key "ipsweep-fcn";
| eaf ipsweep-fcn {
type string;
description "name of
ip sweep mtigation
function.";
}
| eaf i psweep-fcn-supported {
t ype bool ean;
description "I P Sweep
mtigation function
active.";
oo _
description "list of
I P Sweep mtigation
functions in NSF device.";

}

list cfg-Port-scanning ({
key "port-scan-fcn";
| eaf port-scan-fcn {
type string;
description "nanme of
port-scan mtigation
function.";

| eaf port-scan-fcn-supported {
t ype bool ean;

description "port scanning
mtigation fcn supported.”;
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}
description "List of
port scanning mtigation

functi ons. :

}

list cfg-ping-of-death {
key "pingd-fcn";
| eaf pingd-fcn {
type string;
description "nanme of
pi ng of death
mtigation function";

| eaf pi ngd-fcn-supported{
t ype bool ean;
description "active support
for this ping of death
mtigation function";
}
description "List of ping of
death m tigation
functions.";
}
description "attack
mtigation rule .";
} I/ rules
description "configured
attack mtigation functions.";

} /'l cfg-attack-mtigate-policy-set

contai ner i2nsf-capabilities {
list capabilty {
key "nsf-nane";
| eaf nsf-nanme {
type string;
description "nanme of
nsf or nsf group
capabilities drawn from"

contai ner cfg-net-secctl-capabilities {
uses pkt-eca-policy: pkt-eca-policy-set;
description "network security
control capabilities configured."”
}

contai ner cfg-sec-content-capabilities {
uses cfg-sec-content-caps;
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uses cfg-content-sec-actions;
description "security content
capabilities configured.";
}
container cfg-attack-mtigate-capabilites {
uses cfg-attack-mti gate-caps;
description "attack mtigation capabilities”;

cont ai ner cfg-I1TResources {
uses | TResour ces;
description "I T Resources
associated with NSF.";

}
description "List of NSF

capabilities per nsf, nsf group
or nsf application."”;
} [/lend of Ilist

description "I 2NSF capabilities";
} // end of container

<CODE ENDS>
5. | ANA Consi der ati ons

No | ANA consi derations exist for this docunent at this tine. URL
wi || be added.

6. Security Considerations
Security of 12NSF is defined in (need reference here).
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