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Abstract

The WebSocket protocol [I-D.ietf-hybi-thewebsocketprotocol] provides
a subprotocol extension facility. The MessageBroker WebSocket
Subprotocol (MBW5) is a WebSocket Subprotocol used by nessagi ng
clients to send nessages to, and receive nessages from an internet
nessage broker (herein called a nmessage broker). A nmessage broker is
a nessaging internediary that queues nessages sent by its clients for
asynchronous delivery to its clients.

Messages are addressed to nessage- broker-specific address nanes.
Cients send nessages to addresses and consunme nessages from
addresses. Cients do not send nessages directly to other clients.

Message brokers provide a range of functionality that is outside the
scope of MBWS. Typically an internet message broker provides a REST
APl for working with this functionality; such as configuring client
credentials; setting client access controls; configuring address
routing; etc.

MBWS |imts its scope to the definition of a WebSocket subprotocol
that provides a full duplex, reliable nmessage transport protocol
bet ween nessage brokers and their clients; and, between nessage
br okers.

Since reliable nessage transport is often i ndependent of a broker’s
particul ar features, MBW5S can be used as the nessage transport
protocol for a wi de range of nessage brokers.

The MBWS subprotocol defines a binary nmessage frame and a text
nessage frane. Both types of franme carry the sanme protocol; however
the protocol bindings differ slightly. The binary franme is a
WebSocket binary nessage that contains an MBWS bi nary header foll owed
by a binary nessage body. The text frame is a WbSocket UTF-8 text
nmessage that contains an MBWS text header followed by a text nessage
body.

Status of this Meno
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 28, 2012.
Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

The WebSocket protocol [I-D.ietf-hybi-thewebsocket protocol] provides
a subprotocol extension facility. The MessageBroker WbSocket
Subprotocol (MBW5) is a WebSocket Subprotocol used by nessagi ng
clients to send nessages to, and receive nessages from an internet
nmessage broker (herein called a nmessage broker). A nessage broker is
a nmessaging internediary that queues nessages sent by its clients for
asynchronous delivery to its clients.

Messages are addressed to nessage- broker-specific address nanes.
Clients send nessages to addresses and consune nessages from
addresses. Cients do not send nessages directly to other clients.

Message brokers provide a range of functionality that is outside the
scope of MBWS. Typically an internet nessage broker provides a REST
APl for working with this functionality; such as configuring client
credentials; setting client access controls; configuring address
routing; etc.

MBWE limts its scope to the definition of a WebSocket subprotocol
that provides a full duplex, reliable nmessage transport protocol
bet ween nessage brokers and their clients; and, between nessage
br okers.

Since reliable nmessage transport is often independent of a broker’s
particul ar features, MBW5S can be used as the nessage transport
protocol for a wi de range of nessage brokers.

The MBWS subprotocol defines a binary nessage frane and a text
nmessage franme. Both types of frame carry the same protocol; however
t he protocol bindings differ slightly. The binary frane is a
WebSocket binary nessage that contains an MBWS bi nary header foll owed
by a binary nmessage body. The text frame is a WbSocket UTF-8 text
nmessage that contains an MBWS text header followed by a text nessage
body.

MBWES Functionality

MBWS subprot ocol defines two capabilities:

o Connection Recovery - the ability to support a logical, reliable
connection that spans a sequence of WbSocket sessions (herein,
such a connection is called a ’'connection’)

0 Message Metadata - the ability to annotate a WbSocket nessage
with metadata to support the functionality of a nessage broker

Thi s docunent defines two subprotocols - MessageBroker WbSocket

Hapner & Suconic Expi res Septenber 28, 2012 [ Page 4]



| nt er net - Draf t MBWS and MBLWS March 2012

Subpr ot ocol (MBW5) and MessageBr okerLi ght WebSocket Subpr ot ocol
(MBLWS). MBWS supports both Connection Recovery and Message
Met adata. MBLWS supports only Message Met adat a.

The protocol description defines the | ogical MBWS and MBLWS
subprotocols. The protocol ABNF [ RFC5234] defines the binding of
t hese protocols to MBWS binary franmes and text frames. MBLW5 uses
t he sane frames as MBWS.

2.1. Connection Recovery

When a WebSocket is nornmally closed, both client and server can
assunme the nessages they sent/delivered have been received by the
ot her party.

The reliability of the WebSocket’s underlying TCP connecti on,

conbi ned wth the WebSocket close protocol, insures that both parties
have inplicitly acknow edged the recei pt of the all nessages they
have been sent.

If a WebSocket session fails, the protocol does not define howthe
parti es resol ve what nmessages have been received and what nessages
have been lost. |In many cases, this is not an issue; however,
nmessage brokers typically provide once-and-only-once QS and
WebSocket alone is not sufficient to support this.

MBWE defi nes a Connection Recovery subprotocol that allows a nessage
broker client whose connection’s session has failed to create a new
WebSocket session that extends the connection and reliably
resynchroni zes its full duplex nessage transport such that no
nmessages are | ost or duplicated.

2.1.1. MBWS Connecti ons

MBWS defines a connection that spans a sequence of one or nore
WebSocket sessions. During the tinme period between the failure of
one of its sessions and the creation of its next session, its parties
must maintain the state required to recover the connection. Since
nmessages nay be | ost when a session fails, this state nust contain a
wi ndow of recently sent nessages. MBWS provi des support for

i dentifying connections; maintaining recently sent nessage w ndows;
recovering a connection on a new session; and, resynchronizing a
recovered connection’s nessage transport.

2.1.2. MBWS Connection Nanme and Connection Recovery

When a client requests a new connection it sends a Connect franme with
an enpty connection nane. The server nust respond with a Connect
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frame containing the name of a new connection. The MBWS client nust
retain this connection nane so that it can be used |later to recovery
this connection if this connection’s current WebSocket session were

to fail. |If a connection’s WbSocket session is closed, as defined

by the WebSocket cl ose protocol, it also closes the connection. It

is recomended but not required that connection name be a URN

When a client requests the recovery of a connection, it sends a
Connect frame containing the nanme of the connection to be recovered.
The nessage broker nust then respond with a Connect frame containing
a connection nane. |If this connection nane matches the val ue sent by
the client, the server has accepted the recovery request. |If the
nanme does not match, the server has rejected the recovery request and
has opened a new connecti on.

Connection’s are identified by a conbination of client origin and
connection nane. Only the client origin that opened the connection
can recover the connection.

2.1.3. Message Synchronization of a Recovered MBWS Connecti on

MBWE requires clients and nessage brokers to use an inplicit sequence
nunbering protocol for the nessages transported by a connection.

Each direction of transport defines a separate sequence. The first
nmessage sent by each party is sequence nunber 1, the next is 2, etc.
Since both parties are guaranteed to see the nessages in the order
sent, no explicit exchange of sequence nunbers is required.

Both parties nmust acknow edge recei pt of nessages they receive. This
is done by sending an Acknow edge frane with the sequence nunber of
the | ast nmessage reliably received. Wen a sending party receives an
Acknow edge franme fromits receiving party, the sending party can
delete fromits nessage recovery wi ndow all nessages with sequence
nunbers | ess than or equal to the Acknow edge sequence nunber.

If a session abnornmally term nates and a nessage broker accepts a
client’s request to recover the connection, both client and nessage
broker nust verify that they can resune sending nessages with the
nmessage sequence nunber required by each. Connection recovery
nessage resynchroni zation is a serial two phase process. First, the
client provides the nessage broker with the information required for
the broker to restart nessage delivery. This phase is nanmed broker-
nmessage-delivery-resync. Second, the nessage broker provides the
client with information required for the client to restart nessage
delivery. This phase is naned client-nessage-delivery-resync.

I f both broker-nessage-delivery-resync and client-nessage-delivery-
resync succeed, the connection has been recovered. |If either fails,
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a new connection i s opened.
2.1.3.1. Broker-nmessage-delivery-resync

The client sends an Acknow edge frane containing the sequence nunber
of the last nessage it has received. The nessage broker validates it
can resune sending with the next nessage in sequence.

If so, the nessage broker nust reply with a Connect frane containing
t he connecti on nane being recovered. Connection recovery then
proceeds with the client-nessage-deliveryresync phase.

If the nessage broker cannot restart with this nessage, it nust reply
with a Connect frame with a new connection nanme. Message transport
t hen begins on this new connecti on.

2.1.3.2. dient-nessage-delivery-resync

The message broker sends the client an Acknow edge franme contai ni ng
t he sequence nunber of the | ast nessage it has received. The client
validates it can resunme sending with the next nessage in sequence.

If so, the client nust reply with a Connect frame containing the
connection nane being recovered. This conpletes a successful
connection recovery and normal full duplex nessage transport resunes.

If the client cannot restart with this nmessage, it nust reply with a
Connect frame containing an enpty connection nane. The nessage
broker nust then respond with a Connect frane containing a new
connection name. Message transport then begins on this new
connecti on.

2.1.4. MBLWS Connecti ons

An MBLWS client opens a new connection with the sane Connect frane
protocol as used by an MBW5 client. MBLWS does not support
connection recovery. MBLWS connections do not span WebSocket
sessions. |If an MBLWS client sends a Connect frame containing a
connection name, the connection nane nust be ignored and a new
connection must be opened. MBLWS connections do not use

Acknow edgenent franmes. |f an MBLWS client sends an Acknow edgenent
frame, it nust be ignored. |If connection’s WbSocket session fails
or is closed, the connection is closed.

2.1.5. Message Mt adata

MBWS and MBLWS defi ne a nessage header containing three netadata
el ements. In order, these are Address List, Content-Type and
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Property List.
2.1.5.1. Address List

For nmessages sent by a client to a broker, the Address List contains
the list of destination Addresses to which to send the nessage.
Enpty Addresses are ignored. For nessages delivered by a nessage
broker to a client, Address List contains the addresses from which

t he nmessage ori gi nat ed.

It is recomended but not required that address value be a URN

The format and semantics of Address is nessage broker dependent and
is outside the scope of MBWS. For instance, sone brokers may treat
Address as a strictly |local nane; other brokers nay support a nore

gl obal form of addressing. Broker-specific nmessage routing senmantics
determ ne how a destination Address’s nessages are to be routed and
how nmessage’s origi nati on Addresses are determ ned. This includes
defining the neaning of an enpty destination Address List and an
enpty origination Address List.

2.1.5.1.1. Undeliverabl e Messages

An nessages’s Address may not be known to a broker. MBW5 does not
define how such dead-letters are handl ed once they are received by a
nmessage broker. MBWS requires a nessage broker to acknow edge every
nmessage sent to it, whether or not it can deliver it.

2.1.5.2. Content-Type
I medi ately foll ow ng Address List, a nessage header contains a
Content-Type. |Its value is a UTF-8 string containing the M ME
di screte type [ RFC2045] that describes the nessage’ s content.
Content-Type may be enpty.

2.1.5.3. Property List
I medi ately foll ow ng Content-Type, a nessage header contains a
Property List. This list contains zero or nore Properties. Each

Property is a Nanme/Value pair with each being a UTF-8 string. MW
does not define the semantics of Properties.

3. Additional |ssues
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3.1. Sec-WbSocket-Protocol Field

Sec- WebSocket - Prot ocol Fi el d Val ues

| MBWSB. huawei . com |
| MBLWS. huawei . com |

WebSocket defines the subprotocol negotiation process. This starts
with a client including the Sec- WbSocket-Protocol Field with one or
nore subprotocol nanmes in its WebSocket upgrade request. The table
above specifies the values for the two subprotocols defined in this
docunent .

3.2. dient ldentity

WebSocket uses the HITP origin nodel to identify clients. MBWS uses
the sane client identity nodel.

3.3. Message Security
WebSocket supports TLS and MBWS/ MBLWS recommrends, but does not
require, its use. In addition to providing better security the use
of TLS and port 443 insures that MBWS connections avoid the overhead
and | atency of having to traverse web proxi es.

3.4. Enpty Protocol Val ues

In several places, the protocol refers to an "enpty’ UTF-8 string

elenment. In MBWS, UTF-8 string protocol elenments are | ength-
delimted. An 'enpty’ elenment is one with a zero valued | ength
delimter.

4. VBWS/ MBLWS Pr ot ocol ABNF

nows-frame = binary-frame / text-frane
;the frame used with a W5 bi nary nessage
bi nary-frame =
bi nary-connect-frane / bi nary-acknow edge-frane / binary-nessage-frane
bi nary-connect-frane = bi nary-connect-frame-id bi nary-connecti on-nane
bi nary-connect-frane-id = %01
bi nary-connecti on-nanme = binary-string
bi nary-acknow edge-frane =
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bi nary- acknow edge-frane-id bi nary- message- sequence- nunber
bi nary-acknow edge-franme-id = %02
bi nar y- nessage- sequence- nunber = varint
bi nary- nessage-frane =
bi nary-nessage-frane-id bi nary-nessage- header bi nary-nessage- body
bi nary-nessage-franme-id = %03
bi nary- nessage- header =
bi nary-address-1ist binary-content-type binary-property-1list
bi nary-address-list = binary-list-length *bi nary-address
bi nary-address = binary-string
bi nary-content-type = binary-string
bi nary-property-list = binary-list-length *binary-property
bi nary-property = binary-property-nanme binary-property-val ue
bi nary- property-nane = binary-string
bi nary- property-val ue = binary-string
bi nary- nessage- body = *OCTET
;the frame used with a W5 text nessage
text-frame =
t ext-connect-frame / text-acknow edge-frame / text-nessage-franme
t ext-connect-frame = text-connect-frame-id text-connection-nane
text-connect-frame-id = %31 SP
t ext - connection-nane = text-string
t ext - acknow edge-frane =
t ext - acknow edge-frane-i d text-nessage-sequence- nunber
t ext - acknow edge-franme-id = %32 SP
t ext - message- sequence- nunber = text-int
t ext - message-franme =
t ext - message-frame-i d text-nessage-header text-nessage-body
t ext-nmessage-franme-id = %33 SP
t ext - nessage- header =
text-address-list text-content-type text-property-I|ist
text-address-list = text-list-length *text-address
text-address = text-string
text-content-type = text-string
text-property-list = text-list-length *text-property
text-property = text-property-name text-property-val ue
t ext - property-name = text-string
text-property-value = text-string
t ext - message- body = UTF8-string
; UTF8 encoded character string
UTF8-string = *( OCTET)
; Googl e Protocol Buffers base 128 varint
varint = 1*8( OCTET)
;the nunber of characters in a UTF8 string
bi nary-string-length = varint
bi nary-string = binary-string-1length UTF8-string
;the nunber of entries in a list
bi nary-list-length = varint
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int =DAT*DAT SP

nunber of characters in a UTF8 string

string-length = text-int

string = text-string-length UTF8-string

nunber of entries in a |list

l[ist-length = text-int ;the nunber of entries in a |ist

Figure 1

5. Scenari os

5. 1.

10.

11.

12.

13.

14.

Hapne

MBWE Connecti on Recovery Scenario

Br oker provides " and/or 'wss:’ URIs for accepting MBWS
connecti ons.

Cient establishes an HTTP session wth Broker; identifies
itself using HITP client origin; and, authenticates itself using
HTTP aut henti cati on.

If successful, Cient requests HITP upgrade to MBWS Subpr ot ocol .
I f upgrade successful, Cient sends Connect frame with enpty
connecti on nane.

Broker responds with Connect frame containing a new connection
nane.

Broker starts stream ng nessages to client; and, Cient starts
stream ng nessages to Broker.

Cient and Broker periodically acknow edge recei pt of each

ot her’s nessages usi ng Acknow edge franes.

Client or Broker may initiate session close as defined by
WebSocket .

If session abnormally termnates, client recovers connection by
executing (1) through (3) and then continues with (10)

Cient sends Connect frame containing connection nane it w shes
to recover

WS

Broker responds with Connect frame. |f Connect frane contains a
new connecti on nanme, broker has rejected recovery and opened a
new connection, processing continues with (6). |If Connect frane

contai ns recovery connection nanme, broker has accepted recovery.
Cient sends Acknow edge frame containing the sequence nunber of
the | ast nmessage it has received.

Broker responds with Connect frame. |f Connect frane contains a
new connecti on nanme, broker has rejected recovery and opened a
new connection, processing continues with (6). |If Connect frane
contai ns recovery connection nanme, broker has accepted recovery.
Br oker sends Acknow edge frame containing the sequence nunber of
the | ast nmessage it has received.
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15. dient responds with Connect frame. |[|f Connect frane contains
an enpty connection nanme, client has rejected recovery and
processing continues with (5). [If the connection nanme is the
recovery connecti on nane, processing continues at (6)

5. 2. MBLWS Sessi on Scenari o

1. Broker provides 'ws:’ and/or 'wss:’ URIs for accepting MBLWS
sessi ons.

2. Cdient establishes an HTTP session with Broker; identifies itself
using HTTP client origin; and, authenticates itself using HITP
aut henti cati on.

3. Broker starts stream ng avail able nessages to client; and, dient
starts stream ng nessages to Broker.

4. dient or Broker may initiate session close as defined by
WebSocket .

6. |Issues Qutside the Scope of this Docunent
_This section is non-nornative.
6.1. Messagi ng Scope

Message brokers provi de nessage- broker-specific functionality for
routi ng, queueing, forwarding, filtering, transporting, etc.

nmessages. This results in the broker delivering specific nessages to
specific clients. This docunent defines how a nessage broker uses

t he subprotocols defined here to transport nessages to/froma client.
Al l other nmessage broker functionality is outside the scope of this
docunent .

6.2. Message Acknow edgenent [ nterval

The parties of an MBWS connecti on deci de when to send Acknow edge
frames. Typically these are sent after some nunber of nessages have
been received or sone tinme interval has elapsed within which at | east
one nessage has been received. The choice of acknow edgenent
interval is outside the scope of this docunent.

6. 3. Synchronous Messagi ng

Message brokers have a history of supporting synchronous nessagi ng
where clients make bl ocking calls to send and to recei ve nessages.
WebSocket and MBWS are natively asynchronous nmessagi ng protocol s.
MBWE is optim zed for asynchronous, full duplex nessage transport.
It has not been designed for synchronous nessagi ng.
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6.4. End-to-End Reliability

The responsibility for reliable nessage delivery over a MBWS
connection is not the responsibility of the nmessage broker alone - it
is only achi eved when both clients and brokers inplenent recovery of
connections. The degree to which clients and nessage brokers are
able to recover fromfailure is outside the scope of this docunent.
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