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S/MIME Example Keys and Certificates

Abstract

The S/MIME development community benefits from sharing samples of signed or encrypted data.
This document facilitates such collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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Internet-Drafts are working documents of the Internet Engineering Task Force (IETF). Note that
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Internet-Drafts are draft documents valid for a maximum of six months and may be updated,
replaced, or obsoleted by other documents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite them other than as "work in progress."

This Internet-Draft will expire on 24 May 2020.

Copyright Notice

Copyright (c) 2019 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the e-mail development
community, benefits from sharing samples of signed and/or encrypted data. Often the exact key
material used does not matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system. However, without access to
the relevant secret key material, a sample is useless.

This document defines a small set of X.509v3 certificates ([RFC5280]) and secret keys for use
when generating or operating on such samples.

An example certificate authority is supplied, and samples are provided for two "personas”, Alice
and Bob.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear
in all capitals, as shown here.

1.2. Terminology

* "Certificate Authority" (or "CA") is a party capable of issuing X.509 certificates

« "End-Entity" is a party that is capable of using X.509 certificates (and their corresponding
secret key material)

* "Mail User Agent" (or "MUA") is a program that generates or handles [RFC5322] e-mail
messages.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME protections ([RFC8551]) for
e-mail ([RFC5322]).
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In particular, they should be usable with signed and encrypted messages.

2.2. Certificate Expiration

The certificates included in this draft expire in 2052. This should be sufficiently far in the future
that they will be useful for a few decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider the certificate validity
window.

Due to this lengthy expiration window, these certificates will not be particularly useful to test or
evaluate the interaction between certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and we do not expect there to
be online network services in these use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, there are no OCSP or CRL indicators in any of the certificates.

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for example, in a test suite or an
interoperability matrix), most tools will need to accept the example CA (Section 3) as a legitimate
root authority.

Note that some tooling behaves differently for certificates validated by "locally-installed root
CAs" than for pre-installed "system-level" root CAs). For example, many common
implementations of HPKP ([RFC7469]) only applied the designed protections when dealing with a
certificate issued by a pre-installed "system-level" root CA, and were disabled when dealing with
a certificate issued by a "locally-installed root CA".

To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root
CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509
certificate. In particular, there is typically a long-lived root CA that users' software knows about
upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn
issued by the root CA.

The examples presented in this document use a simple two-link certificate chain, and therefore
may be unsuitable for simulating some real-world deployments.

In particular, testing the use of a "transvalid" certificate (an end-entity certificate that is supplied
without its intermediate certificate) is not possible with the configuration here.
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2.6. Passwords

Each secret key presented in this draft is unprotected (it has no password).

As such, the secret keys are not suitable for verifying interoperable password protection
schemes, or for MUAs that require passwords on their PKCS#12 [RFC7292] cryptographic objects.

3. Example Certificate Authority

The example Certificate Authority has the following information:

e Name: Sample LAMPS Certificate Authority

3.1. Certificate Authority Certificate

----- BEGIN CERTIFICATE-----
MIIDLTCCAhWgAwIBAgIULXcNXGI2bZp38sV7cF6VcQfnKDwwDQYJIKoZIhvcNAQEN
BQAWLTErMCkGA1UEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRIIEF1dGhvecml0
eTAgFwOXO0TExMjAwNjUOMThaGA8yMDUYMDkyNzA2NTQXxOFowLTE rMCkGALUEAXMi
U2FtcGXLIEXBTVBTIENlcnRpZmljYXRTIEF1dGhvcm10eTCCASIwDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBAMUTZ8+NYSh6h36zQcXBo5B6ficAcBI1f3alLxyN8
QXB83XuP8aDRWQ9uJvIpQkWVH4zx96/E/zI0tO1DMYtZNqral6h+gxbHIgog2pRw
RCOiyYu/p2vzvvZ1dtFTMc/mIigjA/73kokui62j1EFy//fNVIihkVS3rAweq+fI
89gJHSMhdc2aYa9wOP0eGe/HTiDYgT4L4f2HTGMGGWQQ]j1vubOgpR4YHMNGroGyEA
63mHUQUZpnmN1FE1+nVFASNtuduF++qf/tkTji89/eXYBdKX2yUdTeTIKoCI6G5IL
EXxezjTc8aFjf/8EQaWGVZR/DtCsjWOh/s/mV7n/YPyb4+ECAwWEAAaNDMEEWDwWYD
VROTAQH/BAUwAWEB/zAPBgNVHQ8BAf8EBQMDBwWYAMBOGA1UdDgQWBBS3Uk1zwIg9
ssN6Wgzz1Pf3gKJ32zANBgkqhkiGO9wOBAQOFAAOCAQEALSU91Bmhc6EgCNr7inY?2
2gYPnosJ+kZ1eCOhvHIK9e0Tx74RmhT0e8M2C9YXQKehHpRaX+DLcjup6scoH/bT
u0THbmzeOy29TTiFcyVIBK+SEKQWW4s98Fwdk9fPWcflHtYvgxjooAV3vHbt6Xmp
KrkDz/jdg7t0ptI4zSqAf3wNppiJoswlOHBUNH2WIMIYkWQ4]jYj5socblV1IklHOr
ykKUiEZAbjU+C1+0FhT4HgLjBB9R4H1HOIRKsggWiZBBI6UpNOdTN4iDOmMDValjy
sJqgwWnIViy/xaSDcNawWImU302KmkMkdpinoJ5uLkAHQgXjFaujdUlPkufeA7v3uG
Rw==
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3.2. Certificate Authority Secret Key

----- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEAXR9nz41hKHgHTfrNBxcGjkHp+JwBwEnV/dovHI3xBcHzde4/x
ONFZD24m8m1CRZUTjPH3r8T/MjS3SUMxilk2qtrXqH6DFscmCiralHBEIGLIi7+n
a/0+9nV20VMxz+YiKCMD/veSiS6LraPUQXL/981UiKGRVLesDB6r58;jyokdIyFlz
Zphr3A4/R4Z78d0INiBPgvh/YdMYwYbBCCPW+5vSClHhgeY2qvQbIQDreYdRBRmm
eY3UUSX6dUUDk22714X76p/+2R00Lz395dgFOpTbJRIN5MgqgIjrkgsRfF70NNzx
oWN//wTRpYZV1IH800KyNY6H+z+ZXuf9g/Jvj4QIDAQABAOIBAQC6LWFU7IkZPDEA
/71dV/huGuNPXuB67rLGelpJL7B219gwPdHPPCrLohPy3GuVYLT94AM55ev]tXRv
I6GFpWs2j58kKukQ+GL7M2311G3m4ndNIGS2Vu7DXEnGhrcDTg5wDjJV++pQ2r9d
7uAo0L99g1lcW/NIQm3FJuSZPssFHdj fzFrirRUwLPq9RoYsvst/EECxoq5W0ZbeM
0syGJOARsJIpvBhIMFq/6eo0/dFfTR4qba3BPORKksSbETRNUk71d2iQJ9huZkThNz11l
1xMpvpYRCHkmM8CIVzvbOIsCBmio/5YpShP3PVB39Zw5XDs/A9Yn5b46hjEX45mn
HTgaAz/JAoGBAN7ayderxL4COjm8aif3wWMazXetuU8dUOjeYAmYCN1+R6dxtBSI
KAv770caDfDD7wxmjBDgEIBqIHYUP030uXiGt6 r3WWNEzvRp3Vb0S9TfROMQys 1K----- END RSA PRIVATE KEY-----

4. Alice's Sample

Alice has the following information:

e Name: Alice Lovelace
e E-mail Address: alice@smime.example
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4.1. Alice's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDbjCCAlagAwIBAgIUZ4KOWXNSS8HOcUcZavD9EYqqTAswDQYJIKoZIhvcNAQEN
BQAWLTErMCkGA1IUEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXOTEXMjAwNjUOMThaGA8yMDUyMDkyNzA2NTQx0FowGTEXMBUGALUEAXMO
QWxpY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKACOIBAQDD
7935Z2dG2JAzzIGNZDZ9sV7AKhOh1RfoFj TZN5m4RegQAYSyag43ouWilxRNOavTO
UTYrwjKo4qRdV7GzCACoEKqg/xiNUOs j fIXzbCub1N3fZMOXDshKKBqTh1K75SjA9
Czxg7ejGoiY/iidk0e91neK30SCCaBTI1fR2ZDrPk73IPMeksxoTatfFOhw9dDA+
/HilyptN/aGOQ/s9icFrxr6y2zQXsjuQPmjMZgj10aD9cazWVgRYCgflhmAGV1uQ
11wobYU8DAVxVn+GgabqyjGQMoythIKOGNn5+0 fwxXXUM/ zbU+g6+1ISdoXxRRFtq
2GzbIgkAHZZQm+BbnF rhAgMBAAGjgZcwgZQwDAYDVROTAQH/BAIwADAeBgNVHREE
FzAVgRNhbG1jZUBzbW1tZS51eGFtcGxIMBMGA1UdIQQMMA0GCCsGAQUFBWMEMASG
A1UdDwEB/wQFAwWMHOAAwWHQYDVROOBBYEFKwuVFqgk/VUYry70ZkQ40SXR1wB5MB8G
A1UdIwQYMBaAFLASTXPAiD2yw3paDPOU9/eAonfbMAOGCSqGSIb3DQEBDQUAA4IB
AQB7604Yz7yrVSFcpXqLrcGtdI4q93aKCXECCCzNQLpd4yesh6brqaZHNItwYcI5T
gbUym9hJ70iJE4]jGNN+yAZR11tteOHFKYIBKMAEJumG++2hgbUalLz4t106BHaQPC
v/9NiNY7q9R9c/B6s1YzHhwakWht2a+AtgJ4BkpG+g+MmZMQV/Ao7RwLFKI90 1MW
LBmEXFcpIINOHpPasTONEl/MmotSu+8RnClAi3yFfyTKb+8rD7VxuyXetqDZ6dU/
9/1gD/SZS70QIjywtd343mACz3B1R1FXMHSA6dQAT2btGumgROKiAp3KkYRAePoa
JqYkB7Zad06ngFLOGOFHON+7

----- END CERTIFICATE-----
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4.2. Alice's Private Key Material

----- BEGIN RSA PRIVATE KEY-----
MIIEogIBAAKCAQEAw+6t+WXRtiQM8yRjWQ2fbFewCodIZUX6BYQ2TeZuUEXoEAGES
moON6L1otcUTdGr39FE2K8Iyt0KkXVexswgAgBCqv8YjVDri3yV82wrm5Td32TD1
w7I1Sigak4ZSu+UowPQs8Y03oxqImP4onZNHvdZ31it9EggmgUyZX0dmQ6z509yDzH
pLMaE2 rXxfYcPXQwPvx4tcqbTf2htEP7PYnBa8a+stsOF7I7kD50zGYI9dGg/XGs
11TYEWAoH5YZgNFdbkJdcKG2FPAwFcVZ/hoGm6soxkDKMrYSCtBp+fqH8MV11DP82
1PoOvtSEnaF8UURbaths2yKpAB2WUJvgW5xa4QIDAQABAOIBAA7vVrwuIG4ilDwGq
EHj FARXJSX5D+dzejMTHKkXALINMbYST13NCp1lsOfCfOb+pmmYRkX1qg3qqfzsS2/zR
ppZDUe19+8ZKOH6NTIDWRsIb/mYS6GWCMKHM3WTWRL190CkY4 ryEksHA4THjQo8t
dPtWlabdrp7crmHCIXMYn143HdSAdCIB9StRPkSgyHjyFLOThReOog2Nsm7eShmov
TWKMUESFku50HFPLUWSFYLEZHJar8ZI7qYbT7X6IamX0f9aTMPDAlrqAcix+4KQa
zF3cNY1xgq/yIvtsv6oyknTStwli3i46PWzMWTf845Eayunrg8e6F3hWt7zndjXwQ
Jg/gAAECQYEA3SL102tGdb5gWHWzzZAnTzBM01Z3toEN25LetuSmY7mxkjMTRDAL
5V0dpSXrVFaT5r8qwU9yFEm+0uB6k52CVbTE1Fp96J]1bzYjZnKalLn50G8+HSLdtn
1vj1XyCGRDJIKJI8GaZpZp+WvBfp6449WpSqupXMdIOM8j fekgTEh6rgECgYEA4tKM
Da3tFEEyVy97SxZV9ep9dhE7kmVQnr2pvt2YfITiKnSo2kkj/qKoMi2PhS8700JQ
J90bDngqI5sIo/0Gi+hwYRmcKCrvfnfJUEq3v+3BFQYPDfwktgiBu5TGDNimFA2t
1+23SwwCPfjPh5frk8GTg0Is LRhXY3djNPhhbOECgYAojSegN9HZ8alVUKFnRtIO0
kXrcURTu4Mebx1kVDOT+UKUhTEBCNtmPWEAGcueutZmlrMS4Yks3MTazMUsJGs81
zEpz70w8RTMyg6/0LASamwEaZATY5+003MqSQTKd+uLiW3xm55pTZNE82PpqvVmn
/G94VgsGb+XARynnEzt8AQKBgDER356t+9Yf7KYT5jtqT5pt6kpbm+ql5HUTDV/t
rkK13BB6vMkBXBmR2B/EjDiN/9vNs+y5E1S/iKyucxJfDfV4TIQzAn5nJABraCoOFF
iM8KvnSv5N3fqImA+Z/9JYNt8y/vbZiqoranmGyTwUHSSfKjNDEelcqDg5RPIbUL
7s3BA0GAdgDExOK1sW/ebp0tb97 fBNIRgUemSUctUiaV1limwIkulwuxVvD8z92xh
g0DszHZThSIvZwrhxFOVqPEgh1mDWVfuSHG1g74gDyPy5p30nEnrk4bloBhXit2Z
pUSPj7ME4rNgAEX1fdVUPq4T1Yq951DMafQlCmUZUODNUuAy19dc=

----- END RSA PRIVATE KEY-----

4.3. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 4.1,
Section 4.2, and Section 3.1.

Gillmor Expires 24 May 2020 Page 8



Internet-Draft S/MIME Example Keys and Certificates November 2019

----- BEGIN PKCS12-----

MIINxQIBAzCCDVOGCSqGSIb3DQEHAaCCDU4EgglKMIINR]jCCBC8GCSqGSIb3DQEH fyG8oWhFngdE1HjwpbydHrK1hG4u2RSXty
glABeZhEsiUeZbIpf32i11ljiMXzEdFlzxLoaAp8pwT/RXO5SWYiTOKhHfrkWqs7j
QYdNCPCECQUEYpEE9MM6bhIMG2GwODebVPIJcCPrtES1sQr9J1aRwK/CgDe9sYUV
ft3GS7LDmjgssPWOVan2fDXMDt1vA2tNarl8c5iFVBmxKsSYOn9Rt58LVSOCUHVD
3p+Nspa2i2JVij8NbgIwIMhGlvsdrjqCFo@SRqFqpBOCplUcq6RQUWBLUAYX4+EK
5wEW/7seIxq4R8wOTfewnDth6HGexUhOqwNvAsbK5ZY3ok+b2BI1KwXs5rRmLai9e
eoun3VSsyGBR69759zvUODmpKz6wKR0ip9074dtPWtAO5xrs0jx4GzvFUagMWwmM8
RI2Z6Mz0qDj/2+ReGw9Z+ePHXxY7mTNQncrbrMAN1ql0+VP20tYE1d/8HJIsDcemZg
9vnCPvT36r4r+45iVno6moC+rz87NYLTX1Ts0Cpv2RSuLrUyCm3gBNpM/geavYeZ
SCaggVkSm81vymUQseogR6DPKgB0OejFTggxBA/b9mz fCLp2NRfe3gjngvkqY6aqP
QzCoumYg9pEM7tVSZGryQbVMm85e3w2R1FX0T1ImNE2YtF7W3L0o4DN33gywoFRIN
JPAMNN42gIC8N1BCCOECcGzF2cgn8XxK7LWCLxmL/1193eIqouokcichJjuMpYYQB
1056Tv1VL2NuyawAXnc+LOttWp/sNIXSI72Ti+FOSW1g/cDQOiKvG300DqQd4 rou
INM3FsZFCGOU3RELNct+4gNGnZXFLj36sIe3bDgulZAXpPeE72mHiV115XWR/+KM
nzN+kM4vyGShPOVWSuxFODfWhu8B1H2HcS1BhmqG4f553bM+z7sqp8fGvjFI8T30
Ys+qrNalhFiHOZNRT2Vp1gSYOL2RG3TbnQSFcYSKrd11IXR9jHMoaZnumdLCPBj5
NwkgEAUMCT LDpvySGWMCFmrnWzoAWhSvcx0x8wgxMRNu0O3vIrz0IiW5cjovM6FEE
dD20hb27WIR2ST/aSAje+EMGOq7V5c5hP1q3Gp319/IaMwQh9ETipDCCBVWGCSQG
SIb3DQEHAaCCBUGEggVIMIIFRTCCBUEGCYqGSIb3DQEMCYECOIIE7jCCBOOWHAYK
KoZIhvcNAQwBAzAOBAjRhW31i7sf60AICFDEEgQQTIAHeeSYh8F9rPFPYNChBUV2Vy
b4813jYwIBDYCE35dvpP/5t1TTTbHSMY rRwfzAx5VY1ATaX1+xPhm/3LX9w+TdoK
VggYCVWilJ3gYyff50ZbHsbUZ5LOnQvW+RP62DXxWWKdjSZXSgJGDRqqvT+xS1l4ae
Zt1u0z2095modzg7BCsPP9nzUxovs5wTKd5gCcPzuR+8xxkqJlXQmJQXqQ7Vz/XSD
JX1BQE3UwBTege3eAS2SBsYGTKkCgLw7aFfATWE7KKZTLOiTiD6k5eSYSG3h02BwU
LXycd4uztaglA30+vcy70Teop7NkNvDUcaxK5NO+/+rjf8/h9alLAa+CLSITHuUWhH
PeDCbPzpUWNMVIQ8eR05qCO55/ fmSrINXy0Xy6Bmf4DgqOwE36BSNafSdaA64Dr8
5S/amMG31SgvT6+gB2TfTYwzUH3+1VZWsqRgSHcDKreAeKZSciZeViVQpGxjy4aT
RkvWJtyxqZD5PF5q2P3YPYmDbf1jy3Zsj9t0yVigbuws0AzilwIgM8MWkwkGtXdo
8UKmp4vMIMnJ1RDOtzeayumConDM/ACnsada9jBLIN8oN5tUYZfYbifTLmOOmMIzK
€ci4/zaUHx0G7X9v9b+6NnrF5PXxTtMLikU6y r38rXKZqr9KEwdI1ZENuajkZQ+kpHP
AoUrnK7qjxGXCégssHamLQB/PFjmiU/0VwDzWi9sbJTPdeQ0Jzzkdr5HjBkSeY17
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nxjNz4PWAOLzngG8SmSSPGgQYQg80B/kNcSey7hX/vNCmlYIdJEZSMkDZ5hL/PvZ
SwiWgq6UO9IN2bAgH4SUmO3CNAYPrysMriLm30vsFq9zme®@znSnBTe4jLzEJwaR560 f6M
FAaEFHRu+JjxWZfUWMntIdjGeUsYVw8BRRXx8dcKBryhfmXwT7iP+EKsOUf6FszNN
uha4gBKcMUAwGQYJKoZIhvcNAQkUMQweCgBhAGwAaQBjAGUwIwYJIKoZIhvcNAQKkY
MRYEFKwuVFgk/VUYry70ZkQ40SXR1wB5MF8wTzALBglghkgBZQMEAgMEQN2V6eSI
57sRTBc+I8Ah5tbc+6Rs519MI5n8I4wF jBUSQCIM/ cEGNmEX1Iv20wBqoCekWIN9
j8JjCFJI20F0IOIECEHWKi/gHZBmAgIoAA==

----- END PKCS12-----

5. Bob's Sample

Bob has the following information:

* Name: Bob Babbage
e E-mail Address: bob@smime.example

5.1. Bob's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDaTCCALGgAWIBAgQIUITPuMGOCCXx8CzTXIwT4633mmG8IwDQYIKoZIhvcNAQEN
BQAWLTErMCkGA1UEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXOTEXMjAwNjUOMThaGA8yMDUyMDkyNzA2NTQx0FowFjEUMBIGALIUEAXML
Qm9iIEJhYmJhZ2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDCZ] lu
Li0OrpoCsq2s8SHgb91QPP5bdfzfalg/G611HUhfavEX9zZ1luyMwPPE50wqwV2R]
X5dg0OkStyH9s93a5D59pPnX80J37XEqNKwxqSfIt7 LRmM8BrDvSP551P70fx+0+2
MzVA4tA6WUaUy2j9984CMmXH/CHjBK/+w21vSTmzFVGmeTqgxxHONbd2z0qQ6Yqr/
LBaHjAWl+tj9Q+2nIjEQFKIWs6vZ113Xwid6+dAxrtpEO5rIpKZcbn40qT1lpyDpr
yINk8h3P90nwr0ISpd1lAI2p71ZDdLTLd8c6qZGBPjmHWTUNjmHOoy33uBukT73RU
W6 raD8MwM4AhQ4ETAgMBAAG] gZUwgZIwDAYDVROTAQH/BAIWADACBgNVHREEFTAT
gRFib2JAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBgg rBgEFBQcDBDAPBgNVHQ8B
ATf8EBQMDB6AAMBOGA1UdDgQWBBQBrAKQ6DjOkN4Z7pXzMnThZgAopzATBgNVHSME
GDAWgBS3Uk1zwIg9ssNeWgzz1Pf3gKJ32zANBgkqhkiGO9wOBAQOFAAOCAQEAa/t]
ZPgdlmc7Zbn5bccc1TXNNn8gBhECGHmMa4iSTWczDUmsNjezmDNniM3hs8Q0qUZvx4
ey6diTlEngrkZ8bnwsX03k9Bn8UDPT5Y5sbxwEHpwKew41LRiLPOZFSh3DzCKYS7
HDSXJsJEGoplAwzKxtRss06C35g4ELKOQ2MwLW1u95f0+rC4q+vYndS9NzFyS3Bj
MIt37gN+Yy8h/r2wvtPVJ40mYNGmtQhdNuYnr56LO0uFMmGiMIYXE8owo6L/kzCcy
YxxCy711bnBOWLGcJz4HmMRMdWIMRDV+mgLmTNNN8mP1tgQUIgE3KNrYcSTOv2kk+
N+cfxLhCOcaHFL5G8g==

----- END CERTIFICATE-----

Gillmor Expires 24 May 2020 Page 10



Internet-Draft S/MIME Example Keys and Certificates November 2019

5.2. Bob's Private Key Material

----- BEGIN RSA PRIVATE KEY-----
MIIEpAIBAAKCAQEAwmY5bi4tNK6aArKtrPEh6m/dUDZz+W3X832iYPxutZR1IX2rx
F/c2ZbsjMDzx0dMKsFdkSV+XYNJErch/bPSWuQ+faT51/KCSelxKjSsMaknybe5U
ZjPAaw70j+eYj+zn8fjvtjM1QOLQOLLGIMto/ ffOAjI1x/whdwSv/sNtbOk5sxVR
pnk6scRzjW3dszqkOmKq/ywWh4wFpfrY/UPtpyIXEBSpVrOr2ZZd18InevnQMa7a
RDuayKSmXG5+NKk9acg6a8pTZPIdz/dJ8KziEqXZQCdqe9wQ3S3y3fHOgmRgT45h
8E1J45h9KMt97gbpE+90VFuq2g/DMDOAIUOBEWIDAQABAOIBAAVQiKcAmXCION9D4
KQP8t7H20H2C53aJii/NvIsBVI1z1SVva220cZ7nK7FPOt1PzTOAbDD1ZV7WCKSD
LfNiPhLLNOX/LM6It75VkpZXym5fRi0W03zmokgfZY+1ZK1CnaogFf19zTu/TSZu
rJJ4dk4RFGOfwP3RTgGIFDEokWsU7 fNS52VCndOWdGItOEmsZIfX9H8rnnSrSTro
Dsk9cQjyjMcCH7X340KDUaVIlRtx+1Y1bPTyuKF2nbNjSWfsYhuIOGT4xGm6Trda
z6bWjuxH7nNrGKrt014aE8Xv56sC+J5ulwaljf/V+eDZVfpVgiXyg6oa6lioPv7u
rx7cIQECgYEA90vq0i/0YdDNQTIXBALNMtS1WLXgrpzE/SNPEV5XknQ5yf6rrkKZ3
+1r/réw20pr4PY+3/igMoBZcN7YgIMIDrkg6bDLzrS354A9dZLDBNAGCNDROYY87
U3f21jjpCA2zZrahYhhKs fyMxt2w3cUs02990YgjNwLaLI7LrXvPad4ECgYEAydpv
fw+zdEcOXbGGILb4xiiFpJY2s604auZ3/s/y9W3v8LSKrytHHopQOg3GALVQi+Ay
LWRBIaJTzEueE6LIYINZI2+WvK2zP2GB21/JX5MI3x7AcRp//1muyhnW3GfyPGpg
6zRE45dZPm9nklywl4+y147ubdOvNyxifBmDxpMCgYAQHb1F6HIZO0s jwBhZiS06W
kAj6r/Wx9FV8Ip64h+451JdueNNICem119T26s7wrcikXYytdHi+zjdg/0rEuke2
UMpg4EPFgkff0aHlPxiiChQBmfw4YMCECEd6MmYpPJIw]js611luirEdMx/LPfC1CL
rnIFHLOQj4MrfnoZ8QnyAQKBgQC6WT2ryPv8MiynAi/4jdL3ZbuTadYQZK98CU70
YGRFbnwf9R0/gC3FIR3RqpuMW9e4+n5472C1lwl2ncnv6XMLj 1P8wdrlrcNTVg5hV
xYVsBZsgGQzCnhtiyxHRpK82hYQdgHv/SB79GeGbAVBVZz9p74X6X6q11mQLeZcx6
EzgTnwKBgQDjWmtDk85A0GQuIBR7Q0B+CXb39j0a78Qwywpx+XYibmg+N3aD1lyJB
8VVtHWYbq3wM51EdjxYVagyKd3IKIjnPbBIWI jFWqEgDXmBROWwWR8DBpfvff3jh4
JjK+LtvnHhhwOOKt fCvZGplZYfSfCltLuodBMNjXxUX9u04bqTyqgx/g==

----- END RSA PRIVATE KEY-----

5.3. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 5.1,
Section 5.2, and Section 3.1.
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----- BEGIN PKCS12-----

MIINuQIBAzCCDVEGCSqGSIb3DQEHAaCCDUIEggO+MIINOjCCBCcGCSqGSIb3DQEH
BqCCBBgwggQUAQEAMITIEDQYJKoZIhvcNAQcBMBwGCiqGSIb3DQEMAQMwDgQIvszW
w8h7VVcCAhT/gIID4E1l/66Kqq6rDw4JuvnOKupl5TueobpiyJPJ0fYLaflZAgRIY
FYno6VETexj6Jr8QoakjJLP/75t9hbZpDmd8DPQj6 fWmwSTC1RCuOTTpy40/j3Nz
TmIWIvZr6jgGIMKOLEWXNwWLVWRpShIWFXGhiMkcmwPmb870n2HZo7RWXjm8TPAV] rVICck+QeAzVN555kk8d8US
SMS7S/y47EaiCPaiQLCzRoHpONFELrsjgryFSSG6PJQ1L+EbcNQfdjJQB3j3PLRed
YIQixGVGikdHF1R7geyFgUwwdzBBcEJkrNhuQPiF7PhcsNLvzUhddCTk8GKPg8T9
NJIgMxjBBYic6QFLGEhBb1Hyyud8vwrLBlJan/az72g+FyfVvgzKzEYg+B0qCKOm
0gs2+gbHgcyfP+Pz5ZqUxNBtcujZ8sI0L30y50uGg72FqdcDgqdJBUC84txVMQPm
2pwB1lEYBbZBGjWQ+vX7y8DCjHgkSsBG2XIKx1c9Nw3DPIp1lQtCirJJYRa2/6F0C+
81i3nanDaIYZUc074dyTQUVL1IymoO5UcPKK6ZqW30/qiA23zCZI02G/S/c4qyefv
Z+J31529zpqgNBjZKWDaK7H1lcqf51sWMho5c4s4WwDgMrbKsaIN51Qt3xGcboqg2umYC
yGuc/ASMVrFSIdFyt+L8tAvVBMHGpYRzOXRvry8XtdugTtD5qpQVfTOaH;jqKMIID
rwYJKoZIhvcNAQcGoIIDoDCCASwCAQAwggOVBgkghkiGOwOBBWEWHAYKKoZIhvcN
AQwBAzAOBAiB/XCQbXHtjgICFFCAggNomvRtKzKEFruatccbzp3KakWSte4bq96y
zHb+569]j /XPySdMI1W9+AF2WnOBfYdFpcR5HOPYHfyhnYWJ04X1iPrB9ESDCKnpQP@PsD6mBYgVa7kld/TEBxX7Doy luxHBCcRRYCsN7ul9jZgIRemUQkdzno
zCjJ/KavILGb+JINDoD/kParRsYWrdzJuQ20j2T4ec56hWIbb+8ngC2Cjiq9EIZK
515+ELC1/4nIAbX1qjK+3Azw80Ud+0PnYrzrxD2ggktoOHcdhsPtYpmTMOWrdtJIW
kfQdMueddSJTDj+ZMew3qyKNo1lFJaIVRQE64dw+m4t4nK3hgAkvEUQ2HX06/abo3
WqBsMZ8nv+mn39iaXGEbYPbWyp3WA690EpiQ+2Su78Tal2x0eBmauoNagqJVhkEV]]jF1jNSrBogSyt2a2QhGBy+mUeRL5n
Utml6D2pMgKdwI9aGrYRBn9waaNw30DOYh3J46++2w6Mn058YbCQvFBSNbSNv1VP
1QialULuso+rrT97d3GvPK/HQIS5Zp4FsPbD9xcoIR9TRxueqwpDA54IpSdRYjpZ
kBznw7fJ/3BJbImuY1SBTgQnxkzM312ZW65YBsh2M3M1Gt9/eg2]7SVZ30EOkehR
WVNPBsxvjAe2dSMLTsEcBxavadgmB+0Xx6bQObFTWCzSis1Lr9qw8WAVhX/bQi5M
Wc216ubbJTQOWsMg50KmnxbINUKirDYMUKDfkQc7k+Tf8loeYTAr9ZFQzRAsfnD1
uRtdilK3oyapSntalzjC9v+9fekLSaegTfTfTdnvWNOALAKwI5stN/SMp1lj9xXv6
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/tPXP6e2cF/cHb100obhm+Bck0Q9Y9RSbmpYuJLMPJz/kMiwi3aeR8hOU9QOgSHv
6Hep5q9mjWRy jEg8bHMF+450zYgurHp4vW5hiZ4WW4MYxk08v7XE05q] 10WIMH19
IE2uJxgP2YAYFOxn3xviqEChGT7LxgM4K2F5IMDqwUyISMgPkSFcrz83WlyZnft+
g7NuISpgsfliHIJwnVbODjn4quMeUmvSWeCx6k4gvP+tK6RESSRWcrGzp7LGla7Pj
U7C2BvVn/n1CAD+v9qrlCAj7XKAVNQ1h0S2yS7dCf21cQjPRh7XS790jEcdH1]zP
9+xcVsex4EpCyvCyBNjz00phOsoXylkdiPJ+xghNHQEWE7ghFAfBmgeId3kpGs3j
d13JIxk23B6qfLxxMwpJl8caXvc5I7XeHDWWIOwWG5cOhD8rFIpHbKipXlsLkVtbOrcj
MhD3cuSNv ryF6ZwBuKkdvGhTpU5Ltpi4sr7Q0ArvVXzC83/0VxTPo010+R89IhB39
2+I5K0SQHsawlL0WeK9fDO+elIh+5MXkH2UdwGwaz jOdAnJVQUZFN756CrDIQI6ia
G+PZb4xtFfMV+g1lO9uREXVMO031CfzrTz8TQ9KOhv6LoRIMUTtSFFxhQdbGnDtrE
0sn2wgwmpfOu31lelHZ71xL+7w2XaK3z981Rma2eMazlu/YqoXbNZAGlzaMaBnhpp
z1S1qPRPpO6WWXEGOY 1 rgxdQMU6ZzVWaxSIWbWNR406ksL+VSZFF8EaB/Isteaell
dyVPEUQRJIZg7Ym7DMunSRYI2z7M/q42RVDz00Zyhu6vSKXHmM67G+hL7NOkI1+id9
gEX7hxPXKtm7xA5t 1PYXEzoEJ8AweV6FqGPsDp1FQbOUXuSZ88kspOrEX05ZfzE8
MBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIwWIwYJKoZIhvcNAQKVMRYEFAGsApDoOPSQ
3hnulfMydOFmACinMF8wTzALBglghkgBZQMEAgGMEQNtkJIG/ r+MMQQ6SBx2QW0arf
yXDT4tFGtCrec5470j5mN13aL2fKBuz8pzNCec6NM6SDbXb50IR2B7k8VWi/08UE
CMK3E7wbejgaAgIoAA==

----- END PKCS12-----

6. Security Considerations

The keys presented in this document should be considered compromised and insecure, because
the secret key material is published and therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD include these keys in
their lists.

7. IANA Considerations

IANA has nothing to do for this document.

8. Document Considerations

[ REC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial changes can be suggested via
merge requests at https://gitlab.com/dkg/lamps-samples or by e-mail to the author. Please direct
all significant commentary to the public IETF LAMPS mailing list: spasm@ietf.org

8.1. Document History

8.1.1. Substantive Changes from -00 to -01

* changed all three keys to use RSA instead of RSA-PSS
* set keyEncipherment keyUsage flag instead of dataEncipherment in EE certs
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