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S/MIME Example Keys and Certificates

Abstract

The S/MIME development community benefits from sharing samples of signed or encrypted data.
This document facilitates such collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the e-mail development
community, benefits from sharing samples of signed and/or encrypted data. Often the exact key
material used does not matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system. However, without access to
the relevant secret key material, a sample is useless.

This document defines a small set of X.509v3 certificates ([RFC5280]) and secret keys for use
when generating or operating on such samples.

An example certificate authority is supplied, and samples are provided for two "personas"”, Alice
and Bob.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear
in all capitals, as shown here.

1.2. Terminology

* "Certificate Authority" (or "CA") is a party capable of issuing X.509 certificates

« "End-Entity" is a party that is capable of using X.509 certificates (and their corresponding
secret key material)

» "Mail User Agent" (or "MUA") is a program that generates or handles [RFC5322] e-mail
messages.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME protections ([RFC8551]) for
e-mail ([RFC5322]).

In particular, they should be usable with signed and encrypted messages.
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2.2. Certificate Expiration

The certificates included in this draft expire in 2052. This should be sufficiently far in the future
that they will be useful for a few decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider the certificate validity
window.

Due to this lengthy expiration window, these certificates will not be particularly useful to test or
evaluate the interaction between certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and we do not expect there to
be online network services in these use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, there are no OCSP or CRL indicators in any of the certificates.

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for example, in a test suite or an
interoperability matrix), most tools will need to accept the example CA (Section 3) as a legitimate
root authority.

Note that some tooling behaves differently for certificates validated by "locally-installed root
CAs" than for pre-installed "system-level” root CAs). For example, many common
implementations of HPKP ([RFC7469]) only applied the designed protections when dealing with a
certificate issued by a pre-installed "system-level" root CA, and were disabled when dealing with
a certificate issued by a "locally-installed root CA".

To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root
CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509
certificate. In particular, there is typically a long-lived root CA that users' software knows about
upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn
issued by the root CA.

The examples presented in this document use a simple two-link certificate chain, and therefore
may be unsuitable for simulating some real-world deployments.

In particular, testing the use of a "transvalid" certificate (an end-entity certificate that is supplied
without its intermediate certificate) is not possible with the configuration here.
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2.6. Passwords

Each secret key presented in this draft is unprotected (it has no password).

As such, the secret keys are not suitable for verifying interoperable password protection
schemes, or for MUA

3. Example Certificate Authority

The example Certificate Authority has the following information:

e Name: Sample LAMPS Certificate Authority

3.1. Certificate Authority Certificate

----- BEGIN CERTIFICATE----- fOOMWO1/8TdpWdabt98QHLGcV1/jBbI+juwolLDdiHbG
GeovOxY3VXDX1sImeXCa+SEKmW4LGluUlv1bbLopoAEvL2gkriSpzhnkD71itYzC4
491XXuQt0CaRaUYAPjk2HgQb4U1XbiNxDzgRf4KqoAw9AgMBAAG]jQzBBMABGA1Ud
EwEB/wQFMAMBAf8wDwYDVROPAQH/BAUDAwcGADAdBgNVHQ4EFgQUye9Q6FjJCQsn
4uurcn0QIbojO0EWPQYJKoZIhvcNAQEKMDCgDTALBglghkgBZQMEAgQGhGjAYBgkq
hkiG9w0OBAQgwCwYJYIZIAWUDBAIBogMCASADggEBAAZViKON77fohdZ2PSvXmY7m
/WPUImXU7bPhN13kDWrlwKe+b/ITL+/z1lwmGgW6/G0O3a4gFQ4rFjHoAhplUdhCFO
/VYc7tbffo/QsrOEZV2bH7eXmvjTDkLcbPsQgym55TMswHAoONCiiTV16aDmgUl1u
TLtRD8vGBzmi8FVfbLWETWGS+2632QLwMOKkbmDgQ7EqOEGAHVa0+dX97S35rVVo
mq7D1hDYMLWw5KgRDriq05WqZINToOFY9r3FCrM6Vh3BUpWhpplzmt3EPSEE42s0
rsczjQgPhYBz/9Tg7S7 rKiuPqu5yE6ajcW+nsbbcKg3UVhfuiBJhNIKNjMaoTJl4=
----- END CERTIFICATE-----
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3.2. Certificate Authority Secret Key

----- BEGIN PRIVATE KEY-----
MIIEVAIBADALBgkqhkiG9wOBAQoEggSOMIIEPAIBAAKCAQEAsZdoYbyCT/k7mwCa
hZBpL+5Yakhbj1P85CXD8QC3GKbHNcbJ+Ci8xG6NnPp1tDKB8ZONnbz8wVGjh4kCMpy
Ohmmn/hm3eK/xhwZKz rpfGm8uSkPuHkMAOXdAJEOhR91b1wl1Z0aKn5WRtiFI7Rr
Z5K1SDTgVdd+82+f669q7Mjinas+BRaTsAeoxKLg5gtVmgI3/TjFjtf/E3aVnWm7f
FEByxnFZf4wWyPo7sKCw3Yh2xhngLzsWN1Vw15bCInlwmvrBCpluCxtb1Nb9W2y6
KaABLy9qpK4kqc4Z5A+4 rWMwuOPZV17kLTgmkWLGAD45Nh4EG+FNV24j cQ84EX+C
qgAMPQIDAQABA0IBAHs9Db0dZHTpCOMEpTaAw23+0Z6HvfoV144fYvOQuP7DZcS8
wZWTd4N9I1Q/1jxSGsIByAJiK9cdtXXgPypweH/UmlXgL5]j kENc+F589pTh89SrX
3WO8AYSMhR3+ebkgrT8cICcTRTT/2q1XesxX56hFEmFUZqUB3uuuI3ET6qbt1QYO0x
dwsX3ZHHI9rxzYnL701iAfn26u8LHpGwj zPDfVvFVX6 rV4GAdCKSG+uySEFDm4kGRcL
HynOmwc5tPL/MEsatWvOtigBx1KLM4qdiZZYsoftAocqo/W7NPiPd/AAyCzaf19n
95+bSk4WAxn8y/QXMVvCcUhRTg2dRCZvbzyzCyUCgYEAXTXVTdEMiy9VzqODIjuj
pJJsaqO06P1WfvcIWKNXBAS36bsH8Y2RtYu7 rNzw8u6bYctfjywad/6WYVI3viGVEAC----- END PRIVATE KEY-----

4. Alice's Sample
Alice has the following information:

e Name: Alice Lovelace
e E-mail Address: alice@smime.example
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4.1. Alice's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDzDCCA0oSgAwIBAgIUaM191ySPCQyh6137nYsAARDmM+TswPQYJKoZIhvcNAQEK
MDCgDTALBglghkgBZQMEAgGhGjAYBgkghkiGO9wOBAQgwCwYJYIZIAWUDBAIBogMC
ASAWLTErMCkGAIUEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhveml0
eTAgFwOXOTEXMTgx0DUONDNaGA8yMDUyMDkyNTE4NTQOM1owGTEXMBUGALUEAXMO
QWxpY2UgTG92ZWxhY2UwggEgMASGCSqGSIb3DQEBCgOCAQSAMIIBCgKCAQEAD4 zK
35E5NSXLMjy1RwBKrerfEBISXzelKfRRhFXVoGudB4d+2a82IiNrZ9xGjiM8eihw
MnssK89PrrMZTxPqOpvS20MSTECtOV+v7EXXVgDHLAWd+0hTMbzx10eLOLf7NKFf
e7B1PfghwDSy/ti+vwfUE0ZZgMem870ygrEbOrEBIg70VedsnFXh1lvqoVXzi5Gxz
MgNi6fUMiegeuJPMOWWTmwVC2xsvvMHr4X3EVUZ7UcMsTA7imtZv+5Ubxgh+0abK
tCLL5Tir9yvdlQplpHFZLiiJq7EiB7hYNYOSFB6kMuoYkp7TCBclYi7CfohVh+rk
ip8jgjI3MK7bdQE2zQIDAQAB04GXMIGUMAWGA1UJEWEB/wQCMAAWHGYDVRORBBCwW
FYETYWxpY2VAc21pbWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAPBgNV
HQ8BAf8EBQMDB5AAMBOGA1UdDgQWBBT /Quy1JKgeDOfjF2KMSbJ1vPEjLTAfBgNV
HSMEGDAWgBTJ71DoWMkICyfi66tyc5AhuiPQ4TA9BgkghkiGO9wOBAQowMKANMASG
CWCGSAF1AwQCAaEaMBgGCSqGSIb3DQEBCDALBglghkgBZQMEAQGiAWIBIAOCAQEA
bcGCz+qLDHbmZGKVD+TDgqw+HTEeKDcp4nBRd+AJIXNBRMnhaaaVR1E71riQZJxE
mpLW/EUWoXi8xUxMzQlo20/8srypMQCdmBa9ADaUXchSzaW5G9eSWxCIRsZI+/rl
PzBcgXrNyIb/rVV/hCt22/0idcIfCFXNNlgik8Ec5amGad0Y801gXU69W701brHZ
dIV7FhtfIsQVvtIOVZwr77CU64X6FkSQUpgl2iu60tGmR5ZPf1/7752Zx87/BTOL
55LFgp4oalv07hkjUTxLa2aakqgSHDIwdy4THdHQokJJqX69rSzLup4i/bzAynlS
20/BpKwh+84PtgHVSN7Cjg==

----- END CERTIFICATE-----
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4.2. Alice's Private Key Material

----- BEGIN PRIVATE KEY-----
MIIEVAIBADALBgkqhkiGO9wOBAQOEggSOMIIEpAIBAAKCAQEAO4zK35E5NSXLMjyl
RwBKrerfEBISXzelKfRRhFXVoGudB4d+2a82IiNrZ9xGjiM8eihwMnssK89P rrMZ
TxPqOpvS20MSTECtOV+v7EXXVgDHLAWd+0hTMbzx10eLOLf7NKFfe7B1PfghwDSy
/ti+vwfUEO0ZZgMem870ygrEbOrEBIg70Ve0snFXhlvqoVXzi5GxzMgNi6fUMiege
uJPMOWWFmwVC2xsvvMHr4X3EVUZ7UcMsTA7imtZv+5Ubxgh+0abKtCLL5Tir9yvd
1QplpHFZLiiJq7EiB7hYNYOSFB6kMuoYkp7TCBc1lYi7CfohVh+rkip83jgjI3MK7b
dQE2zQIDAQABAOIBAQDFqqRVSaielHXMtxThBtbAst1CduBbv/2y+erBMEKv512P
j3djh2eZdmcBYLO8SohTzDOprhWTyd22avgW/RC70qZG4eD/43771QGMT7413310
wkkdLlet/dHvfJaTq5U51B9Xv4WNIbDDmM300ze INLcI1CxdzsTm6PWpY24ulxe7]
iwOyz8tLXgjLX/yQJ0ZOkXMbTC6j jOZZHHdps LgPHOhIEM1LZ1HULG3NXK9Fh1Yx
OMOPk3/6FzmeZ6sBE2srH7 cwaeJl3v3c0Geo37wwOeVw2ETdP1o0POfBqC1lRnkFU+
upt90XaBDhT7T8hXWHuUIHt1w213pgxY4RDYhnxKBAoGBANO6USLQwWMIZhZyzArQg
1xKVwn4GjdCY/2dVgFePmMkrHq8KgyXpe6drVrE1g4b9RF7Nstt4tqir2+vMsy6
9ihIgSIfyaPCa0/WtVP9youzF+HI9nHOtNKs+Q8yMpT1l4yk5DaHXk08189e4Zma97
C4YBYO01K4DKU+mfvyW8DUITA0oGBAPTNDRzAzpP8ggZ6NtRh/f8MS2dHY2c1IDZI
6Wf8LKccbUT7FO2BGNSBpydLFGvy/s0zP+XEvmsBl1lr+IrEQzBZLkF6u/7svHkze
n6w2+XeRcPDQAQJ/Ya0PHZ9kXMp244H4EZqvt1ljSron7hfV4GsoOktFPoDjc9DoW
Zxikrj2JAoGAWDtdEMP1PR4rNdYHbAP1A®qLaWv/v4R1yLbHGYUAUKtL75AHWmUe
1iUvTD0z94CndhAgF3xLjWhseeSsJA81Aef46L041IFD/3GonDkKQTFKgy187RV+
ThW1QK2PcB6GWTQNQ4fiFR11kGLRcrVmYSnH11r/wLvxP6oguFIKD6kCgYEAOGEE
KLn/2w8nYmkCiUf03VI8fIZNLUINdKGbOjPPLQX1RXyIgPfPvwvCzRLOXYUZIVQm
W9D8bs4qODuaulw/jo+HugqJlCsb23BS6xkA1XBsMiuPRwGF1IzGj3JfmRxItfWxqT
uc/FL1020WRDU49UaIxqtIFeXAys93C3pT6GUDTFECGYBN3KLqvGmCHVTpWzGOH6lv
ABpux3YQFKxIOKtNg8U51IMtVSTd1dHHWosQNi06j rr+06N1EKB1w12DUWhTNbIr
GEiPX1h7KPZocVNYm8xdaynNu2UFNyjvdnPewv5uXz/PW1BEVfT1vWA9ONZEpZzZE
WkfjBtiQpGhkOuVgrjlx3Q==

----- END PRIVATE KEY-----

4.3. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 4.1,
Section 4.2, and Section 3.1.
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----- BEGIN PKCS12-----

MIIOVQIBAzCCDhOGCSqGSIb3DQEHAaCCDg4Egg4KMIIOBjCCBI8GCSqGSIb3DQEH
BqCCBIAwggR8AgEAMIIEdQYJKoZIhvcNAQcBMBwWGCigGSIb3DQEMAQMwDgQIpDrb
dCxhK1ICAhQAgIIESB1zFYAXN8dSKVt4GIHWL4QgzrstGxhClCrdgWt8FY6GY jXw r8k5uc07
ORNN4979Dr+hARd4W9eibQoxhcITqnZ/AFkJKn3t1BiEAPBvVTuUu@FpY+jQ0s9cQz
wjSsClw8e8NUbLyxW507VyrjIK66IUMFKoXtq+G20gm2xob7XrEO5HH/+Q/7uoyy
Hs11d1GdZhg2RptndYWNpkcdHIREXCBTbD rK3UAy jHTm2gPm73JuMeprVzjJyg0a rlGPUKqg3/E+DBt0O
uwL4wQHVT3PfPZT304xpGxirktZgoJc+fA9690Qo0vc6cIqe5m6fxvCGwBLFRIUI
xThRfvyouoSLZoSoqaKUU7nszFNXTva773hvkdyf6P7297HCL8coOWvLikvS31dL
+snz/AenqtOmVj3AVpekYGA705cebxIT6HKOHiSPaL1Y7C2w9auh0ZPfNTOeeb1Q
vI6Wk6Xx9p5DTXcgrxGtz521aGS20U36zVMyMF rHDBSBj rHbVx+SADIVStVghYOLk
d0iY8vCtB1IMKWUg4eJf4M1CcOrjoOkb5PAMj0Z275/21ZB1JocE7xCUYIv/IfiK8Kku
tEtDhnfNKKFbcbdZP1WatHZ9Z5xQibUBtsKTttf70/NtStulwywgLF2mygAhNFdS
vOLQsrbTB9vam22J+willnY/XhPCPgsu97N7djKhdXH3JfQjNj7gM1YZbw5sP5Ib
+XXJPe6170JwAtLD1Y/Yb80OKZAF6xeaQqrDK5Ebf15/WqAgUYKC4Fbuul9HVNXRZ
26D 1wGUFydvOGXXAIQAXJKzYIaCJIsR4LnbD910YBRvsI8X/03Ms9t9rxX+Ublalp
9gL02fgj2zMQI5LLEVbe43bpdd+1/Buo2vMT012T3qCIGCTKTu7AXPTn24zuXkq0
0j3MP41954FgWKcnBSffSsQ2L1LhpgGWGZagX2Y+nad4VU1IMZMw2hKtINF+glnvGH
I00nqgo3m+4iP3vQWIgZ9dNU3gnYhTRKUbbZGQdwBXxLYiT2chKa4AEd rQucH4pmw
CaK9d1XBRbbGCTFIWE6z1C78u2+PE/nkwX6Jb7/9jJ4dQ6GXEfZjVWngdjrJfVCF
rhp9efCtY0oiNb4DfXcaVZagVRYh2fjKOFiileelNegRd/yAlS130cZuSt59inpH
nwg/jPzmrbhSZ1kv6XV4fonzZ5uoZEghF12ZkWlyv9wYwGouHQzV40qo5qRX0/EIP
EINO3KnuCwB5efJdiRRUTUHlaMF6MaSx0hkTLedwzHk0eNWGC+0dCf6RZ20nd/0D
jcL7bQtcWXohWXxu0+v9Iidvesg8NCm9+8hu7IRhx7nmD39uBOuFiPZXvUzQ1lj+b
47050c6NiMxRKuguuBODVN107RhSeG1l fRWGwI+xx7GimT6tKQ1AsRP/9U/ 1J+rk4
CAIrcalLCFdAcNnnvEUBU7He6U114Qr6Pmx7auGcpM2b/YDxQN+30ZTCCBVwWGCSQG
SIb3DQEHAaCCBUOEggVIMIIFRTCCBUEGCYqGSIb3DQEMCGECOIIE7jCCBOOWHAYK
KoZIhvcNAQwBAzAOBAjd2iv64ENk/AICFC4EggTIDGMDLVUKL/IQJrAhyHFDX426
h7uzqUfzkDIJ3nGMZawga2QgCy+viuyYIvMkz9i18ikKOLjyg3IP+ZuLk@Velh5id
Fj6ivGExReWvjhkeHs+YODRN6I+83p3Al4bi/bIgM/I6gmcpzIAPhZNIgQwByDC/
1c9gCRwWERX3ge8g5Rc9V6KKyy6 r1Ipdpvi5xX7kw+FUBMITIxP18wed76UXtYm/H
899Te9g0qPPfKyRytkgYhP8gZLgXU3jmbc10vgs03cX+zIPc3nR1ZTIk/hn1ls49j
mzZnvzTHmk719SRVi03arG/WBT72Y1TTdYI8gPOcOuYIJ+fp8INLZdgOagHMDw/ 1
Om+MCMLivRgry8Trpw06N5KaktNO5cpVeBxiHMuHuXGDeHoG86om3Mp3WCMqgsDo7
b+tIxIaz2aylubjJC6zxp5AD0grbywewrVN64EgnxsnBYAO1zM74TTRIMtRNS+LX
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+uaXNzPVHKLGPTcfhc/+nMIB5XnFwxanSaiGnguZyjdLnPyXI5aT9Zkcfx86X0QZ
PJIXJ331nLJf8f1vrNMEXUmBNPDQOhXZ1sqZR8Nuznn+8Q5Tiecuoz+HfAy549BNNP
GKFw8WDUOSLDX0rRO+jVvEt6J2GX7WTw05YeBgb1lf/XWwLBb6gFGhndQyQC5Upa8i
yTOh3Y1AQmM8GgNbjOPXGxg/0czUc+fib6xFJIsrsGWS++IwWEYEdu7xFEM1+kgw70vY
KDXE298BAulzWOZVcSOU9S/D2QrZzt6Bpij7vILOgSThQ6rvjb04PHUJULSAV6gK
+xzahgAKz06qN+TBrGzIHindNLYcsOXm2NRZoheTAPvhJzY1qlEL1W71dcXDSNFK
S081ZxSpBAYK50676QpP3JU6/ ruWaWeKgTo01ZCHIG6YPV6LEG56AFrSQdgyklic
Bpb8V51cB97pWp3N3C/gVagkr71F+hrM+T5ygRTxakMdMBLTvG7B3febGT5SuXrPM
RuPPsQV+DbgCIZKDDoEinRbnEROVZE4iox2ZHOXBrb09uTDKkKLhVNWvSINDAledW
0ItNQcqiKQkREdbkSGWA8tYUzgn5MbyJl6yQ5raeYh40zvqvSaYFWxV3WMnEEstcY
79GgdjQkxf+RonMy2g8vqtsHm5 ryRgoRKLauaEHCO59mGhhc5JgziJghuucUMZN4
zsezVQGpzwbqrX+x6UXbRBzRwBr5YGXahOLescuui691tyK1PybD11cZ0duofox2
MxKpQ4gzJidwm8iYeyE3fNbr93J0S1NneXhQ7gnBYxFyD4ALNVDtM61IWIkWpf2FL
bBCZcbiIi4MaWSGhAgChS6AVS+vMvPKoQ2zGVPObR2moduxGBSHWUp4PrcE47m/K
Eq@esce2dr3suzKrJVDKZgBe04KRTR+UIVVONHOQr3rYH2IKMgIIY7KIWR7z2+rw
YymRekxfQW7zIxHAPYoC33pHHRWEXzbI3vTbpIp0/AkQ3iK1FUx1iVsG5dCvuvN]
ivgZM68SRNREshdV9tazQ6ealeNkXIt1VCleK+alKAI6fsaBGl+qrd4yPxBu7wNUi
GoXz5vs5w7FWcv3sNIT2T1S0jWSdRiC8LvAagaxAle+p5ChA5eNR1gpMILYvpMH3
3NQongX3MUAwGQYJKoZIhvcNAQkUMQweCgBhAGwAaQBjAGUwWIwYJIKoZIhvcNAQkV
MRYEFP9C7LUkqB4M5+MXYoxJsmW88SMtMC8wHzAHBgU rDgMCGgQUx4ffmsHbTzUu
5I38Gmcq70DXLQOECIDP5r/x8XxSAgIoAA==

————— END PKCS12-----

5. Bob's Sample

Bob has the following information:

* Name: Bob Babbage
e E-mail Address: bob@smime.example
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5.1. Bob's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDxzCCAn+gAwIBAgIUCS2CS7BZT/YaT2CSLDNOYBRF/PYwPQYJKoZIhvcNAQEK
MDCgDTALBglghkgBZQMEAgGhGjAYBgkghkiGOwOBAQgwCwYJYIZIAWUDBAIBogMC
ASAWLTE rMCKGALIUEAXMiU2FtcGXTIEXBTVBTIENLcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXOTEXMTgx0DUONDNaGA8yMDUyMDkyNTE4NTQOM1owF j EUMBIGALIUEAXML
Qm9iIEJhYmJhZ2UwggEgMAsGCSqGSIb3DQEBCgOCAQ8AMIIBCgKCAQEA4SWN1/H
1TyS1ceZTQtBWpPOMdn0OOWw/UJa0vkfqC25ef7QhjLy0XzUb15IGXtcqP77YGBOW
3/9aFTBSZdURKIwWQPmMFLZf1nAI1DH39Mw6VWgADASNM3gH5NOZA7+pf1S/Eq2hMx
GoKXmg4WDXBYGnQrwdt fKvguf09ycDplfBWyLGOIDzrsChcebKEqCg2+YAINDh5q
VgsWewcf/FVOnv02x3ZEaKiGElmWXWLj cQpCbawCGCdLfBh1UWNL]jO5R6AbFbnh3
Ec7qKbo6DkttH/Vzs/nZ4216NtmnjqSEH9CwbBK/wbnp+RtlaPSuEVvXxR51eRHot
uTo+QL8D1GI5XwIDAQAB04GVMIGSMAWGA1UdEWEB/wQCMAAWHAYDVRORBBUWE4ER
Ym9iQHNtaW1llLmV4YW1wbGUwWEwWYDVRO1BAwwCgYIKwYBBQUHAWQWDWYDVROPAQH/
BAUDAweQADAdBgNVHQ4EFgQUa7CAj FOFUMy04GOV+kn1lrZKNppswHwYDVRO jBBgw
FoAUye9Q6FjJCQsn4uurcn0QIboj00EwWPQYJIKoZIhvcNAQEKMDCgDTALBglghkgB
ZQMEAgGhGjAYBgkghkiG9wOBAQgwCwYJYIZIAWUDBAIBogMCASADggEBAKOS11zY
t1Ac52MnHMO+HPen4EXpxmgy+gi3ROEQqtQCng0CSMROb61jnP65a221yCTqymgp
S/SEqVkXv51U/1qbBFVR1gkEyp18U28WVKUb3gGt90/12XSF1k45u@wrmVZcSn5m
lwoNv3Ahni/cHZjQqgD29AhgSCue3NjJ/2870PoNMFcYwhMUf13MIcJ6ow7RiP0d
gTfRCBknPfQqGrzOT15ZMayiW+ZgAm5NL+U/YV/uznT5mirE+VfGbz8WtQAzZcma
YIeHaCmff3wq8kRIZpWFSbow2H61clAYYLG734tgms]jli2tmDVxGde+1INTd3p2g
+pj AWTPUXBXGP4U=

----- END CERTIFICATE-----
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5.2. Bob's Private Key Material

----- BEGIN PRIVATE KEY-----
MIIEVAIBADALBgkqhkiG9wOBAQOEggSOMIIEpAIBAAKCAQEA4SwWN1/1H1IyS1ceZ
TQtBWpPIMdn0OWw/UJaOvkfqC25ef7QhjLy0XzUb15IGXtcqP77YGBOW3/9aFTBS
ZdURKIwWQPmMFLZf1nAI1DH39Mw6VWgADASNM3gH5NOZA7+pf1S/Eq2hMxGoKXmg4W
DXBYGNQrwdtfKvgufO9ycDplfBWyLGOIDzrsChcebKEqCg2+YAINDh5qVgsWewcf
/FVONnv02x3ZEaKiGElmWXWLj cQpCbawCGCALTBh1UWNLjO5R6AbFbnh3Ec7qKbo6
DkttH/Vzs/nZ4216NtmnjqSEH9CwbBK/wbnp+RtlaPSuEVvxR51eRHotuTo+QL8D
1GI5XwIDAQABA0IBABKeX0qtzxWxJfcNUQzAOH+X2xFcpDBG3hlgyZ7MPXsCfkfa
81c79B3F02nWBjbTXcf1INKwO/njmGRGIZoP+yI6KqGtO9KOECIOGiklRc1x/EGIF
5akbw8wZIXOMDImU873KzDtJ+PZzM+vmHEayMmbFk1SuOfl1ImjemrxS+kLZYwS2d
TXW3b2d7vXxXGPKNTYEmMg75592xsZs0RX2S+0RyTQDQEF4utCULtNrmRIkuy2UIUWZ
LUZstkgjMI3ztJ46wpL4ANy02KTEhMawoSmIXDgHztXWzoB8nFyuSzJwYg260vsTZ
CVOhyTGhiALmOma+7Vas9MFyRnFKkQd2aj ruxgeECgYEA+Z3Hi1l0ZDDF+gavmxPeg
gyqC90MyH6pGbHgZhfXxVLm2ZPdhCbTYV8e7YNnBK7dX1004BAA/0S/Q5MbF50sA]
8Peqeef6FzJ319S+DGTTLI6EIZhp4K8ysgrQgSGaIl4RUtAaFIHM1ES0oIG1X+2HJ]
cTOk5VteU/1kyXLuPeBbJwECgYEA5u49aUp fSEDBVOKIPrZDXROib6J+XKKTWAeL r3xmum
2gMHVRCXbvo0@IpaxA8QZiukfUCapwojs+598VnQ74D+81gSkQzh8sM/NeHG2+WXd
mLVzkdz3FTLWyKnAQcAOPA==

----- END PRIVATE KEY-----

5.3. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 5.1,
Section 5.2, and Section 3.1.
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----- BEGIN PKCS12-----

MIIOSQIBAzCCDhEGCSqGSIb3DQEHAaCCDgIEgg3+MIIN+jCCBIcGCSqGSIb3DQEH
BqCCBHgwggROAQEAMITEbQYJKoZIhvcNAQCcBMBwWGCiqGSIb3DQEMAQMwDgQICYQi
BIYtsOMCAhQagIIEQAvzXw/1WcnliaVunfrC11E938KEKEQ8Z04Vwol01iH02gGO
RypRv45m0OA+se3fWDaEJ1nQeAGP9A3qHGY 1QSwIDNkUGVk4CgHVONXOxjdXemhHu
IYs40xYePflGpdjigx4dtI41bowOATL/f3/X30qu3m81ly8W++HN53alzoWDkT7HB
PGFeb114q461WgRxs/on2I763xR4iqqj5RDgLfE1K+pBdpzCqWTnjCYLbakJVz2k
dvmADPEIES8RDj18P86V1yIN4sIVy6LoTFg2Mr662IEz71DoF+87wI9GTTQS7 xbw
kuUfH7Rc1QkmFDZ5ppFZLx/sGG+j96w+5+4ZbP/ rxyIye306yEufHw7KztqSyjEh
CVMG2wB4IEZyb1lpNhBpTk6hk+5vs094412XKRRQdz3hupS57SR3fMA9kBXxnV4K30
H5Ju7+GjOrfOEV/0XJiH1j5011ZPIZ8bGHFSzkoJyUj3aXYdx9ajZUOShBmuKQpF
jemildaVgyWTUXCj+4BKr7qayCVi/a870bdZzGnbed fbXWYnFLu23ympw/yuT/Ez
9gVfZMiwZQGPdkH+oHgaZ4L+wmDY79L2ezY2vsD751g9P8BRwiNV1I/2G+18CeCE
cOBuIBDyCiB1BfxeQo6HxrytUWmDO1BOHwIcEtUD410f6ntmKv7UEESWDOKp6AAX
jmV7Zb61CI/fApIwhqoJ6P7zJhgURzb8/buYYfuDzJuEiwdpR+SLRVrrRZGKDRRL
dCJE1tu6VKiUgCE1jgg0i/aX6cLCkejClOuoQHCGXRRa8FO3C0g0aBlq2Fjmwl4S
0WQYigOV44AShXpb+B3IuqfEaLcn8C6CM1818XzZSixwmlrFsfmVZnEFN7DnBcIc
mf+nhBXeBezVaK6qlKMedsUTbMXtSY1WKZFseN2euzQutA682LQly6M09sp2skSZ
WchX6NalL3/43f rdcMWShEWRGBTOHL2DRxj8WrfpEEO7U1SLoK6MAPrZRwj /+hTSU r8AW1SAYnycs2pMKZLs56nBAO5wO3YGuX3mpUrG2I1BWklwXV12pjgBAb1EEC
19FdBGOpifo7Azjnddi306QAmulq2dI wHWTyWkpLdzFWTQWSwrbN5QEQAIDefEB
ABAYGHKYK7r7IVevIoUBIT+80onUd5z3AjA81+60hMaEE/4n9m4X+1iZfZD8ieUhHs
jP/IcRc6S53zc2Dy16k84z05bD50d2GFAUVe0dS1xaN7R737wgHatlLG1yUgHW+Q
TLCDr0zxM9/By51BnXocFhkFWWqgs4Lrj4quwV51lgpBoyyrfo4ssHzB/PkG7iHrci
Vh8RUvey6piheLn8KAqxR1dTXx+FdY7E2aPXwda0VZ8ZqQLqC1lh4YIk7HIUEfqW
1JW6EYmD/8SiqTXW15cMhNuZJw7ho7v/pwl7i51Bz519tJYRwq40DIxU7XwvydIB
qV+paYBXwgWdL98H5sYC2WCp73j j2ROD2IZUd+RL7IxIM6t/I1fO01GQWar4x13Rc]jDMSav4SDEwqOPEGErDgnQ326mmc1l0
+69++sFFgYw7QRDeTzKbm46XEght5syUT/4/qHGse3nUw6dSn1gvKV1U1QME/diq
Hz2S07bDuPYYhQZe5Jbo0rW20+0Zptc/QYhGa+4qlSi8/+eCFnknSZV4fiKHpUO+
alBpwnbHeQHLN18VsQhITujHQLASSPYKYTExXk5fqsiKs235Xn6DdCpMznHtjbSv
abeMVRhKKHxwvFpCz/3NdHKZPzPXu253/24IxiEKbGCI3HtwLIup2gQ2T1IM5wMSF
Gv1gn5nPK4P0+ryfFUKwIYbRCZRTXRXYVQYtGT7b03fsp3hGXbI2W3L8C9ICqZuf
U4kH81bzfHbasN4n4w/0dzw808iPK5pRj1497gJUATGrCrWPKL8sTz5L3]Te+cql
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kd30725f52e80xBrl1ztXP2dfCUHDiIcjNPgGHedR6T5p9T2St4MDXhqgDeVXJoTd
TmrIgo425QZ/qo9LmUCmiNMjc54r0pLJAKIq4p2rBHXywEg/yVac7m3ZLVW8Tt6P
spe/mzwPGS/41ar5XB5SCO6kDY fuH4mS1uq7671RjIR3f7WAL14ZbP6wpvHVKQXI]+CcEOKUUPATS83rXiP
HTKAIjbSa®hzxMo3fpeY44v10J1loigV8FThjsj2k43801b0U2fYFvkT2cD41291i]
049g5bwiWs/Z0SCCaTjtHI9BpQFzr0adwc3stc7URnNuEy096NjYbyevffIoH3r55Y1
zBxQqkOHZ+nZExy/VLQz6Zrxi/YXZu8Nn+X8bfa28N1JbRDIJRcupltFDzGs3+zE8
MBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIwIwYJKoZIhvcNAQkVMRYEFGuwgIxfRVDM
juBtFfpJ9a2SjaabMC8wHzAHBgUrDgMCGgQUCBYj6taNz2KbqlGVvRhDiwAr3goE
CC4G/pg+Uab4AgIoAA==

----- END PKCS12-----

6. Security Considerations

The keys presented in this document should be considered compromised and insecure, because
the secret key material is published and therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD include these keys in
their lists.

7. TANA Considerations

IANA has nothing to do for this document.

8. Document Considerations

[ REC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial changes can be suggested via
merge requests at https://gitlab.com/dkg/lamps-samples or by e-mail to the author. Please direct
all significant commentary to the public IETF LAMPS mailing list: spasm@ietf.org

8.1. Document History
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