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Abstract

Thi s docunent describes a solution to nanage the exchange and
processi ng of information and know edge between autonom ¢ functions.
The objective is to provide a unified interface to enable an

i nt er operabl e managenent of information flows anbng autonom c
functions by insuring the use conmon nechani sns. The protocol
negoti ate and autonmatically adapt to the communi cati on and
information capabilities, requirements and constraints of the
participating entities.

Requi renent s Language
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docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1. | nt roducti on

The ANI MA aut onom ¢ managenent franmework addresses the grow ng
managenent conplexity of the highly decentralized and dynam c

envi ronment of service provider networks. The AN MA autonom c
managenent framework will help to produce the unification,

governance, and "plug and play" for autonom c networking sol utions

Wi thin existing and future managenent ecosystens. Three main
functional bl ocks nanely the Governance, Coordination and Know edge
functionalities are essential to ensure a proper nmanagenent and

i nt erwor ki ng of Autonomi c Service Agents (ASAs). This docunent

descri bes a solution to manage the exchange and processi ng of

i nformati on and know edge between autononmic functions. The objective
is to provide a unified interface to enable an interoperable
managenent of information flows anong autonom c¢ functions by insuring
t he use conmmon nechani sns. The protocol negotiate and automatically
adapt to the comuni cation and information capabilities, requirenents
and constraints of the participating entities. The Know edge
functionality plays the role of information / know edge coll ection,
aggregation, storage/registry, know edge production and distribution
across all the ANIMA functional conponents (i.e. AN and ASAs).
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The Know edge bl ock is conposed of the foll ow ng functions:

o Information Collection and D ssem nation - |CD

o Information Storage and Indexing - | Sl

o Information Processing and Know edge Production - |PKP
o Information Flow Establishnment and Optim zation - |FEO

The Know edge Bl ock offers basic infornmation/know edge mani pul ati on
functionalities to the ANIMA entities through the Knowl edge Exchange
Interface. A second interface, the Know edge Managenent Interface,
handl es i nformati on fl ow managenent that includes configuration
actions towards the optimal handling of the infornmation/know edge in
t he managenent system

2. Know edge Exchange Interface

An Aut onom c Service Agent needs two different types of interfaces to
deal with the exchange of know edge.

Knowl edge Exchange Interface: Interfaces through which the
informati on are actually exchanged.

Know edge Managenent Interface: Interfaces through which the
information flows are negotiated, and information capacities are
bei ng di scovered/ advertised. This interface provides
configuration actions towards the optiml handling of the

i nformati on/ knowl edge in the ASA

The nost inportant concept is the know edge exchange flow, which is
bei ng set between two know edge exchange interfaces. It is

determi ned by the two endpoints of the flow and by the type of
information that is being conveyed over the flow Sone additional
paraneters define the way the informati on are bei ng exchanged (Push
or Pull node plus additional paranmeters to determ ne the frequency
and conditions of the actual information exchange).

The features of the know edge exchange fl ow are bei ng negoti ated by
Knowl edge Managenent Interfaces and possibly a third party in charge
of optimzing the information flows over the whole system The
objective of this negotiation is to determ ne the characteristics of
t he exchange flow, which will then be enforced between two/multiple
know edge exchange interfaces.
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2. 1. Informati on Coll ection and Di ssem nation - | CD

The Information Collection and Di ssem nation (1CD) function is
responsi bl e for information collection, sharing, retrieval and

di ssem nation. The ASAs can act as sources or sinks of information.
The sources subscribe to the Information Catal og by exposing the type
of information they can produce. On the one hand, each information
source shoul d subscribe information availability and the equival ent
col l ection constraints (e.g., the supported granularity of
collection). On the other hand, each information sink should
subscribe information retrieval requirenents with a simlar process.
The subscription process takes place during the ASA bootstrappi ng.
The matching of constraints with requirenments takes place during an
equi val ent negoti ation process.

Information can be directly retrieved fromor shared with a dedi cated
Knowl edge Sharing system (a sort of ASA which roles is limted to be
used as a store and sharing entity at the service of other ASAs). As
an information collection process is triggered by a conponent
requesting the information, a catalog of the available informtion
has to be built and kept. This catal og i ndexes which ASA can produce
whi ch informati on. Then upon a bootstrappi ng ASA requesting a given
information to work, the entity in charge of this catal og would then
i nformrequesting ASA of the source ASA. This process could be
supported by GRASP di scovery mechani sm

The information collection process may be optim zed by the

I nformation Fl ow Establishnent and Optim zation - | FEO or anot her
utility ASA in charge of optimzing the flows. This ASA acts as the
third party during the negotiati on phase between an information
source and an information sink. |f many information sink need the
same information, the negotiation entity, is |iable to enforce the
use of an intermnmedi ate Know edge Sharing systemthat would coll ect
the information fromthe source before flooding to sinks according to
their requirenents.

The collected information may either be directed to the Information
Processi ng and Know edge Production function for a further processing
(e.g., aggregation or know edge production) and then optionally
stored/indexed to the Information Storage and I ndexing - 1Sl

function. The storage option may be provided or demanded based on
the nature of the information, ASA demands, optim zation goals, etc.
After this stage, the information or produced know edge coul d be
passed back to the I CD function for dissem nation.
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2.2. Information Storage and Indexing - ISl

The Information Storage and Indexing (1SlI) function is a |ogical
construct representing a distributed repository for registering ASAs,
i ndexing (and optionally storing) information/know edge. The ISl
function stores information, such as ASA registration information and
know edge. The ISl functionality includes nmethods and functions for
keepi ng track of information sources, including information

regi stration and nam ng, constraints of information sources,
information directory and i ndexing. An inportant storage aspect,

whi ch can assi st the know edge production handl ed by the Information
Processi ng and Know edge Production function, is the inherent support
of historical capabilities. For exanple, an ASA coul d request

i nformati on and/ or know edge that was stored in the past using an
appropriate tine stanp. It should be noted that know edge producti on
functionality is not part of the ISl function, but it supports the
storing of know edge derived due to sone earlier calculations. The

I SI optionally stores know edge produced fromthe |Information
Processi ng and Know edge Production function (for extended-scoped
know edge) or Know edge Buil ding ASAs (for |ocally-scoped know edge).
The different ANIMA entities either requesting or storing infornmation
to the Know edge bl ock, do not directly communicate with the |SI.

The I CD function handles information collection or dissem nation

bet ween the storage points and the ASAs. Furthernore, 1Sl supports:
(1) publish/subscribe information dissem nation capabilities, (ii)
alternative storage structures (i.e., centralized versus distributed
or hierarchical) and database technol ogi es based on the context, and
(ii1) information and know edge cachi ng.

2.3. Information Processing and Know edge Production - |PKP

The Information Processi ng and Know edge Production function (1 PKP)
is responsible for operations related to information processing
(i.e., aggregation) and know edge production. The |IPKP provides to
ASAs and the ANl MA managenent functions the necessary tool kit to
produce different information abstractions, including processed

i nformati on and extended-scoped know edge. The Know edge Production
(KP) operation handles and produces know edge that may be extended-
scoped. The latter type of know edge is being produced out of
aggregated information or |ocally-scoped know edge. Locally-scoped
know edge can be built fromthe Know edge Buil ding ASAs out of data/
information directly collected fromthe nmanaged entities, i.e., its
scope is limted to those entities. In all cases of know edge
production, reasoning and inference nmechanisns are required. These
nmechani snms are based on different techni ques dependi ng on the exact
probl em addressed, the type of inputs used and the type of output
that needs to be acquired. Such techniques cone fromscientific
areas like statistics, clustering, reasoning, Fuzzy or machi ne
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| earni ng (i ncluding supervised, unsupervised and reinforcenent

| earning techniques). Al the above information (e.g., problem
addressed, type of inputs / outputs, inferencel/reasoning mechani sns
etc) nust be described in a proper ontology, ready to be | ooked up
fromthe | PKP functi on when such a demand appears. An ASA or AN NMA
managenent function that requires the I PKP functionalities requests
to utilize either an Information Aggregation (l1A) or a Know edge
Production (KP) operation. The ICD function handles the

communi cation of the ANl MA nanagenent conponent with the internal

| PKP functionalities and the IPKP controller is responsible to
control the internal |PKP conponents. The two | PKP operations (i.e.,
i nformati on aggregati on and knowl edge production) require a nunber of
basi c steps:

Step 1. Determning the information aggregati on or know edge
production paraneters (e.g., information filtering configuration,
the inference/reasoning algorithmto use, translation

requi renents, whether aggregation is required and/or information/
know edge post-processing requirenents). This process is being
handl ed fromthe | PKP controller, which natches the AN MA
conmponent’s requirenents and the type of problemto solve with the
rel evant information. The paraneters are being comunicated to
all relevant internal |PKP conponents.

Step 2: Collection of input information either froman AN MA
conponent that produces it or fromthe ISl function (i.e., the
know edge storage). A collection request is being passed back
fromthe IPKP controller to the I CD function

Step 3: Pre-processing of the input information (e.g., applying
information filtering) that may be required. The pre-processing
requi renents are being set fromthe I PKP controller.

Step 4: The input information is being passed to the | A operation
in case of information aggregati on, where an aggregati on process

t akes pl ace according the requirenents (e.g., aggregation function
used) being set fromthe IPKP controller. |In case of know edge
production, this step nmay be bypassed or not (i.e., the higher-

| evel know edge production processes may require aggregation
before the inference/reasoni ng process).

Step 5: In case of know edge production, the input information may
need to be translated in a convenient representation, e.g., to
OAL. The translation configuration is being set fromthe |PKP
controller to match the requirenments of the inferencel/reasoning
nmechani smidentified fromthe (TBD) AN MA ont ol ogy.
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2.

4.

Step 6: The actual inference/reasoning process takes place in this
step. The input information (i.e., in an appropriate forn and

t he rel evant know edge production rules are being passed to the
identified inference/reasoning nechanism A rule description

| anguage that can be used is the Semantic Wb Rul e Language
(SWRL). The output of this process is the produced Know edge.
This step may be bypassed, in case of a request for information
aggregation wi thout know edge producti on.

Step 7: The produced know edge or aggregated information may need
a post-processing (e.g., filtering). This step is optional.

Step 8: At this stage, the result is being conmunicated to the ICD
function, to find its way to the requesting ANl MA conponent. The
produced know edge or aggregated information can be optionally
stored in the ISI function so as to be available for AN MA
managenent mnechani sns or ASAs when request ed/ needed.

I nformation Fl ow Establishnment and Optim zation - | FEO

The information flow negotiation and optim zation aspects are cruci al
processes overseen fromthe Information Fl ow Establishment and

Optim zation (I FEOQ function. The | FEO function, besides organizing
internal optimzation aspects (e.g., setting filtering or information
accuracy objectives), also regulates the information fl ow based on
the current state and the |locations of the participating AN MA
conponents (e.g., the ASAs producing or requiring information). All
rel evant conmuni cati on between the know edge functions and the AN MA
conponents takes place through the Know edge Managenent interface,
unless it is otherw se stated.

For clarity purposes, we define the specifications of the | FEO
function along with a representative exanple. W assune the
following two ASAs: (a) the Virtual Infrastructure Managenment (VIM
ASA that provi des managenent and control facilities for virtual
infrastructures, including support of traffic nonitoring; and (b) the
Pl acement Optim zation (PO ASA that optim zes the data fl ow over a
virtual network through adapting the positioning of comunicating
nodes (e.g., data servers) in response to the dynam c network
conditions. In this exanple, the VIMASA provides traffic nonitoring
information froma particular virtual network to the PO ASA. The PO
ASA takes optim zation decisions for the network based on this
information, i.e., repositions conmunicating nodes in order to
optim ze network communi cation. The information flow negotiation and
opti m zati on processes include a nunber of basic phases, el aborated
bel ow
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Phase 1 - Registration: In this phase the ASAs, as part of their
regi stration process with the know edge block (i.e., described in
section 3.6.2), will conmunicate the following information to the
knowl edge:

Information they can offer instantly or after an information
col | ection process.

Know edge they can offer instantly or after a know edge
producti on process.

I nformati on/ knowl edge they woul d require (mandatory or
optional).

The above information is enbedded in the description of the ASA

i nstance description. In our exanple, the VIMASA registers the
information it can offer (e.g., the topology informtion and
measurenents on the link loads). This information can be offered
instantly (i.e., does not require an information collection
process to start, since it nonitors the network continuously).
The PO ASA registers the sanme information type as nmandatory

i nformation required.

Phase 2 - An ANl MA managenent function requesting know edge: In
this phase a process in an ANl MA managenent function (like a
supervi si on process in nmanagenent or a know edge production
mechani sm or a coordi nati on mechani sm) demands to register to a
gi ven piece of information produced by a given ASA. This
information is expressed as a information specification. [In that
case, the Know edge Managenent Interface of the requesting entity
is calling a TBD knowl edge net hod naned to request the registered
i nformati on.

Phase 3 - Information Flow Negotiation: In the third phase, the
know edge bl ock through its | FEO function handles a fl ow
negoti ati on process between entities (i.e., ASAs or managenent
mechani sns) requiring information and those can provide it. The
two entities exchange information flow related paranmeters with the
know edge bl ock, in order to confirmthat all information-related
requi renents can be satisfied under the given constraints. An
information flowis either established between the two entities
directly or between an entity and the know edge block itself, in
case the requested information is available in the know edge
storage. The negotiation process includes flow |l evel optimzation
aspects as well. This phase is conposed of the follow ng steps:

Step 1 - Preselecting the information flow ends: Wenever a ASA
registers it advertises requested information/know edge (under
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a specific format TBD), the know edge bl ock fetches in its

i ndexi ng storage the appropriate entity (ASA or managenent
mechani sm that can produce the requested informtion/

knowl edge. It may either select an entity by considering the
type of information/know edge required or, in case of
alternative options, assign the first entity it finds and
enlist the other potential choices in a queue. |In case the
required information is in the know edge storage, an
information flowis created with the know edge. The sane
process happens when a ANl MA nanagenent entity requests sone
know edge, depending on the formof the request (i.e., a
fetching fromthe indexing storage may or may not be required):

ASA information: already specifies which is the Instance ID
of the ASA producing the information.

ANI MA information: a fetching fromthe index table is
required to pick the appropriate flow ends.

Managenment information: then the fetching does not concern
finding a flow end, but finding all the flow ends nmatching
the pattern provided by the managenent information in order
to establish as many fl ows as indexed AN MA i nformation
objects inheriting fromthe managenent information (this
corresponds to a supervision nechani smrequesting to
register to ASA utilities, hence a flow for each ASA capabl e
of advertising its utility will be created). Reversely,
knowl edge may have postponed fl ow establishnments of sone
requested information because at the tinme the request was
received, no entity producing this information was
registered. In that case, know edge checks with every
recei ved i nstance description whether the advertised

i nformati on mat ches previ ously unsol ved requests. After
that, the I FEO proceeds to Step 2. In the studied exanple,
t he know edge bl ock preselects the VIM ASA as information
source for the PO ASA that acts as the information sink.
This sel ection was based on the matching information URIs
referenced in the registered ANI MA information data
structures fromthe two ASAs.

Step 2 -Communi cating the negotiation paraneters: in step 2, a
negoti ation process is initiated between the entity requiring

i nformation/ know edge (i.e., the information sink entity) and
the selected information source entity. The negotiation begins
with the two entities comrunicating additional negotiation
paraneters to the know edge bl ock. Specifically, the
information sink entity comruni cates an augnented versi on of
the ANI MA information wth:
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- QS Requirenments on the information/ know edge it requires.

-Preferred information conmunication nmethod (i.e., either
push/ pul | or pub/sub).

-Li st of Know edge Exchange interfaces (addresses) on which
the information can be received and possibly an internal
nmetric regarding the internal costs to use this infornmation
from each of these interfaces.

- REST cal | back functions that may be required at this end of
communi cation (e.g., in case of an information subscribe
met hod) .

In a simlar way, the information source entity conmuni cates
the follow ng to the know edge bl ock:

- QS Constraints on the information/know edge it can offer.

- Supported(and preferred) informati on conmuni cati on net hod
(i.e., either push/pull or pub/sub).

-Whet her for this requested information/ know edge an
"information col |l ection/ know edge production" process is
al ready activated or needs to be initiated.

-Li st of Knowl edge Exchange interfaces (addresses) on which
the informati on can be provided and possibly an internal
metric regarding their internal cost to bring this
information up to the interface.

-REST Cal | back functions for the relevant capabilities
(i.e., triggering functions for information collection or
know edge production - if relevant).

Practically, the know edge block initiates a new negotiation
with the execution of the sink and source paraneters
negoti ati on nmet hods of the Know edge Managenent Interface.
Bot h nmet hods take as input the specifications of the
information to be comuni cated fromthe established

communi cation flow, represented as an ANIMA information data
structure. In the reference scenario, the VIM ASA communi cat es
to the know edge: (i) the QoS constraints of the topol ogy and
link load information it can offer, e.g., nonitors informtion
once per 10 secs, and (ii) a nunber of avail abl e Know edge
Exchange interfaces that can provide the information. The PO
ASA communi cates to the know edge: (i) the QoS requirenents of
the required information, e.g., once per 30 secs, and (ii) a
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nunber of avail abl e Know edge Exchange interfaces that can
receive the information.

Step 3 - Conpleting the negotiation: The know edge bl ock
mat ches information flow requirenents with constraints,
determ nes the information flow paraneters with flow

optim zation considerations and then issues a Know edge
Exchange Policy summarizing an information flow contract to
both entities. knowl edge al so stores the Know edge Exchange
Policy through the Information Fl ow Configuration and
Statistics operation of the IFEO function. |In case of an
unsuccessful negotiation (i.e., the requirenents do not match
the constraints), it may disengage or trigger a new
negoti ati on:

a) Wth the sane information source entity but | ower
requi renents.

>p) Wth another information source entity that waits in the
gueue, until the queue is exhausted.

The I nformati on Exchange Policies for the correspondi ng fl ow
are being produced fromthe Information Quality Controller
operation of the | FEO know edge bl ock function and i ncl ude:

-Locati on/ addresses of the participating Know edge Exchange
Interfaces in the information flow

-Internal know edge optim zation decisions that may i npact
the information flow (e.g., optinmal know edge aggregation/
storage points), in case the know edge bl ock is the one end
of the flow

- Addresses of triggering callback functions for know edge
production or information collection - if relevant.

These policies are considering the requirenments/constraints of the
participating entities and the gl obal perfornmance objective com ng
fromthe operator (e.g. via the ANIMA Intent Policy). The know edge
establishes the information flow using a set flow nethod of the
Knowl edge Managenent Interface, that takes as an input the deci ded

I nformati on Fl ow Exchange Policies, represented as a flow data
structure.

The deci ded I nformati on Exchange Policies are being applied to the
network through the respective ASAs or communi cated to the know edge
functions they are associated with. Since the appropriate context
environnent for the newinformation flowis prepared, a suitable path
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bet ween the participating nodes is established next. This process
considers the | ocations of the entities producing and requiring

i nformati on and the required know edge nodes (e.g., aggregation

poi nts, storage points etc) as well as the potential traffic
characteristics. After that, the Know edge Exchange interface can be
accessed anytine fromthe information sink entity to receive the
needed i nformati on/ know edge. In our reference scenario, the

know edge bl ock matches the information flow constraints (e.qg.,
supported nonitoring rate) of the VIMASA with the information flow
requi renents fromthe PO ASA. Then it selects the nost appropriate
Knowl edge Exchange interfaces to communi cate the information fromthe
VIMto the PO ASA. A newinformation flow contract is established
and communi cated to the two ASAs and stored in the know edge bl ock.
The information flow is established and the PO ASA can retrieve the
required information fromthe VIM ASA via the appropriate Know edge
Exchange interface. The PO ASA can now begi n taki ng network

optim zati on deci sions using that information.

Know edge-l evel Optim zation: Furthernore, know edge supports a

gl obal optim zation process that is triggered periodically or when a
gl obal performance objective change is requested fromthe GOV. This
process takes optim zation decisions using the aggregated information
fromthe configuration of all established information flows and is
related wwth a restructuring of the know edge functions thensel ves.
In other words, global-optimzation algorithns may di scard or update
Know edge Exchange Policies enforced for established information
flows. It takes as an input the global picture of all the
established information flow contacts and provi des as an out put
different contracts aligned better to the new updated demands (e.g.,
a new received gl obal objective). This process may initiate re-
negoti ati ons that include requesting again fromthe entities what
their requirenments and capabilities are. For exanple, the

di stributed know edge nodes may be increased, decreased or
repositioned in order to acconmodate all established informtion
flows and the global optim zation goal better. The optim zation
process is triggered by the I FEO function and regul ates the
information flow based on the current state and the | ocations of the
partici pati ng ANl MA conponents. In particular, the |IFEO controls
information collection handled fromthe I1CD function, information
aggregation, and aggregation node placenent. Furthernore, it guides
a filtering systemfor information collection and aggregati on points
that can significantly reduce the communi cati on over head.
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