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Abstract

Thi s docunent describes a protocol independent encoding for flow
characteristics (a.k.a. netadata). A flowis defined as a set of IP
packets passing through a network in a given direction. Al packets
bel onging to a particular flow have a set of common properties (e.qg.
I P, port, transport). Flow netadata exposes key characteristics of
the flow such as the originating application, the type of nedia in
use (e.g. audio, video) and others as defined in

[1-D. eckert-intarea-fl ow netadata-framework]. The fl ow
characteristics are expressed in terns of information el enents.
These information el enents are signaled either out of band or in band
but always al ong the sanme path of the flow associated with the
appl i cation.

[1-D. eckert-intarea-fl ow netadata-framework] defines the overal
framework for flow netadata and the definition of the flow
characteristics, whereas this docunent captures the encodi ng of these
characteristics. The mapping of flow netadata encoding to different
signaling protocols is outside the scope of this docunent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on January 10, 2014.
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I nt roducti on

Thi s docunent describes a protocol independent encoding for flow
characteristics (a.k.a. nmetadata). A flowis defined as a set of IP
packets passing through a network in a given direction. Al packets
bel onging to a particular flow have a set of common properties (e.qg.
I P, port, transport). Flow netadata exposes key characteristics of
the flow such as the originating application, the type of nmedia in
use (e.g. audio, video) and others as defined in

[1-D. eckert-intarea-fl ow netadata-framework]. The fl ow
characteristics are expressed in terns of information el enents.
These information el enents are signal ed either out of band or in band
but al ways al ong the sanme path of the flow associated wth the
appl i cation.

As flow characteristics across different signaling protocols are
identical, they benefit froma single definition and encodi ng
irrespective of the signaling protocol in use (e.g. RSVP

[ D-FMD-RSVP], STUN [I-D. martinsen-nmusic-malice], and PCP
[1-D.wing-pcp-flowdata]). Different network deploynents call for
di fferent protocols or conbination of protocols as described in
[1-D. eckert-intarea-fl ow netadata-framework]. The fl ow
characteristics can be processed by internedi ate network nodes for
t he purpose of applying a particular treatnment to the flow or sinply
for gathering insight on the nature of the traffic crossing the
net wor k node.

Fl ows, and the correspondi ng netadata, are inherently unidirectional,
inthe direction fromthe source to the destination (e.g. fromAlice
to Bob). In sone cases, there may be a related flowin the reverse
direction (e.g. fromBob to Alice), but this is treated as a separate
flow, not a bidirectional flow. The Metadata tags can characterize
data in the sane direction as the flow (upstrean) or in the opposite
direction (downstream. The encoding allows to signal for either
direction or both at the sane tine. The Metadata tags can be
signal ed by the application itself and/or by network el enents that
have visibility of the flow data. The encodi ng supports

di stingui shing between attribute information originated by an
application fromattribute information originated by a network
device. The encoding allows to segregates information com ng from
the application frominformation comng fromthe network.

1. Requirenents Language
The key words "MJST", "MJIST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Encoding Overview
2.1. Ceneral Principles

This specification assunes that the flowis specified by the
transport protocol which carries the Metadata tags. As an exanpl e,
in STUN, flowidentifiers such as | P addresses and ports are present
in layer 3 and 4 headers of STUN nessages (see
[I-D.martinsen-music-nalice]). 1In RSVP, the same is obtained from
t he SESSI ON and SENDER- TEMPLATE objects (see [ID-FMD-RSVP]). In PCP
the source IP is part of the request common header; other flow
identifiers need to be enbedded in an opcode data or an option
(see[|-D.wi ng-pcp-fl owdata]).

The Fl ow Metadata characteristics are to be interpreted in the
context of the flow defined by the signaling protocol. 1In this
specification Flow Metadata encodi ng does not carry any flow
identifiers but nerely the flow characteristics. The specification
could be extended to carry the flowidentifiers if needed.
The encodi ng defined herein does not relate to any specific signaling
but rather allows different signaling protocols to transport flow
characteristics. As the encoding is shared anongst several
protocols, it is versioned i ndependently to allow, if needed, its
evol ution w thout inpacting the signaling protocol.

2.2. Encoding CGoals

The follow ng goals have been considered in the design of the
encodi ng:

o Transport independence

o Allow for a standard namespace as well as vendor specific
namespaces

0 Support multiple producers of flow characteristics

o Ability to encode flow characteristics for both the flowitself
(upstream) and the flow in the reverse direction (downstream

0O Ability to conmunicate flow characteristics froman application to
the network as well as fromthe network back to the application

o Extensibility while allow ng for backwards conpatibility

o Flexibility
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o Support for integrity, authentication and authorization on a per
producer basis

o Conpact encoding
2.2.1. Transport independence

One goal of this proposal is to provide an encoding that can be used
by nore than one transport protocol. This should help nmaintain

consi stency across standardi zati on of flow netadata usage by vari ous
signaling protocols, and it should sinplify inplenentations that nake
use of different signaling protocols when transporting flow netadata.
One exanple is an application that may use different signaling

prot ocol s dependi ng on the environnment, peer protocol support, etc.
Another is a m ddl ebox on an adm ni strative boundary that may need to
perform protocol interworking functions.

2.2.2. Standard and Vendor Specific Nanmespaces

Vendors need the ability to define and use proprietary Mtadata when
they are delivering a pre-standard feature or product or when the
encoded information is of comercially sensitive nature. This
specification provides support for both standard and vendor specific
defined fl ow characteristics.

2.2.3. Miltiple Producers

Mul ti pl e producers may contribute flow characteristics to the Fl ow
Met adata i nformati on associated wwth a given flow

Applications are one category of candi dates for generating Fl ow

Met adat a as they have precise knowl edge of the flows they insert into
the network. M ddl eboxes constitute a second class of Metadata
producers. Deep Packet Inspection engines are depl oyed to recognize
the originator and nature of the flows traversing a network. Media
Term nation Points (e.g. MCU, transcoders) are deployed to offer
additional services to applications. Media Term nation Points have
know edge of the transformations they apply on the flow they receive
and can therefore update the characteristics of the flow. O her
proxi es and gateways exi st for other applications and coul d produce
information in relation to the flow.

2.2.4. Upstream and Downstream
As explained in the introduction, a flowis unidirectional by
definition, but sone use cases and signaling protocols require or

allow to signal both upstream and downstream fl ow characteristics.
For exanple, in the context of a hone user that needs to prioritize
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its upstream and downstream fl ow an end-to-edge protocol can expose
flow characteristics to the edge | SP node controlling its access |ink
for both its upstream and downstreamflow. This allows the edge node
to apply proper treatnent to both directions.

2.2.5. Application to Network and Network to Application

In accordance with [I-D. eckert-intarea-fl ow netadata-franmework], flow
characteristics nmay be conmuni cation both from application to network
as well as fromnetwork to application. The encoding rules are the
sane regardl ess of the direction of the communication. The ability
to differentiate between the two is provided by the transport
protocol. For exanple, when using PCP, application to network

conmuni cation is via a PCP request, and network to application

comuni cation is via a PCP response.

2.2.6. Extensibility

New use cases and new depl oynent scenarios will require the use of
new fl ow characteristics. For this reason the encodi ng shoul d
support Metadata tag additions in a backwards conpati ble way. New
Met adat a tag addition supplenment but do not redefine existing tags.
An application or a network node always signals its currently
supported tag set and devices | everage the subset they understand for
t he purpose of applying treatnent to, or gathering information about,
the application flows.

2.2.7. Flexibility

Di stinct use cases and individual applications have a need for

di fferent subsets of Metadata tags. The encodi ng shoul d support the
signaling of any subset of Metadata tags for that purpose. For
exanpl e, a video conferencing application mght need to signal
netadata for both its audio and video flows. A video surveillance
application mght signal video flows only, but may need to indicate
whi ch one has priority based on enbedded anal yti cs.

2.2.8. Per Producer Security

Treatment applied on the basis of netadata nay involve the
consunption of scarce network resources and therefore contribute to
t heir exhaustion. Consequently, integrity, authentication, and

aut hori zation are all inportant aspects of any security mechani sm
used to secure the netadata.

This specification defines an optional security el ement container;

however, the actual security mechanismto be used is outside the
scope of this specification.
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9. Conpact Encodi ng

One of the goals of the encoding described in this specification is
to be conpact and consune m ninmal space in the signaling protocol
payl oad. Mst of the protocols have |limted space for Mtadata

pur poses and do not support semantic fragnmentation. The strategy of
the encoding is to mnimze the encoding structures used for the
common signaling case. The common case is foreseen to be the
application signaling standard flow characteristics.

Encodi ng specification
Layout

This section describes the encoding | ayout proposed by this
specification. 1t describes the follow ng:

o0 How the application and network producers coexi st using sections
in Figure 1

o Application of an optional security token to a section in Figure 2

o The division of a section into standard and vendor specific sub-
sections in Figure 3

o The division of a sub-section into upstream and downstream bl ocks
in Figure 4

o A full exanple using all the encoding building blocks in Figure 5
1. Sections

The fl ow characteristics are grouped in sections within the encoding.
A section pertains to an application or to a network producer. To
segregate application and network producer sections the encodi ng uses
a network marker. The application section does not use a network

mar ker and therefore nust cone first if present. The encodi ng MJST
contain at |east an application or a network section. Figure 1 shows
an exanple that contains an application section and two network

secti ons.

o m e e e e e e e e e e e e e e e o +
| Application Section |
T +
o e e e e e e e e e e e e - +
| Net wor k-1 Mar ker |
o m e e e e e e e e e e e e e aa o +
o m e e e e e e e e e e e e e e e o +
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o m e e e e e e e e e e e e e aa o +
o m e e e e e e e e e e e e e e e o +
| Net wor k- 2 Mar ker |
T +
o e e e e e e e e e e e e - +

Figure 1: Encodi ng section
3.1.2. Security Tokens

A section MAY include at nost one security token. The security
token, if present, MJST appear at the beginning of the section. In
the foll owm ng exanple, a separate security token is added to each
section contained in the previous exanple.

o e e e e e e e e e e e e - +
| Security Token |
o m e e e e e e e e e e e e e aa o +
o m e e e e e e e e e e e e e e e o +
| Application Section |
T +
o e e e e e e e e e e e e - +
| Net wor k-1 Mar ker |
o m e e e e e e e e e e e e e aa o +
o m e e e e e e e e e e e e e e e o +
| Security Token N1 |
T +
o e e e e e e e e e e e e - +

. +
o e e e e e e e e e e e e e e eieaa—ao- +
| Net wor k- 2 Mar ker |
R LT +
e +
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| Security Token N2 |

Figure 2: Encoding security tokens
3.1.3. Subsections

A section may be divided into standard and vendor sub-sections. A
section MJST at | east have one subsection. A section MJST contain at
nost one standard sub-section and can contain multiple vendor
subsections for different vendors. A standard and a vendor sub-
section are segregated through a vendor marker. The standard
subsecti on does not use the vendor marker and therefore nust cone
first if present. Figure 3 shows a sanple section content.

T +
> +
| Vendor-1 Marker |
e +
o e e e e e e e e e e e e - +

Vendor -1 Subsecti on

o m e e e e e e e e e e e e e e - +
T +
| Vendor -2 Marker |
' +
e +

Vendor - 2 Subsecti on
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Fi gure 3. Encodi ng subsections
3.1.4. Upstream and Downstream Bl ocks

A subsection MJUST contain at |east one upstream or downstream bl ock
A subsection contains at nost one upstream bl ock and at nobst one
downstream bl ock. Upstream and downstream bl ocks are conposed of
nmet adata tags, with each tag specifying a flow characteristic. |If
t he upstream and downstream bl ocks are both present, the upstream
bl ock MJUST cone first.

oo e e e e e e e e e e ae— o +
| Upst ream bl ock |
| +------------ + He-eeieeeae + |
| | M tag | | MDtag ||
| +--------- - + - e e e m - + |
o e o e o e e e e eme—o-o- +
oo e e e e e e e e e e ae— o +
| Downst r eam bl ock |
| +------------ + He-eeieeeae + |
| | M tag | | MDtag ||
| +--------- - + - e e e m - + |
o e o e o e e e e eme—o-o- +

Fi gure 4. Encodi ng upstream and downstream bl ocks
3.1.5. Conpl ete Encodi ng Exanpl e

Figure 5 shows a conpl ete exanpl e conbining the application and
network sections together with their standard and vendor sub-
sections. The tags appearing in a standard and in a vendor sub-
section are managed by separate registries. See

[1-D. eckert-intarea-fl ow netadata-framework] for a full coverage of
the informati on nodel and how the registries are handl ed.

o m e e e e e e e e e e e e e e - +

| Security Token |

oo e e e e e e e e e e e aaoos +
e + N N
| Upst ream bl ock | | |A
| +--------- - S e +1 1 |P
| | M tag | | M tag | | ISP
| +---meeem - L + ] |T|L
e + | DI
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i +] |C
| Downst r eam bl ock [ | A
| +-------m---- + | | |T
| | M tag I | | |1
| b + 110
R T + v |N
o e e e e e e e e e e e e e o - + |

| Vendor section marker | | S
o e e e e e e e e e e e e - + | E
o m e e e e e e e e e e e e e e - + " |C
| Upst ream bl ock | |V |T
| +------------ L e + | |IN|I
| | M tag | | MDtag | | |D]O
| +--------- - I +]1 ] |N
R i + v Vv

o m e e e e e e e e e e e e e e - + N

| Net wor k secti on marker | |

Fo e e e e e et se s s + |

o e e e e e e e e e e e e e o - + | N
| Security Token | | E
o e e e e e e e e e e e e - + | T
o m e e e e e e e e e e e e e e - + | W
| Downst r eam bl ock | | O
| +------------ + | | R
| | M tag I I | K
| A----ee--- + I I

o e e e e e e e e e e e e - + |

o m e e e e e e e e e e e e e e - + | S
| Vendor section narker | | E
e e e e e e e e e eeeeeeeeeeeeaaa + | C
o e e e e e e e e e eeiaiaiaaaanas + | T
| Downst r eam bl ock | [ 1
| +--------- - + | | O
| | M tag I I | N
| +----meee - + I I

oo e e e e e e eeeeeaaao o + Y,

Figure 5. Conpl ete encodi ng exanpl e
3.1.6. Conpact Encodi ng Exanpl e

Figure 6 shows an encodi ng exanple for flow netadata standard
characteristics produced by an application for the upstream (sane as
5-tuple) direction. As can be seen in the figure no network marker
is used as we are signaling for the application. In the sanme way
there is no vendor marker as we are signaling standard fl ow
characteristics. This exanple al so assunes a use case where no
security token is needed. Further exanples are given in Appendix A
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e m e e e e e e e e ee e aa o +
| Upst r eam bl ock |
| +--------- - + - e e e mm - + |
| | MDtag | | M tag | |
| +------------ + Femmmemmemana + |
e m e e e e e e e e +

Figure 6: Conpact encodi ng exanpl e
3.2. Encoding Structures

This section explores the encoding | ooking nore closely at the
encodi ng structures.

Figure 7 shows the encodi ng used by an application using only
standard tags.

Figure 8 shows the encodi ng used by an application using only
vendor specific tags.

Figure 9 shows the encoding for network producers using only
standard tags.

The three scenarios expose all the encoding structures. These
structures may be conbined in various ways to support other
scenari o0s.

The encodi ng makes use of Type Length Value (TLV) as the base
bui | di ng bl ock, plus sone |level of nesting to create the different
encodi ng structures. The type indicates which encoding structure is
in use. In case of a marker, the length gives the size of the marker
but not of the delimted section or sub-section.

As expl ai ned previously, application and network sections MJST
contain at | east one standard or vendor sub-section and MAY contain a
security token. The value of the security token TLV i s broken down
in two parts, a security-schene indicating the security nethod used
and the security-value holding the security payl oad specific to the
security schenme. The definition of the different security schenes
and their payloads are left to a separate docunent.

The val ue of the upstream and downstream bl ock TLVs are subdivided in
netadata tags. Each tag is itself a TLV specifying a fl ow
characteristic. A netadata tag MJST appear only once in an upstream
or a downstream block. On the one hand the security token, the
upstream and t he downstream bl ock, the vendor and network marker
types are defined within the sane registry. On the other hand the
tag types are defined in a separate registry fromthe encl osi ng
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encodi ng structures. The separation of the registries is possible as
the tags are part of the upstream and downstream bl ock TLV val ue and
therefore do not collide with the encodi ng structures.

0 1 2 3
01234567890123456789012345678901
T i S S I i S T i e S S S I i T S S i S S ik AN
| Security-type | Lengt h || E
+++++++++++++++++++++++++++++++++|C
| Security-schene | o
i ik ol I i e e i e e s T
Security-val ue 10O
+++++++++++++++++++++++++++++++++VK
| Upstreamtype | Lengt h | ~U
S R i i i I L i il T T R R T i S e ik I IR R T R et i S S S e e Y/
| Tag-type | Lengt h || D
+++++++++++++++++++++++++++++++++| | B
Tag- val ue | T|IL
+++++++++++++++++++++++++++++++++v|O

B I e S e ik sl T o S e S S e i il sl T i ST SRR S S SRR e S S e VA ¢
| Downst r eam t ype | Lengt h | ~D
SR S it S NI I S S S P S S i S NI R R S S S I S S e S I\
| Tag-type | Lengt h [
+++++++++++++++++++++++++++++++++|B
Tag- val ue | L
+++++++++++++++++++++++++++++++++|O
| C
vK

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
Fi gure 7

Figure 8 adds the vendor sub-section nmarker which starts a vendor
section. The vendor marker is a TLV whose type is defined in the
sane registry as the security token. |Its value is the vendor’s
Private Enterprise Nunber (PEN) allocated by I ANA. The vendor marker
does not include the downstream and the upstream bl ock but rather
sets the context to interpret them Miltiple vendor sub-sections
within the sane application or network section are allowed as |ong as
they pertain to different vendors.

0 1 2 3
01234567890123456789012345678901
e S s S T S S ik MR N S
| Security-type | Lengt h |
B e T T e s e i o Sl o e e e S e e o i sl sl aoi S SRR TR
| Security-schene |
i i S S e R e ok
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Security-val ue
+++++++++++++++++++++++++++++++++
| PEN-t ype | Lengt h |
I ik aie: ST S S I I i o ST I S S S I il st e S
| PEN-i d |
i T e S S il R S e e e S S e o e e S S
| Upstreamtype | Lengt h |
I i S I T T s S S O S I Tl st s O
| Tag-type | Lengt h |
B e T T e s e i o Sl o e e e S e e o i sl sl aoi S SRR TR

Tag- val ue
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 4

o e e e e e e e e e e e e e e e e e e m b e e e e e e e e e 4 4

| Downstreamt ype | Lengt h |

I ik aie: ST S S I I i o ST I S S S I il st e S

| Tag-type | Length |

i i T T T s e
Tag- val ue

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 4 4

ZOo0——Homw xVOoOUOUzZzm<L<

T T S S T e T o S S S e i S S Tk i o S

<-—"""""—""—"—""F""F”™”- -« - "™ " >

Figure 8

Figure 9 adds the network marker that starts a network section. The
network marker is a TLV whose type is defined within the sane
registry as the security token. The value of the network marker is
the network precedence that indicates the adm nistrative preference
for the network producer flow characteristics. The precedence all ows
to nerge information fromdifferent network producers and retain only
the preferred one.

0 1 2 3

01234567890123456789012345678901
i i S S i i e T S R et o S N N S
| Net wor k-t ype | Lengt h |
T i S e I S T a S S S i
| Precedence |
I ik aie: ST S S I I i o ST I S S S I il st e S
| Security-type | Length |
i i e i Sl S e e SR
| Security-schene |
s S S S M S

Security-val ue

B i T S e e b e et T S e e I e S e i sl st T T I SR e SR

Upstreamtype | Length
T Tk T e S T i i S I S S e

_—_—
IAmMmOCOQ0OXnT

+_+.....
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| Tag-type | Lengt h |
B T T S g T e sl ol S e T S il it I T T T S S e

Tag- val ue :
B e T i S S i i i o i i i e S S e
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Figure 9
Al the constructs above can be conbined to signal standard and
vendor specific tags for different producers and allow to secure each
producer’s information independently.
3.3. ABNF

MD- bl ock = Version (Application-block / 1*Network-block /
(Application-bl ock 1*Network-bl ock))

Net wor k- bl ocks = Networ k-tlv Producer-bl ock

Appl i cation-bl ock = Producer-block ; For the application we do not
; require the Producer-tlyv

Producer-bl ock = [Security-tlv] (Standard-block / 1*Vendor-block /
( St andar d- bl ock 1*Vendor - bl ock))

Vendor - bl ocks = PEN-tlv Fl ow bl ock

St andar d- bl ock = Fl ow bl ock; W do not require the PEN-tlv
; for the standard tags

FIl ow bl ock = Upstreamtlv / Downstreamtlv /
(Upstreamtlv Downstreamtlv)

; If both present, upstream nust cone first

PEN-tlv = PEN-type Length PEN-id

Net work-tlv = Network-type Length Precedence

Security-tlv = Security-type Length Security-schene Security-val ue
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Upstreamtlv = Upstreamtype Length Upstream val ue

Attribute-list

Upstream val ue
Downstreamtlv = Downstreamtype Length Downstream val ue
Downstream val ue = Attribute-Iist

Attribute-list = 1*(Attribute-tlv)

Attribute-tlv = Tag-type Length Attri bute-val ue

Version = %01 ; NEWVER will be picked up as the first
;version of the encoding

PEN-i d 4(OCTET); Private Enterprise Nunber defined by | ANA

Length = 2(OCTET); 16-bit length field

Precedence = 4(OCTET); Indicates the preferred source of information
; for a producer-type

Security-scheme = OCTET; Type of security used

Security-value = *(OCTET)
; length of this field nust match Length of Security-tlv + 2

Tag-type = 2(OCTET) ; Value according to | ANA / Vendor-specific registry
Producer-type = Zero %O01; The first foreseen producer is M> NETWORK

; to cover for DPlI engines, gateways and ot hers
; Further values may be allocated |ater

Security-type Zero %00 ;
Upstreamtype = Zero %01
Downstreamtype = Zero %02
PEN-type = Zero %03 ;

Net wor k-type = Zero %04
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6.

6.

1

2.

Attribute-value = *(OCTET) ;
Zero = %00
Fi gure 10
Security Consi derations

A security token, as described in Section 3.1.2, is a mechani sm

provi ded as part of the encoding to protect flow characteristics. A
signaling protocol used to transport the encoded netadata nmay provide
addi tional security mechanisnms. The protocol specific and encodi ng
specific security mechani sns may be used in conbination to achieve
the required | evel of security.
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