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Abst r act
Thi s docunent defines an extension to TURN that allows it to run over
a Websocket [ RFC6455] channel. This will allowa client in a
restrictive network to exchange and relay nedia or data over the
websocket .
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1. I nt roducti on

Traversal Using Relays around NAT (TURN) [ RFC5766], which assigns a
transport address allocation for clients and rel ays data between the
address and the clients, is an extension to the Session Traversal
Uilities for NAT [ RFC5389] protocol. TURN is used for NAT traversal
in sonme conplicated types of NAT network by UDP-based nedi a sessions
[ RFC5766] or TCP-based nedia sessions [RFC6062]. It is also used
with Interactive Connectivity Establishnment (1CE) [ RFC5245].

In sone particularly restrictive networks, e.g. a web proxy or
firewall that only allows HITP traffic to pass through, TURN UDP-
based nedi a sessions and TURN TCP- based nedi a sessi ons do not worKk.
These types of network often appear in the prison, the hotel, the
airport and other places that need limt the access of network.
RTCWeb provides direct interactive rich comruni cati on between two
peers’ web-browser, which has the simlar requirenent to allow two
peers to use fallback communication in the http-only network
[I-D.ietf-rtcweb-use-cases-and-requirenents] (F37).

Anot her use case of Turn over websocket is that the turn server could
be a generic relay for sone protocols over websocket, such as

BFCP[ RFC4975] and MSRP[I-D.ietf-bfcpbis-rfc4582bis]. There are
drafts to support BFCP [I-D. pascual - di spat ch- bf cp-websocket ] and
MBRP[ | - D. pd- msr p- websocket] transported in the websocket, however in
these drafts a special server is needed as the internediary to
receive the protocol data fromthe client. 1In the Peer to Peer
scene, BFCP and MSRP nessage is required be exchange by two peers,
and additional server is alittle conplicated to deploy in such
scene. The turn over websocket could be used as generic relay
server, which could relay these protocol data between two peers.

Thi s docunment defines an extension to TURN that allows it to run over
a Websocket [ RFC6455] channel. This will allowa client in a
restrictive network to exchange nedi a over a websocket. This is
useful to solve the http fallback problemand is easy to be

i mpl emented in the existing rtcweb framework. The connection between
the server and the peer is still UDP as [RFC5766] or TCP , TLS over
TCP as [ RFC6062] .

e T T Ty Fommm e e e eeeaaaa +
| TURN client to TURN server | TURN server to peer |
e~ e +
I I uDP I
| Websocket over TCP | TCP |
| | TLS over TCP |
T Fommm e e e eeeaaaa +
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2.

3.

3.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Depl oynment Topol ogy

As nmentioned in [I-D.mniero-rtcweb-http-fallback], within the
context of real-tinme nultimedia communi cati ons and consi dering a
scenario that involves tw peers,an HITP fall back nechani sm may fal
in basically three different network topol ogies:

1. A topology whereas only one of the involved peers needs HTTP
fal |l back for comrunication

TR +
| TURN & |
Fomemme e + websocket +---------------- +
| websocket | server | \ UDP/ TCP
| R + \
| \
| |
+om o - -+ tom o -+
| Alice | | Bob |
S R + toe o - - -+
Figure 1

In Figure 1, only one involved peer(Alice) is in the restrained
network, so Alice need use websocket connection to traverse the
firewall and proxy. The situation for Bob is better, he could
connect to TURN server by UDP or TCP using existing nechanism

When Alice wants to comrunicate with Bob, she need request a UDP or
TCP all ocation in websocket server for Bob, which is transferred in

t he websocket channel. The websocket server will receive the request
and handle it |like a TURN server. The procedure of TURN nessage is
the sane as TURN UDP and TURN TCP, and the websocket server wll also
all ocate a UDP or TCP relay address for Bob. The application data
fromAlice and Bob will be packaged and rel ayed to each other by the
websocket server.

2. A topol ogy whereas both the involved peers need HTTP fall back for
comuni cation, using two different intermediaries
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3.

4.

R L + websocket +--------- + websocket +--------- +

| websocket | server | UDP/ TCP | server | websocket

| R + R + |

I I

| |
+om o - -+ tom o -+
| Alice | | Bob |
S R + toe o - - -+

Figure 2

In Figure 2, both Alice and Bob are i restrictive networks, so both
need a fall back nechanism One conplex scenario is that Alice and
Bob each have their own websocket server. |In this scenario, Alice
and Bob need to request the Turn allocation in their own websocket
server using a websocket connection. The procedure of TURN nessage
is the sane as TURN UDP and TURN TCP. The websocket server shoul d
relay the application data to each other by UDP , TCP or other
existing ways. It is better that Alice and Bob allocate the sanme
type of transport address, so their own websocket server could
connect to each other by this address directly.

3. A topol ogy whereas both the involved peers need HTTP fall back for
RTP, using the sanme internediary

R +
| TURN & |

R T + websocket +-------------------- +

| websocket | server | websocket

| Fommmmen e + |

I I

| |
T T
| Alice | | Bob
e + oo oo+

Fi gure 3

In Figure 3, Alice and Bob are both also in the restrictive network
as Figure 2 with a slight difference that Alice and Bob share the
sane websocket server. In this scenario, Alice and Bob need exchange
TURN nessages as TURN UDP and TCP usi ng websocket connection. The
websocket will assign the allocation for both sides and decide how to
bind the two allocations together and bridge the TURN application
data, which is entirely inplenmentation specific.

Al l ocati on
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Because the UDP and TCP al |l ocation for the peer can satisfy the

di fferent scenarios, we just need to extend the connection between
the client and the server - websocket connection. Considering
websocket connection is based on TCP transport connection, we shoul d
add a flag in server’s allocation to distinguish these two
connections: ’app-connection’.

In the application of TURN UDP and TURN TCP, the 5-tuple (client’s IP
address, client’s port, server |IP address, server port, transport
protocol) is used for stating the connection between the client and
the server. However the 5-tuple is hard to state the websocket
connection which is an application-level connection. The app-
connection is used for stating the application | evel connection,
whose value is "ws’ or’wss’ when the client uses websocket or secure
websocket to connect TURN server.

5. Qperation

The operation of the client, server and peer is the sane as TURN UDP
and TURN TCP with a difference of the new connection channel -
websocket .

6. Miltiplexing

In restrictive networks, the port resource is limted, so

mul ti pl exi ng the TURN connections on a single port is necessary. A
nmet hod for websocket multiplexing is proposed in
[1-D.ietf-hybi-websocket-nmultiplexing], which describes a

mul ti pl exi ng extension for the WebSocket Protocol. Wth this

ext ensi on, one TCP connection can provide nmultiple virtual WbSocket
connections by encapsul ating franes tagged with a channel 1D

This method could be used in conveying TURN data. One control
websocket channel is needed to convey the TURN control nessage. Wen
al l ocation request is successful, a new websocket connection shoul d
be established for transferring TURN application data. The channel
ID for the new websocket connection should be saved in the allocation
in server, so that all data in this channel will be bound to this
specific allocation.

7. | ANA Consi derations
TBS
8. Security Considerations

TBS
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