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Abstract

Thi s docunent descri bes an Extensible Provisioning Protocol (EPP)
extensi on mapping for the validation of contact and eligibility data.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Cctober 20, 2016.
Copyright Notice
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docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
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1. I ntroducti on

Thi s docunent describes an extension mapping for version 1.0 of the
Ext ensi bl e Provi sioning Protocol (EPP) [RFC5730]. This EPP mappi ng
specifies a flexible schema by which EPP clients and servers can
reliably validate contact and eligibility data.

Wth the increased nunber of restrictions on contacts and required
data points (license, ids, etc.) to register a domain nane, a way to
val i date the data points prior to issuing a transformcommand is
becom ng nore inportant.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

XML is case sensitive. Unless stated otherw se, XM. specifications
and exanpl es provided in this docunent MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl enent ati on.

In exanples, "C. " represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanples are provided only to illustrate el enent

rel ati onshi ps and are not a REQUI RED feature of this protocol.
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2. Ext ensi on El enents

This extension provides a new EPP command cal l ed <validate> As the
set of EPP command verbs cannot be updated wi thout updating the core
EPP specifications, this conmand is inplenented as an extension.

Wien a client wants to validate contact and/or eligibility data it
will send an EPP conmand frane contai ning only an <extensi on>

el ement. The <extension> elenent will contain a <validate> el enent.
The intent with the conplex <validate> elenment is to provide a
mechani smto validate contacts and/or eligibility criteria to the
policy level of a specific top |evel domain (TLD). The

<val i date:validate> el enent is used as a container of information to
be val i dat ed.

This extension maintains a high reuse of current common EPP el enents
and attributes, though m nor nodifications and new el enents/
attributes were required.

Due to different uses in this extension the follow ng el ements have
been borrowed from RFC 5733 but have been redefined in the scope of
t he val i dat e nanespace: <validate:id>; <validate:postallnfo>;

<val i dat e: voi ce>; <val i date:fax>; <validate:emil >;

<val i dat e: aut hi nf 0>; <val i date: di scl ose>; <validate:cl TRI D>

Key Val ue provides a flexible nmechanismto share data between the
client and the server. The <validate: kv> el ement defines the data,
with two required sinple attributes, key and val ue, and an opti onal
contact Type attribute for specificity in the response, nore details
bel ow.

o An exanple <validate: kv key="VATI D' val ue="0123456789"/ >.

o An exanple <validate: kv contact Type="Adm n" key="contact:cc"
val ue="Invalid country code for adm n contact, nust be MX "/>.

The <validate> el enent contains one child el ement:

0 One or nore <validate: contact> el ements.

The <val i date:contact> el enent has the followi ng required attri butes:

0 One contactType attribute including but not limted to registrant,
admn, tech, billing.

0 One tld attribute.

The <val i date:contact> el enent has the followi ng required child
el enent s:
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0 Zero or nore <validate: kv> el ements.
0 One <validate: cd> el enent.

The <validate:cd> el enent has the following child el enents:

0 One <validate:id> elenent that contains the desired server-unique
identifier for the contact to be created. This can be reused in
ot her <validate:cd> elenents in order to facilitate the reuse of
t he exact sane data for other contact types.

0o Zero to 2 <validate: postallnfo> elenents that contain postal
address information.

0 An optional <validate:voice> elenent that contains the contact’s
voi ce tel ephone nunber.

0 An optional <validate:fax> elenent that contains the contact’s
facsim | e tel ephone nunber.

o0 An optional <validate:email> elenment that contains the contact’s
emai | address.

0 An optional <validate:authlnfo> elenment that contains
aut horization information to be associated with the contact
obj ect.

o0 An optional <validate:disclose> elenent that allows a client to
identify elenments that require exceptional server-operator
handling to allow or restrict disclosure to third parties.

The followng is an exanple of the <validate> extension conmrand:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns:val idate="urn:ietf:parans: xm :ns:validate-0.1"
xm ns: contact="urn:ietf:parans: xn :ns:contact-1.0">
<ext ensi on>
<val i dat e: val i dat e>
<val i dat e: contact contact Type="regi strant” tld="COM >
<val i dat e: cd>
<val i dat e: i d>sh8013</val i date: i d>
<val i date: postal Info type="int">
<cont act : nane>John Doe</ cont act : nane>
<cont act : org>Exanpl e I nc. </ contact: org>
<cont act : addr >
<contact: street>123 Exanple Dr.</contact:street>
<cont act: street>Suite 100</contact:street>
<contact:city>Dul |l es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act : cc>US</ cont act : cc>
</ cont act : addr >
</val i dat e: post al | nf o>
<val i dat e: voi ce>+1. 7035555555</ val i dat e: voi ce>

0000000000000 O0OO0O0O0O0
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<val i dat e: f ax>+1. 7035555556</ val i dat e: f ax>
<val i dat e: enmai | > doe@xanpl e. conk/ val i dat e: emai | >
<val i dat e: aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</val i dat e: aut hl nf o>
<val i dat e: di scl ose flag="0">
<cont act: voi ce/ >
<contact:email/>
</val i dat e: di scl ose>

</val i dat e: cd>
<val i dat e: kv key="VAT" val ue="1234567890"/ >
</val i date: contact>
<val i dat e: contact contact Type="tech" tl|d="COM >
<val i dat e: cd>

<val i date: i d>sh8013</val i date:i d>

</val i date: cd>

</val i dat e: cont act >

<val i dat e: cont act contact Type="adm n" t| d="COM >
<val i dat e: cd>

<val i dat e: i d>sh8014</val i date: i d>
<val i dat e: postal Info type="int">
<cont act : nane>John Doe</ cont act : nane>
<cont act : or g>Exanpl e I nc. </ contact: org>
<cont act : addr >
<contact: street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul |l es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act : cc>US</ cont act: cc>
</ cont act : addr >
</val i dat e: post al | nf 0>
<val i dat e: voi ce>+1. 7035555555</ val i dat e: voi ce>
<val i dat e: f ax>+1. 7035555556</ val i dat e: f ax>
<val i dat e: emai | >] doe@xanpl e. conx/ val i date: emai | >
<val i dat e: aut hl nf 0>
<cont act : pw>2f 00BAR</ cont act : pw>
</ val i dat e: aut hl nf 0>
<val i dat e: di scl ose flag="0">
<cont act: voi ce/ >
<contact:email />
</val i date: di scl ose>

</val i date: cd>

</val i dat e: cont act >

<val i dat e: contact contact Type="billing" tld="COM >
<val i dat e: cd>

<val i dat e: i d>sh8014</val i date: i d>

</val i dat e: cd>

2016
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C. </val i dat e: cont act >

C </val i dat e: val i dat e>

C <val i dat e: ¢l TRI D>ABC- 12345</ val i dat e: ¢l TRI D>
C. </ extension>

C. </ epp>

If the server accepts a <validate> conmand, it MJUST respond with a
1000. If the server rejects the conmand, it nust respond with a 2400
result code.

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0">
<r esponse>
<result code="1000">
<nmsg>Conmand conpl et ed successful |l y</ nmsg>
</result>
<ext ensi on>
<val i dat e: resDat a
xm ns:val i date="urn:ietf:parans: xm :ns:validate-0.1">
<val i dat e: cd>
<val i dat e: i d>sh8013</ val i date: i d>
<val i dat e: response>1000</ val i dat e: response>
</val i dat e: cd>
<val i dat e: cd>
<val i dat e: i d>sh8014</ val i date: i d>
<val i dat e: response>2306</ val i dat e: response>
<val i dat e: kv key="contact:city" value="City not valid
for state."/>
<val i dat e: kv cont act Type="Adm n" key="contact: cc"
value="Invalid country code for admn, nust be nx."/>
<val i dat e: kv contact Type="Billing" key="VAT" val ue="VAT
required for Billing contact."/>
</val i date: cd>
</val i dat e: r esDat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- ZYX</ svTRI D>
</tr|D>
</ response>
</ epp>

DRODDDDDDDDDDDDDDDDDLDLDDNDUNWWW

3. Formal Syntax

One schema is presented here that is the EPP Val i date Extension
schena.
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The formal syntax presented here is a conplete schema representation
of the object mapping suitable for automated validation of EPP XM

i nstances. The BEG N and END tags are not part of the schema; they
are used to note the begi nning and endi ng of the schema for UR

regi stration purposes.

3.1. Validate Extensi on Schema

BEG N
<?xm version="1.0" encodi ng="UTF-8"?>

<schema
t arget Nanespace="urn:ietf: parans: xnm : ns:validate-0. 1"
xm ns:val i date="urn:ietf:parans: xm :ns:validate-0.1"
xm ns: epp="urn:ietf:paranms: xm:ns:epp-1.0"
xm ns: eppcome"urn:ietf: parans: xm : ns: eppcom 1. 0"
xm ns: domai n="urn:ietf:parans: xn : ns: domai n-1. 0"
xm ns: contact="urn:ietf:parans: xnm :ns:contact-1.0"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed">

<annot ati on>
<docunent ati on>
Ext ensi bl e Provi sioning Protocol v1.0 extension schema for
command val i dat e.
</ docunent ati on>
</ annot ati on>

<l-- Inport comon el enent types. -->

<i nport nanespace="urn:ietf:parans: xn :ns: eppcom 1. 0"
schemaLocat i on="eppcom 1. 0. xsd"/ >

<i mport nanespace="urn:ietf:parans: xnl :ns:epp-1.0"
schemaLocat i on="epp-1. 0. xsd"/ >

<i mport nanespace="urn:ietf:parans: xm :ns:domai n-1. 0"
schemaLocat i on="domai n- 1. 0. xsd"/ >

<i nmport nanespace="urn:ietf:parans: xm :ns:contact-1.0"
schemaLocati on="contact-1. 0. xsd"/>

<I-- Child elements found in validate commands. -->
<el ement nanme="val i date" type="validate:validateType"/>
<el enent nane="cl TRID' type="epp:trIDStringType" />

<conpl exType nanme="val i dat eType" >
<sequence>
<el ement nanme="contact" type="val i date: vali dat eContact Type"
maxQccur s="unbounded" />
</ sequence>
</ conpl exType>
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<conpl exType nanme="val i dat eCont act Type" >
<sequence>
<el ement name="cd" type="validate: createDataType"/>
<el ement name="kv" type="validate: kvType" m nCccurs="0"
maxQOccur s="unbounded" />
</ sequence>
<attribute name="contact Type" type="eppcom | abel Type"
use="required"/>
<attribute name="tld" type="eppcom | abel Type" use="required"/>
</ conpl exType>

<conpl exType nanme="cr eat eDat aType" >
<sequence>
<el ement nanme="id" type="eppcom cl | DType" />
<el ement name="postal I nfo" type="contact: postallnfoType"
m nOccur s="0" maxQccurs="2" />
<el enent nane="voi ce" type="contact:el64Type" m nCccurs="0" />
<el enent nane="fax" type="contact:el64Type" m nCccurs="0" />
<el ement nanme="email" type="eppcom m nTokenType" m nCccurs="0"/>
<el ement name="aut hl nf 0" type="contact: aut hl nf oType"
m nOccur s="0"/>
<el ement name="di scl ose" type="contact: di scl oseType"
m nCccurs="0" />
</ sequence>
</ conpl exType>

<conpl exType name="kvType">
<attribute name="contact Type" type="eppcom | abel Type"
use="optional" />
<attribute nane="key" type="validate: keyType" use="required" />
<attribute name="val ue" type="validate:val ueType" use="required" />
</ conpl exType>

<si npl eType nane="keyType" >
<restriction base="token">
<m nLengt h val ue="1" />
</restriction>
</ si npl eType>

<si npl eType nane="val ueType" >
<restriction base="token">
<m nLengt h val ue="0" />
</restriction>
</ si npl eType>

<l-- Child response el enents. -->
<el enent nane="resData" type="validate:resDataType" />
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<conpl exType nanme="r esDat aType" >
<sequence>
<el ement name="cd" type="validate:resCreateDataType"
maxQccur s="unbounded" />
</ sequence>
</ conpl exType>
<conpl exType nane="r esCreat eDat aType" >
<sequence>
<el ement nanme="id" type="eppcom cl | DType" />
<el enent nane="response" type="epp:resultCodeType" />
<el ement name="kv" type="validate: kvType" m nCccurs="0"
maxQccur s="unbounded" />
</ sequence>
</ conpl exType>

</ schema>
END

4. | ANA Consi derations

4.1. XM Nanespace
Thi s docunent uses URNs to descri be XML nanmespaces and XM. schemas
conformng to a registry nechani smdescribed in [ RFC3688]. The
following URI assignnment is requested of | ANA:

URI: ietf:params:xm:ns:validate-1.0

Regi strant Contact: See the "Author’s Address" section of this
docunent .

XM.: See the "Formal Syntax" section of this docunent.

4.2. EPP Extension Registry
The EPP extension described in this docunent should be registered by
the 1ANA in the EPP Extension Registry described in [RFC7451]. The

details of the registration are as foll ows:

Name of Extension: "Validate Extension for the Extensible
Provi si oni ng Protocol (EPP)"

Docunent status: Standards Track
Ref erence: (insert reference to RFC version of this docunent)

Regi strant Nane and Enmail|l Address: |ESG <iesg@etf.org>
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TLDs: Any
| PR Di scl osure: None
Status: Active
Not es: None
5. Security Considerations

The mappi ng extensions described in this docunent do not provide any
security services beyond those described by EPP [ RFC5730] and
protocol |ayers used by EPP. The security considerations described
in these other specifications apply to this specification as well.
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