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Abstract

This draft discusses the need for a consistent nessaging |layer that
can be used but the transport protocols as they adapt to the CoAP
Request/ Response layer. |In addition, this draft provides coments to
the TCP transport inplenentaton described by
[1-D.tschofenig-core-coap-tcp-tls].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (IETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on Decenber 19, 2015.
Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

In review of [I-D.tschofenig-core-coap-tcp-tls], we realized that
this draft:

o Didn't support the CoAP nessage |l ayer’s use of ACK/RST in CON and
NON nessage types or the nessage-id. |In fact, the draft
explicityly renoved support for the CON nessage types and didn’t
support CoAP ACK nechanisns - relying on the TCP ack/rst/fin
nmessages and timeout mechani sns.

o Didn't explicitly discuss how piggy backed responses woul d be
handl ed.

0 Made the assunption that the Bl ockwi se protocol was supported but
di d not descri be how Bl ockwi se woul d be supported within the
concep of TCP connecti ons.

o Ddn't explicitly discuss how TCP connections related to the
hi gher | ayer Request - Response/ Gbserve-Notify and the newer Publish
and Subscri be nessage exchange patterns.

2. Confusion in the CoAP Message Layer

RFC 7252 descri bed a Message Layer to allow for Confirmabl e/ Non-
confirmabl e delivery of Request/Response nessages. The unstated

pur pose of this nessage |ayer was that it was to be used for
unreliable transports (e.g., UDP, SM5). Several drafts (e.g.,
(bserve [I-D.ietf-core-observe], Block [I-D.ietf-core-block]) and
standards groups (e.g., OVA, oneM2M have referred to the Message
Layer (Adaptation Layer) primtives (e.g., CON, NON, ACT, RST
Message id) in their processing. As such the interface between the
Appl i cation and Request/ Response Layer was assunmed to extend into the
primtives offered by the Adaptation Layer. Subsequent
clarifications of the Application Layer interaction was provided that
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Applications (e.g., LMMM Clients and Servers) interact wwth the CoRE
Application Features and/or the underlying Request/ Response Layers.

The follow ng Figure depicts the CoAP Layers with the initial set of
Transport protocols and CoAP Feat ures.
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Figure 1. CoAP Layers

Wiile the clarification of the Application Layer provided an
expl ai nati on of how Applications should interact with the Request/
Response Layer, the discussion highlighted an additional problem
There isn’'t a single consistent interface between the Adaptation
Layer and the Request/Response Layer. This consistency was | ost when
new Transport protocols did not inplenment the nessage primtivies
(e.g., CON NON, ACK, RST) of the UDP/ SM5 Messagi ng Layer.
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The follow ng Figure depicts the CoAP Layers with the new set of
Transport protocols.
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Figure 2: CoAP Layers (New Transports)
3. Standard Primtives vs Transport Specific Adaptation

If a standard set of primtives were used, each Transport protocol
woul d docunent how to inplement the CON and NON nessages with ACK and
RST responses. The Request/Response Layer feature woul d descri be how
to adapt timeouts and state processing of the Message Layer. This
woul d provide for a clean delineation of responsibility such that
devel opers of new Transport protocols and Request/ Response features
woul d know exactly what the behavior is that is provided and consuned
by each layer (i.e., Transport, Request/Response).
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The follow ng Figure depicts the CoAP Layers with a standard Message

Layer.
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Figure 3: CoAP Layers - Standard Primtives

If transport specific adaptation is used, the transport protocol
woul d specify how t he Request/Response | ayer exchange patterns and
features woul d be adapted by the protocol. This will becone very
difficult to maintain as each new feature that needs aspects of a
transport protocol will have to also include those aspects such as
was done in the Cbserve draft.

The side-effect of |osing the standard set of nmessaging primtives is
t hat each Transport wi Il have to docunent how that transport adapts
to the various elenents of the Request/Response Layer (e.g., Bl ock,
(bserve, Request, Response) rather than docunent how they woul d

i npl enent the standard set of nessaging primtives. In addition each
new Request/ Response feature will have to docunent how it wll
interact with each Transport Layer.
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The follow ng Figure depicts the CoAP Layers with Adaptation Layers
specific to each Transport Protocol.
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Figure 4. CoAP Layers - Transport Specific Adaptation

Anot her side-effect of not using the existing set of nessage |ayer
primtives is that Applications MIST be aware of the Transport bearer
when i nvoki ng requests because they have to set the type of nessage
(CON, NON) because a Transport (e.g., TCP) may not support the

nessage (e.g., CON).
4. Standardi ze Message Layer

Usi ng the existing CoAP Message Layer as the standard set of
primtives allows |ETF Drafts that focus on features in the Request/
Response Layer to know what is provided by any Transport protocol.
Li kewi se | ETF Drafts for CoRE el enents will know th e nmessages t hat
are needed to be either inplenented or provided.
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Note: The draft does not suffest Message Layer mechani sns |ike
transport specific tinmeout processing will be exposed, just the
nmessagi ng.
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The follow ng Figure depicts the nessage interactions between the
CoAP Layers using a standardi zed Message Layer.
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Figure 5. CoAP Layers - Standard Message Layer
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5. I ssues with the Current TCP Draft

The current draft [I-D.tschofenig-core-coap-tcp-tls], has the
foll ow ng issues:

1

Car ey

TCP Connections: TCP connections in the current draft are
currently limted to a single Request/Response information
exchange. This limtation neans that nultiple TCP connections
are needed for parallel information exchanges. For exanple, an
bserve/ Notification information exchange woul d have to be on a
different TCP connection as a sinple Get request, causing
multiple costly TCP connections to be established. |In addition,
long lived TCP connections could not be supported unless the
Application serialized the Request/Response exchange which is
difficult with Request/Response features |ike Cbserve. As such
nodi fications to the draft to allow Long TCP connections with
mul ti pl e Request/ Response | nformation exchanges i s needed.

Bl ockwi se Transfer: The current draft does not include
docunentati on of how to handle Block transfers especially with
the use of the TCP ack and enpty nessages. Actually the

Bl ockwi se transfer draft should be nodified to use the Request/
Response term nol ogy instead of the ACK nessage terns (e.g.,
Section 3.1 Block2 exanples. This is an exanple of the confusion
caused by not having a standardi zed set of nessage primtives.

Accounting for Request/Response Layer Usage - (Observe: The
current TCP draft needs to docunment how to account for:

* Confirmabl e nessages in the (bserve draft (section 1.2, 3.4,
3.6, 4.5, 4.5.1): The use of nmessage ID in non-confirmable
nmessages (section 4.5) and adpatation of congestion control
(section 4.5.1). The TCP draft shoul d docunent how it
enul at es the behavi or of the confirmabl e nessages in each of
the sections. For exanple the use of TCP acks as a
repl acenent for CON nessage ACKSs.

* Use of Message Id in non-confirmable nessages in the Qobserve
draft (section 4.5): Since Message lds are elided, the draft
needs to docunent how t he RST nmessages for Notifications
shoul d be handl ed unl ess Message |Ids are indeed supported in a
future TCP draft.

* Adaptation of congestion control in the Cbserve draft (section

4.5.1): The TCP drafts needs to docunment how congestion
control would be done for sinultaneous Notifications.
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* Use of the Message Id to ensure no duplication through the
Request/ Response Layer: The TCP protocol will only ensure
duplication at the TCP |ayer. The TCP protocol doesn’t
prevent an invoki ng Request/ Response | ayer from sending the
nmessage nore than once for any reason (good or bad). As such
the support of Message IDis still needed as the TCP | ayer is
i nsufficiant because the solution cannot address possibilities
at the Request/ Response | ayer.

6. | ANA Consi derations

This nmeno i ncludes no request to | ANA
7. Security Considerations

None
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