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Abstract

Hybrid key exchange refers to executing two i ndependent key exchanges
and feeding the two resulting shared secrets into a Pseudo Random
Function (PRF), with the goal of deriving a secret which is as secure
as the stronger of the two key exchanges. This docunment descri bes
new hybrid key exchange schenes for the Transport Layer Security 1.2
(TLS) protocol. The key exchange schenes are based on conbi ning
Elliptic Curve Diffie-Hell man (ECDH) with a post-quantum key
encapsul ati on nethod (PQ KEM using the existing TLS PRF. In
particular, this docunment specifies the use of the Bit Flipping Key
Exchange (Bl KE) and Supersingul ar |1sogeny Key Exchange (SI KE) schenes
in conbination with ECDHE as a hybrid key agreenent in a TLS 1.2

handshake.

Cont ext
This draft is experinmental. It is intended to define hybrid key
exchanges in sufficient detail to allow independent experinentations
to interoperate. Wile the NI ST standardi zation process is still a

few years away from being conplete, we know that many TLS users have
hi ghly sensitive workloads that would benefit fromthe specul ative
addi tional protections provided by quantum safe key exchanges. These
key exchanges are |ikely to change through the standardi zati on
process. Early experinents serve to understand the real -world
performance characteristics of these quantum safe schenmes as wel |l as
provi de specul ative additional confidentiality assurances against a
future adversary with a | arge-scal e quant um conput er
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1. Introduction

Quantum safe (or post-quantum key exchanges are bei ng devel oped in
order to provide secure key establishnment agai nst an adversary with
access to a quantum conputer. Under such a threat nodel, the current
key exchange nechani sns woul d be vul nerable. BIKE and SIKE are two
post - quant um candi dates which were submtted to the NIST Call for
Proposal s for Post-Quantum Cryptographic Schenmes. Wile these
schenes are still being analyzed as part of that process, there is

al ready a need to protect the confidentiality of today’ s TLS
connections against a future adversary with a quantum conputer.
Hybri d key exchanges are designed to provide two parallel key
exchanges: one which is classical (e.g., ECDHE) and the other which
is quantumsafe (e.g., BIKE or SIKE). The hybrid schenmes we propose
are no | ess secure against classical conputers than ECDH, and no |ess
secure agai nst quantum conputers than BIKE or SIKE. This strategy is
energing as a nethod to specul atively provide additional security to
exi sting protocols.

Thi s docunent describes additions to TLS to support PQ Hybrid Key
Exchanges, applicable to TLS Version 1.2 [RFC5246]. These additions
are designed to support nost of the second-round candidates in the
NI ST Call for Proposals, but this docunment only defines ciphersuites
for a small subset of possible hybrid key agreenent nethods. |In
particular, it defines the use of the ECDHE together with Bl KE or
SIKE, as a hybrid key agreenent nethod.

The remai nder of this docunent is organized as follows. Section 2
provi des an overvi ew of PQ KEM based key exchange al gorithms for TLS.
Section 3 describes how PQ KEM can be conbined with ECDHE to form a
premaster secret. In Section 4, we present a TLS extension that
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allow a client to negotiate the use of specific PQ schenmes and
paraneters. Section 5 specifies various data structures needed for a
Bl KE- or SIKE-based hybrid key exchange handshake, their encoding in
TLS nessages, and the processing of those nessages. Section 6
defines two new PQ KEM hybri d- based ci pher suites and identifies a
smal | subset of these as recommended for all inplenentations of this
specification. Section 7 discusses sonme security considerations.
Section 8 describes | ANA considerations for the nane spaces created
by this docunment. Section 9 gives acknow edgnents.

| npl enmentation of this specification requires famliarity with TLS
[ RFC5246], BIKE, and SI KE

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Key Exchange Al gorithns

Thi s docunent introduces two new hybrid-based key exchange net hods
for TLS. They use ECDHE with either BIKE or SIKE in order to conpute
the TLS premaster secret. The master secret derivation is augnented
to include the dientKeyExchange nessage. The derivation of the
encryption/ MAC keys and initialization vectors is independent of the
key exchange al gorithm and not inpacted by the introduction of these
hybri d key exchanges. While this specification only defines the use
of a PQ KEM hybrid key exchange with BIKE or SIKE, it is specifically
designed so that it can be easily extended to include additional PQ
KEM et hods.

The tabl e bel ow summari zes the new hybrid key exchange schenes.

o m e e e e e e e Fom e e e e e +

| Hybrid Key Exchange Schenme Nane | Description |

S o e e e e e e +

| ECDHE_BI KE | ECDHE and a BI KE KEM |
|

| ECDHE_SI KE | ECDHE and a SIKE KEM |

o m e e e e e e e Fom e e e e e +

Table 1: Hybrid Key Exchange Schenes

These schenes are intended to provide quantum safe forward secrecy.
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Client Server

dientHello —--e---- >
ServerHel | o

Certificate

Ser ver KeyExchange

CertificateRequest*+

<-------- Server Hel | oDone
Certificate*+
d i ent KeyExchange
CertificateVerify*+
[ ChangeCi pher Spec]
Finished -------- >

[ ChangeCi pher Spec]

<-mmmmm - Fi ni shed

Application Data <------- > Application Data

* message i s not sent under sone conditions
+ nmessage i s not sent unless client authentication
is desired
Figure 1: Message flow in a hybrid TLS handshake
Figure 1 shows the nessages involved in the TLS key establishnent
protocol (aka full handshake). The addition of hybrid key exchanges
has direct inpact on the CientHello, the ServerHello, the
Server KeyExchange, and the dient KeyExchange nessages. Next, we
descri be each hybrid key exchange schene in greater detail in terns
of the content and processing of these nessages. For ease of
exposition, we defer discussion of the optional extension for
speci fying the paraneters supported by an inplenmentation until
Section 4.
2.1. Key Encapsul ati on Met hod (KEM

A key encapsul ati on nmechanism (KEM is a set of three algorithns
o key generation (KeyGen)
o encapsul ation (Encaps)
o decapsul ati on (Decaps)
and a defined key space, where

o0 "KeyGen()": returns a public and a secret key (pk, sk).
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o "Encaps(pk)": takes pk as input and outputs ciphertext ¢ and a key
K fromthe key space.

o "Decaps(sk, c)": takes sk and c as input, and returns a key K or
ERROR. K is called the session key.

The security of a KEMis discussed in Section 7. BIKE and SIKE are
two exanpl es of a KEM

2.2. ECDHE_[ KEM

This section describes the nearly identical hybrid key exchanges
ECDHE_BI KE and ECDHE_SI KE. For the remainder of this section [KEM
refers to either BIKE or SIKE. The server sends its epheneral ECDH
public key and an epheneral [KEM public key generated using the
correspondi ng curve and [KEM paraneters in the ServerKeyExchange
message. This specification requires that these paraneters MJST be
signed using a signature algorithmcorresponding to the public key in
the server’s certificate.

The client generates an ECDHE key pair on the same curve as the
server’s epheneral ECDH key, and conputes a ci phertext val ue based on
the [KEM public key provided by the server, and sends themin the

C i ent KeyExchange nessage. The client conputes and hol ds the PQ KEM
encapsul ated key (K) as a contribution to the premaster secret.

Both client and server perform an ECDH operation and use the
resultant shared secret (Z) as part of the prenmaster secret. The
server conputes the PQ KEM decapsul ation routine to conpute the
encapsul ated key (K), or to produce an error nessage in case the
decapsul ation fails.

3. Hybrid Prenmaster Secret

This section defines the nechanismfor conbining the ECODHE and [ KEM
secrets into a TLS 1.2 [ RFC5246] pre-master secret. |In the hybrid
key exchange, both the server and the client conpute two shared
secrets: the previously defined ECDHE shared secret Z from RFC 8422,
and anot her shared secret K fromthe underlying PQ key encapsul ati on
nmet hod.

Formthe prenmaster secret for ECDHE [ KEM hybrid key exchanges as the

concat enation of the ECDHE shared secret Z with the KEM key K to form
t he opaque data val ue "premaster_secret = Z || K".
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4.

TLS Extension for Supported PQ KEM Paraneters

A new TLS extension for post-quantum key encapsul ati on nethods is
defined in this specification.

This all ows negotiating the use of specific PQ KEM paraneter sets
during a handshake starting a new session. The extension is
especially relevant for constrained clients that may only support a
limted nunber of PQ KEM paraneter sets. They follow the general
approach outlined in RFC 5246; nessage details are specified in
Section 5. The client enunerates the BIKE and SIKE paraneters it
supports by including the PQ KEM extension in its ClientHello
nmessage.

A TLS client that proposes PQ KEM ci pher suites in its CientHello
nmessage SHOULD i nclude this extension. Servers inplenenting a PQ KEM
ci pher suite MJST support this extension, and when a client uses this
extensi on, servers MJST NOT negotiate the use of a PQ KEM par anet er
set unless they can conpl ete the handshake while respecting the

choi ce of parameters specified by the client. This elimnates the
possibility that a negotiated hybrid handshake will be subsequently
aborted due to a client’s inability to deal with the server’s PQ KEM
key.

The client MJUST NOT include the PQ KEM extension in the ClientHello
nmessage if it does not propose any PQ KEM ci pher suites.
Additionally, the client MJUST NOT include paraneters in the PQ KEM
extension for PQ KEM ci pher suites it does not propose. That is, if
a client does not support BIKE, it nust not include the BIKE
paranmeters in the extension, and if the client does not support SIKE
it must not include SIKE paraneters in the extension. A client that
proposes a PQ KEM schene may choose not to include this extension.
In this case, the server is free to choose any one of the paraneter
sets listed in Section 5. That section al so describes the structure
and processing of this extension in greater detail.

In the case of session resunption, the server sinply ignores the
Supported PQ KEM Par anet ers extensi on appearing in the current
ClientHell o nessage. These extensions only play a role during
handshakes negoti ati ng a new sessi on.

Data Structures and Conputations

This section specifies the data structures and conputations used by
PQ KEM hybri d- key agreenent nmechani snms specified in Sections 2, 3,
and 4. The presentation | anguage used here is the sane as that used
in TLS 1.2 [ RFC5246].
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5.1. dient Hell o Extensions

This section specifies the Supported PQ KEM Par anet ers extension that
can be included with the CientHell o nmessage as described in
RFC 5246.

5.1.1. When these extensions are sent

The extensions SHOULD be sent along with any ClientHell o nessage that
proposes the associ ated PQ KEM ci pher suites.

5.1.2. Meaning of these extensions

These extensions allow a client to enunerate the PQ KEM paraneters
sets it supports for any supported PQ KEM

5.1. 3. Structure of these extensions

The general structure of TLS extensions is described in RFC 5246, and
this specification adds a new type to ExtensionType.

enum {
pg_kem par anet er s( OXFEO1)
} ExtensionType;

wher e

o "pg_kem paraneters” (Supported PQ KEM Paraneters extension):
I ndi cates the set of post-quantum KEM paraneters supported by the
client. For this extension, the opague extension_data field
cont ai ns PQKEMPar anet er seExt ensi on. See Section 5.1.6 for details.

5.1.4. Actions of the sender

A client that proposes PQ KEM hybri d key exchange cipher suites in
its CientHell o nessage appends these extensions (along wth any
others), enunerating the paraneters it supports. Cdients SHOULD send
the PQ KEM paraneter sets it supports if it supports PQ KEM hybrid
key exchange ci pher suites.

5.1.5. Actions of the receiver

A server that receives a CientHello containing this extension MJST
use the client’s enunerated capabilities to guide its selection of an
appropriate cipher suite. One of the proposed PQ KEM ci pher suites
nmust be negotiated only if the server can successfully conplete the
handshake whil e using the PQ KEM paraneters supported by the client
(cf. Section 5.1.6.)
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If a server does not understand the Supported PQ KEM Paraneters
extension, or is unable to conplete the PQ KEM handshake whil e
restricting itself to the enunerated paraneters, it MJST NOT

negoti ate the use of the correspondi ng PQ KEM ci pher suite.

Dependi ng on what other cipher suites are proposed by the client and
supported by the server, this may result in a fatal handshake failure
alert due to the lack of common ci pher suites.

5.1.6. Supported PQ KEM Par anet ers Ext ensi on

This section defines the contents of the Supported PQ KEM Paraneters
extension. In the | anguage of RFC 5246, the "extension_data" is the
" PQKEMPar anet er sext ensi on" type defined bel ow.

enum {

Bl KE1-L1-R1 (1),
Bl KE1- L3-R1 (2),
Bl KE1- L5-R1 (3),
Bl KE2- L1-R1 (4),
Bl KE2- L3-R1 (5),
Bl KE2- L5-R1 (6),
Bl KE3-L1-R1 (7),
Bl KE3-L3-R1 (8),
Bl KE3- L5-R1 (9),
SI KE- P503-R1 (10),
Sl KE- P751-R1 (11),
SI KE- p964-R1 (12),
Bl KE1- CCA- L1-R2 (13),
Bl KE1- CCA- L3-R2 (14),
Bl KE1- CCA- L5- R2 (15),
Bl KE2- CCA- L1-R2 (16),
Bl KE2- CCA- L3-R2 (17),
Bl KE2- CCA- L5- R2 (18),
S| KE- P434-R2 (19),
S| KE- P503- R2 (20),
S| KE- P610- R2 (21),
S| KE- P751- R2 (22)

} NamedPQKEM (2716-1);

"Bl KE1- L1-R1", etc: Indicates support of the correspondi ng Bl KE
paraneters defined in BIKE Round 1, the round 1 candidate to the N ST
Post - Quant um Crypt ogr aphy Standardi zati on Process. (N ST PQC)

"Bl KE1- CCA- L1- R2", etc: Indicates support of the correspondi ng Bl KE
CCA paraneters defined in BIKE Round 2, the latest revision of the
round 2 CCA candi date submitted to NIST PQC available at the tine of
this draft specification.
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"SI KE1- P503-R1", etc: Indicates support of the correspondi ng SIKE
paraneters defined in SIKE Round 1, the round 1 candidate to N ST

PQC.

"SI KE1- P434- R2", etc: Indicates support of the correspondi ng Sl KE
paraneters defined in SIKE Round 2, the round 2 candidate to NI ST

PQC.

struct {
NanedPQKEM pg_kem paraneters_|ist <1..2"16-1>
} PQKEMPar anet er sExt ensi on

Items in "pg_kem paraneters_|ist" are ordered according to the
client’s preferences (favorite choice first).

As an exanple, a client that only supports BIKEl-L1-Rl1 ( value 1 =
0x0001), BIKE2-L1-Rl ( value 4 = 0x0004) and SIKE-P434-R2 ( val ue 19
= 0x0013) and prefers to use SIKE-P434-R2 would include a TLS
extension consisting of the follow ng octets:
FE 01 00 08 00 06 00 13 00 01 00 04
Note that the first two octets (FE 01) indicate the extension type
(Supported PQ KEM Par aneters extension), the next two octets
indicates the length of the extension in bytes (00 08), and the next
two octets indicate the |length of enunerated values in bytes (00 06).
5.2. Server Key Exchange
5.2.1. Wen this nessage is sent

This message is sent when using an ECDHE [ KEM hybrid key exchange
al gori t hms.

5.2.2. Meaning of this nessage

This nessage is used to convey the server’s epheneral ECDH and [ KEM
public keys to the client.

5.2.3. Structure of this nmessage
struct {
opaque public_key <1,...,2"24 - 1>;
} PQKEMPubI i cKey;

public key: This is a byte string representation of the [KEM public
key follow ng the conversion defined by the [KEM i npl enentati on.
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struct {
Nanme d PQKEM named_par amns;
PQKEMPubl i cKey publi c;
} Server PQKEMPar ans;

The Server KeyExchange nessage is extended as foll ows:

struct {
Ser ver ECDHPar ans ecdh_par ans;
Ser ver PQKEMPar ans pgq_kem par ans;
Si gnature si gned_par ans;

} Server KeyExchange;
wher e

o "ecdh_parans": Specifies the ECDHE public key and associ at ed
domai n par anet ers.

o "pg_kemparans": Specifies the [ KEM public key and associ ated
par anet ers.

o "signed parans": a signhature over the server’s key exchange
paraneters. Note that only ciphersuites which include a signature
al gorithm are supported; see Section 6. The private key
corresponding to the certified public key in the server’s
Certificate nmessage is used for signing.

digitally-signed struct {

opaque client_randoni 32];
opaque server _randoni 32];
Ser ver DHPar ans ecdh_par arns;
Ser ver PQKEMPar ans pg_kem par ans;

} Signature;

The paraneters are hashed as part of the signing algorithm as
follows, where His the hash function used for generating the
si gnat ure:

For ECDHE [ KEM :

"H( client_randoni32] + server_randonf32] + ecdh_parans +
pq_kem parans)."

NOTE: This specification only defines hybrid ciphersuites with RSA

and ECDSA signatures. See [RFC5246] and RFC 8422, respectively, for
details on their use in TLS 1. 2.
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5.2.4. Actions of the sender

5.2

5. 3.

5. 3.

The server selects elliptic curve donain paraneters and an epheneral
ECDH public key corresponding to these paranmeters according to

RFC 8422. The server SHOULD generate a fresh epheneral ECDH key for
each key exchange so that the hybrid key exchange schene provi des
forward secrecy. The server selects a PQ KEM paraneter set, and uses
"KeyGen()" for the correspondi ng paraneters of BlIKE Round 1, BIKE
Round 2, SIKE Round 1, or SIKE Round 2 to generate an epheneral
public key pair. The server MJIST generate a fresh BIKE or SIKE key
for each key exchange. A server that receives a Supported PQ KEM

Par anet ers extension MJST use the client’s enunerated capabilities to
guide its selection of an appropriate cipher suite. The server MJST
NOT negoti ate the use of a PQ KEM paraneter set unless they can

conpl ete the handshake whil e respecting the choice of paraneters
specified by the client (cf. Section 5.1.6). |If the client does not
i nclude the PQ KEM Par anet ers extension, the server is free to choose
any one of the paraneters listed in Section 5.1.6.

If a server is unable to conplete the PQ KEM handshake whil e
restricting itself to the enunerated paraneters, it MJST NOT

negoti ate the use of the correspondi ng PQ KEM ci pher suite.

Dependi ng on what other cipher suites are proposed by the client and
supported by the server, this may result in a fatal handshake failure
alert due to the lack of conmmon ci pher suites.

After selecting a ciphersuite and appropriate paraneters, the server
conveys this information to the client in the ServerKeyExchange
nmessage using the format defined above.

.5. Actions of the receiver

The client verifies the signature and retrieves the server’s elliptic
curve domai n paranmeters and epheneral ECDH public key and the [ KEM
paraneter set and public key fromthe Server KeyExchange nessage.

A possible reason for a fatal handshake failure is that the client’s
capabilities for handling elliptic curves and point formats are
exceeded (see RFC 8422), the PQ KEM paraneters are not supported (see
Section 5.1), or the signature does not verify.

Cient Key Exchange
1. Wen this nessage is sent
This message is sent in all key exchange algorithns. In the key

exchanges defined in this docunent, it contains the client’s
ephenmeral ECDH public key and the [ KEM ciphertext val ue.
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5.3.2. Meaning of the nessage

This message is used to convey epheneral data relating to the key
exchange belonging to the client (such as its ephenmeral ECDH public
key and the [KEM ci phertext val ue).

5.3.3. Structure of this nessage
The TLS d i ent KeyExchange nessage i s extended as foll ows.

struct {
opaque ci phertext <1,..., 2724 - 1>;
} PQKEMC phert ext;

wher e

o "ciphertext": This is a byte string representation of the PQ
ci phertext of the KEM construction. Since the underlying calling
convention of the KEM APl handl es the ciphertext byte string
directly it is sufficient to pass this as single byte string array
in the protocol

struct {
ClientECD ffieHell manPublic ecdh_publi c;
PQKEMCI phert ext ci phertext;

} dient KeyExchange;
5.3.4. Actions of the sender

The client selects an epheneral ECDH public key corresponding to the
paraneters it received fromthe server according to RFC 8422. The
client SHOULD generate a fresh epheneral ECDH key for each key
exchange so that the hybrid key exchange schene provi des forward
secrecy. Using the "Encaps(pk)" function corresponding to the PQ KEM
and naned paraneters in Server KeyExchange nessage, the client

conputes a [ KEM ciphertext. It conveys this information to the
server in the CientKeyExchange nessage using the format defined
above.

5.3.5. Actions of the receiver

The server retrieves the client’s epheneral ECDH public key and the
[ KEM ciphertext fromthe Cient KeyExchange nessage and checks that
it is on the sane elliptic curve as the server’s ECDHE key, and that
the [KEM ciphertexts conformto the domain paraneters sel ected by
the server. The server uses the "Decaps(pk)" function corresponding
to the PQ KEM and naned paraneters in ServerKeyExchange nessage to
conpute the KEM shared secret.
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In the case of BIKE there is a decapsulation failure rate no greater
than 107(-7). |In the case of a decapsul ation failure, an
i npl enmentati on MJST abort the handshake.

5.4. Derivation of the master secret for hybrid key agreenent
This section defines a new hybrid nmaster secret derivation. It is
defi ned under the assunption that we use the concatenated prenaster
secret defined in Section 3.1 (Section 3). Recall in this case the
premaster _secret = Z || K, where Z it the ECDHE shared secret, and K
is the KEM shared secret.
We define the master secret as foll ows:
mast er _secret[48] = TLS-PRF(secret, |abel, seed)
wher e
0 "secret": the premaster_secret,
o "label": the string "hybrid master secret”, and

o "seed": the concatenation of "CientHello.random ||
ServerHel l o.random || i ent KeyExchange"

6. Ci pher Suites

The tabl e bel ow defines new hybrid key exchange ci pher suites that
use the key exchange algorithnms specified in Section 2 (Section 2).
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o +
| Ciphersuite |
e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me +
| TLS ECDHE_BI KE_ECDSA W TH AES 128 GCM SHA256 = { OxFF, 0x01 } |
| |
| TLS_ECDHE BI KE_ECDSA W TH AES 256 GCM SHA384 = { OxFF, 0x02 } |
| |
| TLS_ECDHE BI KE RSA W TH AES 128 GCM SHA256 = { OxFF, 0x03 } |
| |
| TLS ECDHE BI KE_RSA W TH AES 256 _GOM SHA384 = { OxFF, 0x04 } |
| |
| TLS_ECDHE SI KE ECDSA W TH AES 128 GCM SHA256 = { OxFF, 0x05 } |
| |
| TLS_ECDHE SI KE_ECDSA W TH AES 256_GCM SHA384 = { OxFF, 0x06 } |
| |
| TLS ECDHE_SI KE RSA W TH AES 128 GOM SHA256 = { OxFF, 0x07 } |
| |
| TLS_ECDHE SI KE RSA W TH_AES 256 _GCM SHA384 = { OxFF, 0x08 } |
i +

Tabl e 2: TLS hybrid key exchange ci pher suites
The key exchange net hod, signature algorithm cipher, and hash
algorithm for each of these cipher suites are easily determ ned by
exam ning the nane. G phers and hash algorithns are defined in
RFC 5288.

It is recoomended that any inplenmentation of this specification
i ncl ude both of the follow ng ciphersuites:

o TLS ECDHE_BI KE_RSA W TH_AES 256 _GCM SHA384 = { OxFF, 0x04 }

o TLS ECDHE SI KE_RSA W TH AES 256 _GCM SHA384

{ OxFF, 0x08 }
usi ng the paraneters Bl KE1- CCA-L1-R2 and S| KE- P434- R2.
7. Security Considerations [DRAFT]

The security considerations in TLS 1.2 [ RFC5246] and RFC 8422 apply

to this docunent as well. |In addition, as described in RFC 5288 and
RFC 5289, these cipher suites may only be used with TLS 1.2 or
greater.

The description of a KEMis provided in Section 2.1. The security of
the KEMis defined through the indistinguishability against a chosen-
pl ai ntext (1 ND- CPA) and agai nst a chosen-ci phertext (1 ND CCA)
adversary. W are focused here on the I ND-CPA security of the KEM
As a result, inplenmentations MJUST NOT use a KEM key nore than once,
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10.

as reusing keys with IND-CPA KEMs can result in chosen ciphertext
attacks like the IS attack agai nst BIKE [ GIS]

In the | ND-CPA experinment of KEMs, an oracle generates keys (sk, pk)
wth "KeyGen()", conmputes (c, K) with "Encaps(pk)", and draws
uniformy at randoma value R fromthe key space, and a random bit b.
The adversary is an algorithmA that is given (pk, c, K) if b=1, and
(pk, ¢, R if b=0. AlgorithmA outputs a bit b’ as a guess for b,
and wins if b = b.

Al of the ciphersuites described in this docunent are intended to
provide forward secrecy. The hybrid key exchange nmechani sm descri bed
in this specification achieves forward secrecy when all epheneral
keys are single-use. This specification requires single-use PQ KEM
keys, so ephenmeral ECDH keys SHOULD al so be singl e-use so that
forward secrecy is achieved.

| ANA Consi der ati ons

Thi s docunent describes three new nane spaces for use with the TLS
pr ot ocol :
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